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Thi teéng Nguyén Xuin Phic chi thi: U tién
hang d4u ctia Chinh phu la stre khoe cta nguoi
dan

(Thir ba, 03/03/2020 08:29)
Phit bifn két luin cuée hop Thirémg tnirc Chinh phu vé phong r_héng dich COVID-19,
Thi twémg Chinh phi Nguyén Xuin Phiic cho ring, ching ta vira chéng dich vira phat
trién kinh té nhumg wu tién hing ddu cia Chinh phi vin 13 bao vé sirc khoe cia ngwdi
dén. Strc khoe, tinh mang cia ngwdi dinli khéng thé thay thé

Khic phuc khé khin tim gidi phip phéng chong dich

Phit bifu tai cuéc hop Thuémg tnwe Chinh phi chibu 23 vé phing ching dich
COVID-19, Thi twéng nhic lai ring 6 thé hy sinh loi ich kinh 1é dé bio vé sirc
khoe ngwdi dan. Thu tudng cho I;"mg. kinh té 6 kho khin,  cf thé tim giai phap
hd tre nhung tinh mang ciia ngwdi din thi khing thé thay thé. Céng viée niy cin dwoc
diy 18n véi tde & cao hon. Céc 16 chire, cd nhin co lién quan cin 1in %3 vio. cing

gbp sibe, khing ngdi chir. khéng c6 co ché xin cho

Viét Nam vin tiem dn nguy co dich bénh, nén ching ta cin hinh déng vai tinh thin
khin cip va crong quyet, “khong lo 127, han ché déi da bat o ai di qua ving c6 dich,

cin e bién phdp cdch Iv. Bit o 517 chin trir, chu quan nio déu phai dwoc ngin chin,

ching ta can cuong quvél hom trong bao vé strc khoe cua ngwdi din.

Thii twéng Chinh phi Nguyén Xuin Phic. Anh chinhphu.vn

Nam 13 mét trong s6 cuémg quéc dét may. ning lirc san xudt khau trang vai cia ching
ta co the dip Ung nhu cau che 100 tnéu din. Ching ta lam chu hoin toan cong nghé
san xuat, xir Iy khang khuin, khing nudc cho khau trang

Phé Thu tuéng Vit Ditc Dam, Trrémg Ban chi dao Quéc gia cho ring, cin cé sach
Iroc mdi dé img phé tinh hinh méi khi the giéi ¢6 thém cic “diém néng” vé dich nhw
Hain Quée, Italy, Iran. Céng tic phéng chéng dich cin dnuyén dan sang trang thdl mdi,
bén canh ngin chin liy nhiém tir bén ngodi thi tich cwe phong ngira liy nhiém trong
céng déng, nhit 13 khiu phat hién bénh.

Khong dé dich bénh ‘bung phat liv lan, kién quv(.:'t khoanh ving, dip dich

Thi twéng Nguyen Xuin Phic cho biét, ching ta d3 chuin bi nhidu bién phip cu thé
cich 1y tai ché, cich 1y tip trung, d3 huy déng nhicu lyc lrong tham gia, trwde hét 13
Quin d5i Nhin din Viét Nam. Nhitng céng viéc niy cin dwoc diy véi téc 48 cao hon

Nhilng khu virc cich ly tdp trung can phai phéng ngira ki viéc liy nhiém chéo, cin

trung tim thong tin k¢t néi hién dai, bd sung mot 58 trang thiét bi cin thiét, han ché
viéc di chuyén bénh nhin, h tro bénh nhin tai noi bi bénh, cé thé chin dodn, diéu tr
1ir Xa, t2o niém tin cho ngwoi dan an tdm khi co bénh s& droc chira tr ldp thol

Anh: chinhphu vn

Khéng dé dich bénh bing phét 13y lan, kién quyét khoanh ving, dip dich”, Tha

twéng nhin manh

Phuong chim chong dich cua Chinh phu 13 khin truong, kién quyét nhung binh tinh,
diing mirc, khéng chi quan. Théng tin dén ngwdi din, dén quéc té minh bach, chuin
xdc, cong khai va kip théd. Tinh thin chong dich ciing nhw tinh than ASEAN 36 (dvoc
16 chirc tai Viét Nam) 1d gin két vi chu déng thich vme, tinh thin dodn két trén duwdi
mét 1éng. sit sao kip théi. Cin c6 nhimg hudng din rit cu thé cho ngudi din chu

ding phong ngira dich. Nginh v té phéi hop vdi truyeén théng phai 13m t6t, 1dm hiéu
qua vide ndy. Timg ngwii dén, timg dia phuong, tlmg 16 chive, don vi phai chi déng
img phé 1ot nhir véi nhimg bién phdp théng thémg chiing ta dang ding hién nay nhe
Tte W en! e fn b Tho e Tods T Tt e i D2 M bien i FE e N ¥ O A L7 g N

Loi dung tinh hinh dién bién cda dich COVID-19 hién tai dang rét phirc tap, nhiéu nhém tin
téc da va dang &m thadm thuc hién cac chién dich APT nhdm vao céac cé nhan va té chirc
nham truc loi. Tai Viét Nam cling khéng ngoai Ié. M&i day chung téi ghi nhéan mau ma déc
(nghi ngo ter nhém Mustang Panda) gid mao chij thi cda thad tuéng Nguyén Xuén Phuc vé
phong trénh dich COVID-19. Trong bai viét nay chiing t6i sé phan tich phuong thirc ma ké
tan céng str dung dé lay nhiém vao méy ngudi dung.

1. Théng tin vé sample

File name: Chi Thi cua thu tuong nguyen xuan phuc.rar

File Hash (SHA-256):
bbbeb1a937274825b0434414fa2d9ec629ba846b1e3e33a59c613b54d375e4d2
File Size: 172 KB

File type: RAR

File Timestamps: 2020:03:03 14:46:12
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Archived File Name: Chi Thi cua thu tuong nguyen xuan phuc\Chi Thi cua thu tuong
nguyen xuan phuc.Ink
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Hinh 1: Néi dung cua tai liéu xuét hién khi ma déc thye thi

2. Phan tich ma déc

2.1. Phan tich hanh vi cua ma doc

Theo théng tin & trén, ma déc giri kém email phishing la mét file nén. Trong file nén nay
chira mét file Chi Thi cua thu tuong nguyen xuan phuc.Ink c6 kich thwéc 712 KB:

n Chi Thi cua thu tueng nguyen suan phucrar | Name Size Packed Type Maedified C
Chi Thi cua thu tuang nguyen xuan phed l 0 Fiba Folder
| Chi Thi cua thu tuong nguyen xuan phuc.ink 726,352 175471 Shortout L0246 P 4

Hinh 2: N6i dung trong file nén

File .Ink don gian la mét shorcut dwoc Windows st dung lam tham chiéu dén file gbc. Cac
file nay thworng str dung cuing mét biéu twong vai file gbe, nhung thém mét mi tén cudn
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tron nhé dé cho biét no tré dén mét vi tri khac. Khi ngudi dung vé tinh mé file .Ink trong file
nén trén, hanh vi cia ma doc sé dién ra theo trinh tw:

" Khéi chay cmd.exe, muc dich d& goi mshta.exe v&i tham sb truyén vao 13 file .Ink da duoc
giai nén tam & thv muc %Temp%:

T, PR I 8, DA T 0 ) ey M B ] a8 e a1, PSS B4, 780 A ek 1 [ " B T s 2 gy ey s phaie o ) e v S 3, e -

Hinh 3: cmd.exe goi t&i mshta.exe

- n'h'l'l.'i-f-li.-.-:le [3Z32) WinFAR anchresr CProgram Fles"WnFRARYWINRAR exe _l
= 'Ea_:m.'l exe |BEER) ‘Windows Command Processsor CAiindows ' System 32 emd exe
=8 Corhost exe (368E) Corsole Window Hast CAWindows '\ System 32 Conhast sws
5 omad e (764) ‘Windows Command Processor CWindows aystem 1 2 omd exe
L=

b'l.q..q..n [FIHT Hu.;-;-a-,a:r.m heast

Eﬂ.ﬂ;a i H’b.ll Wirecows'ayestemn 32 maina o
O ST Tk e

ﬁdmc-‘rlh—d Windows Command Procsssor lC Whnddorwa aystem 1 Do e

£ >

Oeccnpbon: Microsaft (B HTMHL Apphcabon hest

Company:  Mirosoft Conporation

Path: C:Windowsgystem 32 mehia. exe

Command: "Cindowssyslem32mehlaexa” Cillsers AWDMIN ~1 WppData L oca TTemp\Rar sDIa3292. 28275CH Th cua thu luong nguyen suan phuc. nk”

Hinh 4: Thwc thi mshta.exe véi tham sé truyén vao 4 file Ink

" mshta.exe cé nhiém vu phan tich file, tim kiém va thwc thi script dwoc nhing trong file. Tt
day, thwc hién cac hanh déng sau:
e Tao cac file 3.exe, http_dIl.dll, http_dll.dat, Chi Thi cua thu tuong nguyen xuan
phuc.doc trong thv muc %LocalAppData%\Temp.
« Kh&i chay 3.exe, tién trinh nay sé tao cac file unsecapp.exe, http_dIl.dll, http_dIl.dat
trong thw muc %AllUsersProfile%\Microsoft Malware Protectionydy.
o Thiét Iap run key Microsoft Malware Protectionydy trong Registry
(HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
& HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\Microsoft Malware
Protectionydy) tré t&i file unsecapp.exe da tao ¢ trén.
o Goi WINWORD.EXE dé mé tai liéu %Temp%\Chi Thi cua thu tuong nguyen xuan
phuc.doc v&i ndi dung nhw & Hinh 1 nham danh Ira nguoi dung.
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Hinh 5: Ludng thwc thi clia cac tién trinh

" Tién trinh unsecapp.exe sau khi thuc thi s& két ndi téi C2 1a vietnam[.Jzing[.]Jphotos:

- Result | Probocol Host  URL Bady Cadching Conte,.. Process

Fig| S02 HTTP vietnam.zmg.photos  fupdate*wd=00f30537 512 no-cache, m... textfh... unsecapp
Figel 502 HTTP vietnam.ang.photos  Jupdate Awd =a9f4 7 fec 512 no-cadee, m...  textfh... unsecapg
A 502 HTTP vietnam.ang.photos  jupdaterwd=0azed 13 512 no-cadee, m... textfh... unsecapc
g 502 HTTP vietnam. zing.photos: 443 jupdate?wd=01bcddse 512 no-cade, m... texth... unsecape
iy 502 HTTP vietnam. zing. photos: 443 jupdate?wd=d343222c 512 no-cache, m... texth... unsecapg
iy 502 TP vietnam.zing. photos: 443 jupdate?wd=0b 150eb0 512 no-cache, m... textf... unsecapg
O 502 TP vietnam.zing.photos:B030  fupdate?wd=31c94d38 512 no-cache, m... texth... unsecapg
A 502 TP vietnam.zing.photos:B080  fupdate?wd =2f5ca4fa 512 no-cache, m... texth... unsecapg
ao 502 HTTP vietnam. zing.photos:8080  fupdate?wd =2ce491d8 512 no-<ache, m... texth... unsecapg
gl 502 HTTP vietnam.zing.photos:8000  fupdate?wd =e9c5acs4 512 no-<ache, m... texth... unsecapp
FrgRb! Lo2 HTTP vietnam.zing.photos:8000  fupdate?wd =b&72facf 512 no-cadhe,m... texth... unsecapp
PR L02 HTTP vietnam.zing. photos: 8000 jupdate?wd=db0a%1ch 512 no-cache, m... texth... unsecapg

Hinh 6: Tién trinh unsecapp.exe két ndi t&i C2

Hai file 3.exe va unsecapp.exe thuc chat la cung la mét file va cé Certificate nham qua mét
cac phan mém Antivirus:

G009 BEeE aga

Filename MD5 5HAT
[55]3.exe 28c6f235946fd694d2634cTa2f24c 1 ba e9a%cel1ff(7334d6ba%a51bald%e7c7albas
[5=l unsecapp.exe 28c6f235046fd69dd2634cTa2f24c 1 ba e9a9ce1ff07234d6ba% 51 bald9eTcTalbod

Hinh 7: 3.exe va unsecapp.exe trung hash

a/14


https://1.bp.blogspot.com/-gJkgZ9LTKok/Xmdof_1pyII/AAAAAAAAAlo/hSJm1V9GO8os0zc7jQnHxcy-9h2tlQaXwCPcBGAYYCw/s1600/Picture5.png
https://1.bp.blogspot.com/-sKYLvGbr6g8/Xmdo2MupwzI/AAAAAAAAAls/SnO3F6bHY94ewjQ2itzGx6-SXJ74gtAKACNcBGAsYHQ/s1600/Picture6.png
https://1.bp.blogspot.com/-h-qOrujT0Vk/Xmdo9jI3TNI/AAAAAAAAAlw/fJDFQT6kRewJWBTcJhQaSZwYQFIcr8d0gCNcBGAsYHQ/s1600/Picture7.png

B 3.exe Properties X D 26 KB
128 KB
Security Details Previous Versions |
General Digital Signature Details ? >
Signa’[UI'E.' ||5t General Ad'l.l'arlﬂ:Ed
Name of signg — . Digital Signature Information
.
ESET, spol. s g This digital signature is OK.

Signer information

Marme: IESI:—I', spol. 5.0,
E-mail: INnt available
Signing time: |Tuesday, December 11, 2012 5:45:56 PM
View Certificate
Countersignatures
Mame of signer: E-mail address: Timestamp
Symantec Time ... Mot available Tuesday, December ...

Hinh 8: Théng tin Certificate ma déc s&r dung

2.2. Phan tich chi tiét file Ink va VBScript

Nhw mé ta & phan trén, khi ngudi dung mé file Chi Thi cua thu tuong nguyen xuan
phuc.Ink trong Chi Thi cua thu tuong nguyen xuan phuc.rar, mshta.exe sé duwoc goi dé
thwe thi script. Nhw vay, ndi dung cua script nay phai dwoc nhing san trong file .Ink. St
dung 010 Editor d& mé file .Ink va tim kiém chubi <script, két qué cé dwoc thdng tin vé
doan VBScript dwoc nhung trong file:
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Hinh 9: N6i dung cua script nhiang trong file
Trich xuat toan bd ndi dung cla script. Noi dung cuia script nhw sau:

" Khai bao céc bién CAwyFTsgCQ, yilJSYTMMh, TPDgWjZcyJ va gan lan luvot ndi dung
cua 3.exe, http_dIl.dlIl, http_dll.dat cho tirng bién:
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yALISYTHHN, TPDGNZcy.)

74
TFOgN
TPOgN} i

TPOgNjZey

http dll.dak

Hinh 10: Tao bién chra ndi dung cla file

" Tao lap dwdng dan cho céc files va goi ham vSWGUThohAGJ dé tao files:

ItNEeYoPQr : "C:\Users\ADMINI-1l\AppData'Local\Temp'3.exs"
TtNZeYoPQr-HlaIMeWZdUr . Item| chr chr chr chr ehr

1 chr chr

EzAvHeENeS : "C:\Users\ADMINI-~1\AppData‘\Local\Temp\http 411.411"

PzAvHeBNeS HOaIMaWZdUr.Item(chr(65+ chr chr chr( 78+16 chr
chri 18 1) Echr chr(98+18 ) Echr 5 Echr 1) Eehr 3 chr

nnczsshTHMC @ "C:\Users\ADMINI~1\AppData\Local\Temp\http dll.dat"

:NTMO=-HQaIMaWZdUr . Item chrif chr chr chr( 78 chr
chr - chri(91+4 ) &chr - chr +1 chr chr(4 chr

GUThohAGd © sqC0, ItHZeYoPdr
: yil THMh, PzAvHeBENeS Creata filas
vSHGUThohAG) TPDgWjZcy), nnczsshTMO

Hinh 11: Tao cac file 3.exe, http_dll.dll, http_dIl.dat

" Thyre thi file 3.exe da tao, tao tai li€éu Chi Thi cua thu tuong nguyen xuan phuc.doc va

mé tai liéu nay dé danh ltra ngwdi dung.
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HproQuiPEn

ZiwiTa -
yhOTnErIr = Gatdbject chriid chr chr [:ERL: chr chr
chr + chir + &hr [ 183+ chr| 189+ chr chri Be+ chr chir| 1E
riDdMKZNFUeWZERFYDET = ybOTnKrIr.Get| “MindZ_ ahr 4| Echr +1 ) Bohr | 94+
viDET . SpemnIns Tance_
chr 1 chr [ 18 ] ohr
chr : chr I ohiri B
ahr | 54 ehr + E ahr +
fPPalie .Create ItHZeYoPOr. Wull, IDDNCGAF, XedwwsKMdCFWE]ISHE Exgcute “C:i\Users\ADMINI-14ApplatalLocallTenp'3 . axa®

uknJuDdXyll = HRaIMaNMZdUr . Item|chr|65+19 £ # B+1E iChi Thi oua thuo twong nguyen xuan phuc.doo®

*DECF11EBAT AEGREIE E B Ba -
WhE ‘aop 2 FFFFFFFFFFFFFF

WhEAUXeYax - NhEAUXzVaX
vENGLThohAG) NhEAUNSVSx, ukmduDdiyD . AR P ) M UEL ikl GRT) AL

B 'PPaGHe.Create ahr : chi + chit + ahr : &hr + thir i+18 | Eah F B+12 | Eehir + ahf &hr
ukmJuldiyD & chri24), Mull, IDDnChAF, NeAwwKNOCEMPjISHE

sl . clase Opan documsant

Hinh 12: Thwc thi 3.exe va mé tai liéu Chi Thi cua thu tuong nguyen xuan phuc.doc

2.3. Phan tich chi tiét cac payload

2.3.1. Phan tich unsecapp.exe

Nhw d& dé cap & trén, ma doc sau khi thuc thi thanh cong sé thiét [ap run key Microsoft
Malware Protectionydy trong Registry
(HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run) tré t&i file unsecapp.exe.
File nay ban chéat |a EHttpSrv.exe (ESET HTTP Server Service) thudc san pham Eset
Smart Security ctia hang ESET. K& tan cong da loi dung file nay dé thwe hién ki thuat DLL
side-loading nham tai va thwc thi ma déc nam trong thw vién http_dil.dll.

_dll = LoadLibraryWw(
hHttp_dll_cp = hHttp_dll;
if ( hHttp_dll )

StartHttpServer = tProcAddress(hHttp_dl1,

Get
StopHttpServer = GetProcAddress(hHttp_dll_cp,
pass_app_param = GetCommandLineW( );
if ( wecsstr(pass _app param, _" '

* sub_1E1E90();

Hinh 13: unsecapp.exe goi ham LoadLibraryW dé nap http_dll.dlI
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2.3.2. Phan tich http_dil.dII

http_dll.dll sau khi dwgc nap sé thyc thi code tai DIIMain, tai ddy ma doc goi ham thuwc hién
cbng viéc sau:

" L4y dija chi thudc unsecapp.exe tinh tr base address + 0x157A.

" Goi ham VirtualProtect dé thay dbi 16 bytes tir dia chi tinh toan & trén thanh
PAGE_EXECUTE_READWRITE.

" Patch code tai dia chi d6 thong qua ki thuat push — ret dé& nhay t&i ham thwe hién nhiém vu
giai ma ma thyc thi Shellcode.

3 JecryptshellCodeAndExcecute;
DecryptShellCodeAandExcecut B
DecryptShellCodeAndExcecute :

, Bxlpu, dwdldProtect, &dwOldProtect);

Hinh 14: S dung ki thuat push-ret d& nhay t&i ham tai dia chi 0x10001230

Tai ham DecryptShellCodeAndExcecute (0x10001230), ma ddc tiép tuc thuc hién:
" Céu thanh dwdng dan t&i http_dll.dat, file nay chira payload da bi ma hoa:
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szD1llPath = 0;
(&szPath,

v24 = 0;

v25 = 0

szHttpD11Dat|
szHttpD11Dat|
szHttpDl1lDat|
szHttpD11Dat|
szHttpD1l1lDat|
szHttpDl1lDat|
szHttpD11lDat|
szHttpD11Dat[
szHttpD11Dat|
szHttpD11Dat|
szHttpD11lDat|
szHttpD11Dat|
szHttpD11lDat|
szHttpD11lDat|

Q) D ws we we we we we we W W

hKernel32 = GetModuleHandleA(szKernel32);
GetModuleFileNameA = GetProcAddress(hKernel32, szGetModuleFileNameA);
GetModuleFileNameA(0O, &szDLllPath, MAX_PATH);
pPos = StrLast(&szDllPath, );
( pPos )

{

*pPos = 0;
}
v3 GetModuleHandleA(szKernel32);
lstrcatA = GetProcAddress(v3, szlstrcatA);
lstrcatA(&szD11Path, szHttpDllDat);

Hinh 15: C4u thanh dwdng dan tdi http_dll.dat

“ Goi ham FileReadAll (0x10001030), doc toan bd ndi dung cua http_dll.dat vao vung nh&
da cap phat:

dwS1ize ;
FileReadAll(&szD11Path, &pHttpDllDatData, &dwSize);
( dwSize <= )

{
}

] _exit(0);
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Hinh 16: Ham FileReadAll chiju trach nhiém doc ndi dung http_dll.dat

= LocalAlloc(
eadFile(hFile_cp, psem, d

Hinh 17: Code cia ham FileReadAll
" Trich xuét key giai ma (10 bytes dau cua http_dll.dat), cAp phat ving nhé va copy toan bo

dir liéu cha http_dll.dat vao ving nhé da dwoc cap phat. Goi ham XorDecrypt
(0x100014B0) dé gidi ma payload méi trén bd nhé:

pHttpDllDatDatal[i - 1];

KorDecrypt(pNewPayLoad, dwSize 1, pKey, keyLen - 1);

Hinh 18: Thuwc hién giai ma payload méi trén bd nhé
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" Cudi cung goi ham VirtualProtect dé thay ddi viing nhé ctia payload méi thanh
PAGE_EXECUTE_READWRITE va goi thdng t&i payload nay dé thwc thi. Payload cudi
cung nay sé lam nhiém vu gidi ma ciu hinh c6 théng tin vé thuw muc “Microsoft Malware
Protectionydy” dung dé Iwu cac payload, thong tin vé C2 nhw da dé cap & trén va thuc hién
nhiém vu két ndi téi C2.

dProtect);

Hinh 19: Thyc thi payload méi da giai ma trén bd nhé

Bang théng tin phan tich dwoc & trén, co6 thé gidi ma va thu dwoc payload méi ma khoéng
can debug:

St ol dal X

o A8
iF FICGEME GARES
% be rum in EOS

: €0 BE 33

i B &0 BE 34 AZ BD BE 4% DA OE BE 4E A0 BE
{ 44 D JF BE 44 A2 BD BE 4 A2 &C HE IC A 8D BE
s i WSS RF KRR BT RF BF A0 FORT WP 4 BEF AR B
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Hinh 20: http_dll.dat trwédc va sau khi giai ma

Payload cé duoc la mét dil (HT.dIN):

A __ﬂ newpaylosd. bin I w L o4 Lal
DO Header . 1T !
. [0S stub 4] 1 2 X & ] i T 1] 2 A B C D E F 012345670 %ABCDE ™
W MT Headers EBLZ ES 9B EC 83 7D 0C 01 75 05 EE €E 15 00 00 FF 75
Signature EEZZ 10 FF 75 OC FF 75 08 EE 07 00 00 00 83 C4 0C 50 | [N
File Header EE3Z CI OC 00 ER OC EB 50 DL 01 10 E8 3F 1B 00 00 33 | [HANEES
Opticnal Header E542 CO &0 BB 75 OC B85 F6 75 OC 39 35 94 55 02 10 oF | KR
Section Headers EEED B4 E4 00 00 00 83 &5 FC 00 83 FE 0L 74 05 03 FE | R
W Sechons
v 3 e ES62 0 75 3% 9B 0D 40 95 0L 10 85 C% T4 OC FF 75 10
4 '|:' = f'.-' S22 L EE TE N0 TN N1 94 ac T4 D OO0 OF Q4 [ 00 a0l .
g rdata Dicagr: text  General DOSHd:  RichHé | FieHdr  OptionalHdr | Secontids [ Exports
Jdata
G LFSIC L
lﬁ JERDL Offset Mame Value Meaning
10830 Characteristics a
1CA3L TimelateStamp  SCEE91A4 Wednesday, 29052019 14:05:24 UTC
1CA38 MajorVersion 1]
TLH38 Minor¥emion u
1CA3C Mame 10462 MT.dl
TR0 Base 1
1 MumberfFumc... 1
1raas Musmherfhlarmes 1

Hinh 21: Payload mé&i la mét dll

Bai viét xin duoc tam dirng tai day, trong phén tiép theo chiing t6i sé phan tich chi tiét vé
céch thirc hoat déng cta payload cudi cung (HT.dll).

Indicators of compromise (I0OCs)
Dropped file:
%LocalAppData%\Temp

1. 3.exe [SHA256:
c3159d4f85ceb84c4a0f7ea9208928e729a30dddadfead7ec6257c7dd1984763]

2. http_dll.dll  [SHA256:
79375c0c05243354f8ba2735bcd086dc8b53af709d87da02f9206685095bb035]

3. http_dil.dat [SHA256;
b62d35d8edae874a994fff12ec085a0bf879c66b3c97fd13fe0a335b497342¢5]

4. Chi Thi cua thu tuong nguyen xuan phuc.doc [SHA256:
e3556d6ba5e705b85599b70422928165c8d4130074029a8dcd04a33f4d1aa858]

%AllUsersProfile%\Microsoft Malware Protectionydy
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1. unsecapp.exe
[SHA256: ¢3159d4f85ceb84c4a0f7ea9208928e729a30dddadfead7ec6257¢c7dd1984763]

2. http_dIl.dll  [SHA256:
79375c0c05243354f8ba2735bcd086dc8b53af709d87da02f9206685095bb035]

3. http_dll.dat  [SHA256:
b62d35d8edae874a994fff12ec085a0bf879c66b3c97fd13fe0a335b497342¢5]

Persistence Registry:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\Microsoft Malware
Protectionydy = C:\ProgramData\Microsoft Malware Protectionydy\unsecapp.exe"

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\Microsoft Malware
Protectionydy = C:\ProgramData\Microsoft Malware Protectionydy\unsecapp.exe"

C2:
Domain: vietnam[.]zing[.]photos

IP: 104.160.44.85

R&D Center - VinCSS (a member of Vingroup)
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