[RE012-1] Phan tich ma ddc loi dung dich Covid-19 dé
phat tan gia mao “Chi thi cua thu twéong Nguyén Xuén
Phic” — Phan 1

=== plog.vincss.net/vi/re012-1-phan-tich-ma-doc-loi-dung-dich-covid-19-de-phat-tan-gia-mao-chi-thi-cua-thu-tuong-nguyen-
xuan-phuc-phan-1-2/

(2 17/10/2020

Loi dung tinh hinh dién bién cta djch COVID-19 hién tai dang rét phirc tap, nhiéu nhém tin
téc da va dang &m thadm thuc hién cac chién dich APT nhdm vao céac cé nhan va té chirc
nham truc loi. Tai Viét Nam cing khéng ngoai 16. M&i day chung t6i ghi nhan mau ma déc
(nghi ngo ter nhém Mustang Panda) gid mao chij thi cda thd tuéng Nguyén Xuén Phuc vé
phong trénh dich COVID-19. Trong bai viét nay chiing t6i sé phan tich phuong thirc ma ké
tan cong str dung dé Iay nhiém vao may ngudi dung.

1. Théng tin vé sample

File name: Chi Thi cua thu tuong nguyen xuan phuc.rar

File Hash (SHA-
256): bbbeb1a937274825b0434414fa2d9ec629ba846b1e3e33a59c613b54d375e4d2

File Size: 172 KB
File type: RAR
File Timestamps: 2020:03:03 14:46:12

Archived File Name: Chi Thi cua thu tuong nguyen xuan phucChi Thi cua thu tuong nguyen
xuan phuc.Ink

Hinh 1: N&i dung cla tai liéu xuét hién khi ma doc thuc thi

2. Phan tich ma déc

2.1. Phan tich hanh vi ciia ma doc

Theo théng tin & trén, ma déc gri kém email phishing Ia mét file nén. Trong file nén nay
chira mét file Chi Thi cua thu tuong nguyen xuan phuc.Ink c6 kich thwéc 712 KB:

Hinh 2: Noi dung trong file nén
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File .Ink don gian Ia mét shorcut dwoc Windows st dung lam tham chiéu dén file gbc. Cac
file nay thuwéng stv dung cling mét biéu twong véi file géc, nhwng thém moét mii tén cudn
tron nhé dé cho biét n6 trd dén moét vi tri khac. Khi ngudi dung vo tinh mé file .Ink trong file
nén trén, hanh vi clla ma doc sé dién ra theo trinh tw:

" Khéi chay cmd.exe, muc dich d& goi mshta.exe v&i tham sb truyén vao 13 file .Ink da dwoc
giai nén tam & thuv muc %Temp%:

Hinh 4: Thyc thi mshta.exe véi tham sé truyén vao la file Ink

" mshta.exe cé nhiém vu phan tich file, tim kiém va thwc thi script dwoc nhing trong file. Tw
day, thwc hién cac hanh doéng sau:

e Tao cac file 3.exe, http_dll.dll, http_dll.dat, Chi Thi cua thu tuong nguyen xuan
phuc.doc trong thuw muc %LocalAppData%Temp.

« Kh&i chay 3.exe, tién trinh nay sé tao cac file unsecapp.exe, http_dIl.dll,
http_dll.dat trong thuw muc %AllUsersProfile%Microsoft Malware Protectionydy.

o Thiét 1ap run key Microsoft Malware Protectionydy trong Registry
(HKLMSOFTWAREMicrosoftWindowsCurrentVersionRun
& HKCUSOFTWAREMicrosoftWindowsCurrentVersionRunMicrosoft Malware
Protectionydy) tré t&i file unsecapp.exe da tao ¢ trén.

o Goi WINWORD.EXE dé& mé tai lieu %Temp%Chi Thi cua thu tuong nguyen xuan
phuc.doc véi ndi dung nhw & Hinh 1 nhdm danh Ira ngudi dung.

Hinh 5: Ludng thuc thi ctia cac tién trinh
" Tién trinh unsecapp.exe sau khi thuc thi s& két ndi téi C2 1a vietnam[.Jzing[.]Jphotos:
Hinh 6: Tién trinh unsecapp.exe két ndi t&i C2

Hai file 3.exe va unsecapp.exe thuc chat la cung la mét file va cé Certificate nham qua mét
cac phan mém Antivirus:

Hinh 7: 3.exe va unsecapp.exe trung hash

Hinh 8: Thong tin Certificate ma déc st dung

2.2. Phan tich chi tiét file Ink va VBScript

Nhw md td & phan trén, khi ngudi dung mé file Chi Thi cua thu tuong nguyen xuan
phuc.Ink trong Chi Thi cua thu tuong nguyen xuan phuc.rar, mshta.exe sé duoc goi dé
thwe thi script. Nhw vay, ndi dung cuia script ndy phai dwoc nhing san trong file .Ink. S
dung 010 Editor d& m& file .Ink va tim kiém chudi <script, két qua cé duwoc théng tin vé
doan VBScript dwoc nhung trong file:
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Hinh 9: N6i dung ctia script nhing trong file
Trich xuét toan bd ndi dung cla script. Ndi dung cdia script nhw sau:

" Khai bao céac bién CAwyFTsgCQ, yilJSYTMMh, TPDgWjZcyJ va gan lan lwvot ndi dung
cua 3.exe, http_dIl.dll, http_dll.dat cho tirng bién:

Hinh 10: Tao bién cha ndi dung cua file
" Tao lap dwdng dan cho céc files va goi ham vSWGUThohAGJ dé tao files:
Hinh 11: Tao cac file 3.exe, http_dIl.dll, http_dll.dat

" Thyec thi file 3.exe da tao, tao tai liéu Chi Thi cua thu tuong nguyen xuan phuc.doc va
m& tai liéu nay dé danh Ira ngwdi dung.

Hinh 12: Thyc thi 3.exe va mé tai liéu Chi Thi cua thu tuong nguyen xuan phuc.doc

2.3. Phan tich chi tiét cac payload

2.3.1. Phan tich unsecapp.exe

Nhw d& dé cap & trén, ma ddc sau khi thwe thi thanh cbng sé thiét 1ap run key Microsoft
Malware Protectionydy trong Registry
(HKLMSOFTWAREMicrosoftWindowsCurrentVersionRun) tré t&i file unsecapp.exe. File
nay ban chat |a EHttpSrv.exe (ESET HTTP Server Service) thudc san pham Eset Smart
Security clia hang ESET. K& tan cong da loi dung file nay dé thwc hién ki thuat DLL side-
loading nham tai va thwc thi ma déc ndm trong thw vién http_dil.dll.

Hinh 13: unsecapp.exe goi ham LoadLibraryW dé nap http_dIl.dlI

2.3.2. Phan tich http_dll.dll

http_dll.dll sau khi duwoc nap sé thie thi code tai DIIMain, tai day méa déc goi ham thyc hién
cbng viéc sau:

" L4y dia chi thudc unsecapp.exe tinh tir base address + 0x157A.

" Goi ham VirtualProtect dé thay déi 16 bytes tr dia chi tinh toan & trén
thanh PAGE_EXECUTE_READWRITE.

" Patch code tai dia chi d6 théng qua ki thuat push — ret d& nhay t&i ham thwe hién nhiém vu
giai ma ma thyc thi Shellcode.

Hinh 14: S dung ki thuat push-ret d& nhay t&¢i ham tai dia chi 0x10001230

Tai ham DecryptShellCodeAndExcecute (0x10001230), ma ddc tiép tuc thuc hién:

3/9



" CAu thanh dwdng dan t&i http_dll.dat, file nay chira payload da bi ma hoa:
Hinh 15: C4u thanh dwdng dan toi http_dll.dat

“ Goi ham FileReadAll (0x10001030), doc toan bd ndi dung cta http_dll.dat vao vung nh&
da cép phat:

Hinh 16: Ham FileReadAll chju trach nhi€ém doc ndi dung http_dIl.dat

Hinh 17: Code ctia ham FileReadAll

" Trich xuét key gidi ma (10 bytes dau cla http_dll.dat), cAp phat viing nhé va copy toan bo
dir liéu cua http_dll.dat vao ving nhé da duwoc cap phat. Goi ham XorDecrypt
(0x100014B0) dé gidi ma payload mdi trén bd nhé:

Hinh 18: Thuwc hién giai ma payload mai trén bd nhé

" Cudi cung goi ham VirtualProtect dé thay dbi vang nhé ciia payload méi

thanh PAGE_EXECUTE_READWRITE va goi thang t&i payload nay dé thuc thi. Payload
cudi cung nay sé& lam nhiém vu gidi ma ciu hinh cé théng tin vé thw muc “Microsoft
Malware Protectionydy” dung dé lwu céc payload, théng tin vé C2 nhw da dé cap & trén va
thwe hién nhiém vu két ndi toi C2.

Hinh 19: Thwc thi payload mé&i da giai ma trén b nhe

Bang théng tin phan tich dwoc & trén, cé thé gidi ma va thu duwgc payload méi ma khéng
can debug:

Hinh 20: http_dIl.dat trwdc va sau khi gidi ma
Payload c6 duoc la mét dil (HT.dIN):
Hinh 21: Payload m¢&i la mét dll

Bai viét xin duroc tam dung tai day, trong phén tiép theo ching téi sé phén tich chi tiét vé
cach thire hoat déng cua payload cubi cung (HT.dl).

Indicators of compromise (I0OCs)
Dropped file:

%LocalAppData%Temp

4/9



1. 3.exe [SHA256:
c3159d4f85ceb84c4a0f7ea9208928e729a30dddadfead7ec6257c7dd1984763]
2. http_dll.dll [SHA256:
79375c0c05243354f8ba2735bcd086dc8b53af709d87da02f9206685095bb035]
3. http_dll.dat [SHA256:
b62d35d8edae874a994fff12ec085a0bf879c66b3c97fd13fe0a335b497342e5]

4. Chi Thi cua thu tuong nguyen xuan phuc.doc [SHA256:
e3556d6ba5e705b85599b70422928165c8d4130074029a8dcd04a33f4d1aa858]

%AllUsersProfile%Microsoft Malware Protectionydy

1. unsecapp.exe

[SHA256: ¢3159d4f85ceb84c4a0f7ea9208928e729a30dddadfead7ec6257¢7dd1984763]
2. http_dll.dll  [SHA256:
79375c0c05243354f8ba2735bcd086dc8b53af709d87da02f9206685095bb035]

3. http_dll.dat [SHA256:
b62d35d8edae874a994fff12ec085a0bf879c66b3c97fd13fe0a335b497342e5]

Persistence Registry:

HKLMSOFTWAREMicrosoftWindowsCurrentVersionRunMicrosoft Malware Protectionydy
= C:ProgramDataMicrosoft Malware Protectionydyunsecapp.exe”
HKCUSOFTWAREMicrosoftWindowsCurrentVersionRunMicrosoft Malware Protectionydy
= C:ProgramDataMicrosoft Malware Protectionydyunsecapp.exe”

C2:

Domain: vietnam[.]zing[.]photos
IP: 104.160.44.85

R&D Center — VinCSS (a member of Vingroup)

2 Trd lai
Bai viét lien quan
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(2 17/12/2023

[REO16] Malware Analysis: ModiLoader

1. Gidi thiéu Gan day, t6i co tim hiéu mot dong loader cé tén 1a ModiLoader. Loader nay
dwoc phat tan théng qua cac dich vu Malspam dé Ilra nguoi dung thwe thi ma doc. Twong
tw nhw cac dong loader khac, ModiLoader ciing théng qua nhiéu buwdc (stage) dé tai vé
payload cudi cung cé nhiém vu danh [...]

(3 12/12/2023

[RE027].Nhém APT Mustang Panda c6 thé van dang tiép tuc hoat ddng_tAn céng_vao cac tb
chirc tai Viét Nam
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Tai VinCSS, chung téi lién tuc chd déng theo ddi tinh hinh an ninh mang, san tim cac mau
ma ddc va danh gia mirc do nguy hiém cdia ching, dac biét 1a cac mau ma ddc nham tdi Viét
Nam. Gan day, trong qua trinh thwc hién hunting trén nén tadng cta VirusTotal, thuwc hién tim
kiém cac mau byte d&c trwng lién quan téi nhém Mustang Panda (PlugX), ching t6i da phat
hién mét loat mau ma déc ma ching téi nghi ngd la ctia nhém nay dworc tai 1én tlr Viét Nam.

(3 24/04/2022

[REO26] A Deep Dive into Zloader — the Silent Night

Zloader, mét banking trojan con biét dén véi nhirng tén goi khac nhuw Terdot hay Zbot. Dong
trojan nay dwoc phat hién lan diu tién vao nam 2016, va theo thdi gian sé lwong phat tan
cta no lién tuc gia tdng. Code clia Zloader dwoc cho la xay dwng dwa trén ma ngudn bj ro ri
ctia ma doc Zeu$S nbi tiéng. Vao ndm 2011, khi ma ngudn ctia ZeuS dwoc cong khai thi tor
do téi nay né dwoc stir dung trong nhiéu mau ma doc khac nhau.
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(3 11/10/2021

[RE024]_Tim hiéu vé IDA Microcode

Gioi thieu Téng quan khi bién dich mét chwong trinh, compiler sé thwe hién nhw sau: Cac
buwdc co ban cia mét chwong trinh compiler Khi decompile mét chwong trinh sang ma gia
C, hexrays sé lam diéu nguwoc lai: Cac bwédc co ban cia mét chwong trinh decompiler Mot
trong nhirng bwdc quan [...]
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(3 27/09/2021

[RE025] TrickBot ... many tricks

DPuoc phat hién Ian dau vao ndm 2016, t&i thdi diém hién tai TrickBot (con dwoc biét dén véi
nhirng tén goi khac nhw TrickLoader hay Trickster) da tré thanh mét trong nhirng ma déc
nguy hiém va phd bién nhét hién nay. Nhirng ké dirng dang sau TrickBot lién tuc phat trién
dé thém céc tinh nang va thi thuat méi. Ma déc nay duoc phat trién dwdi dang mé-dun,
theo do6 payload chinh sé chiu trach nhiém tai cac plugin khac c6 kha nang thwc hién cac tac
vu cu thé, bao gdm danh cap tai khodn va théng tin nhay cdm, cung cap kha nang truy cap
tr xa, lay lan qua mang cuc bd, va tai xudng phan mém doc hai khac.
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