MarraCrypt Ransomware actively spreading in the wild

@ securitynews.sonicwall.com/xmlpost/marracrypt-ransomware-actively-spreading-in-the-wild/

March 5, 2020

The SonicWall Capture Labs Threat Research Team observed reports of a new variant
family of MARRACRYPT ransomware [MARRACRYPT.RSM] actively spreading in the

wild.
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align &
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align &
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align &4
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The MARRACRYPT ransomware encrypts the victim's files with a strong encryption
algorithm until the victim pays a fee to get them back.

Infection Cycle:

The ransomware adds the following files to the system:

Malware.exe

o % App.path%\ MARRACRYPT_INFORMATION.HTML
Instruction for recovery
o %App.path%\ [Name]. <MARRA>

Once the computer is compromised, the ransomware runs the following commands:

Process

= TiMalware exe [2132)
md.exe [2135]
ﬁ vzzadmin.exe [388)
K vzzadmin.exe [1644]
:“f"w vezadmin.exe [2020]
K vazadmin.exe [1780]
K vazadmin.exe [1936]
m vazadmin.exe [1728]
:“ﬁ vzzadmin,. exe [356]
K vazadmin.exe [2015]
ﬁ vrzadmin.exe [2028]
K wrzadmin.exe [2100]
:“f"w vrzadmin.exe [324]
K vazadmin.exe [13584]
K vazadmin.exe [2328]

m vazadmin.exe [2308]

Process
m vazadmin.exe [2303)
cmd. exe [328]
cmd. exe [380]

K tazklizt exe [163)
T ping. exe [B00]
cmd. exe [1636]
K tazklist ewe [1904]
ping. exe [2832]
cmd.exe [192]

K tazklizt exe [2276]
T ping. exe [2320]
cmid. exe [2329]
K tazklizt ewe [2332]
ping. exe [2360]
cmd. exe [2376]

Command
"C:ADocuments and Settings AdministratorsD esklophh alware, exe"’
"cmd.exe’ /T "CADocuments And SettingshAll Usershays bat"
vzzadmin Delete Shadows Aall Agquiet

wizadmin resize shadowstorage Hor=c: fon=c: /maxzize=unbounded
vzzadmin rezize shadowstarage Hor=d: fon=d: /maxsize=401ME

vzzadmin rezize shadowstarage Hor=e; fon=e; /maxsize=401kE
vzzadmin resize shadowstarage Hfor=e: foh=e; /maxsize=unbounded
vzzadmin rezize shadaowstarage Har=F fon=f ‘maxzize=401MB
wzzadmin resize shadowstorage fHor=t: fon=f: /maxzize=unbounded
wzzadmin rezsize shadowstorage fHfor=g: fon=g: /maxsize=401MB
wizadmin resize shadowstorage AHor=g: fon=q; /maxzize=unbounded
vzzadmin resize shadowstarage Aor=h: fon=h; /maxsize=401kE
vzzadmin rezize shadowstarage Hfar=h: fon=h; /maxsize=unbounded
wizadmin Delete Shadows Aall Aguiet

Command
vazadmin Delete Shadaws fall /quiet
cmd Ao " ADocuments and Settingzhall Userzb\dpplication D atasnewpatek sonrmparizt. bat
CAWAMDDWShapztermd2hemd. ere Ao tasklist ANH A1V IMAGEMAME eq Malware, exe'
tazklizt /NH AFl VIMAGEMAME eq Malware. exe"
ping 127.0.0.1 -1 5
CAwAMDOWShayztern32hemd. exe Ao tasklist /MNH AFVIMAGEMAME eq Malware. exe'
tazklist /MH AFl VIMAGEMAME eq Malware. exe"
ping 127.0.0.1-n 5
CAwAMDOWShayzterm32hemd. exe Ao tazklist /NH AFVIMAGENAME eq Malware exe'
tazklizt /MH Fl VIMAGEMAME eq Malware. exe"
ping 127.0.0.1-n &
C:AwAMDOWShaysternd2emd. exe Ao tasklist /NH FVIMAGENAME eq Malware. exe'
tazklizt /MH Fl VIMAGEMAME eq Malware exe"
ping 127.0.0.1-n &
CAWAMDOWShsyztern32hemd. exe Ao tasklist ANH A1 VIMAGEMAME eq Malware. exe'

The ransomware encrypts all the files and appends the [MARRA] extension onto each

encrypted file's filename.
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Proceszs Mame

M alware. exe
bl alware. exne
bl alware. exne
M alware. exe
bl alware. exne
bl alware. exne
bl alware. exne
bl alware. exne
bl alware. exne
bl alware. exne
M alware. exe
bl alware. exne
bl alware. exne
M alware. exe
bl alware. exne
bl alware. exne
bl alware. exne
bl alware. exne
bl alware. exne
bl alware. exne

Organize «

[ Favorites

B Decktop

FID  Operation

2132 SR wiiteFile
2132 [k witeFile

2132 BhSetRenamel...

2132 B wiiteFile
2132 [k witeFile

2132 BhSetRenamel...

2132 B wiiteFile
2132 [Pk witeFile

2132 BhSetRenamel...

2132 BhwiiteFile
2132 BhwiiteFile
2132 Bh CreateFile
2132 BhwiiteFile
2132 B wiiteFile
2132 Bh CreateFile
2132 BhwiiteFile
2132 BhwiiteFile
2132 Bh CreateFile
2132 BhwiiteFile
2132 jz}wfiteﬁle

Include in library =

4 Downloads

‘| Recent Places

= Libraries

Path

C:AProgram FilezMezsengersnewalert wav[newpatek@oock, i) MARRA

C:A\Program Fileshh ezsengersnewalert wavy[newpatek Boock. ). MARRA

C:AProgram Fileshh ezsengernewemail way

C:AProgram Files\Mezzengersnewemail wav[newpatek @cock i) MARRA

C:AProgram Fileshh ezsengersnewemail wav[newpatek @cock. i) MAR R

C:AProgram Fileshh ezsengeronling. way

C:AProgram Fileshh ezsengeronling. wav[newpatek fcock. i) MARRL

C:AProgram Fileshh ezsengeronling. wav[newpatek fcock. i) MARRL

C:AProgram Fileshh ezsengertype way

C:AProgram Fileshh ezsengerstype. wav[newpatek @cock. ] MAR R

C:AProgram Filez\Mezsengerstppe. wav[newpatek @cock. i) MARR.L

C:MProgram Fileshmicrozoft frontpagewerzion3. IhbinMARRBACEYPT _IMFORMATION HTHL
C:MProgram Fileshmicrozoft frontpagewerzion3. IhbinMARRBACEYPT _IMFORMATION HTHL
C:MProgram Fileshmicrozaft rontpage'wersion3. 0\bin\MARBACRYPT_INFORMATION. HT ML
C:AProgram Fileshmicrozoft frontpagewerzion3. IMdARRACRYPT_IMFORMATIOMN. HTRL
C:AProgram Fileshmicrozoft frontpagewerzion3. IMdARRACRYPT_IMFORMATIOMN. HTRL
C:5Program Filezhmicrozaft frontpageiversiond. INMARBACEYPT _IMFORMATIOM HTHRL
C:MProgram Fileshmicrogzoft frontpage'MARRACRYPT _IMFORMATION HTRL

C:MProgram Fileshmicrogzoft frontpage'MARRACRYPT _IMFORMATION HTRL

C:MProgram Fileshmicrogzoft frontpage'MARRACRYPT _IMFORMATION HTRL

Share with = Burn Mew folder

Eula.tet[newpatek Explorer.exe MARRACRYPT_I procexp.chm
@cockli]. MARRA MNFORMATION.H
TML

t| Documents

@' Music
| Pictures

™ videos

After encrypting all personal documents, the ransomware shows the following HTML file
containing a message reporting that the computer has been encrypted and to contact its
developer for unlock instructions.
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MARRACRYPT 1.0 RANSOMWARE

Your files has been encrypted using RSA-4096 algorithm with unique public-key stored on your PC.
Thereis only one way to get your files back: contact with us, pay, and get

We accept Bitcoin, and other cryptocurrencies, you can find exchangers on

You have unique idkey (in a yellow frame), write it in letter when contact with us.
Also you can decrypt 2 files as a test, its a guarantee we can decrypt your files.

11 TDKEY 111

==»>a13addBele3466fbead929e72a2e1410b623edec2 69e633dB697d62bdd020ecf 987951 TB7 2503305806857 96
22e906c83efecd01120f13955787a6513ae6d1ch99aee292be3 30407842192 cebbi5f0d3a2e

361328597 68c8690c33di921: fdS83: 1 Gﬂaﬂﬂﬁmimbﬂi?do

aebﬂeﬂﬁaﬁmzb Mmhbbﬂﬁdm 9466540485017 26d43c39b8.

55b4 4505 ﬂ&BﬂlhﬂdZﬁ?ﬂaﬁﬁ&MﬁaMkﬁS&MﬂMﬂ!ﬂe&i&fﬁeﬁamﬁf

a4c6d42e0c2d22cabq 57004213837 577168258a7c694facfBefe7a910a56c8h1 ffff12555b

Of6cdccE 3899271 ba390a5a06%e5
eed702cf5580eb9a00201 3cel c2ed I Sch;

0abb265823
7abelb841c1d01519d7a1090b1447e481 f6ebacd18844cc3bf1
bcZocal 8819807 cd7d7ed6faf052ackal 804985e0cl 26

cc543bed 9c9100f53b6ccaa2290613e8ad 982615 2f615140d7 2370547 86bod 91 eboe 063 0bdc 3baF
daZ3fd23fc509ddcs 736626 6bbbebSac

aGbbab99647

61d29a50b1d5be?3ccf32bd2bc0fIbc283f06015523d88101b3b1 31 ed8%e el

5761a905d22d9e2eb57bi24d664bcbacdbalacy 18051 885c8b8e0cf77967deSeal512ba7fa5a9244804b322b3e2fd
2bfd 20c3fb30d 96e690becd028351524eeb31603

6a5f18bc959765¢1690501 20233094 65531 2c7 7 4eli
«Bi2491dca442212B0ffE923:56952bec5h5405dedFe6e57310810322917a92706cdal Fdd9dBaBeehe1 76122121

473bf5179cc70chB3BI27e6 a5 22 645b7f0c627e25b 14f90a28375e149

We have been monitoring varying hits over the past few days for the signature that blocks
this threat:
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GAY Hits for SigID - MarraCrypt.RSM # 832 in the last 40 days
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SonicWall Capture Labs provides protection against this threat via the following
signature:

GAV: MARRACRYPT.RSM (Trojan)

This threat is also detected by SonicWALL Capture ATP w/RTDMI and the Capture Client
endpoint solutions.
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