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Gén day, chung t6i c6 tiép cdn mot mau malware la. Két qué trd vé cta sandbox cho thay
day la mét bién thé cta dong malware Netwire duoc pack bang mét loai crypter viét bang
VB6. Chiing téi da tién hanh phan tich mau nay nhdm hiéu sau vé ky thuat cia malware,

déng thoi xay dung thanh tai liéu tham khdo cho nhiing m&u malware st dung ki thuét tuong

twr.

1. Coéng cu str dung

2. Théng tin co’ ban vé sample

File Hash (SHA-

256): d381cbabeeb46759bb5ebce67eb50cc61f91a75¢c204d6ec1c7750937f7f4c3f1

| Nguén:Any.run
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Phan tich so bd bang cac chwong trinh PE Scanner cho thdy ma doc dwoc viét bang
Visual Basic 6.0

! Exeinfo PE - ver.0.0.5.6 by AS.L - 1044+78 sign 2019.04.10 =
File : | NetWireRAT.exe 2

Entry Point : 00001314 00 E] EP Section : text
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Image is 32bit executable RES/OVL:42 /0% 2006

MS Visual Basic 5.06.0 EXE [s;m;t]
Lamer Info - Help Hint - Unpack info
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Mot packed , try OllyDbg v2 - www.ollydbg.de or IDA v7 www.hex-ray L3
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Hinh 1. Két qua scan bang Exeinfo

3. Phan tich crypter

Mot meo khi dich ngwgc chwong trinh dwge bién dich tir VB6 la sé cé mét loat cac 1énh
jump nhay dén céc function dwoc viét trong chwong trinh. Nhw trong truéng hop nay, cac
lénh jump nam & dia chi 0x40DF3C. Co6 thé tim cac I1énh jump nay bang mau “81 6C 24 04
7?7?77 EY

Hinh 2. Céc lénh jump dén function ctia VB6

C6 thé thay ma doc chi co hai function chinh. Chon function tai dia chi 0x40E9DE dé phan
tich vi function nay cé kich thwéc I&n nhat. Tiép tuc trace dan sé t&i mot ham call nhw sau:
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40] . 54334432

INC ECX
CMP EAX, E4E1CD

Hinh 3. Lénh call dén shellcode

V&i nhirng ai da quen vai viéc dich ngugc cac chwong trinh dwoc viét péng VB6 sé nhan
thay diém bat thwong khi trong code cua chwong trinh VB6 goi thang dén mét thanh ghi.
Tiép tuc debug vao Iénh call sé t&i doan shellcode:

TEST EBX, EBX
TEST EDI, EDI
CMP EBX, 2FG963AB
PUSH FBGZ2GDE4
POP EAX
SUB EAX, F9618163
TEST ESI, DFSECEE1
CMP EDI, 567C510F
TEST EAX, EAX
PUSH <netwirerat.sub_40369E>
X, 4E604265
, BCEC44DA
TEST ECX, 44CCDO0S
CMP EAX, 4626ED45
FOP EDI
TEST EAX, EAX
TEST EDL, EDL
CMP ES5I, ESI
INC ESI
CMP EDX, CDY9BB16
TEST EDX X
MOV ECX, DWORL
ST EBX, BBZDO185
EBX

P EAX,
XOR ECX,
TEST EAX,
CMP EDI,
TEST EDIL,
CMP ECX,

CMP EDX,
CMP ESI,
CMP EBX,
MOV EAX,

CD652E5B
ESI
EAX
F2006E0
EDI
EAX

EDX

2430F 3E4
C24C1AZE
4681D2C

Hinh 4. Doan code c4p phat memory va chay shellcode

Toan bo doan shellcode nay da dwoc Qbfuscated. Tuy nhién, kich thwéc cua né ciing kha
nhd nén néu trace dan tirng bwéc va tong hop thong tin, ching ta sé thay shellcode thwc
hién nhirng bwéc sau:

Goi ham VirtualAlloc dé cip phat bd nhé. ,
Giai mé shellcode va copy vao ving bd nh¢ vira dwoc cap phat.
Tién hanh goi shellcode mdi.

3/13


https://1.bp.blogspot.com/-C1w66rb2bO8/XmCEgXATHaI/AAAAAAAAAiU/_3gB7ymX2lkb4Xvwe5HpFetINXHHY7dDwCNcBGAsYHQ/s1600/Picture3.png
https://1.bp.blogspot.com/-k7CXkIlpEXI/XmCErE_tvVI/AAAAAAAAAic/nWciURyujJI5mFIovcIP6NXLL3RQmqd_ACNcBGAsYHQ/s1600/Picture4.png

T&i day, co thé dung x64dbg dé dump toan bo shellcode méi va tién hanh phan tich. Dé
dump shellcode, Iwa chon doan can dump trong ctra sO Hex, chudt phai va chon Binary >
Save To a File:

Command:

Faused

Address |Hex

Dump: 00260000 ->

Binary P EE Edi
Copy FER B

Follow in Memaory Map
Lopy

Sawve To a File

Follows in Disassembler

Set Label

Modify Value Space

Breakpoint L
Eind Pattern... Ctrl+B

Find References Ctrl+R
Sync with expression

Watch DWORD

Allocate Memory

Go to L —
Hex * B
Text L =
Integer L : :
Float g

Address

Disassembly

Shift-+C

Hinh 5. Dump shellcode vo&i x64dbg

Vi shellcode da dump, cé nhiéu cong cu hé tro dé phan tich. Trong bai nay, ching téi st
dung jmp2it dé load shellcode 1&n va debug bang x64dbg. Chay jmp2it véi command nhw

Sau:

“‘dmp2it.exe shellcode.bin 0x0 pause”

Tién hanh attach x64dbg vao process jmp2it.exe dé debug shellcode. Shellcode luc nay
duoc load & dia chi 0x30000.
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00030000 SUB ESP, 200
: PUSH EEBP
MOV EBP, ESP

POP EAX

SUB EAX, E

MOV DWORD PTR 55:[EBP + 44], EAX
PUSH EDX

AAS

TEST DWORD PTR DS: [EDX], EBP
CMP BYTE PTR DS:[EBX], 4F

I

XCHG EBX, EAX

POP EDX

SUB EDX, 5

CMP BYTE PTR D5S:[EDX], EB

POP EDX
PUSH EDX

DEC EBP

POP ESP

MOVSD

MOVHPS XMMO, QWORD PTR SS:[EBP + ESI * 2 + 5B]
IN AL, DX

CMP BL, BYTE PTR DS:[EDX - 7D]
JMP FAR 175:EB3AR005

POP EDX

ADD ECX, 3FD3DBEO

SUB E( 3FD3DBED

TEST EAX, 9ASBFA83

ADD EAX, ;EDngbb
SUB EAX, 7
CMP EBX,

Hinh 6. Shellcode thuc hién tac vu déc hai

Nhuw trén hinh, shellcode mai nay cling bi obfuscate. Luc nay, co hai lya chon:
Trace tlrng Iénh dé debug.
Viét tool/script d& deobfuscate doan shellcode.

Vi shellcode |a kha I&n nén & day ching tdi lwa chon phwong an viét script dé thuc hién
deobfuscate doan shellcode nay.

3.1. Deobfuscate shellcode

Dé viét dwoc script thue hién deobfuscate doan shellcode, chiing ta can hiéu moét sb
pattern cua doan shellcode. Vi du nhu sau:

Pattern Push Reg/Pop Reg

Pattern Inc Reg/Dec Reg

Pattern Add Reg, Const/ Sub Reg, Const

Pattern Push Reg/Xor Reg, Const/ Pop Reg

Pattern CLD, CLC

Cac pattern trén tvong tng voi Iénh NOP. Sau khi xac dinh dugc cac pattern nay, dung
python dé viét script deobfuscate. Chi tiét script xem tai day. Bé sir dung, Iwa chon doan
ma can deobfuscate va chay script.
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Hinh 7. Trwdce va sau khi deobfuscated

*Luwu y: script trén tam thoi bé qua tim kiém pattern 2 bytes vi pattern ngén, khéng cé hiéu
qué nhiéu trong viéc obfuscate va rat dé nham Ian khi deobfuscate bang céch
search/replace byte pattern. Pé xac dinh pattern 2 bytes m¢t cach chinh xac thi nén dung
pattern bang asm. Hién tai x64dbg chwa support tot cac pattern bang asm.

3.2. Heaven'’s gate

Shellcode ap dung k¥ thuat heaven’s gatel'l @& 1am réi trong qua trinh debug. Pay Ia kj
thuat thwe thi ma tir x86 sang x64 bang I&énh far jmp. Bang cach don gidn check & dia chi
FS:[0xCO0] dé xem hé théng cb phai la x64 hay khdng? Néu la x64, shellcode dung ky
thuat heaven’s call. Bé debug tiép dworc tron tru trén x86, chung téi tién hanh patch 1énh
nhay sau I&nh so sanh dé "llra" shellcode thyc thi trén x86.

MOV EBX, DWORD PTR FS:[CO]

CMP EBX, 0

MOV BX, 33

PUSH BX

PUSH EAX

MOV EAX, ESP

ADD ESP, 6

JMP FAR FWORD PTR D

RET

Hinh 8. Boan code thuc thi Heaven’s gate

3.3. Resolve API

C6 thé noi GetProcAddress la mot APl quan trong dé shellcode cé thé tim va goi cac
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ham API khac. bé tim dia chi cia ham GetProcAddress can co dia chi cla kernel32.dII.
Shellcode & trén sé tién hanh truy xuat t&i PEB->Ldr->InMemoryOrderModuleList va lay
dia chi cia module twong rng v&i tén kernel32.dll.

X, DWORD PTR F5:[30]

X, DWORD PTR D5:[EAX + C]

0V EAX, DWORD PTR D5:[EAX + 14]

DWORD PTR D5: [EAX]

MOV EBX, DWORD PTR D5:[EAX + 28]

Hinh 9. Truy cap vao PEB lay base tuong tng

Sau khi c6 dia chi cia kernel32.dll, shellcode tiép tuc tim dia chi ctia API bang API hash.

O day hash dwoc st dung 1a DJB hash va gia tri hash clia ham “GetProcAddress” 1a
0xCF31BB1F?l,

PUSH EDX
D301a4

POP ESI

POP ECX

CMP EAX, DWORD PTR 55:[EBP + 14]

Hinh 10. Poan code hash tén API va tién hanh so sénh

Dwa vao dia chi cla kernel32.dll va AP| GetProcAddress, shellcode tién hanh resolve
moét loat cac API sau:

LoadLibraryA
TerminateProcess
EnumWindows
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ZwProtectVirtualMemory
DbgBreakPoint
DbgUIRemoteBreakin

3.4. Anti attach

Shellcode goi ham ZwProtectVirtualMemory dé dat quyén ,
PAGE_EXECUTE_READWRITE cho section .text ctia ntdll, sau dé tien hanh patch cac
ham API DbgBreakPoint va DbgUIRemoteBreakin dé anti attach.

MOV EAX, DWORD PTR 55:[ESP + 18]
bE | . CLD
00034067 |. MOV BYTE PTR D5:[EAX], 90

Hinh 11. Code patch ham DbgBreakPoint thanh NOP

_ EAX, DWORD PTR S5:[ESP + 1C]
00034D9C ) BYTE PTR D5: [EAX], 6A

BYTE PTR DS: [EAX + 1], O
BYTE PTR DS: [EAX + 2],

EDX, DWORD PTR 55:[EBP

MOV DWORD PTR DS:[EAX + 3],

MOV BYTE PTR DS: [EAX + 71,

MOV BYTE PTR DS: [EAX + 8],

BYTE PTR D5:[EAX + 9],

BYTE PTR D5: [EAX + A],

00034E06 BYTE PTR D5: [EAX + B],

Hinh 12. Code patch ham DbgUIRemoteBreakin
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PUSH B
PUSH ntdl].

4
E
i E
B

MOV EAX, DWORD PTR FS5: [1E]

Hinh 13. Trwdc va sau khi patch ham DbgUIRemoteBreakin
3.5. Restore hook/breakpoint tai cac ham Zw*/Nt*

Shellcode thyc hién scan pattern “B9 ?? ?? ?? ?? 8D 54 24 04" va “33 C9 8D 54 24 04"
trong code cua thw vién ntdll. Day la pattern nam trong cac ham Zw*/Nt* goi dén system
call. Sau khi tim thay pattern nay, shellcode sé khoi phuc lai 5 bytes dau tién ctia cac ham:

INC EBX
CMP EBX, EAX

BYTE PTR D5:[EBX], BB

DWORD PTR DS:[EBX + 1], O

BYTE PTR DS:[EBX + 5], B9

EDX. 424548D

EBX, A
ECX, ECX

EAX, 1

ECX
EBX
EDX, DWORD PTR DS:[EBX]

WORD PTR D5:[EBX - 2], 33C9

BYTE PTR DS:[EBX - 5], B9
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Hinh 14. Doan code search pattern

MOV

INC
JMP

MOV

MOV

INC
CMP

DWORD PTR DS:[EBX - 6], EAX

EAX

350F5

BYTE PTR DS:[EBX - A], BS
DWORD PTR D5:[EBX - 9], EAX

EAX
ECX, 3000

Hinh 15. Poan code khéi phuc lai 5 byte déu tién ctua API

MGt diém hay can hoc & k¥ thuat nay 1a cac ham Zw*/Nt* c6 cac system call number tang
dan theo ludng twr trén xudng dwéi. Nho dac diém nay, shellcode co thé khéi phuc lai Iénh
‘mov eax, system call number” mot cach chinh xac:

ADD

RET ¢

MOy
MOV
LEA

ADD

RET «

MOy
XOR
LEA

ADD
RET
MOV

MOV E

LEA
ALD

RET 2

MO
MOV
LEA

".. 4

3

, 4

ECX
WORD PTR

4

E]

1A
DWORD PTR

4

4

ADD ESP, 4

DWORD PTR 55:

D
DWORD PTR 5

1B
DWORD PTR 55

Hinh 16. Pattern dwoc khoanh mau do va system call number dwoc khoanh mau xanh

Bug: Néu ham API voi system call number la 0 hoac dong Iénh “lea edx, dword ptr ss:
[esp+4]” bj thay dbi (hook, breakpoint,...), shellcode sé huy toan bd system call number
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cua ntdll.

3.6. Set hidden thread

Shellcode goi ham ZwSetinformationThread v&i tham s 0x11 dé hide thread®®! trwéc
debugger:

PUSH O

PUSH O

PUSH 11

PUSH FFFFFFFE

00020541

Hinh 17. Boan ma shellcode set hidden thread

3.7. Kiém tra breakpoint

Shellcode str dung mét ham check triwdc khi goi API. N6i dung ham check nhuw sau:
Goi NtGetThreadContext dé check hardware breakpoint!!.
Kiém tra opcode 0xCC (int 3) dé phat hién software breakpoint!®l.

f EAX, DWORD PTR DsS:[EDI + 5000]

DWORD

? DWORD PTR

DWORD PTR

DWORD

DWORD PTR

DWORD PTR
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Hinh 18. Code phat hién hardware breakpoint

MOV BL, BYTE PTR DS:[EAX]

CMP BL, CC

MOV BX, WORD PTR DS:[EAX]

Hinh 19. Code phat hién software breakpoint
3.8. Create process va code injection

Cubi cung shellcode thuc hién code injection bang cach:

Goi CreateProcessinternalW v¢i flag la CREATE_SUSPENDED.

Goi ZwUnmapViewOfSection v&i base la 0x400000.

S dung ZwCreateSection/NtMapViewOfSection dé cap phat bd nhé.

Néu ZwCreateSection/NtMapViewOfSection bj I16i, chuyén sang dung API

ZwAllocVirtualMemory dé cap phat bd nhé.

Goi NtWriteVirtualMemory dé inject shellcode m&i vao bd nho. .
- Cudi cung goi ham NtSetThreadContext/NtSetThreadContext/ NtResumeThread dé
chay shellcode va TerminateProcess dé exit.

3.9. Phan tich shellcode thr hai

DPoan shellcode th& hai thwe chat 1a doan shellcode tht nhat v&i config khac. Thay vi i
inject shellcode nhw doan shellcode thir nhat, muc dich ctia doan shellcode nay la tai vé
payload, decrypt va thyc thi. Céng viéc chinh né thwec hién bao gém:

S dung ham cuta thw vién wininet.dll & download payload t dia chi
https://drive[.]google[.]Jcom/uc?
export=download&id=1zEuX2HZcVvTYp7wzGtD1IXOSVLTBWVUe

Gidi ma payload va map vao memory dé thwc thi. Payload nay c6 kich thuéc
0x1AA40, 40 bytes du tién la phan header clia payload.

Address | Hex ASCIT

0E 1F BA DE

01 06 14 15 T
EQ 0E 03 01 g
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Hinh 20. Payload duwoc decrypt trong memory

Dump toan bd véi size 1a 0x1AA00 sé thu dwoc payload cudi cung la Netwire.

3.10. Bonus

Khi load payload Netwire d& dump bang x64dbg va dat breakpoint tai 0x409E8A, sé thu
dwoc config da decrypted:

MOV DWORD FTR 5 P + 8|, FF
MOV DWORD PTR = op 4], dump_noov]

"1 8], FF

4], dump_noov]
8]. 20
4], dump_noov

4], dump_noov

+ 4], dump_noov

8] .. B0
4], dump_noov

4], dump_noov]

26
4], dump_noov]

Hinh 21. Config dwoc decrypt trong memory
4. Tai liéu tham khao

Céc ngudn tham khao dwoc st dung lam tw liéu cho bai viét:

Pé tién theo dbi, ching téi cung cap bai phan tich dwéi dang PDF:

File Name: CSS-RD-ADV-200304-011_Unpack crypter clia malware Netwire bang
x64dbg.pdf

File Hash (SHA-

256): 717efd6b8dd9a8a40ee34386311ab0f5689eb1f5f8fbd6df30b9cfdd8abe02c0

Dang Dinh Phuong
R&D Center - VinCSS (a member of Vingroup)
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