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The malware in this report has been blogged about before by a Russian researcher1, he
referred to is as “Obscene Trojan” so that’s what | will also call it and we will go over it's
functionality in depth later in this blog but the more interesting part to me is the initial layer
around the malware, it's in Golang! This layer serves both as a wrapper layer that you would
normally expect to see with crypters but also a dropper as it drops the decoded malware to
detonate it instead of loading it into memory but the concept of a golang crypter is interesting
nonetheless and after going through all the layers | stepped back and checked what the
detection ratings were and was incredibly surprised to find that these wrapper layers took a
12 year old malware from completely detected to almost FUD.

Initial sample: 769d1396b0cef006bcaafd2de850fc97bf51fd14813948ef2bc3f8200bcbSeab

This Golang wrapper is designed to ZLIB decompress and RC4 decrypt the next file hidden
inside itself.

mowv [rsp+BC8h+var_18], rax

mov rcx, cs:CompressedData S11E4A
mov [rax], rcCx

lea rdi, [rax+3]

lea rsi, CompressedData S11E48+3
mov ecx, G41FEh

Fep mousq

mowv [rsp+BC8h+var_6E], "xkcu’
mou [rsp+BCBh+var_6A], 'mj’

nop

lea rcx, unk_4D7EAA

mov [rsp+BCBh+var C8], rcx

call runtime newobject

mov rdi. lrsp+BC8h+var CA1

1/13


https://sysopfb.github.io/malware/2020/02/28/Golang-Wrapper-on-an-old-malware.html
https://habr.com/ru/post/27040/

nuw LY SpPruLsnTUdr_ L], Fdx
mov [vsp+BC8h+var CA], rdi

call compress_zlib HewReader

mou rax, quord ptr [vrsp+BCEBh+var BE+8]
mou [rsp+BCBh+var_ 387, rax

mou rcx, quord ptr [vrsp+BCEBh+var_HBE]
mou [Fsp+BCBh+var_68], rcx

lea rdx, unk_A4CFEGA

mou [Fsp+BC8Bh+var C8], rdx

mow [Fsp+8C8Bh+var CH], rcx

mov gquord ptr [rsp+BCBh+var B8], rax
call runtime conuI2I

mou rax, quord ptr [vrsp+BCEBh+var BE+8]
mou rce, [Fsp+BCEBh+var_A8]

mou [Fsp+BCBh+var CEB], rax

mou [Fsp+BC8Bh+var _CH], rcx

call main_streamToByte

mow rax, quword ptr [rsp+BC8h+var_ B8]
mov [rsp+BCBh+var_ 28], rax

mou rcx, quord ptr [vrsp+BCEBh+var BE+8]
mou [rsp+BCBh+var 48], vCx

mou rdx, [vrsp+BCEh+var_A8]

mou [Fsp+BCBh+var 58], rdx

mou rbx, [rsp+HECEh+uar_6@]

mou rbx, [rbx+18h]

mow rsi, [rsp+BC8h+var_38]

mov [vsp+BCBh+var C8], rsi

call rhx

1lea rax, [vrsp+BCEBh+var 6E]

mou [vsp+BCBh+var_C8], rax

mou [Fsp+BCBh+var_CA], 6

mou quord pty [rsp+BCBh+var_ B8], 6
call crypto_rci4 HewCipher

mow rax, quword ptr [rsp+BC8h+var_ BE+8]
mni Nen+Arfh+onar 201 FAaY

Dumping the data blog out we can verify this manually.

>>> open('test.zz', 'wb').write(t)

>>> zobj = zlib.decompressobj()

>>> t2 = zobj.decompress(t)

>>> t2[:100]
"\x9e\xd6\x02\x1e\x19n\xa0M\xd0\x83Ga\xcfq\xd6\x08\x943\x00\Xx7F\xF4n\x96\x05\xe5\xf7\x

\XC4<R\xf5'

>>> rc4 = ARC4.new( 'vckxjm')

>>> t3 = rc4.decrypt(t2)

>>> t3[:100]
"MZ\X90\X00\X03\X00\Xx04\X00\X00\X00\XO00\XOO\XTFAXTFF\Xx00\Xx00\x8b\Xx00\X00\X00\XO0\XO0\XE
program cannot be'

Next layer: 0015001917bc98a899536¢c6d72fcf0774e5b14ab66f07ccbdc4cc205d70475dd

After decoding the next exe file out we are left with another golang wrapped file that does the
same thing as the previous layer but it has a differen’t RC4 key.
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muw Tdfy |FTOSPTULOII™Ydl _ L]

mov [rsp+BCEBh+var_ 18], rax

mou rcx, cs:compressedData S11ELB
mou [rax], rCH

lea rdi, [rax+7]

1ea rsi, compressedData S11ELG+7
mouv ecx, TAE16h

Fep mousq

mov [Fsp+@C8Bh+var_6E], "yzoo®
mov [rsp+BCBh+var 6A], 'mk®

nop

1lea rcx, unk 4DFEAB

mou [rsp+BCBh+var_C8], tcCx

Next unpacked file:
de2688f007dac98b579d5ed364febc8bb07bc3dc26e4b548d659ech1974d9f46

This file appears to be a SFX RAR exe but at the end of the day it is also just another layer
and is designed to drop an EXE file to disk and detonate it.

Dropped binary:
afa085105a16b1284a811da11db2457778c4a267f2fa8a551dec3b8a665¢c11f9

This file looks like a compiled lua binary but we don’t really need to decompile it as we can
see a large base64 blob inside it and a similar looking 6 byte string below it.

<snip>
dIMAASIwzdmEX0CcRQQzwOytzQGCTKbvWFX1dCcNuyFmzZY0eOxzmzJtMrznl1lVV6VBF8hH6CZpopOVvKkCx
QpeoBQy3fp/3XNCVyDc90aYiPtcwq]jfbX3jSEDbspcg8ATO8aUmIgm+RUS53bFB8u3vL+HQzNNV17YHeX
kHA5yz6ttQuUwpZOrzTHvh11DBXVFQWWLaVilY7180Rgmrc5DCcWTMCVEjagiP4geJWUmP2NOXwQO8 XUl
buFfXfD6xBg8ugXKanSFFTsGUIJIC+QPePPjvTWoeJueb4y5IvPVJIUT688HgNT0o18eufF2CCyjMs/Zem
Xb+7K1DeYNbF/mPbJrcqgtov0odd7X4HSwcbhh+OMwwWNnWak4kCT/JRumZBztD1iBMuVIJZveOV/48+rBq9
NHigHzWOfVvB6XFFZhzThqkHXOGEr9i/MMrom1lXCHSm7A=
rcd_key
yovzgz

tmp_file
getenv
TEMP
tmpname
.exe

Base64 decoding and then RC4 decrypting this blob gives us our next binary:
1ca71bba30fb17e83fea05ef5e2d467f86bff27b6087b574fa51f94f0f725441

This binary is the unpacked trojan that a blog from 2008 calls “Obscene Trojan’[1],
coincidentally it also has a compilation timestamp of 2008 so I’'m unsure if it was just recently
uploaded or if someone is testing the crypter layers for detection.

Has some anti debugging by using obscure opcodes that some debuggers can have
problems with.

UL I_ L= I.l'.l - lll_l_l.
mowv eax, 1
vpcext 7, BBh

—_ [ o -
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Also a VM check][3].

push
mov
mov
mov
mov
in
minn

The malware has most of its important strings encoded using a single byte XOR.

ebx

eax, "UMXh®
ebx, 'da+e’
ecx, @Ah

dx, 5658h
eax, dx
I'ehn+nar A1
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Python>for addr in XrefsTo(0x40f09e, flags=0):
addr =

addr.frm

print(hex(addr)),

addr =
offset =

t
t

for

idc.PrevHead(addr)
GetOperandValue(addr, 0)
= GetString(offset)
bytearray(t)

i in range(len(t)):

t[i] A= 2

print(t)

Python>

0x40f22elL
0x40f256L
0x40f27eL
0x40f2acL
0x40f2daL
0Ox40f308L
0x40f336L
0x40f364L
0x40f392L
0x40f3cOL
0x40f3eelL
0x40f400L
0x40f421L
0x40f442L
0x40f463L
0x40f541L
0x40f5d8L
0x40f68bL
0x40f8c2L
Ox40f8deL
0x40f8foL
0x40f911L
0x40f938L
0x40f97fL
0x40f9b7L
0x40f9efL
Ox40fal6L
Ox40fa2dL
Ox40fab4L
Ox40fa7bL
Ox40faa2l
0x40fb61L
0x40fb88L
0x40fdasL
Ox40fdcbL
Ox40fdf7L
0Ox40fe23L

advapi32.dll
kernel32.dll
GetProcAddress
GetEnvironmentVariableA
WinExec

CopyFileA
SetFileAttributesA
RegSetValueExA
RegOpenKeyA
RegCloseKey
http://fewfwe.com/
http://fewfwe.net/
cftmon.exe
spools.exe
ftpdll.d1ll

Software\Microsoft\Windows\CurrentVersion\Run\
SYSTEM\CurrentControlSet\Services\Schedule

SystemDrive

windir

COMRUTERNAME

\system32

USERPROFILE

\Local Settings\Application Data
\drivers\

\Local Settings\Application Data\
\update.dat

\drivers\

sysproc.sys

\mpr.dat

\mpr2.dat

\mpr32.dat

\mpz. tmp

\r43q34.tmp

wininet.d1ll

InternetOpenA

InternetOpenUrlA
InternetReadFile

0Xx410007L
0x410304L

Content-Type: application/x-www-form-urlencoded
c:\stop

There is also an encoded file stored inside of it which was also blogged about in 2008 but
was discussed as being downloaded by the previous trojan instead of being dropped
directly[2]: f198e63cc1ba3153e27905881bcb8a81fa404f659b846b972b1c8f228e4185d4
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The trojan sets the filename that it will have.

ol e 5

__initp_eh_hooks 1 proc near

__initp_eh_hooks_1 endp

; httributes: library function bp-based fFrame

push ebp

mou ebp, esp

push offset aburfnnFnn ; “duvrfnn,fnn®
call str_decode 48F@9E ; ftpdll.dll
add esp, 4

mou ds:1lpLibFileHame, eax

pop ebp

retn

push eCx

push 2

push 1488h

push offset dword LBD1OB8
call ®0r_decode 4OFBEB
add esp, BCh

call fopen

push offset alb ; “'wb*
push offset LibFilgHame ; Filename

pop Eecx
pop ecx
mouv [ebp+File], eax
cmp [ebp+File], B8
jz short loc_A4BFBFY4
Y
I
push [ebp+File] ; File
push 1 ; Count
push 1488h ; Size

call furite

add esp, 16h

push [ebp+File] ;
call fcloce

pop ecx

push offset dword 480198 ; Str

File

This DLL will hook send, WSASend, recv and WSARecv; primarily for harvesting data from
traffic over ports 110, 80, 25 and 21. The harvested data is written to files while the main

trojan piece will read the files and ship the data off.

Receiving function hooks:
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push
call
mou

push
push
call
mou

lea

push
push
push
push
push
call
mou

moy

mowy

lea

push
push
push
push
push
call
push
push
call
mou

lea

push
push
push
push
push
call
mou

mou

mou

lea

push
push
push
push
push
call

offset aWininet dll ; "wininet.dl1"™
GetModuleHandlef

[ebp+var C], eax

offset ProcHame ; “‘recu’

[ebp+hiodule] ; hHodule

GetProcAddress

ds:dword_160610088, eax

eax, [ebp+HumberOfBytesRead]

eax ; lpHumberOfBytesRead

(i} : nSize

offset dword 181842EC ; 1pBuffer
ds:dword_188681888 ; 1pBasefddress
BFFFFFFFFh ; hProcess
ReadProcesshHemory

ds:byte_ 18183ECE, 68h ; Push
ds:dword_18183EC?, offset RecvHook 18185BDF
ds:byte_18183ECD, BC3h ; Ret

eax, [ebp+HumberOfBytesRead]

eax ;: lpHumber0fBytesUritten
G : nSize

offset byte 18183ECE ; lpBuffer
ds:dword_1080681088 ; lpBasefddress
BFFFFFFFFh ; hProcess
WriteProcessHemory

offset allzarecv ; “"USARecu™
[ebp+hHodule] ; hModule

GetProcAddress

dword ptr ds:byte_181848EQ, eax

eax, [ebp+HumberOfBytesRead]

eax ; 1pHumberOfBytesRead

i : nSize

of fset dword_ 1068816888 ; lpBuffer

dword ptr ds:byte 181848E8 ; lpBasefddress
BFFFFFFFFh ; hProcess
ReadProcessHemory

ds:byte_181842EY4, 68h

ds:dword_181042E%, offset WSARecvHook 101 85CaL
ds:byte_181842E9, BC3h

eax, [ebp+HumberOfBytesRead]

eax ; lpHumber0fBytesWritten
G : n5ize

offset byte_ 181842EY4 ; 1pBuffer

dword ptr ds:byte 181848EA ; lpBasefddress
BFFFFFFFFh ; hProcess
WriteProcessHemory

Sending function hooks:
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call
push
push
call
mou

lea

push
push
push
push
push
call
mou

mouy

mow

lea

push
push
push
push
push
call
push
push
call
mou

1lea

push
push
push
push
push
call
mou

mou

mou

lea

push
push
push
push
push

|

The receiving hook checks which port is being used before harvesting data.

UriteProcessHemory

offset aWsasend ; “"WEASend®

[ebp+hiodule ] ; hHodule

GetProcAddress

ds :dword_16800810084, eax

eax, [ebp+HumberOfBytesRead]

eax ; lpHumberOfBytesRead

6 : nSize

offset dword 181842FC ; 1pBuffer
ds:dword_ 186618084 ; 1pBasefddress
BFFFFFFFFh ; hProcess
ReadProcessiemory)

ds:byte_1818048D8, 68h

ds :dword_181848D09, offset WSASendHook 18185B54
ds:byte_181846DD, BC3h

eax, [ebp+HumberOfBytesRead]

eax ; lpHumberO0fBytesWritten
i1 : n%ize

offset byte 1061684808 ; 1pBuffer

ds :dword_16808818684 ; 1pBaseAddress

8FFFFFFFFR : hProcess
WriteProcessHemory

offset asSend ; "send"
[ebp+hHodule ] ; hModule
GetProcAddress

dword pty ds:lpBasefddress, eax

eax, [ebp+HumberOfBytesRead]

eax ; 1pHumberO0fBytesRead

i} : nSize

offset dword 1816842F4 ; 1pBuffer

dword ptr ds:lpBasefddress ; lpBasefddress
OFFFFFFFFh ; hProcess
ReadProcessHemory

ds:byte_18183ECA, 68h

ds :dword_18183EC1, offset SendHook_18185AD1
ds:byte_18183ECS5, BC3h

eax, [ebp+HumberOfBytesRead]

eax ; 1pHumber0fBytesWritten

i} : nSize

offset byte 18163ECH ; 1pBuffer

dword pty ds:lpBasefddress [ lpBasefddress
BFFFFFFFFh ; hProcess

L= FnDencnaccrbBomoesn
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push
call
movzx
cmp
jnz

dword ptr [ebp-12h] ; netshort
ntohs

eax, ax

eax, 118

chort loc_ 181657A6

The data being harvested looks like email data which will be written to one of the files.

[ebp+arg_8]
[ebp+3ource] ; Source
sub_1818565D
ecx
ecx
Y
Ll s =]
loc_1810857A6: ; netshort

push dword ptr [ebp-12Zh]
call ntohs
MoOVZX eax, ax

cmp eax, 8@
jnz short loc 181857Ch
[ebp+arg_8]
[ebp+Source] ; Source
sub_1818565D
BCX
BCX
]
FE
loc_181857Ch: ; netshort

push dword ptr [ebp-12h]
call ntohs
Mmouzx eax, ax

cmp eax, 2%
jnz short loc_ 181857E2
L 4
"j # e |
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ol e =

loc_1@1853F8: ; w
push offset aW
push offset mpz_s Filename ; Filename
push offset Dest ; Str
call sub_ 18185276
add esp, BCh
push offset byte_1610643108 ; Source
push offset Dest ; Dest
call strcpy
pop eCx
pop eCx
push offset Dest ; Dest
push offset mpz_s Filename ; Filename
call sub_ 18185207
pop eCx
pop eCX
push offset af ; Mat
push offset mpz_tmp 181683FD8 ; Filename
push offset S5tr ; Str
call sub_18185276
add esp, BCh
push offset byte_ 161064314 ; Source
push offset S5tr ; Dest
call strcpy
pop BeCx
pop eCx
J
v w

The send hook function performs similar harvesting but it also has different code for port 21
and 80 traffic. For port 21 it will check for ‘USER’ and ‘PASS’ such as with FTP traffic.

loc_18185893: ; netshort
push dword ptr [ebp-812h]

call ntohs

Mmovzx eax, ax

cmp eax, 21
jnz loc 18185A7A
mou eax, [ebp+Source]
mousx eax, byte ptr [eax]
cmp eax, ‘U’
jnz short loc_ 1818598E
mow eax, [ebp+Source]
mousx eax, byte ptr [eax+2]
cmp eax, 'E’
jnz short loc 1818598E
v
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Y

il s

mov
movsx
cmp
jnz

loc_1818598E:

eax, [ebp+Source]
eax, byte ptr [eax+2]
eax, '5°

short loc_18185971

Ll e =]

mou
mousy
cmp
jnz

eax, [ebp+Source]
eax, byte ptr [eax]
eax, "P°

short loc_18185971

The data will then be harvested.

push offset String ; “durg--"
call sub_1818523C : ftp:sys
pop ecx

pop ecx

push eax ; Source
lea eax, [ebp+Dest]

push eax ; Dest
call ctrcpy

pop ecx

pop ecx

push offset Stri s SOurce
lea eax, [ebp+Dest]

push eax ; Dest
call strcat

pop ecx

pop ecx

push offset asc_181856F8 ; "':"
1lea eax, [ebp+Dest]

push Pax ; Dest
call strcat

pop ecx

pop ecx

push offset byte_ 18861614 ; Source
1ea eax, [ebp+Dest]

push eax ; Dest
call strcat

pop ecx

pop ecx

push offset al@ ; Ev

lea eax, [ebp+Dest]

push eax ; Dest
call strcat

pop ecx

pop ecx

push offset byte 161683DCAH ; Source
T oo Fronhnahlfac+1

The data will be written to a different file.
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lea
push
call
pop
pop
push
push
lea
push
call
add

nuch

The send hook code will also look for ‘gzip,’ in outbound over port 80 and overwrite it,
probably to prevent an Accept-Encoding header from including gzip.

mouv
push
and
push
push
call
pop
pop
mouv
cnp
jz

eax, [ebp+Dest]

eax ; Dest
strcat

ecx

ecx

offset an_@ ; fa

offset r43q34 tmp 1818481E4 ; Filename

eax, [ebp+Dest]

eax s St
sub_ 18185276
esp, @Ch

nFFcat hote 1010328 - Snuavrra

ebhp, esp
eCx
[ebp+var_u], @

offset SubStr ; Ugzip,”

[ebp+5tr] ; Str
strstr

ecx

ecx

[ebp+var_L4], eax
[ebp+var_u], 8

short loc_1816539A

3

il e 5

mou
mov
moy
mou
mou
mou
mou
mou
mou
mov

eax, [ebp+var_4i]
byte ptr [eax], 'n°’
eax, [ebp+var_ 4]
byte ptr [eax+1],
eax, [ebp+uar_ 4]
byte ptr [eax+2],
eax, [ebp+var_u]
byte ptr [eax+3],
eax, [ebp+var_4i]
byte ptr [eax+i],

As | mentioned at the beginning of the blog the most interesting aspect of this to me
personally is the ability of a few simple wrappers and a golang crypter taking an old malware

]

to almost FUD.
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File Ratio First sub. Last sub. Times sub. = Sources Size

1lca71bba30fbl7eB3fea0befbe2d4671B6bM2TbE08ThET4fab1/0410f725441 56 /68 2019-10-16 2019-10-16 1 1 451.3 KB
fcB3392f990b998be05ed73347386 741 17:N4-40

o=a E3

769d1396b0cef006bcaafd2de850fcO7bi51fd14813948ef2bc3fB200bch5eab 5772 2020-02-27 2020-02-27 1 1 54 MB

15:54:11

15:54:11

50c94bdael933627c9d2c891320d098d

direct-cpu-clock-access

-

Initial Golan:

0015001917bcO8a89953606d7 2fcf0774e5b14ab66f07cchdedcc205d70475dd | 14/ 73 2020-02-27  2020-02-27 1 1 3.1MB

AE-EE-1E A

0bfcfed73a79548c43beac3d4afBicad
o=a

f198e63cclbadl53e27905881bchBallfad04f6500B460h07 2h1cBf22804185d4  48/71 20160608 20200103 2 2 9.5 KB
46b2cf41023d9b6558b4f50af9e630712 (7-4n-52 73-16:.10

o=a
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