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BlackKingdom Ransomware

BlackKingdom 2.0 Ransomware

BlackKingdom NextGen

Aliases: Black_Kingdom, DemonCrypt, DemonWare, CoderWare

(wundpoBanbLKUK-BbIMOratesb) (NepBOUCTOYHMUK)
Translation into English

OTOT KpMNTO-BbIMOraTenb WMAPYET AaHHbIE Nonb3oBaTenen ¢ nomowbio AES-256, a 3atem
TpebyeT Bbikyn B $10.000 B BTC, 4T06bl BepHYTb daiinbl. OpurmHanbHoe Ha3BaHue:
Black_Kingdom Ransomware. Ha danne HanncaHo: HeT gaHHbIX. HanncaH Ha s3bike Python
3.8.

O6HapyxeHuA:

DrWeb -> Python.Encoder.8, Python.Encoder.15, Trojan.Encoder.33173, Python.Encoder.25
BitDefender -> Generic.Ransom.BlackKingdom.CDC***

ESET-NOD32 -> Python/Filecoder.DL

F-Secure -> Trojan. TR/Ransom.pigrx

Malwarebytes -> Trojan.Banker.Python

Symantec -> Trojan.Gen.MBT

Tencent -> Malware.Win32.Gencirc.10b8b856

TrendMicro -> TROJ _FRS.VSNTBS20, Ransom.Win32.DEMONCRYPT.A
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https://id-ransomware.blogspot.com/2020/02/blackkingdom-ransomware.html
https://translate.google.ru/translate?hl=ru&tab=wT&sl=ru&tl=en&u=https%3A%2F%2Fid-ransomware.blogspot.com%2F2020%2F02%2Fblackkingdom-ransomware.html

© lNeHeanorus: gpyrue Python-ransomware >> BlackKingdom > GAmmAWare,
DemonWare > CoderCrypt

oY

N3o06paxkeHne — norotmn ctaTby

K 3awmndpoBaHHbiM darinam gobaensaetca pacwunpenve: .DEMON

BHumaHue! HoBble paclumpenus, email u TEKCTbl O BbIKyNe MOXHO HanUTW B KOHLE CTaTby, B
obHoBneHnAx. Tam MOryT ObITb pasnuunsa c nepBoHavasnibHbIM BApUaHTOM.

AKTUBHOCTb 3TOro KpUNTO-BbIMOraTens npuwinack Ha BTopyto nonosuHy gespans 2020 r.
Wramn gatbl: 5 auBapsa 2020. OpneHTUPOBaH Ha aHrNOA3bIYHbIX NOSIb30BATENEN, YTO HE
MeLLaeT pacnpoCTpaHATb ero N0 BCEMY MUPY.

3anucka ¢ TpeboBaHueM Bbikyna HasbiBaeTcsa: README.txt

CopepxaHue 3annCKU O BbiKyne:

I'm sorry to inform you that Your whole Enviorement have been hacked !!

all of your Data including ( Data, documents, Videos, Photos, Databases, servers, outlook
emails, and way way more ) are encrypted now, and cannot be accessed under any
circumestances.

How to get them back >>> ?77?

all you have to do is to pay us ( $10,000 ) worth of bitcoin to the following address :
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if we don't get a transfer within the stated time , all of your data will be destroyed and yet be
sold.

you've got 600 minutes to respond for our demands

best regards :)

# for further instructions : feel free to contact us on the following email -->
blackingdom@gszmail.com

lNepeBoA 3anNMCKN Ha PYCCKUN A3bIK:

N3BMHUTE, 4TO coobLiato, YTO BCE BaLle OKPY>XEHME B3r1OMaHO!

BCe BalUM JaHHble, BKIOYas (gaHHble, AOKYMEHTbI, Buaeo, poTo, 6a3bl JaHHbIX, CepBepbl,
noyta Outlook n MHOrMe gpyrue), 3awMdpoBaHbl U HELOCTYMHbI NPU MObLIX
obcToATeNnbCTBAXx.

Kak BepHyTb nx >>> 77?7

BCe, YTO BaM HY)XHO caenaTb, 370 3annatutb Ham (10 000 gonnapos) B GBUTKOMHAX Ha
cnegylownin agpec:

wrmmRRRRRRRRRE s [V AN ThXfyPHCVINXKbR3i15m4BFNSRh7] *rsrrrssssssss
Sk ok

Ecnun Mbl He nonyynm nepeBof B YKa3aHHbIM CPOK, BCe BallM AaHHble ByayT YHUUTOXEHbI U
elle npoaaHsbl.

y Bac ecTb 600 MUHYT, 4TOBbl OTBETUTL Ha HalKn TpeboBaHUA

C YBaXXEHUEM :)

# ONs ganbHENWNX MHCTPYKLMIA: HE CTeCHSAWTECh obpallaTbCsa K HaM Ha criegylowmnin agpec
email -> blackingdom@gszmail.com

Apyrum nHdopmMaTopoM BbICTyNaeT 3KpaH BrioKMPOBKK. TEKCT aHanorM4eH Tomy, Yto ecTb B
3anucke. Ha obgymbiBaHne cutyauum gaetca scero 600 muHyT (10 yacos).
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TexHun4yeckue getanu

MoxxeT pacnpocTpaHATbCA NyTEM B3fioMa Yepes HesallmLLeHHY KoHdurypauuio RDP, ¢
nomoLbo email-cnama n BpegoHOCHbIX BNOXEHUA, 0OMaHHbIX 3arpy30k, 60THETOB,
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9KCNMONTOB, BPEOOHOCHOWN peknambl, BEG-UHXEKTOB, ddanbLUMBbIX OOHOBNEHNN,
nepenakoBaHHbIX N 3apaXXEHHbIX MHCTaNNATopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacnpocTpaHeHnsa KpuntoBbiMoratenen" Ha BBOAHOW CTpaHuLe bnora.

Hy>xHO Bcerga ucnonb3oBaTb AKTyanbHY aHTUBMPYCHYIO 3awwmTty!!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBMPYCHOW 3aLLmMTon Knacca Internet Security nnu
Total Security, ToO x0T Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No meTtoay. 3-
21.

Cnucok cannoBbix pacluMpeHui, nogBepraroLmxcs WwndpoBaHuUIo:
9710 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble thannbl, 6a3bl 4aHHbIX,
doTorpadun, Mmyabika, BUAeO, hannbl o6pa3os, apxmebl 1 Mp.

dannbl, cBA3aHHbIe ¢ 3TUM Ransomware:

README.txt - HazBaHMe TekcTOBOro (hanna

payload.txt.exe

<random>.exe - criydanHoe Ha3BaHue BpeJoHOCHOro canna

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTtpa, cBAizaHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbTaTbl aHanm3oB.

CeTeBble NOAKITHOYEHUSA U CBA3M:

Email: blackingdom@gszmail.com

BTC: 3MdnThXfyPfiCVihXkbR3i15m4BFN3Rhi7

CM. Hwxe B 0BHOBNEHMAX Apyrne agpeca U KOHTaKTbI.
CM. HWxe pesynbraTbl aHann3o0B.

Pe3ynbraTbl aHann3oB:

® Hybrid analysis >>

Y VirusTotal analysis >>

A Intezer analysis >>

2 ANY.RUN analysis >> AR> AR>
X VMRay analysis >>

\) VirusBay samples >>

1 MalShare samples >>
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https://id-ransomware.blogspot.ru/2016/05/blog-post.html
https://3.bp.blogspot.com/-g1khX78dPVo/WyNq6za-WMI/AAAAAAAAKz4/Jw7rid06qoAqXR3Q0hnbkblRfwOfN_ESgCLcBGAs/s1600/gen_info.png
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https://hybrid-%20%20analysis.com/sample/63d6c419a8229bc7fc2089a2899d27bac746de0e96368e2a49d7c7754abd29f4?%20%20environmentId=120
https://www.virustotal.com/gui/file/63d6c419a8229bc7fc2089a2899d27bac746de0e96368e2a49d7c7754abd29f4/detection
https://analyze.intezer.com/#/analyses/94716341-63d1-47b9-aef2-7f776ddb6bf2
https://app.any.run/tasks/1538076e-537b-497b-bea5-acf3bce1e5c5/
https://app.any.run/tasks/f2741185-bbfd-473b-a340-734e39a8f8f7/
https://app.any.run/tasks/e406156b-c30f-400f-9bb1-d11bda02ac70/
https://www.vmray.com/analyses/63d6c419a822/report/overview.html

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTPaHEHHOCTU: HU3Kas.

MonpobHble cBeaeHns cobupatotca perynapHo. Npuckinante obpasupl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OGHOBJIEHU/ === BLOCK OF UPDATES ===

O6HoBneHue oT 4 nroHsA 2020:

[Moct B TBUTTERE >>

CamoHasBaHne: DemonWare Ransomware
Pacwwupenve: .DEMON

ppe—
Tango Down!

Seoms like you got hit by DemonWars rans ormware!

Dot Pamic, you get have your files back?

DemonWare uses a basic encryption script to leck your files,
This type of ransomwane is known as CRYPTO,

Toull nead a decryption key in order 1o unniock your files.

our files will be deleted whsn the tmer runs out, 5o you batter hunmy.
ol have 10 howrs 5o find your Ky

G, e ghad | don’t ask for paywmant e other ransorrmans,

Please visi: hilps:\Keys. zeznzo.nl and seanch for your IPThosiname 1o gel your Key.

» OBHapyxeHus:

DrWeb -> Python.Encoder.15

ALYac -> Trojan.Ransom.Filecoder

Avira (no cloud) -> TR/Ransom.fckkx
BitDefender -> Trojan.GenericKD.33965521
ESET-NOD32 -> Python/Filecoder.DM
Symantec -> ML.Attribute.HighConfidence
Tencent -> Win32.Trojan.Generic.Huqg
TrendMicro -> TROJ_GEN.R002CO0PF520
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https://twitter.com/raby_mr/status/1268426437972783105
https://1.bp.blogspot.com/-1Sq6ljEZmm0/X7_z3A7L8nI/AAAAAAAAW8s/Ps5kb1_QqXk2zkuLYiJx_0wFPEA0J-krQCLcBGAsYHQ/s853/lock-note-4-6-20.jpeg
https://www.virustotal.com/gui/file/809f8e79150028559f6ac924a27581a07ec6348a3913370442c29be2af634411/detection
https://app.any.run/tasks/3ea57ce7-74e7-4a35-845e-de67e780e499/

O6HoBneHue ot 13 nroHna 2020:

Cratbsa Ha canTte BleepingComputer >>

Email: blackingdom@gszmail.com

BTC: 3MdnThXfyPfiCVihXkbR3i15m4BFN3Rhi7

ot b w0 9 b o pary e {5 100000 e of btz gin o the following addrsan ©
A Ty SRR S R PRI [ e e
won =] el o bemrile e Uor yisied brenoll of pees dabs il b eyl s el b i

on)'we gt B0 ninveeg i reasend for oo derrarda

regrds

Faz Barchr ivutrecian bl fws L contect a-as the Felosing small —= bsckingderdigumssiicon

BapwmaHT o1 8 ceHTAOpA 2020:

CamoHassaHue: DemonWare

Pacwwupenune: .DEMON

3anuncka: README.ixt

[MepenmeHOBbIBAET OpUrMHanbHoOEe pacluMpeHune danna Ha exe.

O6HoBneHue ot 19 Hos6pa 2020:

CoobuieHne >>

CoobuieHue >>

CamoHasBaHue: CoderWare ransomware
Pacwupenve: .DEMON

Email: tuhafcoderus@protonmail.com

BTC: 336Fvf8fRrpySwq8gsawdf7gfuGmSFQIi8K
Telegram: @Codersan

Whatsap: +63 997 401 3126 - ctpaHa dununnuHbl
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https://www.bleepingcomputer.com/news/security/black-kingdom-ransomware-hacks-networks-with-pulse-vpn-flaws/
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https://1.bp.blogspot.com/-jYd39HTszlE/YQGh00kNJiI/AAAAAAAAaJc/W0IiYDOKaIM_qMGzn9zdpksf6Z6szBkvwCLcBGAsYHQ/s1280/%25D0%2591%25D0%25B5%25D0%25B7%2B%25D0%25BD%25D0%25B0%25D0%25B7%25D0%25B2%25D0%25B0%25D0%25BD%25D0%25B8%25D1%258F.jpg
https://twitter.com/malwrhunterteam/status/1331921031406235655
https://twitter.com/siri_urz/status/1334775963742314498

3amacknpoBaH nof yctaHoswmk urpbl Cyberpunk 2077.
®annbl: CyberPunk2077.sfx.exe -> CyberPunk2077.exe

» O6GHapyxeHus:

DrWeb -> Trojan.Encoder.33173

BitDefender -> Generic.Ransom.BlackKingdom.ACC0B5B4
ESET-NOD32 -> Python/Filecoder.CL

Kaspersky -> Trojan-Ransom.Win32.Alien.ao
Malwarebytes -> Ransom.FileCryptor

Rising -> Trojan.Generic@ML.94 (RDML:nCVGX9EypX0WbcZQRQa+Ig)
Symantec -> ML.Attribute.HighConfidence

Tencent -> Malware.Win32.Gencirc.11b17c94

TrendMicro -> Ransom_Alien.RO3FCOP

NmeeTcs Bepcusa onsa MobunbHbiX yecTponcTs nog ynpasneHne OC Android.

Cwm. otgenbHyto ctatbto CoderWare Mobile Ransomware >>

CoobuweHue ot 21 nekabpsa 2020:

CoobuieHne >>

CamoHasBaHue: Nagini-Locker

Pacwwupenune: .DEMON

Email: carecaxyz@pm.me

BTC: 3DfRZMeEAEuUD1pjMrE8P4VnPBB8630ebHn

hlﬂnnldtnrrrnmpu‘lm‘"

mnm-m on & sacret intemet senver and nobody can decrypt your fles
mvwm«nnmumqunw die Nt sand ths money within provided e,

e i i

[1] Bemd 0.01 BTC 1o this Bicoin sdress
1) IDTREMeEAE Ul piMFERPAVRFBEEBE 0a

o il | ecover my Sles?

[1] After your papment, contact us ot canscarynEiam e to gat your deonypiion key.

BapwuaHT ot 19 mapTta 2021:

CoobuieHre Ha chopyme >>

CoobuieHve >>

CamoHasBaHue: Blackkingdom Ransomware.
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Ncnonbayet yassumoctn Microsoft Exchange Server ProxyLogon ans wndgposaHus

CepBepoB.

PacwwmpeHue cnyyanHoe ona kaxgoro cganna: .<random>

Mpumepsl: .cnjl, .tMIbl, .WNoBGi9
Cormmande 8505, pd.Cnj 4 i !
[ S ST oA
IMG 0301 PGclm)
Inttre planier JLE docc tRIH

3anucka: decrypt_file. TxT

Email: support_blackkingdom2@protonmail.com
Cymma Bbikyna: $10.000 8 BTC.

BTC: 1Lf8ZzcEhhRiXpk6YNQFpCJcUisiXb34FT
Pesynerathl aHann3os: VT + IA

» O6HapyxeHus:

DrWeb -> Python.Encoder.25

ALYac -> Trojan.Ransom.BlackKingdom
BitDefender -> Trojan.GenericKD.45955218
Emsisoft -> Trojan.Ransom.BlackKingdom.B (B)
ESET-NOD32 -> Python/Filecoder.GO

Microsoft -> Ransom:Win64/FilecoderlMSR

Qihoo-360 -> Win64/Ransom.BlackKingdom.H80AFg8A
Rising -> Ransom.BlackKingdom!1.D420 (CLASSIC)
TrendMicro -> Ransom.Win64.BLACKKINGDOM.B
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https://1.bp.blogspot.com/-3t8arkwyWbg/YFr8ltmR7jI/AAAAAAAAY3A/-01bfH_glocNEsGI-1Jkafvaa3LYTi_1ACLcBGAsYHQ/s595/files.png
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» CogepkaHue 3anmncku:

hkhkhhhhhkhhhhhhhhhhhhhhhhxx

| We Are Back ?

kkkkkkkkkkkkkkkkkkkkkkkkkkk

We hacked your (( Network )), and now all files, documents, images,

databases and other important data are safely encrypted using the strongest algorithms ever.

You cannot access any of your files or services.

But do not worry. You can restore everthing and get back business very soon ( depends on
your actions )

before | tell how you can restore your data, you have to know certain things :

We have downloaded most of your data ( especially important data ) , and if you don't
contact us within 2 days, your data will be released to the public.

To see what happens to those who didn't contact us, just google : ( Blackkingdom
Ransomware )

kkkkkkhkkkhkkkhkhkkhkhkhkkhkhkhkhkhhkkk

| What guarantees ?

We understand your stress and anxiety. So you have a free opportunity to test our service by
instantly decrypting one or two files for free

just send the files you want to decrypt to (support_blackkingdom2@protonmail.com

khkhkkkkkkhkhhhhkkhkhkhkhkhkhkhkkhkkhkhhhhhhhhkhkhkhkhkkhkhkkhkkkkkkkk

| How to contact us and recover all of your files ?

The only way to recover your files and protect from data leaks, is to purchase a unique
private key for you that we only posses .

[ +] Instructions:

1- Send the decrypt_file.txt file to the following email ===>
support_blackkingdom2@protonmail.com

2- send the following amount of US dollars ( 10,000 ) worth of bitcoin to this address :
[ 1Lf8ZzcEhhRiXpk6YNQFpCJcUisiXb34FT ]

3- confirm your payment by sending the transfer url to our email address

4- After you submit the payment, the data will be removed from our servers, and the decoder
will be given to you, so that you can recover all your files.

## Note ##
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Dear system administrators, do not think you can handle it on your own. Notify your
supervisors as soon as possible.

By hiding the truth and not communicating with us, what happened will be published on
social media and yet in news websites.

Your ID ==>

sk8mO7mFsozUf6xPrlfn

BapwuaHT ot 24 aBrycTa 2021:

CoobuieHne >>

PacwunpeHue: .svyx

Email: CSGVyzko@mail2tor.com

®ann: FREE VBUCKS GENERATOR 2021 FREE NO FAKE 1 LINK MEGA 100% REAL.exe
PesynbraTthl aHanusos: VT

BapwuaHT ot 7 mapTta 2022:

CoobuieHve >>

CamoHasBaHue: Fath3r Ransomware

Email: iamfath3r@protonmail.com

Telegram: @iamfath3r

BTC: bc1geazdzpgeupnqcdtnws6cn28fsf503fuyhhazf5

dann: payload.exe

PesynbraTthl aHanusos: VT + 1A

MD5: f3ff8e85a6b9ac336273c4e51156f36a

SHA-1: 7f745a260c30aefddc12f34276e73d00c9ea745f

SHA-256: 73abef1e8cd548939010ad5c4937fe5bdabfbOb9a12d711debfa9a53925647fe
Vhash: 027076655d15551565504013z3005fmz11fz

Imphash: ¢5640c7a22008f949f9bc94a27623f95

» O6HapyxeHus:

BitDefender: Generic.Ransom.BlackKingdom.09C2D51C
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https://twitter.com/fbgwls245/status/1430366773442842624
https://www.virustotal.com/gui/file/67c3fa036512abffbdec91e1c3e6f1398b2acc25c6a86ad5c89ac83b40664a8c/detection
https://twitter.com/malwrhunterteam/status/1502296821066043405
https://blogger.googleusercontent.com/img/a/AVvXsEh0Jv_YD56Kpa2zpMOvuYtsFCwOGcKiJL-nyEUhoeqXoTqwEdTCSCYXKOAhCS5-MAG5hAvnnHM3JusthA5SZyy0Au2RkjKfbxvjP833OGmbbdx7PacgMoPtFVV_gVhEQYiB7x29LNgBibjIu-K1Zta7c9UUUQUtJqzJlNlGUeOsE3SOBhcGyUOmRvff=s1021
https://www.virustotal.com/gui/file/73abef1e8cd548939010ad5c4937fe5bdabfb0b9a12d711debfa9a53925647fe
https://analyze.intezer.com/analyses/c6bb2d44-b9fe-4aa2-b4e5-0eff718c323a

DrWeb: Trojan.PWS.Siggen3.12711
ESET-NOD32: Python/Filecoder.DM
Malwarebytes: Trojan.Agent

Microsoft: Trojan:Win32/Wacatac.B!ml
Rising: Ransom.Agent!1.D430 (CLASSIC)
Tencent: Win32.Trojan.Filecoder.Efbb
TrendMicro: TROJ_GEN.R002COWC722

=== BJIOK CCbIJTIOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===

I'm sy to inform you that Your whaols Envicrement have been haoked !

all of your Data including | Dats. docwments, Videos, Photos. Databases, servers, outleok smails, and way way more | are sncrypied nom

o ba gt tham back == 777
all you have 1o 4o |8 1o pay us [ $10,000 | weath of biteoin 1o the following address
[ 384 TR PACVIR KD R SmABFMIRNLT Jesrsssmsmemema ™~
if we don't get a transfer withan the staied time |, all of your data will be destroyed and yet be sold.
youi've got B0 minutes to respond for owr demands

Bkl regands o)

W Iox furthes instructions ; fsal fres to contact us on the followeng emal —= blackingdom@gs smail.com

https://youtu.be/ZA6WX2FOWO8

- Bugeoo6G3op ot Gruja RS

@

Yhan
.

Thanks:

S

GrujaRS, Michael Gillespie
Andrew Ivanov (author)

* % %

to the victims who sent the samples
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https://youtu.be/ZA6wX2FOW08
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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https://id-ransomware.blogspot.com/p/contact.html

