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Due to its anonymity, the Darknet is flooded with threat actors working together to share
information, services, and knowledge required to carry out successful cyber-attacks,
particularly within the cybercrime financial ecosystem.

We've uncovered the real identity of a threat actor dubbed SaNX — a handle that has
become an infamous one among many security departments of numerous leading
corporations worldwide. Here, we’'ll also reveal his activities, other handles in the Darknet,
and affiliations to other hacking groups.

A Creative Bypass for Account Validation

SaNX’s line of services allows fraud actors to check whether a given set of stolen credentials
are valid for popular banking, e-commerce and retail mobile apps.
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Post by SaNX where he advertises his service, “API allows verification of the validity of the login details for
a website. As to the possible exploits of the API, it’'s not my business”

While the service itself isn’t new nor novel, the direction of SaNX’s approach is interesting;
he abuses possible flaws in the APIs used by mobile applications associated with the
services, thus bypassing traditional security mechanisms used by companies. The
capabilities supplied by these services are very useful to fraud actors and others who deal in
account takeovers (ATO) for a variety of purposes.

IIperutaraercs k poziaske any i cJIe/{yIOITHX IPOTPaMM

(API cocrout u3 npoekTa s JetBrains IDEA, B KOTOpoM U3 paHIOMHBIX TAPAMETPOB PEATTH30BaH
JIOTHH Ha cepBepa 110 110boMy 3a/JaHHOMY JIOTHHY/ IapOJIE0, ECTECTBEHHO, C reHepanueil HeoOXOUMBIX
BAIIATHEIX TOKEHOB. T.e. 3T0 0QHIIHaIBHEIH Iy Th JIOTHHA, KaK OYATO GBI JIOTHHHUTECS IBITAETCS
obunuansaas nporpamma. Takike, eclIH ecTh HE0OX0OTUMOCTh, MOTY PEaTU30BaTh MOA06HOE 171
110601 IPYTO# TPOTPAMMBbI):

Capital One (com.konylabs.capitalone)
Western Union (com.westernunion.moneytransferr3app.eu) -

Monb3osaresib 5
_ Wallmart (com.walmart.android)

PerncTpauna: 18 asr 2018 Navy Federal Credit Union (com.navyfederal.android)

F— o Dropbox (com.dropbox.android)
Credit One (com.creditonebank.mobile)
Chase Bank (com.chase.sig.android)
MySprint (com.sprint.care)

TD Bank (com.tdbank) - 7!
Discover Bank (com.discoverfinancial.mobile)
Bank of America (com.infonow.bofa)

Citizens Bank (com.citizensbank.androidapp)

Famedgram (com.gpower.famedgramthirdparty)

Cumnarmm: 2

A list of the world’s top financial organizations and mega-retailers, all targeted by SaNX. The list includes
some of the major online retailers and banks across the United States, such as Walmart, Capital One,
Bank of America, TD Bank, and more.

Al's Aid in Credential Stuffing
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To best understand why SaNX'’s products are so lucrative, let’s quickly review a generic
scenario for how threat actors perform accounts takeovers by leveraging third-party data
breaches.

Fraud actors commonly attack financial institutions, retailers and other consumer-facing
businesses by taking over accounts via credential stuffing. To perform such a strike, the
attacker needs only three elements:

1. Targets — The cybercrime financial underground is chock-full of tutorials and walkthroughs
on fraudulent cashing out of “cracked” e-commerce, retail and even gaming accounts.

2. Credentials — A known commodity in the criminal underground, as multiple vendors
specialize in breaching internet-facing databases and selling their content to other criminals.
This usually comprises usernames, emails and passwords that can later be re-used against
popular targets.

3. Automation, however, is key in the credential stuffing process. Since attackers usually
employ a spray-and-pray approach, more credentials equal a higher success rate. Tools that
automate the checks of credentials against a target website are widespread in low-level
carding and cracking communities. They come in a variety of flavors — from SaaS services
operated by cybercriminals to simple “checkers” desktop clients — with a few tools, such as
Sentry MBA, achieving well-earned notoriety and having dedicated communities in the
criminal underground.
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[VERSION 4.9.8] ALL IN ONE CHECKER CRACKED BY PCR
by Stephanny - 1 year ago

- 1 year ago Follow #1

ption
Support for e-mail services Mail, Yandex, Rambler, QIP
Support for running e-mail services through IMAP and POP protocols
High speed, no valid accountability perebrut errors
Search for text in a letter or by the sender
Filter by number of e-mails, download of emails found, search not read only, date
Check Yandex Mail on Balance
Search for messages in the "Recycle Bin" and "Spam" folder
Tools for working with databases
Utilities to: selection of payment password, syntax analysis of phone numbers

Allin-One Ohetier

100 =

A generic, “all in one” checker offered on a cracking forum

As credential stuffing tools grew ubiquitous in the criminal underground, most organizations
implemented anti-fraud mechanisms to thwart “checking” attempts from low-level tools. This
is where SaNX enters the equation. Most checkers target web applications via imitating
browsers, and as such are susceptible to being intercepted by fraud prevention. SaNX’s
approach tackles the mobile API — thus allegedly bypassing the standard.
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The general process of account takeovers. Threat actors can choose a traditional checker for credential
stuffing, or alternatively go through SaNX’s services that imitate a mobile application’s API, and likely
bypasses fraud prevention mechanisms.

SaNX’s services pose fraud threats to organizations’ security as they expose them to brute
force or credential stuffing attacks by leveraging what appears to be a security blind spot.
Even though offering relatively sophisticated services, it's important to note that SaNX is
simply another link to the chain of services offered in the cybercrime financial ecosystem;
acquiring the “private APIs” isn’t a magic bullet that attackers can use against an
organization. Unlike simple checkers, SaNX puts most of his effort into the API itself and not
necessarily on mass scale and automation, requiring his clients to integrate the tools into a
wider credential stuffing framework.

The Proof is in the Pudding

The key to a business’s growth and success is to execute it in a way that will attract and
satisfy customers. As Darknet businesses evolve towards more “professional” business
models and practices, attracting new customers is dependent on the level of innovation and
novelty of the idea. Long-term success, however, is particularly dependent on customer
satisfaction. To determine SaNX’s credibility as a seller in the Darknet, we decided to assess
his buyers’ reviews. Numerous posts indicated that SaNX maintains a high level of credibility
and is considered to be a particularly professional threat actor (see below).
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I MpuuwHa Gaxa: https: /fforum.exploit.infindex.php?showtopic=97096 ; https: //forum.exploit.in/index.php?showtopic=138703

Joined

Activity

User in a Russian-speaking underground forum says about SaNX’s services: “We bought API; everything
went well” (March 5, 2018)

byte
™ OueHb afleKBaTHBIA U aKypaTHIA Npogasel,.

Xopowee sneyaTne4wue oT obwerna 1 COTpYAHH4YecTEa.

From Russian: “Very professional and accurate seller. I've gotten a good impression of working with him”
(May 22, 2019)

These relatively recent reviews confirm SaNX’s ongoing efforts and successes, which only
motivated our researchers to dig further and identify this harmful threat actor by name and
any other PIl that could help track him down.

Lifting the (Limited) Anonymity Cloak of the Darknet

Maintaining anonymity has become a difficult challenge in the Darknet with the growth of
digitalization. Hackers will almost inevitably leave traces of their activities, enabling threat
researchers to perform research to identify them.

We began by finding a post signed by SaNX in a FidoNet thread where we were already able
to assert his connection to the hacking group, Russian Ebola Virus Crew (“EVC”), along with
his full name and email address.
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Alexandr Korostin

Mpuset _All_ I Muwert Tebe *Alexandr* |

Yenbiwan TyT (UWwKy: roBOPAT, YTO A, 3alMLLAA apXUB NapONeM, HapYLLAK 3aKOH,
JaXe cyuTasn, YyTo pap, K npumepy, ouymansHo KynneH. 31o npasaa?
WBR,

Alexandr Korostin.
Mail: **@hotmail.ru www.ebolaviruscrew.net [SaNX \\ Ebola Virus Crew]

This was a post found as a part of an in-depth research performed when looking for posts by SaNX. Here,
SaNX was seen signing his name (Alexander Korostin) and EVC connection on a post from 2003 within a
FidoNet thread. This research was done using KELA'’s proprietary tool, DARKBEAST, which enables
users to search through years of historical Darknet data stored in KELA’s data lake.

We then found further affirmations of the connection between EVC and SaNX, when various
statements by EVC were found declaring SaNX as one of its members.
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SaNX being listed as a member of the Russian Ebola Virus Crew (EVC) hacking team.

By using his name and affiliation to EVC as a basis to search other handles used by SaNX,
we were led to more of his PII. We later noticed that SaNX began using a new name, which
was simply a combination of his full name and affiliation to EVC, “Alkorevc”:
Al(exandr)kor(ostin)evc.

Enough proof was pointing to the fact that SaNX was indeed Alexander Korostin and that he
was affiliated to EVC, but there was more information out there related to SaNX. We started
browsing through various websites and we were eventually directed towards a local
community website, Izhevsk.ru, where “SaNXeVC” was seen responding to one of the posts
on a transportation-related thread in Sokolovka, a locality in the Sarapul District of the
Udmurtiya Republic in Russia. Taking note of this location, we continued our search to see if
it could be confirmed.

Looking at SaNX’s social media pages, we found a YouTube channel registered as
“SaNX498” by the name “Aleksandr Alekseyevich” with video uploads from the Udmurtiya
Republic, but it didn’t stop there. Just like your everyday internet user would link their social
media accounts for convenience, SaNX'’s linked his YouTube page to an Instagram profile
bearing the name “sanxevc”, which he recently changed to “sanxsanxsanx”. His Instagram
showed photos of Aleksandr from Sigayevo, Sarapul District, Udmurtiya Repubilic,
reconnecting us to the original location that we detected earlier.
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Sanxsanxsanx

Anekcaugp

MonHsie sugocs! 8 kavectse TyT §
hitps:/Awww youtube.com/user/SaNXx498
user report

118 posts 1408 followers 30 following

¥ Sigayevo, Udmurtiya, Russia o000
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Pictures taken from SaNX’s Instagram profile, showing his location

One final search helped us confirm our findings. By searching the name “Aleksandr Korostin
in Russian (AnekcaHgp KopocTtuH) we were exposed to his profile in a local job-hunting
board. We were given access to view his resume uncovering more information on his
educational and occupational background, his date of birth (December 10, 1982), and a
headshot.

All of these dots allowed us to finalize and close the priorly ambiguous case. So here we had
it, SaNX or rather, 36-year-old, Aleksandr Alekseyevich Korostin (Anekcangp Anekceesuny
KopocTtuH) from Sigayevo, Sarapul District, Udmurtiya Republic, Russia, is no longer
anonymous.

Takeaways and Lessons Learned

APIls are an imperative part of digitized organizations today, allowing mobile apps or
websites to communicate more effectively, and ultimately make clients’ lives easier and more
convenient. More flexibility for users, however, can exponentially increase the attack surface
for bad actors. Organizations must continue to monitor for newer and more sophisticated
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threats that will continue to emerge with technological advancements. While we can'’t take
down every threat actor operating in the Darknet, we can certainly deter attacks and mitigate
threats that are targeting large organizations.

Ask our team what your organization can do today to detect sophisticated threats against
your organization before a potential cyberattack happens.
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