Gibberish, Velar

. id-ransomware.blogspot.com/2020/02/gibberish-ransomware.html

Gibberish Ransomware

Variants: Anenerbex, Velar, UPPER

(wndpoBanbLMK-BbIMOraTesib) (NepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WNMPYET AaHHble Nonb3oBaTenen ¢ nomowpbto AES, a 3atem
TpebyeT Bbikyn B # BTC, 4ToObl BEpHYTb pansnbl. OpurmHanbHOe Ha3BaHWe: B 3anuncke He
yKasaHo. Ha dpanne HanncaHo: HET AaHHbIX.

O6HapyxeHuA:

DrWeb -> Trojan.Encoder.30868, Trojan.Encoder.31489
BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD -> 32A Variant Of Win32/Filecoder.NSF, A Variant Of Win32/Kryptik. HCPQ
Microsoft -> Ransom:Win32/Filecoder'MSR
Qihoo-360 -> Generic/Trojan.Ransom.ec8

Rising -> Trojan.Filecoder!8.68 (CLOUD)

Tencent -> Win32.Trojan.Filecoder.Hvix

TrendMicro -> Ransom_Filecoder.R002C0DBJ20
VBA32 -> BScope.TrojanRansom.Kuntala

Symantec -> ML.Attribute.HighConfidence

© lNeHeanorusa: ??? >> Gibberish, Anenerbex, Velar, UPPER
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N306pakeHne — norotmn ctatby

K sawmndposaHHbIM dharnam gobasnaetca pacwmpeHue: .ukége nnm .<random>

dTumonorma Ha3BaHus:

HeT HMKakmMx AaHHbIX O TOM, KaK BbIMOraTtenu Mornm Ha3eaTb cBoe "TBopeHune". C
Hena3BecTHOro "B3ATkM rmagkn”. Ho oHn ncnonb3oBanu croso "gibberish" (B nepeBoae ¢
aHmn. "tapabapmHa") B oGHOM 13 SIOTMHOB MOYTbI, Kak 6bl NogvYepkmMBasi 3T0 CroBo.
Moatomy Gibberish ctano Ha3BaHWeEM 1 3arofiOBKOM CTaTbW.

BHumaHue! HoBble paclumpenusi, email 1 TEKCTbl O BbIKyNe MOXHO HanUTW B KOHLE CTaTby, B
obHoBneHnax. Tam MoryT 6bITb pa3nuyns ¢ NnepBoHaYyasibHbIM BapuaHTOM.

O6pasey atoro KpunTo-BbiMoratesnsi obin obHapyxeH B cepeanHe despansa 2020 r. lTamn
patbl: 4 nona 2019 r. (Foe X ero Hocuno cTornbko BpeMeHn?) OpueHTMpPOBaH Ha
aHrMNoA3bIYHbIX NOMb30BaTENEN, YTO HE MELUAEeT PacnpoOCTPaHATb ero No BCEMY MUPY.

]

3anucka ¢ TpeboBaHneM Bbikyna HasbiBaeTcs: info.txt

CopepxaHue 3anucku o BbiKyne:
Congratulation!!!

All your data been crypted!

Our contacts:

Write to mail: DamianOlsonsnowdrop@cock.li
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If we not respond 24h: gibberishEdmundBass@protonmail.com
In subject: key[160313537d]
There is no other way to get you files back, only we have key for decryption.

lNMepeBoA 3anMCKN Ha PYCCKUN A3bIK:

Mo3gpasnsaem!!!

Bce Bawm gaHHble 3awimgpoBaHbi!

Hawm KoHTaKThbI:

MucaTb Ha nouTy: DamianOlsonsnowdrop@cock.li

Ecnu mbl He oTBeTUM 3a 24 vaca: gibberishEdmundBass@protonmail.com

B Teme: key[160313537d]

MHOoro nytn BepHyTb (haunrnbl HET, TOSNbKO Y HAC €CTb KoY AN paclUNdpPOBKU.

£ cpaBHMN HECKOMBbKO BapMaHTOB 3anuUCOK M OBHapPYXWUI, YTO Kaxabln pa3 reHepupyeTcs
HOBBIN KITHOM.

TexHn4yeckune petanu

MoxxeT pacnpocTpaHAaTbLCS NyTEM B3fioMa Yepes HesalumLeHHyo koHdurypauuio RDP, ¢
nomoLbo email-cnama n BpegoHOCHbIX BNOXEHUA, 0OMaHHbIX 3arpy30k, 60THETOB,
9KCNIOMNTOB, BPEAOHOCHOW peKknambl, BEB-UHXEKTOB, dharnbLUnBbIX OOHOBMEHUN,
nepenakoBaHHbIX N 3apaXXEéHHbIX MHCTannATopoB. CM. Takke "OcHOBHbIE CnOCcobbI
pacrnpoCcTpaHeHust KpunToBbIMoraTenen" Ha BBOAHOW CTpaHuue bnora.

Hy>HO Bcerga ncnosnb3oBaTb AKTyalbHY0 aHTUBURYCHYO 3awmnTy!!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBUPYCHOW 3aLlLmMTon knacca Internet Security nnm
Total Security, To xoTa Gbl AenanTe pe3epBHOE KONMPOBaHME BaXKHbIX hannoB No metony. 3-

2.

» Ypansiet TeHeBble Konun ¢oansioB ¢ NOMOLLbK KOMaHAbl:
vssadmin delete shadows /all /quiet
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Cnucok cannoBbix pacluMpeHui, nogBeprarowmxcs WwndpoBaHuUIo:
9710 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble thannbl, 6a3bl 4aHHbIX,

doTorpadun, Myabika, BUAeo, hannsl o6pa3os, apxmebl 1 Mp.

dPannbl, cBA3aHHbIe ¢ 3TUM Ransomware:

info.txt - TekcTOBBIN (hpann 3anuckn o Bbikyne

A1l.exe

A2.exe

<random>.exe - crly4anHoe Ha3BaHWe BpegoHOCHOro (hanna

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBsi3aHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbTaTbl aHanm3oB.

CeTeBble NOAKMNIOYEHUS U CBA3N:

Email-1: DamianOlsonsnowdrop@cock.li

Email-2: gibberishEdmundBass@protonmail.com
BTC: -

CM. HMXKe B OBHOBNEHUAX apYyrve agpeca 1 KOHTaKTbI.
CM. HMXe pesynbTaThl aHanm3oB.

PesynbraTbl aHanu3os:
® Hybrid analysis >>

Y VirusTotal analysis >>
¥ Intezer analysis >>

X VMRay analysis >>

W VirusBay samples >>

1 MalShare samples >>

& AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTpaHEHHOCTU: CpeaHASA.
MonpobHble cBeaeHns cobupatotca perynapHo. Npuckinante obpasupl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===
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https://www.hybrid-analysis.com/sample/3573cfc1532dcfd367452038c5e54664cc21831f1cdebfdb8316d2fbde1ecc05/5e5eb72e2b92cb0af929bb0b
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https://analyze.intezer.com/#/analyses/7857a996-f10c-44f3-aa13-4c9bca747bf4

=== BJIOK OGHOBJIEHUN === BLOCK OF UPDATES ===

O6HoBneHue ot 10 mapta 2020:

Tonuk Ha dhopyme >>

PacwwupeHue: .anenerbex

3anucka: anenerbex-info.txt

Email: anenerbex@protonmail.com, anenerbex@cock.li

-

» CopepkaHue 3arnucku:

Nice to meet

Unfortunately a malware has infected your computer and a large number of your files has
been encrypted using a hybrid encryption scheme

By the way, everything is possible to restore, but you need to follow our instructions.
Otherwise, you cant return your data (NEVER).

What guarantees?

It's just a business. We absolutely do not care about you and your deals, except getting
benefits.

You can get proof by mail, just need to ask

Mail for contact With your ID 1a2b3c5***

anenerbex@protonmail.com

anenerbex@cock.li

There is no other way to get you files back, only we have key for dceryption

O6HoBneHue ot 18-19 mapTta 2020:

[locT B TBUTTEPRE >>

PacwwupeHue: .Velar

3anucka: readme.txt

Email-1: lanthanumRosaKiddgentile@cock.li
Email-2: affrontUmerSummers@tutanota.com
dann: 1,2.exe

Pesynbrathl aHanusos: VT + HA + A + AR
O6HapyxeHus:

DrWeb -> Trojan.Encoder.30868

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
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ESET-NOD32 -> A Variant Of Win32/Filecoder.NSF
Symantec -> ML.Attribute.HighConfidence
TrendMicro -> TROJ_FRS.0NA103CI20

2 -

» CogepkaHue 3anmncku:
Hello

Unfortunately a malware has infected your computer and a large number of your files has

been encrypted using a hybrid encryption scheme!
Contact us:

1. lanthanumRosaKiddgentile@cock.li

2. affrontUmerSummers@tutanota.com

In subject: ID-7a55359***

There is no possibility to decrypt these files without a special decrypt program!

O6HoBneHue ot 22 mapta 2020:

[MocTt B TBUTTERE >>

Pacwwupenue: .UPPER

3anucka: infoUPPER.txt

Email-1: TentwenUpper1@protonmail.com
Email-2: Wenuptwen1@tutanota.com
PesynbraTthl aHanusos: VT + HA + JA + AR

1 — Earcacron ——

> CopepxaHune 3anucku:

Welcome

You have your data been crypted

Contact us with key ca67d9b***

1 - TentwenUpper1@protonmail.com

2 - Wenuptwen1@tutanota.com

There is no other way to get you files back, only we have key for dceryption
Free decryption as guarantee!

Before paying you send us up to 2 files for free decryption.
Send pictures, text files. (files no more than 1mb)

If you upload the database, your price will be doubled
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O6HoBneHue ot 9 anpensa 2020:
[MocT B TBUTTERE >>

Tonuk Ha dhopyme >>
PacwupeHnue: .~~~~

3anucka: Read ME.txt

Email: cryptofiles20202020@protonmail.com, cryptofiles20202020@cock.li
Pesynetatbl aHanunsos: VT + VMR + AR

i

> CopepxaHne 3anucku:

Dear user! Your data is encrypted!

Any attempts to decrypt your data yourself will lead to loss of information !! Be careful!
Our mail:

1. cryptofiles20202020@protonmail.com

2. cryptofiles20202020@cock.li

Attention!

Decryption of your files is a paid service.

If you do not have money, then you can not apply. All is serious.
Contact us at the address and indicate your id in the subject line.
Your ID: ae3cfd7***

O6HoBneHue ot 16 anpensa 2020:
Tonvk Ha dhopyme >>
PacwwupeHue: .<random>, Hanpumep: .fevrbdy
Email: fevrbdy@airmail.cc, fevrbdy@protonmail.com
3anucka: README .txt

sesborisn, backaps, lige snnel ShE#E,

» CoaepxaHue 3anmncku:

Congratulation

You have your data been crypted

Write to the mail: fevrbdy@airmail.cc

If we dont respond 24h: fevrbdy@protonmail.com
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Send us you key 0e0de602f7

Free decryption as guarantee

Before paying you can send us up to 2 files for free decryption. The total size of files must be
less than 1Mb (non archived), and files should not contain valuable information, (databases,
backups, large excel sheets, etc.)

How to obtain Bitcoins

The easiest way to buy bitcoins is LocalBitcoins site.You have to register, click 'Buy bitcoins",
and select the seller by payment method and price,

https://localbitcoins.com/buy_bitcoins

Also you can find other places to buy Bitcoins and beginners guide here:
http://www.coindesk.com/informati on/now-can-i-buy-bitcoins/

There is no possibility to decrypt these files without a special decrypt program!

O6HoBneHue ot 29 anpens 2020:

[MocT B TBUTTERE >>

Pacwmpenue: .<random>, Hanpumep: .xXHIIEggxx

Email: sodinsupport@cock.li, ReftuOne@protonmail.com

File Edit Format WView Help

Hello!

All youwr data been crypted.

Use mail to contact: sodinsupport@gcock.li

If we mot respond 24h: ReftuDne@protonmail.com
Use you ID in subject: ID-X3000000K

PesynbraTthl aHanusos: VT + HA + VMR

O6HoBneHue ot 20 HosI6pa 2020:

CoobuieHve >>

MepBble nocTpagaswmne 6binu n3 CLUA.

PacwupeHue: .esexz nnn .<random>

3anucka: readme.txt

Email: costestu@cock.li, setestco@protonmail.com, zetterlow@tutanota.com

bonepmaﬂue 3anucKu o BbiKyne:
Your ID: XXXXXXXXXX
Congrats! | have a bad news for you. All of yours data has been encrypted&stollen_!
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Also there is a good news - there is the one and the only who can help you to restore yours
Data ( u need to write here about restoring yours data, and write in the subject of the letter
yours ID : costestu@cock.li, setestco@protonmail.com, zetterlow@tutanota.com)

As faster you are - depends on discount of price. As slower you are - depends on higher
price. Don't forget about stollen data its can become public_! (depends on also on you)
Also dear, you must know that it's impossible to restore infected computers by
yourself\somebody else !

As a proof for test, in a letter u can upload 3 files not bigger than 10 mb not contains
important or secure info.

MNMepeBoA 3anMCKN Ha PYCCKUN A3bIK:

Bawu ID: XXXXXXXXXX

Mosgpasnsto! Y meHs ansa Bac nroxue HoBocTU. Bece Bawm faHHble 3aiMdpoBaHbl U
YHUYTOXEHbI !

Takke eCTb XOpoLUne HOBOCTM - Mbl EANHCTBEHHbIE, KTO MOXET NMOMOYb BaM BOCCTAHOBUTb
BalLWN JaHHble (NPO BOCCTAHOBIEHME BalLMX AaHHbIX HY>XHO NUcaTb ctoda, 1 HanucaTthb B
TeMe nucbMa Baw ID: costestu@cock.li, setestco@protonmail.com,
zetterlow@tutanota.com)

Uem ObicTpee HanuwmnTe - ueHa MeHblle. Yem meaneHHee - LeHa Bbllwe. He 3abbiBante 06
YKpaOeHHbIX AaHHbIX, KOTOpble MOryT ObiTb OnybnukoBaHbl ! (3aBUCKT OT Bac)

Takke ooporon, Bbl AOMKHbI 3HATb, YTO HEBO3MOXHO BOCCTAHOBUTb 3apaKeHHbIE
KOMMbIOTEPLI CaMnM \ kem-To apyrum !

Kak nokasaTenbCTBO 415 TeCTa B MMCbME Bbl MOXETE 3arpy3unTb 3 danna He 6onee 10 m6,
He cogep Kalimx BaXKHOW MNK 3aLLmnLeHHON MHopMaLun.

BapuaHT o1 22 mapTa 2021:

MoBTopseT BapuaHT ot 20 Hos16psa 2020.

PaclwmpeHue: .esexz

Email: costestu@cock.li, setestco@protonmail.com, zetterlow@tutanota.com

=== BJIOK CCbIJIOK n C[TACUBOK = BLOCK OF LINKS AND THANKS ===
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Thanks:

SIRi, GrujaRS
Andrew Ivanov (author)

* % %

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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