A Deep Dive Into Wakeup On Lan (WolL) Implementation
of Ryuk

k'..'l blogs.quickheal.com/deep-dive-wakeup-lan-wol-implementation-ryuk/

E

Quick Heal Security Labs recently came across a variant of Ryuk Ransomware which
contains an additional feature of identifying and encrypting systems in a Local Area Network
(LAN). This sample targets the systems which are present in sleep as well as the online state
in the LAN. This sample is packed with a custom packer. The final unpack routine which
extracts the payload of Ryuk Ransomware is as shown below.
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MOV EAX,DWORD PTR 55:[EBP-8]
ADD EAX,DWORD PTR 55:[EBP+18]
MOV ECX,DWORD PTR 55:[EBP-4]

IMUL ECX,DWORD PTR S5:[EBP-4]
MOV DWORD PTR 55:[EBP-3C], EAX
MOV EAX,DWORD PTR 55:[EBP-30)

IMUL EAX,DWORD PTR 55:[EBP-8)
MOV ECX,DWORD PTR SS:[EBP+10]

MOV ECX,DWORD PTR 55:[EBP+10)

ECX,DWORD PTR S5:[EBP-4]
EAX,DWORD PTR DS:[ECX+EAX+B]

.en V..

o2, " L1 LLITH
is Program canno
t be run in DOS

B1AT2ED2 BB4S FH

B1AT2EDS @345 18

B1AT2E98 BB4D FC

B1AT2ESE BBCY 1F IMUL ECX,ECX,1F
B1AT2ESE @FAF4AD FC

B1ATZ2EAZ 2BC1 SUB EAX,ECX
B1ATIEAL 8945 C4

B1ATIEAT 8B45 D@

B1ATIEAA BFAF45 F8

B1AT2EAE 8B4D 18

B1AT2ER] 83C1 27 ADD ECX,27
B1ATIERS BFAFCL IMUL EAX,ECX
B1ATIERT B3iCe 21 ADD EAX, 21
B1ATIEBA BB4D 1@

B1AT2EBD BBCD 23 IMUL ECX,ECX,23
B1AT2ECE 2BC1 SUB EAX, ECX
B1AT2ECZ BB4D FC MOV

B1AT2ECS 804401 o8B LEA

|80l 54 90 2@ (@3 P2 0@ 02|94 B0 22 20 |FF FF @0 8o
BB 290 20 00 (00 20 09 00 40 00 20 00 (B0 20 DO 00
09 80 20 00 |00 PO 00 00 PO 00 B0 00 (08 80 P8

82 80 20 20 |08 08 00 29 90 29 00 o0 (20 81 09 e
@E 1F BA 9E &8 B4 09 CD 21 BB @1 4C |CD 21 54 &8
69 73 28 7@ |72 &F &7 72 61 6D 28 63 |61 BE &E &F
74 20 62 65|28 72 75 6E 28 69 GE 20 |44 4F 53 28
6D 6F 64 65 |2E @D oD @A 24 &0 00 o0 |20 20 08 o8
6E BA @8 F3 |2A 6B 6E AB 2A 6B G6E AB 2A 6B BE ABQ
9E F7 9F AB |26 6B GE A® 9E F7 9D AB |55 6B GE A8
S9E F7 9C AD |32 6B 6E A® 11 35 &D Al |38 6B 6E AD
11 35 6B Al @9 6B 6E A® 11 35 &6A Al |38 6B GE A

Fig 1:Final Unpack Routine
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The payload contains two stages of the decryption routine. Basically, 1 stage is the input to
2"d stage and starts with decrypt “advapi32.dil” obfuscated string and its related function
names such as CryptCreateHash, CryptHashData, CryptDestroyHash to reverse md5 hash
of “6d65e9cb5bc2a9b609299d8758d915ab” which is hardcoded in the file.

edx+esi®d:sub ISO1ACEA«LIFE

C:t\F

edx+esi®*d:sub_ 3SO1ACEA+1FE
esi+3I501AFDA:&"ZZ"

v+ 3508438 BABAR2 MOV AL,BYTE PTR D5:[EDX+ESI"4]

35884304 46 INC ESI

35884305 . B3FE BC CMP ESI,C

150843C8 - 72 F1 BB 5. 35004380

8BF1 MOV ESI,ECX

3S8843CC BAD4AE2 MOV AL,BYTE PTR D5:[EDX+ESI*4]

35884 3CF 2885 DdAF@13s SUB BYTE PTR D&:[ESI+35814FD4],AL

35864305 a8 INC ESI

15884306 83FE 14 CMP ESI,14

sracsana el | on afecisce
@lump 1 | gbDump 2 | weDump 3 | suDump 4 | yuDump S | W Wateh 1 | iilocals
ISO1AE @3 B0 98 B0 |80 90 B0 B9 81 00 B0 B2 (02 O 89 B .. .. .. rerrrana
SO1AECH B2 66 88 20 82 62 B0 09 |83 B0 B0 00 |00 8 88 g ... ... .. ciann
SO1AEDH 63 60 06 o0 (82 96 00 09 02 B0 00 60|02 se ee od .. ... ...........
3SR1AEEH 02 00 00 B0 01 90 00 2902 00 0 00 (83 00 80 oL ... ... ..i.....
ISO1AEFH G2 60 00 20 82 00 D8 B0 00 00 B0 00 (83 B 68 B ... ... e e e
IS81AF B3 68 90 B0 81 60 B9 99|03 B0 B0 00 |81 B0 B0 B .. .. ... ... 0-. -
3501AF1H 61 60 06 80 63 96 00 09 00 B0 00 00 (e oo oo od .. ..............
3sp1aFzd 60 00 00 00 |62 90 00 B9 |01 00 00 00|91 B0 8
3501AF39 20 00 02 B0 (82 00 00 2081 00 &0 00 (00 80 Bo B . ... .. .........
IS@1AF B3 68 92 B0 01 90 B8 99|03 B0 B0 0O |83 B0 B0 B ... ... nannn
ISHIAFSHI @1 B0 98 B0 |03 80 D0 09 00 90 28 09 |83 B0 08 B ... ... ciciinana
3501AF5H 03 00 00 B0 00 90 00 2001 00 00 o(ee e Be od .. ... ...........
3501AF78(]P3 00 00 00 62 00 OO 0000 00 B0 0033 31 33 35|..c.e.ea... 3135
3581AFBE 20 B8 88 88 67T cdeegl. ...
3501AF9E(58 69 64 74 71 75 72 66 77 22 44 63|75 66 22 46| Pidtqurfu"Deuf"F
ISO1AFAB|74 7B 78 77 72 68 75 62 71 6B 69 63 (28 52 73 78 t{pwrhubgkic Rsp
35@1AFBE|76 6B 65 65 75 21 79 34 |IF 33 @4 WF?&!NI /3. . Bdva
3581AFCE 08 B8 88 68 46 T2 T4 T2 «o.-FrEr

# steuet |

1% Stage Key Stack

Fig 2:De-obfuscation of 1st stage obfuscated string
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Fig 3:After de-obfuscation
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The reverse md5 lookup of 5d65e9cb5bc2a9b609299d8758d915ab is 1560ddd.During
reverse md>5 lookup process sample takes high processor utilization, as malware tries to
calculate the md5 hash of each value from 0 to 1560ddd and compare it with

5d65e9cb5bc2a9b609299d8758d915ab.

“1560ddd” as an input to the below mathematical function which will generate 2"9 stage key

stack and is used to de-obfuscate all the strings used in payload, while 15! stage key stack

already presents in the file.

35C0 MOR ECH,ECX

. FEFBEB431 MOWSX EAX,BYTE PTR DS:[ECX+ESI]
: 3302 XOR EDX, B0
s B3ICT ADD Eax, EDI
. B G PUSH &4
s 5F FOF EDI
. | F7E7 DIV EDI
. |41 INC ECX
" BEF A MO EDI , EDX
. | 3BCE CMP ECX, EBX
~L72 EC §E os8.35681971
« FOFBEBA)S ERFDFFFMOVSX EAX BYTE PTR [EBF+ESI-378]
. | 6a 83 PUSH
. |ve oG
. |58 POP ECK
. | Frea DIV ECX
« | 391487 MY [HORD PTR [ECE+EST"& ], EDX
. | 3BF3 P EST , EBX
| TE ab L]
« | BSD@ TEST ECK
5 4 Bl oé3ieaiad
195407 FC CMP DEORD TR TIEDE+ES1"a-4) [
| 75 83
. | BgicE? MOV DWORD) FTR O04; [EDE-E41°4], EAX
. | BDBD BEFDEFEF LEA ECK,DWOED PTR [
. | A6 ITHE ESI
« |52 PUSH ICX
. | EB CEGTEBBE Bl
37 POF ECX
IPF@ [ I,EAK
FEBB1ASS -T2 EC BE 98.3581423
o
flump 1 Dusp 7 | gulump 3 | guDump 4 | gubump 5 | @ wWatch 1 | sedlocals | & Struce
Address | Hex | ascrx
00120000 0 00 G0 00 |02 Do o o0 D1 0 00 00 @2 0 B0 o))
881 200Ea | 82 = i B8 |81 89 = 8081 B Bl 8 a0
BOIIEECE| M o5 &5 B0 B3 08 0 A PR R R
Mljm#l.. oo 80 8 = --ﬂl M i B0 N
BO1I0ES &1 &0 &5 BE Bl i | Bl Bl G5 80 0| .
SONIDME| B0 B0 68 00 01 B0 GO 6O |00 0O B B (81 BB B0
BO1I0100|03 29 08 B8 82 B9 Sd DD |08 B8 [

8812008 1 © L ) a1 AL

Fig 4:Generation of Stage-2 key stack

Staged
Key Stack
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We have used IDA python to decrypt all obfuscated strings and rename window APlIs,
function names for better static analysis of payload as shown in below fig.

[ data:3S00A50C OO00O0OF C VisvwbmBlnceFz Decrypted: 'Ii::um;lm
[§ data:3500450C 00000015 C GguCfbguetsCefsettet Decryptad: ComandlineTohogii
(3 data3SO1AS3 00000010 C  lewEmptelapent ::'““""f; E’”“*;F*;:”ﬁ:“‘m
(5] data:3500A544  0DO00ODF € lenEsibgFlmg *lgng [szjfer'i. =
(5] .data3500A554  0ODOOGOD c lenrffoeEehq Decrypted: IpSendicho
[ data:3S0LAS64 00000013 c WivgQspegsuhgnos Decrypted: WritefrocessMemory
E (data:3500A5T8  QO000OOC C OdpRspdeus Decrypted: Openfrocess
[§] .data:3500A584 0000000 C VinewbmGrgeGy Decrypted: VirtualFreeEx
(5] .data35004534 00000013 C CtievfSimgtglijsebe Decrypied: CreacehmoteThresd
[5] dsta:3501ASA8 DDODOCLE C MiwuulpkgnRsiowimighs iﬂ?':z ;“m‘m'““““m
[ .data:35014500 00000014 C EpvolfswieeuTvbtvtW *jgmj m——
[ data:350145D4 00000014 c GguVigHelpfqsobtipn Decrypted: Installlanguage
[ .data:350145E8 00000010 c loqgttpoaveling Decrypted: (412
(5] data:3S0LASFE  DO000016 € LopmwoQsbinfifVbmufW  Decrypred: 1042
(5] .data35008510 00000011 C OrfpRspdeusVpmin Decrypted: C:\Windows\Systeadlicnd.exe
(3 data:35014624  0000000F € OdpUDNbeggsy i:]!f:*i i e f;”:’*' TR
data:3500A634 0000010 C OdnvisfalTal Crypled: JC- TSN eIk Lete JNa00Ws - fall - Jole
E J__:m““ R - E_EIMI__.“:M Decrypted: oad /c "bodedit Fset  (default) recoveryenabled Bo & bodedit /set [defsult)”
Fig 5:Part of Obfuscated and De-Obfuscate strings
push esi | push esd
call sub_35002443 call sub_35802443
BOV e3f, dsiloadLibrarya WO esi, ds:lLoadLibraryva
push offset aKgspgmd3_Fln ; “igspgmdd. flr push offset Kernel32_dll ; Kermel3l.dll
call esi ; LoadLibraryd call w5l ; LoadLibraryA
push Hf!-!: aMrsbfmm ; “ocs@foe’ push n-FI::l-; mpr_dll ; mpr.dll
Boy hModule, eax mov hModule, eax
call esl ; ..f!‘.'u'!.i:fen'f-1I call esi LoadLibraryA
push offset aAFwerjd3_fln ; “afucrjdi.fln push offset advapi32_dll ; advapi3l.dll
oy dword_3I501BFEE, eax oy dword_3581BF88, sax
call  esi | Loadlibraryd call esi ; LoadLibrarya
push offset anfSEml ; “onfSd/eml” push offset oledl_dll ; oledl.dll
“;1 d!rgf‘ﬂ_iiﬂliﬂfﬂ; 'I':! mov dword_35018F08, eax
ol &5l [ LoadLibrary call esi ; LoadLibraryd
push offset aSJFand3Dnl ; “53fnnd3/ar push offset Shell3d2_dll ; Shell3d2.dll
N;l Mi"'ﬂ_ﬁl:ﬂ_:"wu '!':* mowv dword_35157098, eax
ca €5l [ LoadLibrary eall ez ; Losdlibrarya
push offset alrinrbqj_fln ; “Irinrbgj.fln push offset Iphlpapi_dll : Iphlpapl.dll
T my dword_3S@LEF50, eax
i LoadLibrary ; LoadLibrarya
mov ez, ds:GetProcaddress :;t.l ::i. 'd;::f;;t.'_.lf_—'”,,.ﬂ
push offset I""ki"“'."“ i VESVEDRGrge push offset Virtualfree ; VirtualPfree
v amed ey, o imcg i s i e
tl;l esi ; GetPr :.'l.i-.'U'El::-'.- s dunrﬂ_}SﬂlBF??, -
push offset aCtzrvfygottef ; “CtzrvFygqottMs(” euil esi ; GetPrachddrass R
N push offset CryptExportkey ; CryptExportiey
push dword_3581BF88 ; hModule .
push dword_3581BF88 ; nModule
By dwdrd_3501BFCR, eax i 1E
S etk e
s SR oo D b push  offset Deletefiled ; Deletefilew
; hModule
push hMadul & i hModuls
mou dword_J5153AB4, eax P — i
call esi ;| GetProcAddress ::Yl E;ir?p“::ﬁ?:f'::inf"ﬂ
h i £ GEUNE TuFrL P A 53
T push  offset aGgunctufrtot ; GetlastError
mov  dword_3515794C, eax push  hModule i hodule
eall  esi ; GetProchddress ::‘1'1 :;3"1“'::;1'::"":':
h £ fEiwftPE ; “Cgulft iwfT{pgt" } SetFrochodress
i el ': ol B o puth  offset GetDriveTypeW ; GetDriveTypeW

Execution Part:

Fig 6:After Renaming APIs and Obfuscate Strings

After resolution of APIs and their related functions, it will check for the command line
argument (CLA) to be “8” and “LAN”. If not, then it drops its self-copy in the current location
with a random filename and executes it by invoking “ShellExecuteW”.

101,668 K

InstallShidd Sofwere Comp

273 When Booels Partbrush Install Sield Softwane Corp... "C:Lsens' S Deskiop’ Fyuk S8 mm™
2358 When Excels Pantbrush

"Chllsars’_ Dieskop Fryuk b LvMP Fillian =

TG K 2840 When Bocels Paintbrush Install Shield Softwane Corp... "C:Lisens' ol Deskiop' Fyukc'\ Fe Brbioc 2 Ban s B LAN

Fig 7:Child Process Created with CLA “8 LAN”
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The above command-line arguments are an interesting part of the Ryuk variant i.e. Wake on
Lan (Wol). It is a hardware feature that allows a computer to be turned ON or awakened by
a network packet. The packet is usually sent to the target computer by a program executed
on a device connected to the same LAN. This feature is used for administrative functions that
want to push system updates or to execute some scheduled tasks when the system is
awakened. For sending WoL Packets, it collects system ARP (Address Resolution Protocol)
table by calling GetlpNetTable, then extract IPv4 address from ARP structure and then send
WoL packets for each valid IP address entry.

d_GetIpNetTable(®, &v17, 1);
2 = (unsigned int *)d_virtuslAlloc(®, v17, 4896, 4);
d_GetIpNetTable(v2, &v17, 1);

= d_virtualAlloc(B, 24 * *,2, 4896, 4):
GlobalAlloc (BxdBu, Bx4808u);
if { *v2 > 8 )
1
3= (int *)(v2 =« 5);
do

if ( *(v3 - 3))
{

N ¥
ExtractIPvdAddress_Buffer(2, &v1E, &cp);

g = #f({ BYTE *}v3 - B);
= *((_BYTE *)v3 - 7);
18 = *((_BYTE *)}v3 - 6);
= ¥([_BYTE *)}v3 - 5);
= *([_BYTE *}vi - 4);
= ®([_BYTE *}v3i - 3);
= 8;
s = @:
dao
1
5 = *(BvE + v5);
if [ ve |= 255 && vE )
else

+ =+ _:
- -;
H
while { v5 < 6 );
if ( v4 € 4 )
initiate nw_conn(&cp, (int)&va);

Fig 8:Extracting ARP Table of System

G400 RO ClooBO0Ge GEOOOOOODOOOOD B ................

00 00 00 00 EF FF FF FA 04 00 00 00 06 00 00 00 ....n**"........ Lf;ﬂg'ﬁ;‘f“ﬂ

06 00 00 00 00 00 00 00 0 0000 00 AD FE FF FF ............ . . :
Indexof  «=—p2=po~00~00-{08 00 00 00][06 00 60 0088 35 71 B6] < v svviviis Sq.— Physical/MAC
Adapter 10 (5|00 (@40 A7 04 OL||03 00 00 GOMED0 00 08 .+..4%.......... Address.

06 00 70 54 D2 16 B6 79 60 00 (O A7 O3 pT-.y. .4,
Pt 3 00 60 60 6B 00 00 00 06 00 00 00 74 27 EA (2 ........o = Dymamk TypeARP
addiess,  BE D5 00 00 CO A7 04 32 03 00 00 00 0B 00 00 00 ++..42.2......., Enty,

06 00 00 60 88 00 27 D7 74 OA 00 00 CO A7 84 3F ...... '$t...40.0

03 00 00 00 0B 00 00 00 6 00 00 00 4C 72 B9 43 ............ LrlC

Fig 9:Structure Of ARP Table

We can get the ARP entry of a system by executing “ARP -A” in cmd.After extracting a valid
IPv4 address, it will send the magic packet to the target host. This packet is sent over the
User Datagram Protocol (UDP) socket with socket option SO_BROADCAST using
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destination port 7. The WoL magic packet starts with FF FF FF FF FF FF followed by target’s
computer MAC address.
 User Datagram Protocol, Src Port: 64634, Dst Port: 7

4 Echo
Echo data: fFffffffffff7a27eac2bed57427eac?bed57427ac2beds..

slall]
aR1a
aaza
aa3a
2a48
2as5a
2868
Barva
Basa

Fig 10:Magic Packet for WoL

wWSAStartup(ex2e2u, &WsSaData)
(vé = socket(2, 2, exl1l), v == -1)
setsockopt(ve, @xFFFF, SO BROADCAST, &optval, 1)
(memset(&name, @, exie),
name.sa_family = 2,
*(_DWORD *)&name.sa_data[2] = htonl(e),
*(_WORD *)&name.sa_data[@] = htons(e),
bind(ve, Ename, eéx16))
|l (memset(&to, e, exie),
to.sa_family = 2,
*#(_DwWORD *)&to.sa_data[2] = inet_addr(cp),
*(_WORD *)&to.sa_data[e] = htons(7u),

— ——

sendto(ve, buf, 102, e, &to, ex10) == -1) )
{
result = 8;
3
else
{

d_Sleep(25@);
closesocket(ve);
wsacleanup();

l_:ig 11:Magic Packet for WoL Implemented by Ryuk

After successful in WoL operation, it tries to mount the remote device c$/administrative share
— if it can mount the share, it will then proceed to encrypt remote host’s drive. But before the
start of encryption, it checks whether it is running inside VM or not by enumerating process
and services.
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process_servike_enum_for_antivm proc near
; CODE XREF: process_service_enum_for_antivm+26)7j

DATA XREF: mw_proceed_to_encrypt+196)c
push 29h
push offset aVksvwbm ; wvirtual
call process_enum
push 4ah
push offset aVodqeq ; wvmcomp
call service_enum
add esp, 18h
push aC350h
call d_Sleep
jmp short process_service_enum_for_antivm

process_service_enum_for_antivm endp
Fig 12:Enumerate Process and Service for Checking Virtual Machines

It will then proceed for importing the RSA 2048-bit Public key hardcoded in the file and
deleting the shadow copy by invoking “WMIC” and “vssadmin” as shown in below fig.

L, . |
e
log 35084557
puth sl
eall sub_15887FDF
peap wLE
peg ELE
puth offset enk_358183ER ; RSA Foal bit Key
call RSA_lsport Key Fung
call sub_350042F0
Y |esp+BCahevar BC4), IEER
call d_Sleep
-y edi, [ebprarg @)
paush a
pop L
cmp adi, B
jz loc V5Hada633
I L
=
cmp edi, ecx=
jz loc_Yoo@deldl
] L |
i b
whu
offset alosldeoieGyeTh ; cmd fc "WMIC.sxs shadowcopy delete”™
d_WinEwec
whx
offset aloeldVuscesimF ; cmd f¢ “vesadmim.exe Delete Shadows Jall /guiet™
d_WinExey
ebx
affiet sloceldBedgebult ; cmd (¢ "bededit feat [default] recoveryenabiled No & bededit faet [default]™
d_WinEses
ehx
offset sloeldBgowtvbty ;| cmd ¢ “bootstatespolicy igroreallfailures™
d_WinExec
d_GetlogicalDrives

Fig 13:Importing RSA Public Key and Deleting Shadow Copy

It has also tried to move laterally to other hosts in the network by checking the IP address
assigned to the system.Once the IPv4 Address belongs to the range of 172.16. or 192.168.
(Private IPv4 addresses typically assigned in LAN environment), it will then send the
“lcmpEchoRequest” packet using the “lIcmpSendEcho” API to target IPv4 address, instead of
using the native ping command.

If it has access to that host/system which is available online in LAN, it will encrypt those
systems as well. For the encryption process, it has used a combination of RSA-2048 bit and
AES-256-bit, it will generate different AES keys for each file using the “CryptGenKey” API.
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I

loc_35@e12FE:

lea eax, [ebp+var_18]

push gax ; _DWORD
push 1 3 _DWORD
push CALG_AES_256 ; _DWORD
ush [ebp+arg_4] ; _DWORD
IEall d_CryptGenkey

test gax, eax

jz loc_358816C7

Fig 14:Generating AES 256 bit Using CryptGenKey

After file encryption it will write marker “HERMES” in the file, to identify if the file has
encrypted or not. Ryuk is the successor to Hermes Ransomware as they have a similarity in
most of its implementation. It will append the encrypted AES key in Microsoft SIMPLEBLOB
format to the footer of the file.

Bl CO 79 07 4D D2 79 06 F4 BE 3C FB 86 C5 CO 32 shy Moy .di<ntERO
09 EE 34 £5 Bl 15 DR 7C S8 52 4A CB BO BS 8D D7| .l4es. .0 HRIE*"u]=
B6 BE 43 F7 CF BC CF 49 69 13 E1 7D 2F 80 8B 4 TuCI4ITi. A} /€L
49 64 02 3c 78 €D SR 98 53 47 8 Ivde. #<xi.s8f~s5cZ
B4 &2 7§ B& Al €0 ES5 B% 3F &3 8D 4 “ky,qT i d*7ee" A Data
19 D& E AD &5 27T A AL & B9 sD D = BN 1% FiilE]
DB 5B ES 2L CB cH 06 14 06 64| 0. [O&d*RE=E=,,.,.d Encrypted By
2n 5D 58 D5 57 39 BS F3 SF BO €2 45 &8 7B 50| =1xOwWofs A*hEk(* s
E4 1D 7C D7 2B AS B6 BB ZD 72 CA 35 OE 5E AC DE| &.|=+¥tc-riE5. -2
21 F5 Z DF TF 31 AVv.E2iE € 5.8 .1
E3 BE 15 B& AC 44 &£8) -nd"il=s &*. ,EDh
simple Blob 45 ARh DE 13 FA 65 42 {_E-“‘q.axgt'éz*é.aeﬁ
Struct Header ED E4 C5 T AES_256_ALG ID
i FD E
HERMES — 2 ;3 —
f— 48 B85 1+ D4 E
oD 8D C1 SC DC 3F 0C| ai.=™CP.e=. . A\U?. RSA ALG ID
%8 97 SE 95 CF 24 A9| &a20fev.,<-X-Ise
"% 7D D& 76 2B C6 01| ip....Rophilv:E.
E3 E9 A3 F8 4D C1 BS5| &.8..°%A*BbaéfeMin
€C RB C7 57 44 2R 78| ApsfL.&;4Ll«CWD*x AES Key
D8 31 5D 2D ES 1F E3 =
3 1 9h C2 81 FA 99 © ¥, WCES .~ 3R 0™5 ;;:‘;;?:::55
EF aA 4B F1 A7 820 BO C7 &8 75 BT &€& 12 30 &0 ED 1§Kﬁ'.‘!“l;h'f-t.0'i
14 14 65 SA 72 15 43 DF SA 56 €2 F8 C3 26 79 6B| ..edr.cazvialeyr bytes
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Fig 15:Encrypted File Structure
Conclusion:

By using WoL and Ping scanning APls to wake up the system and move laterally in-network,
Ryuk has tried to encrypt the maximum number of systems. These features signify the focus
of this ransomware to increase its monetization by infecting as many systems as possible.

Ryuk was initially associated with the APT Group and remained undetected for months and
one day it evolves to encrypt all network devices, and now with WoL, it wakes up the system
in LAN to increase its success of encrypting a larger number of systems.
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How Quick Heal protects its users from such attacks:

Quick Heal products are built with the following multi-layered security that helps counter such
attacks.

1. Anti-Ransomware

Specially designed to counter ransomware attacks, this feature detects ransomware by
tracking its execution sequence.

2. Firewall
Blocks malicious attempts to breach network connections.
3. IDS/IPS
Detects RDP brute force attempts and blocks the remote attacker IP for a defined period.
4.Virus Protection
Online virus protection service detects the known variants of the ransomware.
5. Behaviour-based Detection System
Tracks the activity of executable files and blocks malicious files.
6. Back-Up and Restore
Helps you take regular backups of your data and restore it whenever needed.
loC:
987336D00FDBEC3BCDB95B078F7DE46F
Detection name:

Trojan.HermezRI.510666632
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