Sfile, Escal

. id-ransomware.blogspot.com/2020/02/sfile2-ransomware.html

Sfile Ransomware

Variants: Sfile2, Sfile3, Escal

Sfile NextGen Ransomware

(wunbpoBanbLUK-BbIMOratesib) (NepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WNMPYET AaHHbIE KOPNOpaTUBHOM ceTu U BrusHec-nonb3oBaTenen
¢ nomouwbo SHA-512 + AES-256 + RSA-2048, a 3atem TpebyeT Bbikyn B # BTC, 4TOObI
BepHyTb hansbl. OpurnHanbHOe Ha3BaHWe: B 3anucke He ykasaHo. Ha gpanne HanucaHo:
HET AaHHbIX.

O6HapyxeHus:

DrWeb -> Trojan.Encoder.31603, Trojan.Encoder.31622, Trojan.Encoder.33280
BitDefender -> Gen:Variant. MSILPerseus.494, Gen:Variant.Razy.647127
ESET-NOD32 -> A Variant Of MSIL/Filecoder.AC, A Variant Of Win32/Filecoder.OBU
Kaspersky -> Trojan.Win32.Deshacop.bqu, UDS:DangerousObject.Multi.Generic
Symantec -> ML.Attribute.HighConfidence

TrendMicro -> TROJ_GEN.R002C0OWDL20

Tencent -> Win32.Trojan.Filecoder.Pikr

© lNeHeanorus: Sfile > Sfile2, Sfile3 >Escal > Sfile NextGen
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N306pakeHne — norotmn ctatby

K 3awmndpoBaHHbIM dharinam gobaensietcs pacwmpenue: .sfile2

BHumaHue! HoBble pacuimpeHusi, email n TeKCTbl O BbIKyne MOXHO HauTU B KOHLUE CTaTby, B
obHoBneHnAX. Tam MOryT ObITb pas3nNUunsa c NnepBoHavanbHbIM BApUaHTOM.

AKTUBHOCTb 3TOr0 KpUNTO-BbIMOraTesns npuwiacb Ha nepeyto nonosuHy dgespansa 2020 r.
OpueHTMpoBaH Ha aHrnosA3blYHbIX NMOMb30BaTENEN, YTO HE MELLAET PacnpoCTPaHATb ero no
BCEMY MUPY.

3anucka ¢ TpeboBaHnem Bbikyna HasbiBaetcs: !!_FILES_ENCRYPTED _.txt

CopepxaHue 3anuckun o BbiKyne:

Your network has been penetrated.

All files on each host in the network have been encrypted with a strong algorithm.
Backups, replications were either encrypted or wiped. Shadow copies also removed.
DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME OR MOVE the encrypted and readme files.

DO NOT DELETE *.sfile2 files.

This may lead to the impossibility of recovery of the certain files.
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To get info how to decrypt your files, contact us at:

gtimph@protonmail.com

To confirm our honest intentions we will decrypt few files for free.

Send 2 different files with extension *.sfile2. Files should not contain essential information.
Files should be inside ZIP archive and mailed to us (SUBJ : your domain or network name).
It can be from different computers on your network to be sure we decrypts everything.
The procedure to decrypt the rest is simple:

After payment we will send you decryption software.

Don't waste time, send email with files attached as soon as possible.

It's just a business. We absolutely do not care about you and your deals, except getting
benefits.

If we do not do our work and liabilities - nobody will not cooperate with us. It's not in our
interests.

If you will not cooperate with our service - for us, it's doesn't matter. But you will lose your
time and data, cause just we have the private key.

MNMepeBopA 3aNMUCKK Ha PyCCKUM A3bIK:

Bawa ceTtb B3nomaHa.

Bce channbl Ha kaxxgom xocTe B ceTy Obinn 3awmnmdpoBaHbl C HAAEXHBIM anroOpUTMOM.
PesepBHble konuu, pennukaumm 6einv nnbo 3awmdposaHbl, MBO cTepTbl. TeHeBbIE Konun
Takke yganeHsbl.

HE CBPACLIBANTE UNN HE BLIKIMFOYAWTE - dhainnbi MoryT 6biTb NOBPEXAEHbI.

HE NEPEVMEHOBBIBANTE WM NEPEMELLAVTE 3awwndposaHHbie 1 readme-caiinbl
HE YOANAWTE dainnsi *.sfile2.

OTO MOXET NPUBECTUN K HEBO3MOXHOCTM BOCCTAHOBIEHUSI onpeaeneHHbix ainos.

UTo6bI NONYy4YMTbL MHCPOPMALMIO O TOM, Kak paclumdpoBaTth Balln dainsbl, CBSXUTECH C HAMMN
no agpecy:

gtimph@protonmail.com

UToObl NOATBEPAUTE HALLM YECTHbIE HaMepPEeHUs!, Mbl pacLUMdpyemM HECKOSbKO ¢hannos
6ecnnatHo.

OtnpaBbTe 2 pasHbix hanna ¢ pacwmpeHmem *.sfile2. dannbl He JOMKHBI coaepXaTb
BaXKHYI0 MH(pOpMaLmIo.

®annbl JomkHbl 6bITb BHYTpY ZIP-apxuBa n otnpasneHsl Ham no noyvte (TEMA NMNCbMA:
BaLl JOMEH UK CETEBOE NMS).

OTO MOXET ObITb C pa3HbIX KOMMLIOTEPOB B Ballen CeETU, YTOObI ObITb YBEPEHHbBIM, YTO Mbl
BCe pacLumcpyem.

Mpouenypa pacwmngpoBKM BCErO OCTabHOIo nNpocTa:

[Mocne onnatbl Mbl BbILLIEM BaM NporpaMmMmy Ansa paclumdpoBKy.

He TpaTbTe Bpems, oTnpaBbTe email ¢ npuKpensieHHbIMU hannamMmm Kak MOXXHO CKopee.
910 npocTto 6usHec. Mbl abcontoTHO He 3aboTUMCS O Bac M BalLMX caernkax, Kpome
nony4eHuns BbIrogpl.

Ecnun mbl He Bygem BbINOMHATL CBOKO paboTy u ob6si3aTensbCTBa - HUKTO He ByaeT ¢ Hamu
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COoTpyAHM4aThb. OTO He B HaLIKnX MHTEpPEeCax.
Ecnu Bbl He 6y,1:|,eTe coTpyaHun4aTb C HaWnm cepBmnCOM - AJd Hac 3TO HE MMEeET 3Ha4YEHUA.
Ho BblI noTtepaeTe CcBoe BpeMA N aHHble, NOTOMY YTO TOJ1bKO Y HAac €CTb 3aKprTbIVI KIHOM.

TexHn4yeckune petanu

MoxeT pacnpoCcTpaHAaTbLCS NYTEM B3fioMa Yepes HesalumLLeHHyo koHdurypauuio RDP, ¢
nomoLbio email-cnama n BpegoHOCHbIX BNOXEHU, 0BMaHHbIX 3arpy30k, 60THETOB,
9KCNMONTOB, BPEOOHOCHOWN peknambl, BEO-UHXEKTOB, danbLUMBbIX OOHOBNEHNN,
nepenakoBaHHbIX N 3apaXXEHHbIX MHCTaNNATopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacnpocTpaHeHnsa KpuntoBbiMoratenen" Ha BBOAHOW CTpaHuLe 6nora.

Hy>xHO Bcerga ncnonb3oBaTb AKTyanbHY aHTUBMPYCHYIO 3awwmTty!!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBMPYCHOW 3aLLmMTon knacca Internet Security nnu
Total Security, ToO x0T Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

Cnucok channoBbIx pacluMpeHui, nogBeprarolmxcs WwndpoBaHuULo:
9710 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble thannbl, 6a3bl 4aHHbIX,
doTorpadun, Mysbika, BUAeo, hannsl o6pa3os, apxmebl 1 Mp.

dPannbl, cBsA3aHHble ¢ 3TUM Ransomware:
I FILES_ENCRYPTED_.txt - HazBaHuMe TekcToBOro gpamna
<random>.exe - criydanHoe Ha3BaHue BpeJoHOCHOro tanna

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBsi3aHHbIe ¢ 3TUM Ransomware:
CM. HMXe pesynbTaThbl aHanmn3os.

CeTeBble NOAKMIOYEHUSA U CBA3M:

Email: gtimph@protonmail.com

BTC: -

CM. HMKe B OBHOBRNEHUAX apyrve agpeca 1 KOHTaKThbl.
CM. HMXe pesyrnbTaTbl aHanmM3oB.
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PesynbraTbl aHanu3os:

® Hybrid analysis >>

Y VirusTotal analysis >>
A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W VirusBay samples >>

1 MalShare samples >>

& AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTpaHEHHOCTU: CpeaHASA.
MonpobHble cBeaeHns cobupatotca perynapHo. Npuckinante obpasupl.

=== UICTOPUA CEMEUCTBA === HISTORY OF FAMILY ===

Sfile - paHHWI BapuaHT

Sfile2 - ¢ Hawana depans 2020 (unu paHee) no anpens 2020

Sfile3 - ¢ koHua depans 2020

Sfile NextGen, Escal (.<company_name>-<random>) - ¢ Ha4yana mnoHsa 2020

=== BJIOK OGHOBJIEHUN === BLOCK OF UPDATES ===

BapuaHT ot 28 cheBpansa 2020:

Pacwupenue: .sfile3

3anucka: ' FILES ENCRYPTED _.txt

Email: cupermate@protonmail.com, cupermate@elude.in
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https://www.hybrid-analysis.com/sample/d3bf17ac4db4f367cfed8f40f92670066ca97e98d210b043e4d3b89a4971bbdf/5ea014e23d0f5563b475ad1e
https://www.virustotal.com/gui/file/ba0b2a60ee6b38a3de2ce2f4eb6116dad142e46e32941a132b34be19fa4729b0/detection
https://analyze.intezer.com/#/analyses/8204172a-31a1-4d07-b60e-50fc78bb2da6
https://app.any.run/tasks/946bd676-799e-40fc-984b-69770977783d/
https://1.bp.blogspot.com/-_bwqqIDwop0/XlqXwQE9ydI/AAAAAAAAR8I/QzAtx8LWQeocpza2ByHdGB0bpJXBEhf7wCLcBGAsYHQ/s1600/note-28-2-20.png

Cnyyau ¢ gewmncpoBLUMKOM oT 12 aHBapsa 2020:
[MocT B TBUTTERE >>

BapuaHT ot 17-22 anpensa 2020:
[MocT B TBUTTERE >>

[locT B TBUTTEPRE >>

Pacwwnpenue: .sfile2

3anucka: ' FILES_ENCRYPTED _.txt

Email: vinilblind@protonmail.com, blefbeef@elude.in

DNS: files.fm

BpenoHoCHbIN dhans: NyHKTbl HasHa4YeHUs 1 rpyabl.xlsx.exe
Pesynerathl aHanun3os: VT + AR + A + HA

BpenoHocHble dannbl: webroot _updater.exe, ransomware.exe
Pesyneratbl aHanusos: VT / VT + VMR

BapuaHT ot 8 masa 2020:
[MocTt B TBUTTERE >>
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https://app.any.run/tasks/946bd676-799e-40fc-984b-69770977783d/
https://analyze.intezer.com/#/analyses/8204172a-31a1-4d07-b60e-50fc78bb2da6
https://www.hybrid-analysis.com/sample/d3bf17ac4db4f367cfed8f40f92670066ca97e98d210b043e4d3b89a4971bbdf/5ea014e23d0f5563b475ad1e
https://www.virustotal.com/gui/file/787bed520fab5ff5ce4ac4dfbf7692d32d9b2a3b7c11195d128164bfc0e507ad/detection
https://www.virustotal.com/gui/file/d3bf17ac4db4f367cfed8f40f92670066ca97e98d210b043e4d3b89a4971bbdf/detection
https://www.vmray.com/analyses/d3bf17ac4db4/report/overview.html
https://twitter.com/VK_Intel/status/1258790610317819904
https://1.bp.blogspot.com/-qlXWUWINXy0/XrWapTFoztI/AAAAAAAAS54/ICzc3xQVwFwMsXrTWMzmdrg1eAh2ns2_wCLcBGAsYHQ/s1600/001.png
https://1.bp.blogspot.com/-cgMAcqLYdp8/XrWar8WMRJI/AAAAAAAAS58/5rQCArhCXh42mYItY3vYsefor3wvIUpjQCLcBGAsYHQ/s1600/002.jpg
https://1.bp.blogspot.com/-NNoikuvv-Xk/XrWaubuK7CI/AAAAAAAAS6A/jerKdpOL7eQVmDTlJ63f3EsgfiGNuoUYACLcBGAsYHQ/s1600/003.png

BapuaHT ot 10 uroHsa 2020:

[MocT B TBUTTERE >>

Mow noct B TButTEpRE >>

[ocT B TBUTTEPRE >> (eLe HecKkonbko obpasuyos oT JAMESWT)
PacwwupeHune (wabnoH): .<company_name>-<random>
Pacwwupenune (npumep): .ESCAL-p9yqoly

ESCAL - Ha3BaHune nocTpagasLlen KOMNaHum

3anucka: ! FILES_ENCRYPTED_.txt

®ann: ransomware.exe

MyTb npoekTta: D:\code\ransomware_win\bin\ransomware.pdb
Pesynbrathl aHanunsos: VT + 1A + TG + VMR

[MoxoX Ha oguH U3 BapuaHToB OT 22 anpens (CM. Bbilwe).

» OBHapyxeHus:

DrWeb -> Trojan.Encoder.31622

BitDefender -> Gen:Variant.Razy.647127

ESET-NOD32 -> A Variant Of Win32/Filecoder.OBU

» CoaepXaHue 3anmncku:

Your network has been penetrated.

All files on each host in the network have been encrypted with a strong algorithm.
Backups, replications were either encrypted or wiped. Shadow copies also removed.
DO NOT RESET OR SHUTDOWN - files may be damaged.

DO NOT RENAME OR MOVE the encrypted and readme files.

DO NOT DELETE *.ESCAL-p9yqoly files.

This may lead to the impossibility of recovery of the certain files.

To get info how to decrypt your files, contact us at:

imperial755@protonmail.com

imperial@mailfence.com

To confirm our honest intentions we will decrypt few files for free.

Send 2 different files with extension *.ESCAL-p9yqoly. Files should not contain essential
information.
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https://www.vmray.com/analyses/99f3f126c0da/report/files.html
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Files should be inside ZIP archive and mailed to us (SUBJ : your domain or network name).
It can be from different computers on your network to be sure we decrypts everything.
The procedure to decrypt the rest is simple:

After payment we will send you decryption software.

Don't waste time, send email with files attached as soon as possible.

if you contact the police, they completely BLOCK any activity (mainly financial) of the
company until the end of the proceedings on their part.

It's just a business. We absolutely do not care about you and your deals, except getting
benefits.

If we do not do our work and liabilities - nobody will not cooperate with us. It's not in our
interests.

If you will not cooperate with our service - for us, it's doesn't matter. But you will lose your
time and data, cause just we have the private key.

BapuaHT ot 18 aBrycra 2020:

[Moct B TBUTTERE >>

PacwwmpeHnue (wabnor): .<company_name>-<random>
PacwupeHnuve (npumep): .morseop-7j9wrqr

MORSE O.P. - HasBaHWe nocTpagaBLUEN KOMNAHUK

3anucka: how restore hurt documents.inf

Email: greemsy.jj@protonmail.ch, jj.greemsy@mailfence.com
®ann: SystemScheduleHost.exe

PesynbraTthl aHanusos: VT + |A + AR

BapuaHT ot 23 Hos6ps 2020:
Tonuk Ha dhopyme >>

PacwwupeHue (wabnor): .<company_name>-<random>
Pacwwupenuve (npumep): .BRN-gqfp7mkc
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https://twitter.com/GrujaRS/status/1296856836944076802
https://www.virustotal.com/gui/file/feddee093d72838ac1f13ea9bbfc0473e2f3df1495432d6f95d6fe8ddf7ff%20%2009b/detection
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https://1.bp.blogspot.com/-V2cDrBYKISo/X0AKKCVBCzI/AAAAAAAAVDw/MQtgvqHtalI9qbaCBhJOuHUGZu-POcyKwCLcBGAsYHQ/s1600/note-18-8-20.png
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https://www.bleepingcomputer.com/forums/t/735922/reference-sha1-1f09691c4cea058c7d24c831eced65c7d1dc55f3/

3anucka: readme_to BRN.inf
Email: johny2recoveryusa@protonmail.com, johny3@mailfence.com
Pesynbrathl aHanusos: VT + AR + |A

» CoaepxaHue 3anmncku:

Hello!

Your network is penetrated.

Forced shutdown of devices can lead to the loss of all data. Do not forcibly disconnect
storage volumes from hosts,

interrupt process and restart. Damaged information cannot be recovered.

All data is properly protected against unauthorized access by steady encryption technology.
We have downloaded essential data of company:

Personal data of employees.

HR files.

Customer records. Database backups (Syspro\3dx\etc), CAD files for last few years.
Marketing data, current projects, .

Financial, accounting, payroll data.

In case if you refuse to cooperate with us, all essential data will be published at forums. Full
details and proofs will be

provided in case of contacting us by following emails.

We can help you to quickly recover all your files.

We will explain what kind of vulnerability was used to hack your network.

If you will not cooperate with us, you will never know how your network was compromised.
We guarantee this will happen again.

It's just a business.

johny2recoveryusa@protonmail.com

johny3@mailfence.com

We can decrypt 2 small files (up to 1MB) for free. Send files by email.

Register new email account at secure mail service, to be sure that outgoing email not
blocked by spam filter.

WARNING!
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Don't report to police. They will suspend financial activity of company and negotiation

process.

=== 2021 ===

BapuaHT ot 13 chpeBpansa 2021:
LWTamn gatbl: 30 Hos0ps 2020.
CoobuieHne >>

PacwupeHue (wabnor): .<company name>-<random>
Pacwwupenue (npumep): .LAZPARKING-bwxwvhui-w

MNMoctpapaBwasa komnanus: LAZ Parking (CLUA)
Email: jorge.smith@mailfence.com
finbdodscokpd@privatemail.com

3anucka: 'LAZPARKING-MESSAGE.txt

Pesynbrathl aHanusos: VT + 1A

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.33280

Avira (no cloud) -> TR/FileCoder.snnre

BitDefender -> Gen:Variant.Razy.647127
ESET-NOD32 -> A Variant Of Win32/Filecoder.OBU
Kaspersky -> Trojan-Ransom.Win32.Crypmodng.eb
Malwarebytes -> Ransom.Escal

Microsoft -> Trojan:Win32/Glupteba!mi

Qihoo-360 -> HEUR/QVM20.1.4487 .Malware.Gen
Rising -> Ransom.Escal!1.CA6C (CLASSIC)
Symantec -> ML.Attribute.HighConfidence

Tencent -> Win32.Trojan.Filecoder.Lnee
TrendMicro -> Ransom.Win32.ESCAL.SMRAOC

BapuaHT ot 19 dheBpansa 2021:
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https://twitter.com/Kangxiaopao/status/1362375650015776771
https://1.bp.blogspot.com/-tzWgNOmgSKA/YC6ERigy6lI/AAAAAAAAYmY/dyPFmFn6tqUTLvaQP_-2_RVFqPF72Bj0QCLcBGAsYHQ/s1220/note-13-2-21.png
https://www.virustotal.com/gui/file/4576fd0e13e13c9d490bd84ff83d2f3b602272cdea5f6c54c74f75d067ac5505/detection
https://analyze.intezer.com/analyses/496da755-6f66-49e8-8ec6-8ae173b1f516

CoobuieHne >>

Pacwwupenue: .cityzone-nq7wcqgl

MocTtpagaBwasn komnaHus: CityZone

3anucka: how_decipher hurt data.inf

Email: mallyrecovery@protonmail.ch, mally@mailfence.com
PesynbraTthl aHanusos: VT

BapuaHT ot 18 mapTa 2021:

CoobuieHve >>

PacwupeHune (wabnoH): .<company_name>-<random>
Pacwwupenue (npumep): .Technomous-zbtrqyd
MocTtpapaswmn: Technomous

Email: recoverfiles@ctemplar.com
recoverfilesquickly@ctemplar.com
primethetime@protonmail.com

PesynbraTthl aHanusos: VT

k% *k*k

nponyuweHHbIE BapUaHTbl

BapwmaHT ot 25 okTa6psa 2021:

CoobuieHue >>

PacwwupeHnue (wabnor): .<company_name>-<random>
PacwwupeHnuve (npumep): .fmiint-sqnsxris
MocTtpagaswmm: Fmiint.com

3anuncka: message_to fmiint.log

» CogepkaHue 3anmncku:
Hello!
Your network is penetrated.
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https://twitter.com/Kangxiaopao/status/1362602750685552641
https://www.virustotal.com/gui/file/26b7c7079cfea22cd9335b788db32453a727c81aec313a3637391a9763434f0a/detection
https://twitter.com/Kangxiaopao/status/1372840741802635265
https://www.virustotal.com/gui/file/8396728b5267a9ff823db2ab600e3ef1d131fc36596d24747ac494e8cdfe877c/detection
https://twitter.com/fbgwls245/status/1453995061310410752
https://1.bp.blogspot.com/-IMjHwUgWS9Y/YYGMY8lg-9I/AAAAAAAAarM/4DORLqLi9xgbaU-_SthM1jYmA5LmkbDCACLcBGAsYHQ/s1049/note-25-10-21.png

Forced shutdown of devices can lead to the loss of all data. Do not forcibly disconnect
storage volumes from hosts,

don't interrupt process. Damaged information cannot be recovered.

All data is properly protected against unauthorized access by steady encryption technology.
First of all we have uploaded more then 100 GB archived data from your file server and SQL
server

Example of data:

- Accounting

- Finance

- Personal Data

- Banking data

- Audit

- Management

- Letters

- Confidential files

And more other...

In case if you refuse to cooperate with us, all essential data will be sold or published at
forums.

Full details and proofs will be provided in case of contacting us by following emails.
ssdfsdfsdf@mailinfence.com

ssdfsdfsdf@protonmail.com

It's just a business.

We can help you to quickly recover all your files.

We will explain what kind of vulnerability was used to hack your network.

If you will not cooperate with us, you will never know how your network was compromised.
We guarantee this will happen again.

We can decrypt 2 small files (up to 1MB) for free. Send files by email.

Register new email account at secure mail service like mailfence, protonmail to be sure that
outgoing email not blocked by spam filter.

Don't use gmail!

WARNING!

Don't upload this note or binaries to any services before contacting with us. Otherwise our
emails will be locked and it will take more time to contact with us.

Don't report to police. They will suspend financial activity of company and negotiation
process.

®ainn npoekra: D:\fake.pdb
Pesynbrathl aHanusos: VT + 1A + T

BapuaHT ot 25 okTsa6pa 2021:

CoobuieHve >>

PacwupeHune (wabnoH): .<company_name>-<random>
Pacwupenue (npumep): .intercobros-9k7syfus
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https://www.virustotal.com/gui/file/ed1468708546ef5f94f9af204ebd2e0093deb9839704fa17dbf1328f037f86bd
https://analyze.intezer.com/analyses/b722a3ee-e06f-48ea-b232-cf5b64b72f9b
https://tria.ge/211029-jnellahfbl/behavioral1
https://twitter.com/fbgwls245/status/1463820795113660419

®ainn npoekra: D:\fake.pdb

PesynbraTthl aHanusos: VT

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.34581

BitDefender -> Gen:Variant.Razy.647127
ESET-NOD32 -> A Variant Of Win32/Filecoder.SFile.A
Kaspersky -> Trojan-Ransom.Win32.Sfile.n
Malwarebytes -> Malware.Al.491590415
Microsoft -> Ransom:Win32/IntcobCrypt.PAIMTB
Rising -> Ransom.Sfile!1.DB2E (CLASSIC)
Symantec -> Downloader

Tencent -> Win32.Trojan.Filecoder.WsklI
TrendMicro -> Ransom_Sfile.RO002CO0PKP21

b s g By g s il hapgen g

o e g s maaging el rene B by apae B

BapwuaHT o1 21-25 gekabpsa 2022:

CoobuieHve >>

BapuaHT ana nnatgopmsel FreeBSD, HaueneHHbIn Ha komnaHuo B Kutae. Ncnonbsyet
6ubnuoteky Mbed TLS, anroputmel RSA-2048 n AES-256 ons wndgpoBaHusa gannos.
WndppyeT hannbl co cnegyowmmm pacluMpeHnsaIMu.

*| -pvp| - avhidi | . avhd | vhdx | pub| . key| .priv] .dat| .old] . sw-base|  pdf”

*|-tot| s | ol | cmat| .doc| .xlsx| . him| .xls| .docx| .py|.h| . hitml | .spc|
on| .pts| . hpp| .db| .dwg| - java| .cpp| .dbf| .class| .config| .mdx| .c|."

«msg| .pptx| .hel| . aspx|.sth]|.prn| . ts].cc|.go| .xlsm| . pkl|.c”

s1| .dbt|.sql|.conf|.fz|.vg| .vhd|.vsd|.ema| .vsix| .cxx|.sln|.p"

roto| .veproj | .csproj| . sdb| . asm| . sqlite| .backup| .dxf | . sbr | . pdv] .dw"
1] . 1ix] cdwt | owar | owvho| cpad | .padl | . lual key| .vbs| " @
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https://www.virustotal.com/gui/file/ade5780b02f010a91f0684089100035366af865caba9c6beb66a271ccc89f2ae
https://1.bp.blogspot.com/-_3ZDGHQqdDE/YaS93gvmheI/AAAAAAAAbJs/tgNdusnaPHIKj9ssAjDxF7BKthlYgdvsACLcBGAsYHQ/s1118/FFCH8_FagAMvCjb.png
https://twitter.com/ESETresearch/status/1473282562420269056
https://blogger.googleusercontent.com/img/a/AVvXsEiyW3wCEiWo8TkGe6uC2nN5np2eEWTt3azBU4UgYijO3IXtueE7wrZpz58K1btW7dQVCLwnpdGG22ldSMHnoLBatboNpRKdzDb1OUWZjWyRdideqLx2SeX4p_TsyxAxNLejImeibYJdoOgZomYsFzS9Vfb_h1vxU7m6dKs3kp49QmtUKRIEgiWEKxc_=s576
https://blogger.googleusercontent.com/img/a/AVvXsEiFu5ZWTjYcwawQ9U4dLB8P4nCvt-P1GMgOmt0lPfMVb0fgZFheZyqc8T0YDRHaEtq0g0R30WEFL1yvflK0utIfFb6rptgEzpZe1z9NvYhquRUl4naL9CNi7Kk5q975dQ8aSe2yCPwpmy8q3O--_gnYB_Su0PL1oKaa1pid8saRJZsYpQbAiBljh1Pl=s601
https://blogger.googleusercontent.com/img/a/AVvXsEhWPii7cFzr2qFixGNTobhvii_vB9WaSn_b8mvnQf8WzKvWPNJFBACFWkUlZ_ah4rUYOr43fu8QS8wLkDy-ZiuqRCjN3KJHmkB0Pd0tg3BsNLkY5zKxn3qOJladF0eIKzc_R1QpGCS-NvPYv0WIFCu_fZt_IGl7AreYZxd834l-VhmQLwdnX2PpUaN0=s1092

Pesyneratbl aHanusos: VT + IA

» O6HapyxeHus:

DrWeb -> Linux.Encoder.123

BitDefender -> Trojan.Linux.Generic.225960
ESET-NOD32 -> FreeBSD/Filecoder.SFile.A
Kaspersky -> HEUR:Trojan-Ransom.Linux.Agent.gen
Microsoft -> Ransom:Linux/Filecoder.C!MTB
Rising -> Ransom.SFile/Linux!1.DB2D (CLOUD)
Symantec -> Trojan.Gen.NPE

Tencent -> Linux.Trojan.Agent.Wpsy
TrendMicro -> Trojan.Linux.ZYX.USELVLM21
=== 2022 ===

BapuaHT o1 4 auBapsa 2022:
CoobuieHue >>

PacwwupeHue: .laposada-bfkruyz
MocTpapaswumn: La Posada

3anucka: "laposada_howtodecipher.inf

Email: rickowens@onionmail.org, rickowens@mailfence.com

Ncnonbayetca: BCryptGenRandom
®ainn npoekra: D:\fake.pdb

dann: ransomware.exe
PesynbraTthl Hanusos: VT + |A

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.34858

ESET-NOD32 -> A Variant Of Win32/Filecoder.SFile.A

Kaspersky -> Trojan-Ransom.Win32.Sfile.q
Rising -> Ransom.Sfile!1.DB2E (CLASSIC)
TrendMicro -> Ransom_Agent.R002C0PA422

g g o bt -t el |
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https://www.virustotal.com/gui/file/49473adedc4ee9b1252f120ad8a69e165dc62eabfa794370408ae055ec65db9d/detection
https://analyze.intezer.com/files/49473adedc4ee9b1252f120ad8a69e165dc62eabfa794370408ae055ec65db9d?vt
https://twitter.com/fbgwls245/status/1478956668797190146
https://www.virustotal.com/gui/file/6a7cef95a501cce16dce6f5a645fc97c4bcbb568c83dde5a7f2e4a0d7555dd98
https://analyze.intezer.com/files/6a7cef95a501cce16dce6f5a645fc97c4bcbb568c83dde5a7f2e4a0d7555dd98?vt
https://blogger.googleusercontent.com/img/a/AVvXsEi4_btAxNKzbyVEIGxzNuCs4EhEPiGTzTmo8v0mIiMgGNf-f_QV7wp-aNzBFSltxV6CP-KivlIFpehXrz73tUQOfAzQgpCiHB_5Z5l8LlYKs5yhQhJO-D5VfVowamBkY-PoKPGPJXVMOUzkz1eQ30sqgGOx15J-qFlsjap8QU3M0Eg0tmhnXIRWKY6G=s957

BapuaHT ot 8 sHBapsa 2022:

CoobuieHue >>

Pacwwupenue: .AFR-6fyvilv

Moctpagaswumn: AFR

3anucka: readme_to AFR.log

Email: john.blues3i7456@protonmail.com, mario.jolly@mailfence.com
Pesynerathl aHanusos: VT + I1A

» OBHapyxeHus:

DrWeb -> Trojan.Encoder.34873

BitDefender -> Gen:Variant.Razy.647127

ESET-NOD32 -> A Variant Of Win32/Filecoder.SFile.A
Kaspersky -> Trojan-Ransom.Win32.Sfile.r
Malwarebytes -> Ransom.FleCryptor

Microsoft -> Ransom:Win32/LaposadaCrypt. PAAIMTB
Rising -> Ransom.Sfile!1.DB2E (CLOUD)

Symantec -> ML.Attribute.HighConfidence

Tencent -> Win32.Trojan.Filecoder.Wozq

TrendMicro -> Ransom_LaposadaCrypt.R002C0DA822

1 r g
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https://blogger.googleusercontent.com/img/a/AVvXsEgzpJI-Yg2X3nE5138IbNhy0FfdXw3KsPCHAGM3zvgsW4HC8NWawls7f0juZWJxYKTz49BPf3YEJq4Z2JtDObsAFtlKAmrSpO5mzQfRUSy96QX3IMcRO2iUEy-jY3DANKqHMbd5BAlhJ1tzRq1LMh3vi4jQwnirSrY56fzDNTXM2D0SQBNtJRVNl6E0=s554
https://twitter.com/fbgwls245/status/1480006045523386368
https://www.virustotal.com/gui/file/90dac841cde5f2f25e43328d70dbcf77016cfe6b2779ff6ea2acc3b759ebca48/detection
https://analyze.intezer.com/analyses/dc2e7f9f-176c-4bca-9778-87f402e0d509
https://blogger.googleusercontent.com/img/a/AVvXsEiCEX3e3Uf0Xfig4hRqJfi44tDAD_wfXpfo3EsKA3GEBe_SucVGTgsGBfs-jRt1n_cVtNfhl8KWQ1H71TkHiegka0tXoxfq-2FrpKqOdeA2yaWydgFmbiMIc9SqPGZHiHMh47LyLYP4jj0VvpgRZpuV6j_pc7qmTkWzNHGaZmiSTNmdaq-ZdPNYljIg=s1049

BapwuaHT ot 31 anuBaps 2022:

CoobuieHne >>

PacwupeHue: .nissenvelten-sjj3hhut

Email: niss.brook@onionmail.org, niss.brandon@mailfence.com
Pesyneratbl aHann3os: VT

=efied
Wt i o, Bt e i ST e
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=== BJIOK CCbIJTIOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===

Andrew Ivanov (author)

Jirehlov, dnwls0719

Ravi, JAMESWT, Michael Gillespie

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.

16/16


https://twitter.com/fbgwls245/status/1488494954066235393
https://www.virustotal.com/gui/file/c306254b44d825e008babbafbe7b07e20de638045f1089f2405bf24e7ce9c0dc/detection
https://blogger.googleusercontent.com/img/a/AVvXsEiWfTxPADGH6ct08HhInDmy3LQv0q8jhmC6DiP2CqKhPUbnXHiYp6g0Etu7BiIM1gAPEMkwAAIkJZR_tHwJjUKJQzNqYlqq9ezn1q5uEHsmpj-E4OJgdKkqr2YZbP4wlbcp0Oh8KynAxKGOVCAFSg3R4G8cLwqfHi49NZNR38RwOPjBhSkrLqdS2sp9=s1087
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

