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RagnarLocker Ransomware

RagnarLocker 2.0 Ransomware

RagnarLocker Doxware

RagnarLocker DDoS-attack-Ransomware

RagnarLocker NextGen Ransomware

(wndppoBanbLMK-BbIMOraTenb, NyonmkaTop) (nepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WNMPYET AaHHbIE KPYMHbIX KOMNaHWA 1 BuaHec-nonb3oBaTenen ¢
nomoubto AES + RSA-2048, a 3atem TpebyeT Bbikyn B ~20-60 BTC, 4To6bI BEpHYTbL (harnbl.
OpurnHansHoe HasBaHue: RagnarLocker unu Ragnar_Locker. Ha ganne HanncaHo: VSERV.EXE
UIN YTO-TO eLue.

Beimoratenu, pacnpoctpaHstowme RagnarLocker, moryT nybnvkoBaTtb yKpaaeHHble JaHHbIE C LENbio
ycuneHusa gaBneHus Ha xepTsy (OTclofda AonosnHuTeNnbHoe HasBaHne — nybnvkaTop). [ns atoro
ornepaTopbl-BbIMOraTen Ha4MHaKT Kpaxy AaHHbIX ewé nepen WwndposaHnem annos ¢ NOMOLLbHO
nporpaMmmHbIxX cpeacTts (doxware). Kpome Toro, BbiIMoratesnu, CTosilme 3a 3TMM BbIMOraTtesnibCTBOM,
ncnonb3ytoT DDoS-aTtaku, 4TOObl 3aCTaBUTb XXEPTBY CBA3ATLCA C HUMU U AOTOBOPUTLCS O BbIKyNe.
O6HapyxeHus:

DrWeb -> Trojan.Encoder.31062, Trojan.MulDrop11.37871, Trojan.Encoder.31231,
Trojan.Encoder.31566, Trojan.Encoder.32719, Trojan.Encoder.32986

BitDefender -> Gen:Heur.Ransom.Imps.1, Generic.Ransom.Ragnar.7430B5C0

Avira (no cloud) -> TR/AD.RansomHeur.gkgib

ESET-NOD32 -> A Variant Of Win32/Filecoder.OAH, A Variant Of Win32/Filecoder.RagnarlLocker.A
Malwarebytes -> Ransom.Ragnar

1/16


https://id-ransomware.blogspot.com/2020/02/ragnarlocker-ransomware.html
https://translate.google.ru/translate?hl=ru&tab=wT&sl=ru&tl=en&u=https%3A%2F%2Fid-ransomware.blogspot.com%2F2020%2F02%2Fragnarlocker-ransomware.html

McAfee -> Ransom-Ragnar, Ransomware-GWY!3CA359F5085B
Rising -> Ransom.Agent!8.6B7 (CLOUD)

TrendMicro -> Ransom.Win32.RAGNAR.THBAABOA,
Ransom_Ragnar.R002CODCA20, Ransom_Ragnar.R002C0DDS20

© NeHeanorus: BbIACHAETCS, ABHOE poACTBO C KEM-TO He AO0Ka3aHO.
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N3o06pakeHne — norotun ctatbu

K 3awmndpoBaHHbiM thannam gobasnsercs paclumpeHmne no wabnoHy:
-ragnar_XXXXXXXX
.ragnar_<ID{8}>

Mog ID 3pecb HaxoguTea xaw NetBIOS-nmeHn komnbtoTepa.

Mpumepbl Taknx pacLUMpeHIii:
.-ragnar_44027CDE
.ragnar_46d54535

BHumaHue! HoBble paclumpeHnd, email n TEKCTbI O BbIKYNe MOXHO HalTU B KOHLIe CTaTby, B
obHoBneHusx. Tam MoryT 6bITb pasnuyns ¢ nepBoHavarnbHbIM BApUaHTOM.

AKTMBHOCTb 3TOro KpMMNTO-BbIMOraTens npuLinack Ha KoHel aHBaps - Havano despans 2020 r. darta
cosganus: 31 aneapst 2020. BoamoxHo, ewle 6bin 6onee paHHUIA BapuaHT U3 gekabps 2019 roga.
OpureHTNpoBaH Ha aHrMoA3bIYHbIX MOMb30BaTENEN, YTO HE MELLAET PacnpoOCTPaHATL ero No BCemy

MUpY.

3anucka ¢ Tpe6OBaHM6M BblKyna Ha3blBae€TCA Mo LIJaGHOHyZ
RGNR_XXXXXXXX.txt
RGNR_<ID>.txt

MpumMep 3anncok o BbIKynNe:
RGNR_44027CDE.txt
RGNR_46d54535.txt
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CopaepkaHue 3anncKu o BbIKyne:
Hello COMPANY !
If you reading this message, then your network was PENETRATED and all of your files and data has
been ENCRYPTED
by RAGNAR_LOCKER'!
st What happens with your system 2 s xsses
Your network was penetrated, all your files and backups was locked! So from now there is NO ONE
CAN HELP YOU to get your files back, EXCEPT US.
You can google it, there is no CHANCES to decrypt data without our SECRET KEY.
But don't worry ! Your files are NOT DAMAGED or LOST, they are just MODIFIED. You can get it
BACK as soon as you PAY.
We are looking only for MONEY, so there is no interest for us to steel or delete your information, it's
just a BUSINESS $-)
HOWEVER you can damage your DATA by yourself if you try to DECRYPT by any other software,
without OUR SPECIFIC ENCRYPTION KEY !I!
Also, all of your sensitive and private information were gathered and if you decide NOT to pay,
we will upload it for public view !
Frmeesesrr*How to get back your files 2******
To decrypt all your files and data you have to pay for the encryption KEY :
BTC wallet for payment: 1E6EjTqYPHLj1uovPKKRXzMpPCcpAcVuiU
Amount to pay (in Bitcoin): 60
FresmmeeEr*How much time you have to pay?* ********
* You should get in contact with us within 2 days after you noticed the encryption to get a better price.
* The price would be increased by 100% (double price) after 14 Days if there is no contact made.
* The key would be completely erased in 21 day if there is no contact made or no deal made.
Some sensetive information stolen from the file servers would be uploaded in public or to re-seller.
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*kkk

FrmwesesesxWhat if files can't be restored ?******

To prove that we really can decrypt your data, we will decrypt one of your locked files !

Just send it to us and you will get it back FOR FREE.

The price for the decryptor is based on the network size, number of employees, annual revenue.
Please feel free to contact us for amount of BTC that should be paid.

*kkk

!'IF you don't know how to get bitcoins, we will give you advise how to exchange the money.
TR

' HERE IS THE SIMPLE MANUAL HOW TO GET CONTCAT WITH US !
A

1) Go to the official website of TOX messenger ( https://tox.chat/download.html )

2) Download and install gTOX on your PC, choose the platform ( Windows, OS X, Linux, etc. )
3) Open messenger, click "New Profile" and create profile.

4) Click "Add friends" button and search our contact

7D509C5BB14B1B8CBOA3338EEA9707AD31075868CB9515B17C4COEC6A0CCCA750CA81606900D

5) For identification, send to our support data from ---RAGNAR SECRET---

IMPORTANT ! IF for some reasons you CAN'T CONTACT us in qTOX, here is our reserve mailbox (
hello_company@protonmail.com ) send a message with a data from ---RAGNAR SECRET---
WARNING!

-Do not try to decrypt files with any third-party software (it will be damaged permanently)

-Do not reinstall your OS, this can lead to complete data loss and files cannot be decrypted. NEVER!
-Your SECRET KEY for decryption is on our server, but it will not be stored forever. DO NOT WASTE
TIME !

---RAGNAR SECRET---

MmE2RjY2N2YwWNUZIYm*** [Bcero 88 3HakoB]

---RAGNAR SECRET---

B L L L L e T e e e T T T

MNMepeBopa 3aNUCKN Ha PyCCKUMN A3bIK:

Mpueet KOMIMAHUA!
Sk kR kR kb bk bk
Ecnun Bbl YnTaete 310 coobLueHne, 3Ha4YMT, Balla ceTb Obina B3JTOMAHA, a Bce Bawum ansbl 1
AaHHble 3aLWMdPOBaHbI.

RAGNAR_LOCKER!

Sk kb kb bk
R UTO NPONCXOLMUT C BaLLEN CUCTEMOIR? *****kss
Bawa ceTb 6bina BanomaHa, Bce Balum doaninbl 1 pe3epBHbIe KONuK 3abrnokmpoBaHbl! Takum
o6pasom, oTHbiHe HUKTO HE NMOMOXET BAM BepHyTb Bawwu cannsl, KPOME HAC.
Bbl MOXeTe ryrnntb, HeT Hukakux LUAHCOB gns pacwmndgpoBkm gaHHbix 6e3 Hawero CEKPETHOIO
KIMKOYA.
Ho He BonHyncs! Bawwm dannbl He NoBpeXxaeHbl U He NOTEPsiHbI, OHW MPOCTO N3MEHEHLI. Bbl MoxeTe
nony4nTb X 06paTHO, KaK TOMbKO 3annartuTe.
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Ham HyxHbl Tonbko JEHBIN, noaTomy Hac He nHTepecyerT, Kak yKpacTb Unv yaanutb Bally
nHdopmaumto, ato npocto BU3HEC $ -)

OOHAKO Bbl MOxeTe noBpeautb ceon JAHHDBIE camu, ecnu nonbiTaetTech paclwmngpoBaTtb UX €
nomoLubto nbon gpyron nporpammel, 6e3 HALLEIO CMNELMATIBHOIO KIMKOYA LWAPPOBAHUMA 1!
Kpome TOro, Bcs Balwa LeHHasi u KoHmaeHumanbHasa nHopmaums oeina cobpaxa, n ecnm Bbl HE
3annarture,

Mbl 3arpy3um ero ans sceobuiero 0603peHns!

-

FrawekEer Kak BepHYTb Baly hannbl? ******

YTo0bbl pacwmndpoBath BCe Balum hannbl 1 aHHbIE, Bbl OIDKHbI 3anniaTTh 3a KITou LWNMGPOBaHKS:
BTC kowenek ansa onnatbl: 1EGEjTqQYPHLj1uovPKKRXzMpPCcpAcVuil

Cymma k onnarte (B 6utkonHax): 60

——-

FrIwekirex 3a Kakoe BpeMsi Bbl AOMKHbI 3anaTuTh? **** e

* BaM HY>XHO CBA3aTbCHA C HAMW B TeYEHME 2 AHEeWN Nocrne Toro, Kak Bbl 3aMeTUnNu WwmdpoBaHme,
4YTOObI NONYYNUTL NTYYLLYIO LiEHY.

* LleHa 6yget yBenuyeHa Ha 100% (oBovHas ueHa) Yyepes 14 oHen, ecrniv HeT KOHTakTa.

* Kntoy BygeTt nonHocTbio yaaneH vyepes 21 aeHb, ecnu He ByaeT yCTaHOBMNEH KOHTAKT Unu He Byaet
3akntoyeHa caerka.

HekoTopas cogepxartenbHas nHpopmaums, ykpageHHas ¢ pannosbix cepBepos, OyaeT 3arpyxeHa B
OTKPbITbIA AOCTYN Unn nepenpogaHa.

-

FrEmekEErr Ut0, ecnu dannbl He MoryT ObiTb BOCCTAHOBMEHbI? ******

UTtobbl AOKa3aTb, YTO Mbl NpaBga MOXEM pacluMdpoBaTh BaluM AaHHbIE, Mbl paclundpyemMm OavH 13
BaLLMX 3abNOKMPOBaHHbIX dhannos!

MpocTto oTnpaBbTe ero Ham, u Bbl nony4dnte ero BECMIATHO.

LleHa Ha paclumnpoBLUUK 3aBUCUT OT pa3Mepa CeTU, KonnyectTsa COTPYAHNKOB, rOA0BOro AoXoaa.
Moxanyncra, He cTecHsaUTeChb obpalLaTbes K Ham 3a cymmy BTC, koTopas gomkHa 6biTb onnayeHa.

*kkk

| Ecnu Bbl He 3HaeTe, Kak NosyyYnTb GUTKOWMHbI, Mbl AaAMM BaM COBET, Kak OOMEHSTb AEHbIM.
LT T 1001

I 3ECH NPOCTOE PYKOBOACTBO KAK MOJTYUYNTb KOHTAKT C HAMWA!
T,

1) 3angute Ha odmumanbHbli cant MecceHmkepa TOX (https://tox.chat/download.html)

2) 3arpyauTte n yctaHosute qTOX Ha cson [K, Bbibepute nnatdopmy (Windows, OS X, Linux n 1. [1.)
3) OTKponTe Mecceraxep, HaxXmuTe «HOBbIV Npodunb» 1 co3ganTe NPoduneb.

4) Haxxmute kHOMKy «[Jo6aBuTb Apy3en» U HaWaUTe Hall KOHTaKT
7D509C5BB14B1B8CB0OA3338EEA9707AD31075868CB9515B17C4COEC6A0CCCA750CA81606900D
5) Ana ngeHTndmrkaumm otnpasbTe B Haly cnyxby nogaepxku aaHHble oT --- RAGNAR SECRET ---
BAXXHO ! Ecniv no kKakuMm-To NpuynHam Bbl HE MOXeTe CBs3aTbCs ¢ Hamu B qTOX, BOT HaLl
pe3epBHbIv novToBbIv AWMK ( hello_company@protonmail.com ) npuwnuTe coobleHne ¢ JaHHbIMK
n3 --- RAGNAR SECRET ---

MPEOYMPEXOEHNE!

-He nbiTantech pacwmngposatb dannbl Nobon CTOPOHHEN NPporpamMmmMon (OHO NOBPeauT AaHHbIE)

-He nepeycranaBnmeanTte ceoto OC, 3T0 MOXET NPMBECTU K NOMHOM NOTEpe AaHHbIX, U hannbl He
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OyayT pacwudposaHbl. HUKOIOA!
-Baw CEKPETHbIN KMKOY ans paclundpoBku HAXOAUTCSA Ha Hallem cepBepe, HO OH He byaeTt
XpaHuTbcsa BeyHo. HE TPATb BPEMA !

TexHU4eckune petanu

MoxkeT pacnpoCTpaHATbCA NyTEM B3fioOMa Yepes HesalumLLeHHY0 KoHdurypaumio RDP, ¢ nomoLbio
email-cnama 1 Bpe4oOHOCHbIX BNOXEHWI, 0OMaHHbIX 3arpy30oK, 60THETOB, 3KCNIOMTOB, BPEAOHOCHOWN
pekrnambl, BEO-MHXEKTOB, dhanbLUMBbIX OGHOBNEHWI, NEPENAKOBAHHbBIX U 3aPaXXEHHbIX
nHctannaTopoB. CM. Takke "OCHOBHbIE CNOCObbl pacnpocTpaHeHNs KpunToBbIMOraTenen" Ha
BBOOHOV CTpaHuLe brora.

i

Ecnu Bbl npeHebperaeTe KOMMNMEKCHOM aHTUBMPYCHOW 3aLmTon knacca Internet Security unu Total
Security, To xoT4 6bl AenanTe pe3epBHOE KONMPOBaHME BaXkHbIX dpansios no metoay 3-2-1.

» [lepen wWmndpoBaHMeM NPOBEPSET pacnosioXeHne KoMnbloTepa 1 3aBepLuaet paboTty, ecnm
oGHapyxvBaeTcsi ero NpMHaaneXxHocTb K crnegyowmm ctpaHam CHI™: Poccus, AsepbanigxaH,
ApmeHus, benapycs, pysus, KasaxctaH, KupruactaH, Mongasug, TagkukucTaH, TypkMeHus,
Y36ekucTaH, YkpanHa.

2020-02-08:
RagnarLocker
Ranscmware |
Locale Check for
Former USSR

|
s

I e T T BT e m

Ons atoro RagnarLocker ncnonb3yet dyHkumto "GetlLocalelnfoW", 4tobbl NOnNy4nTb 3bIK CUCTEMBI
nonb3osatensa (LOCALE_SYSTEM_DEFAULT) B Buge ctpoku. 3atem 6yaeTt npoBepeH CUCTEMHbIN
A13bIK C MOMOLLbIO A3bIKOB U3 CMMCKa UCKIIOYEHWI, @ B Cryvae CoBnageHunsi Bpe4oHOC npekpaTut
paboty ("TerminateProcess") ¢ kogom owmnbkn 0x29A.

» YaanseT TeHeBble konuu ¢ansoB KOMaH4aMu:
WMIC.exe shadowcopy delete (PID: 3976)
vssadmin.exe vssadmin delete shadows /all /quiet

» Mepen wWndposaHMem 3aBepLuaeT paboTy creayoLmx cnyxo, cpean KOTopbiX eCTb NporpamMmbl
ANsi yaaneHHoro ynpaeneHus:
Vss
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sql
memtas
mepocs
sophos
veeam
backup
pulseway
logme
logmein
connectwise
splashtop
kaseya

>» [Mpouecc wncpoBaHUA:

Ona kaxpgoro canna BygeT co3gaH NOTOK, KOTOpbIN 3awwmndpyeT ero. ocne co3gaHnsa BCEX NOTOKOB
RagnarlLocker 6yget xxgatb 6eCKOHeYHOEe KOnM4YecTBO BpeMeHu, brnarogaps oyHKLnn
"WaitForMultipleObjects". B npouecce wudpoaHusa B notokax RagnarLocker npoBeput, umeet nu
dann metky " RAGNAR " B koHUe ¢ dyHKkumen "SetFilePointerEx", npountas 9 6anTt 1 npoeepus,
ABMSOTCA 1M OHN 3TOW CTPOKOW. Ecnn chan nmeet aty oTMeTKy, TO OH ByaeT NpourHopmMpoBaH
NPOLLECCOM LUNGPOBaHMUS.

B apyrux cnyvasx RagnarLocker 3awmdpyeT davin 1 B KOHUE 3anncbiBaeT 3awmngpoBaHHbIi 6ok
KIto4a, ucnonb3yembli B 6rioke n3 256 6anTtos, a 0gHOPa30BbIi HOMEP MCMOMb3YETCH B APYIOM
6noke n3 256 6anToB 1, HakoHewl, Ao6aesuT meTky " RAGNAR ", BMecTe ¢ ogHum 6antom kak NULL
OJ151 OKOHYaHWUA CTPOKKM (4To cocTaBndaeT 9 6antos). Kntoy 1 ogHOpasoBbI HOMEp, UCMOMb3yeMble B
anroputme Salsa20, wudgpyoTca OTKPbITbIM KntodoM RSA-2048, BCTPOEHHbIM B LUNIPOBanbLLKK.
OT0 rapaHTUpyeT Tonbko paspabotyunkam RagnarLocker, umetowmm 3akpbiThin kntod RSA,
npyvHagnexalimn oTKpbITOMY KoYy, UCMOMb3yeMoMy Ans AelunpoBaHus Knova u 04HOPa3oBOro
HOMepa, NPUOPUTET B pacLLumMdpoBKe dhannos.

Mepen 3anucelo aTon MHopmaumn RagnarLocker 6yaet ncnone3osatb dpyHkuuto "LockFile", a koraa
npouecc 3anncu pyHkumm ByaeT 3aBepLueH, To Byaet ncnonb3oBaHa yHkums "UnlockFile" ans
0ocBObOXAEHUSA YKe 3amndpoBaHHOIO davna. ATo caenaHo Ansi NPeaoTBpaLLeHst UBMEHEHUS Nnn
yaaneHus dgarna B npouecce WnpoBaHus.

Mocne wudpoBaHusa unu, ecnu camn yxe sawmngposaH, RagnarLocker nameHuT paclumpeHune Ha
HOBOe, Takoe Kak ".ragnar_45EF5632".
MonpobHee B ctatbe McAfee.

Cnucok ¢pannoBbIX paclinpeHuin, noaBeprarowmxca WndpoBaHUIO:
3710 pokymeHThl MS Office, OpenOffice, PDF, TekctoBble dansnbl, 6a3bl JaHHbIX, hoTorpadumm,
My3blka, B1aeo, dannbl 06pasoB, apxmBbl 1 Mp.
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2020-02-08: RagnarlLocker
Ransomware | Blacklist

2020-02-08B: HagnarLocker
Hansocmware | File System
Bcoess

» ndpposansbLymk RagnarLocker ctapaetcs He noBpeguTb paboTe onepaumMoHHON cucteme 1
NpUHUMAaET psa Mep, YTobbl XXepTBa MOrfa UMeTb AOCTYN K KOMMbIOTEPY, MONYyYnUTb yBeOOMITEHNE U
3annatuTb BbIKyn. [1ns 3TOro oH AenaeT crieqytoLlee. ..

» NponyckaeT cnegytoLine Tunbl oannos:

.sys, .dll, .Ink, .msi, .drv, .exe

» [MponyckaeT thanbl 1 AMPEKTOpUX, BKIKOHaOLWMe crneayoLlime Ha3BaHus:
Windows
Windows.old
Internet Explorer
Google

Opera

Opera Software
Mozilla

Mozilla Firefox
$Recycle.Bin
ProgramData

All Users
bootmgr
bootmgr.efi
bootmgfw.efi
iconcache.db
ntldr

thumbs.db
RGNR _
.ragnar_
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kernel32.dll
autorun.inf
boot.ini
bootfont.bin
bootsect.bak
desktop.ini
ntuser.dat
ntuser.dat.log
ntuser.ini

» B KoHeL kaxgoro 3awmdpoBaHHOro gavina gobasnserca mapkep:

_RAGNAR _

®dannbl, cBA3aHHbIe ¢ 3TUM Ransomware:

VSERV.EXE

RGNR_44027CDE.txt - npymep 3anuckun o Bbikyrne
RGNR_46d54535.txt - npumep 3annckn o BbiKyne
malware.exe

<random>.exe - criydanHoe Ha3BaHWe BPeLOHOCHOro danna

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTtpa, cBA3aHHble ¢ 3TUM Ransomware:
CM. HUXKe pe3ynbTaThbl aHanmn3os.

CeTeBble NOAKNIOYEHNA U CBA3MN:
Email: hello_company@protonmail.com

CnoBo "company" 3aMeHSeT TO, YTO eCTb B OPUTMHaNbHOW 3anucke.

BTC: 1E6EjTqYPHLj1uovPKKRXzMpPCcpAcVuiU
Tor-URL: hxxx://p607m73ujalhgkiv.onion/***

CM. HMXe B OBHOBNEHUAX Apyrne agpeca v KOHTaKTbl.
CM. Hmxe pesynbraTbl aHanM3oB.

Pe3ynbraTbl aHann3oB:

@ Hybrid analysis >>

¥ VirusTotal analysis >> VT> VT> VT> VT> VT> VT>
4 Intezer analysis >> + IA>
2 ANY.RUN analysis >>

X VMRay analysis >>

\) VirusBay samples >>

[J MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>
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https://www.hybrid-analysis.com/sample/9bdd7f965d1c67396afb0a84c78b4d12118ff377db7efdca4a1340933120f376/5e3a79ea11c8f15e155406af
https://www.virustotal.com/gui/file/9bdd7f965d1c67396afb0a84c78b4d12118ff377db7efdca4a1340933120f376/detection
https://www.virustotal.com/gui/file/7af61ce420051640c50b0e73e718dd8c55dddfcb58917a3bead9d3ece2f3e929/detection
https://www.virustotal.com/gui/file/c2bd70495630ed8279de0713a010e5e55f3da29323b59ef71401b12942ba52f6/detection
https://www.virustotal.com/gui/file/dd5d4cf9422b6e4514d49a3ec542cffb682be8a24079010cda689afbb44ac0f4/detection
https://www.virustotal.com/gui/file/63096f288f49b25d50f4aea52dc1fc00871b3927fa2a81fa0b0d752b261a3059/detection
http://b670441066ff868d06c682e5167b9dbc85b5323f3acfbbc044cabc0e5a594186/
https://www.virustotal.com/gui/file/68eb2d2d7866775d6bf106a914281491d23769a9eda88fc078328150b8432bb3/detection
https://analyze.intezer.com/#/analyses/56585138-6601-4189-b52a-281bbbbd6ad3
https://analyze.intezer.com/#/files/9bdd7f965d1c67396afb0a84c78b4d12118ff377db7efdca4a1340933120f376
https://app.any.run/tasks/ae21fa8e-49d1-4fb1-aae9-95e90428fb3a/
https://www.vmray.com/analyses/9bdd7f965d1c/report/overview.html

CTteneHb pacnpocTpaHEHHOCTU: CPeaHUMN.

Moapo6Hble cBeaeHust cobupatoTces perynspHo. MNpuckinante obpasupl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUW === BLOCK OF UPDATES ===

O6HoBneHue ot 10 mapTa 2020:

Mpumepsbl pacwmpeHni; .ragnar_B1298E8D, .ragnar_44027CDE
Mpumepsbl 3anucok: RGNR_B1298E8D.txt, RGNR_44027CDE.txt
®ann: VSD.EXE

Pesynerathl aHanmsos: VT + HA + JA + AR

O6HoBneHue ot 5 mas 2020:

3anuncka: RGNR _44027CDE.txt

Tor-URL: hxxx://p607m73ujalhgkiv.onion/?p=***
hxxx://mykgoj7uvqtgl367.onion/client/***
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https://1.bp.blogspot.com/-jrAn1cDw94s/XmLPwQRPx7I/AAAAAAAASEY/p7wb2sF6VR8F-vMfW7QpTZiFyLDnf3cqACLcBGAsYHQ/s1600/note-11-2-20.png
https://1.bp.blogspot.com/-dEesBeFmcWI/XmLPzOOVhPI/AAAAAAAASEc/tf7liUs8tZQQfyqlhDqz3Yobk-HWEI4xACLcBGAsYHQ/s1600/note-11-2-20-p2.png
https://www.virustotal.com/gui/file/63096f288f49b25d50f4aea52dc1fc00871b3927fa2a81fa0b0d752b261a3059/detection
https://hybrid-analysis.com/sample/63096f288f49b25d50f4aea52dc1fc00871b3927fa2a81fa0b0d752b261a3059/5e97b7891958eb42707ad043
https://analyze.intezer.com/#/analyses/f3d9c834-f23f-41ac-8d7c-6eb89339445d
https://app.any.run/tasks/bc76d512-a40e-41db-b56c-ff89686208e9
https://1.bp.blogspot.com/-4MI14UxrHkM/XpifblpyP9I/AAAAAAAAShM/QRK0h0CyujocvI05KB0vghWBsTMh8mscgCLcBGAsYHQ/s1600/note-10-3-20.png

=ornoslabs

OTa aTaka HauyMHaeTCs C co34aHus nankv MHCTPYMEHTOB, KoTopas BkntodaeT VirtualBox,
BUPTYanbHbIn MUHU-aNcK Windows XP ¢ nmeHem micro.vdi U pasnuyHbie ncnorHaemble annbl n
cueHapuu Ang noAroTOBKN CUCTEMBbI.

VirtualBox nmeet dyHKLMIO, KOTOpasi NO3BOSMAET ONEpPaLMOHHON CUCTEME XOCTa 0OMeHMBaTbLCS
nankamu u AnNcKaMm Kak ceTeBbiM peCcypCoM BHYTPU BUPTYarbHOM MalUnHbI. 3Ta QYHKUNS
MO3BONSIET BUPTyalibHOW MalLUMHE NOAKNoYaTb 06U NYTh Kak CETEBOW OUCK C BUPTyaribHON
mawwmHbl \WBOXSVR v nonyyatb K Her NonHbIA AOCTyn.

EREDNR

TNy

Mcnonb3ya nakeTHbl doann install.bat, onepatopbl-BeiIMoratenv CKaHUpYOT foKasibHble OUCKU U
NoaKMtOYEHHbIE CETEBbLIE OMCKN HA XOCTE N co3aatoT doansi KOHpuUrypauum, KOTopbli aBTOMaTU4ECKN
pasgensiet ux ¢ BUpTyasnibHON MaLLMHOMN.
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https://1.bp.blogspot.com/-JnLWMcWaNgU/XuC5NoEhbMI/AAAAAAAATdI/skGxO5dABkAIBVMf_Dw5igZ0C6LJEMpCACLcBGAsYHQ/s1600/note-5-5-20.png
https://1.bp.blogspot.com/-L12d_tqR55c/XsgRIYe2tZI/AAAAAAAATMU/dAu6OlOqfHUsGy3TRBtBHrnC-vQz_sbWACLcBGAsYHQ/s1600/vdi-folder.jpg
https://1.bp.blogspot.com/-UxH51jSeYCo/XsgRQNCnQBI/AAAAAAAATMc/rz9awIgxwmUf0EIegfpYG3PQDfrA7cjBwCLcBGAsYHQ/s1600/virtualbox-shared-folders.jpg
https://1.bp.blogspot.com/-Mm57EesuDzY/XsgRYHAO0EI/AAAAAAAATMg/8gdxsdo3fU0uGSTE-mNRiq5zQD1ao_ZVQCLcBGAsYHQ/s1600/script-snippet.jpg

Mo 3aBeplueHnn cueHapun cosgaet chann sf.txt, cogepxkawmm napameTpbl koHdUrypauumn VirtualBox
OS5 aBTOMaTU4EeCKOro COBMECTHOMO UCMOMb30BaHMS BCEX OUCKOB Ha KOMMbIOTEPE C BUPTyasbHOM
MaLlVHOMN.

1 < SharedFo

& «sharedfalde

3aTeM 3M0oyMbILUMNEHHUKM 3anyckatoT BUpTyanbHyto mawwmnHy Windows XP ¢ co3gaHHbIM dannom
KOHpurypaumm, ncrnonb3ysa anpektusbl SharedFolder, cosaaHHble nx nakeTHbIM hannom.

Mpu 3anycke Bce 3TK obLme auckn Tenepb ByayT AOCTYMHbI U3 BUPTYanbHOW MaLUUHBI, a
ncnonHsembln ann RagnarLocker Ransomware 6yget asToMatMyeckm HaxoauTbCs B KOpHe gucka"
c".

L =osdoslabs -15;._11

R
Qb = 3 - ¥ F Pl

8=

[ e |

g [

Takxke BkntoveH ann vrun.bat, KoTopbli HaxoouTCs B Nanke «ABTo3arpyska», Nno3ToMy OH
3anyckaeTtcs cpasdy nocrie 3anycka BUpTyanbHOW MaLUWHBbI.

3T10T pann vrun.bat, nokasaHHbIN HUXKe, ByaeT MOHTMPOBATL KaxXabl OOLLMIA ANCK, LWNdpoBaTh ero
1 3aTeM NEPEXOANTb K cnegyoLlemy ANUCKY, COBMECTHO UCMONb3yEMOMY BUPTYaribHOW MaLLMHOWN.

7891011121334 15 18 17 18 9 30 21 F2 23 34 3% 2 2T 28
32 13) do {1f exdat VOWRONIVAOAED met une #0VEOREVREYSNRA])

#ping -n 3 127.0.0.1
i vrun.exe -vm
sgetn a

Mockonbky aHTMBUpYycHoe MO, paboTatowee Ha xocTe [NK xepTBbl, HE OOHAPYXUT UCMOMHAEMbIN
hann-BbiMoraTesnb U akTUBHOCTb Ha BUPTyanbHOW MalUMHe, OHO ByaeT ycneLwHo npoaosmkaTh
paboTy, He 0BbHapYXuB, YTO dansbl XepTBbl Y>Ke LUNGPYHOTCS.

Korga wudposanune 6yaet caenaHo, nocTpagaslumMe HangyT Ha CBOEM KOMMbIOTEPE 3arnuncKy C
TpeboBaHMeEM Bbikyna, OObACHAOLLYH0, Kak Oblna B3anoMaHa nx KoMnaHus, n nx dannbl obinm
3andpoBaHbl.
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https://1.bp.blogspot.com/-mmaT959Cg0E/XsgRt6yl6eI/AAAAAAAATMk/3CRJplmMy4I0wyEw3NK33_tuv52FPUBtgCLcBGAsYHQ/s1600/shared-folder.jpg
https://1.bp.blogspot.com/-eI0W-GCVb4Y/XsgR1qLy7NI/AAAAAAAATMo/TC6F2ubdvt0Nui-VwPjTTvMuQVgZj2iEACLcBGAsYHQ/s1600/vm-folder.jpg
https://1.bp.blogspot.com/-5e7PNob-Rek/XsgR9JA2g1I/AAAAAAAATMs/QaryIaz8QNIoAShWAv7XkN8xnD4wKLpzwCLcBGAsYHQ/s1600/vrun-batch-file.jpg

CLLD 1
IF you reading this seisage, TAen your retwork wad PENETRATED and all of your Files and dats hat bean ERCRYPTED
Elihogh your securlly seadures already Bess BREACHED and your Flles wers LOCOED, we was sble Uo make o PENETRATION
af your network AGATH

cnonb3oBaHne BUpPTYyanbHOM MalUMHbI ANS WndpoBaHns dannos ycTponcTea 6e3 obHapyxeHus
ABNAETCA UHHOBALMOHHBIM NOAXOA0M.

Mockonbky VirtualBox n BuptyansHasa mawmnHa Windows XP He cunTatoTca BpeAOHOCHLIMU,
BonbLWKMHCTBO NporpaMm obecneyeHns 6esonacHoCcTn He ByayT 06eCnOKOEHbI TEM, YTO OHM
CMOKONHO N3MEHSIIOT BCE AaHHble Ha KOMMbIOTepe.

Orta ataka nokasbliBaer, kak 10 ansa obecneyeHns 6e30nacHOCTM C NOBEAEHYECKMM MOHUTOPUHIOM
CTaHOBUTCA Bce Bonee BaXkHbIM AN NpefoTBpaLleHnsa pacnpoCTpaHeHUs BUPYCOB-BbIMOraTenen.
OTa aTaka MOXET OblTb 06HapyXeHa TONbKO Npy 0B6HapPYXEeHNUN HEODOLIYHON MaccOBOK 3anucu B
dann.

sk

» Ecnu 66l nocTpagasLlume ucnonb3oBana pyHKUMIO 3anTbl OT NPOrpaMm-LLaHTaXNCTOB,
peanusoBaHHyto B Windows 10, ux MK 6binm 6bl 3awuwleHbl oT Nog0OHON aTaku, NOCKOrbKY 3Ta
3awmTa obHapyxuna 6bl 3anncKy B 3alUMLLEHHbIX Nankax.

Home page of Ragnar Blog

RAGNAR _LOCKER:

OdmumanbHbIn cant nyénukaumm yteyex:
RAGNAR LEAKS NEWS
Tor-URL: hxxx://p607m73ujalhgkiv.onion/

O6HoBneHue ot 22-30 urona 2020:

[MocT B TBUTTEPE >>

MocT B TBUTTERE >>

PacwunpeHnus (npumeps):

.ragn@r_B8CF767A

.ragn@r_44027CDE

3anuckn (npMmuepsl):

ISR4GN4R_B8CF767A$! txt
ISR4GN4R_44027CDE$!.txt

Pesynerathl aHanusos: VT + AR + |A + VMR + JSB
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https://1.bp.blogspot.com/-FAot8AY6xwE/XsgQ8cl6wRI/AAAAAAAATMQ/mfGSfHeaW5kp_0c38ycFEpDckv20eZ67wCLcBGAsYHQ/s1600/ransom-note.jpg
https://1.bp.blogspot.com/-1V8l3jgbqEs/Xt_bhE1njxI/AAAAAAAATc4/o8t6vXImY2IUoAS4f9QeaIIgXMF5ViXPACLcBGAsYHQ/s1600/new-logo.jpg
https://1.bp.blogspot.com/-11F_aNh4-tU/Xt_bt5ToMOI/AAAAAAAATc8/RkUFz-owSB83yBxjJJGZ1ma9VkP0wl7cQCLcBGAsYHQ/s1600/leaks.png
https://twitter.com/jc_stubbs/status/1289199296328298497
https://twitter.com/JAMESWT_MHT/status/1288797666688851969
https://www.virustotal.com/gui/file/04c9cc0d1577d5ee54a4e2d4dd12f17011d13703cdd0e6efd46718d14fd9aa87/detection
https://app.any.run/tasks/1239f486-9579-4121-80a6-9f98ddce7b43/#
https://analyze.intezer.com/analyses/3bcb6749-98c1-45d7-bfa1-aafe7b5297f8
https://www.vmray.com/analyses/04c9cc0d1577/report/overview.html
http://analysis/254277/0/html

Home Page of Ragnar_Locker Leaks site

S,

RRGHAR _LKIR

[No6aBneHue 28 okTabpsa 2020:

[MocT B TBUTTEPRE >>

Pacwupenue (wabnoH): . rdgN4r_ XXXXXXXX
Pacwwupenue (npumep): .__r4dgN4r___B8CF767A
3anucka: !'' READ _ME_ XXXXXXXX 1. txt

=
Pesynerathl aHanusos: VT + HA + VMR

» O6GHapyxeHus:

DrWeb -> Trojan.Encoder.32719

ALYac -> Trojan.Ransom.RagnarLocker

Avira (no cloud) -> TR/Lolopak.rwsiq

BitDefender -> Trojan.GenericKD.34972578
ESET-NOD32 -> A Variant Of Generik.EIMJVBL
Kaspersky -> HEUR:Trojan.Win32.Lolopak.gen
Malwarebytes -> Ransom.Ragnarok

Rising -> Downloader.Agent!8.B23 (TFE:1:Vb8pB6mgBIQ)
Symantec -> Downloader

Tencent -> Win32.Trojan.Lolopak.Ehrt

TrendMicro -> Trojan.Win32.WACATAC.USMANJT20
OGHoBneHue ot 2 HosA6pA 2020:

YKeptea ataku: Capcom

Cratba 06 sTON arake >>
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https://1.bp.blogspot.com/-6ipynL8VHuM/XyV7BbDnyAI/AAAAAAAAUk8/tBiAClu0wDcJ5f_T-KxS6xAH8WqoX8iUwCLcBGAsYHQ/s1600/full-note.png
https://1.bp.blogspot.com/-6Rq5X09-tv8/XyV7E3c8suI/AAAAAAAAUlA/4kYZPtBQDHkzNF0mdZBvkoejAEzvClCiQCLcBGAsYHQ/s1600/url-site_1.png
https://twitter.com/GrujaRS/status/1321515557737373698
https://1.bp.blogspot.com/-v7cu6ymzjqA/X52nmRjQemI/AAAAAAAAWV0/4ZUpnKpbjzQEmW0yor60PUNFWS85dPoPQCLcBGAsYHQ/s1356/note-28-10-20.png
https://www.virustotal.com/gui/file/0766beb30c575fc68d1ca134bd53c086d2ce63b040e4d0bbd6d89d8c26ca04f6/detection
https://www.hybrid-analysis.com/sample/0766beb30c575fc68d1ca134bd53c086d2ce63b040e4d0bbd6d89d8c26ca04f6?environmentId=120
https://www.vmray.com/analyses/0766beb30c57/report/overview.html
https://www.bleepingcomputer.com/news/security/capcom-390-000-people-may-be-affected-by-ransomware-data-breach/

O6HoBneHue ot 6 HosGOpsa 2020:
[MocT B TBUTTEPE >>
RagnarLocker o ce6e u cBoem npoekre.

About Us

"Our main goal is to create cool project, that can show it's power in all it's glory and of course make
profit."
"Companies under attack of Ragnar_Locker can count it as a bug hunting"

MNMepeBoa Ha pycCKun A3bIK:

"Hawa rnaBHas uenb - caenaTb KpyTon NPOeKT, YTOObI MOKa3aTb BCHO CBOK MOLLb U NMPUHECTH
npnbbinb".
"3aTpoHyTble KomnaHuu ataky Ragnar_Locker MmoryT cyMtaTtb NOMCKOM OLLIMBOK"

CoobuieHue ot 11 HosaA6pa 2020 >>
AHanusbl: VT + 1A

=== 2021 ===

BapuaHT ot 21 nroHsa 2021:
CoobLeHune >>
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https://1.bp.blogspot.com/-2iIp6EC-HvQ/X_69VR8oZrI/AAAAAAAAYA0/9ONto894g7cctQrI3nvWUknYL5l2lSeVQCLcBGAsYHQ/s1487/capcom-2-11-20.jpg
https://twitter.com/malwrhunterteam/status/1324639716445200384
https://1.bp.blogspot.com/-asofCo0Ded4/X6Wba7lfv7I/AAAAAAAAWbM/qUawG3VU-CYZ9ndNJv3SH3kpV3IZFkOQQCLcBGAsYHQ/s892/EmIPu_-WMAExjsW.png
https://1.bp.blogspot.com/-UePaHJnL0Ao/X6WbiOHa7ZI/AAAAAAAAWbQ/RQfZEUVJVIQpD_QY44IYJvc67fRRf7F6gCLcBGAsYHQ/s732/EmIP4WGW0AApQB0.png
https://twitter.com/GrujaRS/status/1326288447544434692
https://www.virustotal.com/gui/file/afab912c41c920c867f1b2ada34114b22dcc9c5f3666edbfc4e9936c29a17a68/detection
https://analyze.intezer.com/analyses/ba09b73f-2180-4ab9-a020-24c6eebaae61
https://twitter.com/fbgwls245/status/1406918834200580102

Pesynerathbl aHanusos: VT

=== BJIOK CCbIJIOK un C[TACUBOK = BLOCK OF LINKS AND THANKS ===

http:’ Read to links:
| 3

+ Tweet + myTweet
ID Ransomware (ID as RagnarLocker, RagnarLocker 2.0, RagnarLocker 2.0+)
Write-up, Topic of Support

Added later:

Write-up by BleepingComputer (on February 10, 2020)
Write-up by McAfee (on July 9, 2020)

Thanks:

dnwls@719, Michael Gillespie

Andrew Ivanov (author)

Vitali Kremez, Lawrence Abrams, MalwareHunterTeam
to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.
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https://www.virustotal.com/gui/file/ac16f3e23516cf6b22830c399b4aba9706d37adceb5eb8ea9960f71f1425df79/detection
https://2.bp.blogspot.com/-k2W-6Z-IzMI/WxaD-UpoZ0I/AAAAAAAAKpg/msP3lBapJWkaJi_oTiWgQ6Y-2UrMr5IugCLcBGAs/s1600/address%252Btw.png
https://twitter.com/VK_Intel/status/1226081877813026816
https://twitter.com/Amigo_A_/status/1227686793207861250
https://1.bp.blogspot.com/-NxV9vR1nE1Y/WZQYi2T5QnI/AAAAAAAAGdw/BvgU_0B4a-wuPVu4sn27zwmiAljKsWcVQCPcBGAYYCw/s1600/dob.jpg
https://www.bleepingcomputer.com/news/security/ragnar-locker-ransomware-targets-msp-enterprise-support-tools/
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/ragnarlocker-ransomware-threatens-to-release-confidential-information/
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

