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Ransomware"

. id-ransomware.blogspot.com

Kekpop

Kekpop Ransomware

Aliases: Kekware

Variants: YourCyanide

(wudpoBanbLMK-BbIMOraTenb) (MepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb LWNpyeT AaHHble Nonb3oBaTenemn ¢ NOMOLb KOMBMHaLMK anropuTMoB
AES+RSA, a 3atem TpebyeT Bbikyn $500 B BTC, 4T06blI BEpHYTb (haiinbl. OpurmHanbHoe
HasBaHue: Kekpop. Ha danne HanucaHo: kekpop.cmd.

O6HapyxeHus:

DrWeb ->

ALYac -> Trojan.BAT.Agent

BitDefender -> Trojan.GenericKD.50265580

ESET-NOD32 -> A Variant Of Generik. LKONBMI

Kaspersky -> HEUR:Trojan.BAT.Generic

Malwarebytes ->

Microsoft ->

Rising ->

Tencent -> Bat.Trojan.Generic.Ebzs

TrendMicro ->
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© lNeHeanorus: ??? >> Kekpop

IDR IDENTIFIED

Cant "ID Ransomware" 310 noka He MaeHTUULNpYeT.
UHdopmauunsa ana naeHtudukauum

AKTMBHOCTb 3TOro Kpunto-BbiMoratensi 6bina B Hadane mas 2022 r. OpneHTnpoBaH Ha
aHrMOA3bIYHbIX NONb30BaTENEN, MOXET PAcnpPOCTPAHATLCSA MO BCEMY MUPY.

K 3awmndpoBaHHbIM tharinam gobaensercsa pacwmnpeHue: .kekpop

3anucka c TpeboBaHueM Bbikyna HadbiBaeTcs: ReadMe.html

o & ReadMehiml
Your files are encrypted by kekpop
You can get them back by paving 5500 to ths bee address OxdNHVGENVFGHGAHHHERS
[f vou dont pay thas fee vour files will be lost foreves

CopepxaHue 3anucKu o BbiKyne:

+4++++++++++H

Your files are encrypted by kekpop.

You can get them back by paying $500 to this btc address OxXONHVG8NVFGHG4HHHKBV.
If you dont pay this fee your files will be lost forever.

+++++++++ R

lNMepeBoA 3aNMUCKM HA PYCCKUN A3bIK:

Baww dpannsl 3awmdposaHbl kekpop.

Bbl MoxeTe nonyuntb nx obpaTHo, 3annatne $500 Ha 3ToT GUTKOMH-agpec
Ox9NHVGBNVFGHG4HHHKBV.

Ecnu Bbl He 3annatuTe 3Ty nnaty, Bawm cannel ByayT yTepsaHbl HaBcerga.

i

BHumaHue! HoBble paclumpeHuns, email n TEKCTbI O BblKyNe MOXHO HAWTWU B KOHLIE CTaTby, B
o6HoBneHuAX. MoryT GbITb pa3nuynsa ¢ NepBbLIM BapUaHTOM.
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TexHu4veckue getanu + 10C

MoxeT pacnpocTpaHAaTbLCA NYTEM B3rioMa Yepes HesaluLeHHYo koHgurypaumio RDP, ¢ nomoLubto
email-cnama 1 BpeqoHOCHbIX BMOXEHUN, 06MaHHbIX 3arpy3oK, 60THETOB, 3KCMIOMNTOB,
BPEeOOHOCHOW peKnaMbl, BEO-MHXKEKTOB, dhanbLlUMBbIX OOHOBNEHWI, NepenakoBaHHbIX U
3apaxeHHbIX MHcTannsaTopoB. CM. Takke "OCHOBHbIE CNOCOOLI pacnpoCcTpaHeHns
KpunToBbIMOratenen" Ha BBOAHOW CTpaHuvLe brora.

Hy>xHO Bcerga ucnonb3oBatb AKTyanbHY aHTUBURYCHYO 3awmTty!!!
Ecnun Bbl npeHebperaeTe KOMNNEKCHON aHTUBUPYCHOM 3almTon knacca Internet Security unm Total
Security, To x0T 6bl AenanTe pe3epBHOE KONMMPOBaHUE BaXXHbIX dhannios no metoay. 3-2-1.

» Wcnonbayet TexHonorun Microsoft: CMD n PowerShell ana ataku.

Cnucok TunoB ¢annoB, nogBeprarowmxca WndpoBaHuio:
3710 MoryT 6bITb gokymeHTbl MS Office, OpenOffice, PDF, TekctoBble thannbl, 6a3bl AaHHbIX,
doTorpadcun, mysbika, Buaeo, darnbl o6pasoB, apxmBbl 1 Mnp.

®dannbl, cBsi3aHHbIe ¢ 3TUM Ransomware:

ReadMe.html - HazBaHue danna ¢ TpeboBaHMEM BbIKYNa;
kekpop.cmd - Ha3BaHMe BpeAOHOCHOro dhanna;

black.bat - npocTton komaHgHbIN hans;

GetToken.exe - BpegoHocHbIV ¢hann, 3arpyaembli yepes Discord;
ps1-dansbl.

ﬂpOGKT BbIMOrartens Hep,opa60TaH, MHOXeCTBO OKOH C KOMaHA4amMu, 3TO BUAHO HA CKPUHLLOTaX.
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PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

hxxxs://cdn.discordapp.com/attachments/971160786015772724/971191444410875914/GetToken[.]exe

3anucu peecTpa, CBA3aHHbIe C 3TUM Ransomware:
CM. HLxe pes3ynbraTtbl aHaNmM3oB.

MbloTekcehbl:
CM. HMXe pesynbTaTbl aHaNn30B.

CeTeBble NOAKMNIOYEHUSA U CBSA3U:
Email: -
BTC: Ox9NHVG8NVFGHG4HHHKBYV (HeHacTosLwmmn)

CM. HWXe B OBHOBREHUAX Apyrve agpeca U KOHTaKTbl.

P63y.l1 bTaTbl aHAJNIN30B:

MD5: f190183b6a6f55daa406¢c25cf5da66d8
SHA-1: 89168542e0cec21bbafeafe39361994194576f61
SHA-256: ea81248fddbf9080018845bf7862b9ceb8ab942526¢c1adcf20030f043¢c57ad99

CTteneHb pacnpoCTPaHEHHOCTUN: HU3Kas.
NHdbopmauusa gononHsertcs. MNMpucobinante obpasuybl.

=== ICTOPUA CEMEWNCTBA === HISTORY OF FAMILY ===

=== BJIOK OGHOBJIEHUMN === BLOCK OF UPDATES ===

BapuaHT oT 15 mas 2022:
CoobuleHune >>
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Moe coobLieHune >>

Pacwwnpenune: <random>.cyn

3anuckn: YcynNote.txt, other.txt

Email: yourcyanide.help@gmail.com
dannbl: YourCyanide.cmd, 1.cmd, ycynlog.cmd
PesynbraThl aHanunsos: VT + AR
O6HapyxeHus:

BitDefender -> Gen:Heur.Bat.1

DrWeb -> BAT.Siggen.179

Kaspersky -> HEUR:Trojan.BAT.Generic
Microsoft -> Trojan:Script/Wacatac.B!ml
Symantec -> Trojan.Gen.MBT

Tencent -> Bat.Trojan.Generic.Svgz

T

& I T T - ™
othertt — Escamor = | 2 —

Wain  [paera Gopuwar Bag  Copascs

Kekware and kekpop were just the begning

C nomowbto komaHgHoro danna KillAVS.bat BeipybaeT cnegytowime 3awimtHble QYHKLUMN U
aHTMBUPYCHbIE CNYXObI:

Ahnlab Task Scheduler, AntiSpyware, AntiVirus Auto Protect Service, AntiVirus Client, AntiVirus
Corporate Edition, AntiVirus Firewall Monitor Service, AntiVirus Server, Automatic Updates,
ccEvtMGR, ccPwdSvc, ccSetMGR, cls, Core LC, DefWatch, ERSvc, eTrust Antivirus Job Server,
eTrust Antivirus Realtime Server, eTrust Antivirus RPC Server, eventlog, helpsvc, InoRPC, InoRT,
InoTask, McShield, mcupdmgr.exe, MonSvcNT, MpfService, MskService, NAV Alert, Nav Auto-
Protect, navapsvc, netsvcs, Network Drivers Service, NProtectService, PC-cillin Personal Firewall,
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhmZNeJj-BoDNt7hCKgc9XZvWmd_jjAloTMlaS-tuh_IO43As8E5Rh69pinEuSGcWB80kmTAM5LL3VgZWiOhs0JBUSOYRxhpfKbBqU1jr9kUwtUtzz_7I8F9_X1TzkFTpLAtaQONvHt4WofPLzFzlb1mkww6YPXMPcrHS8H5s57zFvWEiceQLZhrRyI/s898/cmd.jpeg

Personal Firewall Service, SAVScan, Security Center, SecurityCenter Update Manager, Serv-U,
Sophos Anti-Virus, Sophos Anti-Virus Network, Spamkiller Server, SPBBCSvc, spoolnt, srservice,
Sygate Personal Firewall Pro, SyGateService, Trend Micro Proxy Service, Trend NT Realtime
Service, Unerase Protection, ViRobot Professional Monitoring, VirusScan Online Realtime Engine,
vVrmonsvc

Ewe BapuaHTbl: dannbl YourCyanide.cmd, YourCyanide obf.bat

PesyneraThl aHanusos: VT + TG/ VT + TG

=== BJIOK CCbIJTOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===

http://

B'HJM '

Yhan

Petrovic
Andrew Ivanov (article author)

* %k

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

RansomHouse

RansomHouse Extortion Group

RansomHouse Hacking Team

RansomHouse Ransomware

(xakepbl-BbIMOraTenu, aokcepbl, Nyonukatopbl) (NepBOUNCTOYHUK)
Translation into English
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B

©RansomHouse

Encrypted
1041242021

Downloaded
mare than 2Th

OTU xakepbl-BbIMOraTeNnmn Ha CBOEM canTe COOOLLatoT, YTO CaMM OHM HE aTaKylT pecypcbl busHec-
nonb3oBaTenemn, He NOXMLLAT N He WNMPYIOT AaHHble, 4TOObI 3aTeM TpeboBaTb BbIKyNn B
OuTKOMHaxX 3a BO3BpaT CruThbIX hannos, He onybnukoBas X Ansi Bceobuiero o6o3peHuns. OHu
Ha3bIBalOT cebsa nocpeaHMKamu, NpeanodmnTas MMpHbIe CornalleHnst co ctopoHamu. lNpasaa nu
37O, Mbl He 3HaeM. B nobom cnyyae, nocpeaHvkK, 3aMHTEpPECOBaHHbIE B yNaTe BblKyna, COCTOAT B
CroBope C ApYrMMmn xakepamu, KoTopble aTtakyroT 1 TpebyHoT BbiKyn 3a BO3BpaT (pannoB B NpexHee
COCTOSIHME.

OpwurnHanbHOe Ha3BaHue rpynnbl 3TUX nocpeaHnkoB: RansomHouse. Camo cnoeo "Ransom"
nogpasymeBaeT "Bbikyn", CTpaHHO, YTO OHU BbiOpanu cebe Takoe Ha3BaHWe, HO Ha3bIBalOT cebst
nocpeHuKaMmn Mexay xakepamu, yKpaBLLUMMWN JaHHbIe U TEM, Y KOrO 3TU AaHHble yBenu. Takne
CTPaHHOCTU UMEIT Ha3BaHme — "orosopka no dPpengy". Hassanuck 661 MediationHouse, Torga u
Obinn 66l nocpeaHukamu. Bnpoyem, 3Ha4ok GUTKOMHA B NOroTune BbiMoraTtenen n cymma onnatbl B
1 BUTKOWH, FOBOPAT O TOM, YTO 3TU NOAN TOYHO BbIMOraTenu, kak 6bl OHM camu cebs He
HasblBanu.

O6HapyxeHus:

He obpasuoB ncnonb3yemoro BpeaoHocHoro MO.

© lNeHeanorua: ??? >> RansomHouse

IDR IDENTIFIED

Cawnt "ID Ransomware" aT0 noka He ngeHTuuLmpyer.
UHdopmaumna ana naeHtudukaumum

MHdbopmaumsa o nepBbix NOCTpagaBLUMX OT BbiIMoratenen pasmelleHa B gekabpe 2021 r. Ha cante
rpynnbl RansomHouse. CanT Ha aHrMMNCKOM A3blKe, 3HAYUT OHN OPUEHTUPOBAHBI Ha
aHrMoA3blYHbIE KOMMAHWUM U MOTYT ObITb aKTUBHbI MO BCEMY MUPY.

HobaBnsemoe Kk 3awmndpoBaHHbIM dalinamM pacluMpeHe BUAMMO 3aBUCUT OT Ha3BaHUS
aTakoBaHHOrO pecypca KoMnaHuu unm eé HaseaHus. Camm RansomHouse k 3ToMy OTHOLLIEHUS He
NUMEIOT.
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Mpvmep 3anucku u o6pasel; BpedoHOCHOro aina nosy4Yntb He yaanoch.

No aHanorum c OPYrMMN CTaTbAMK O XaKepax-BbiIMOratenax, Mbl peLinnm Oﬂy6J'II/IKOBaTb TEKCT C
canta rpynnbl RansomHouse, 4To6bI paccka3atb O TOM, YTO OHU cobowm npeacTaBiAaAl0T N KaK cebs
NO3NLIMOHUNPYIOT.

CrtpaHuua "Main"

i nmn e g L

CognepxaHue:

Below is a list of companies that either have considered their financial gain to be above the
interests of their partners / individuals who have entrusted their data to them or have chosen to
conceal the fact that they have been compromised.

AHS Aviation Handling Services GmbH

Dellner Couplers AB

Jefferson Credit Union

Saskatchewan Liquor and Gaming Authority

Selinar Craaden 48 - AHE Srietien Homlieg Borviees
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Kpatkuin nepeBoga:
Hwxe ecTb CNMCOK KOMMNaHWn, NOCTaBMUBLLMX CBOK (PMHAHCOBYHO BbIFOAY BbllLE MHTEPECOB CBOUX
napTHepoOB/NuL, AOBEPUBLUNX UM CBOW AaHHbIE, MO0 NoXenaBLMX CKPbITb (PakT KOMIpoOMeTauum.

*k%

Ctpanuua "About"

CopepxaHue:

Our mission

©RansomHouse is a professional mediators community.

We have nothing to do with any breaches and don't produce or use any ransomware. Our primary
goal is to minimize the damage that might be sustained by related parties. RansomHouse members
prefer common sense, good conflict management and intelligent negotiations in an effort to achieve
fulfillment of each party's obligations instead of having non-constructive arguments. These are
necessary and sufficient principles that lead to amicable agreements and sometimes even to
subsequent productive and friendly cooperation.

RansomHouse shares the opinion of both Red and Blue teams regarding the threats of data leaks.
The very possibility of such incidents taking place is a strong incentive to make the private sector,
corporations and the public aware of data security and privacy issues and should make those
involved in 3rd parties' personal information collection and storage responsible and respectful of
their responsibilities. Unfortunately, more often than not CEOs prefer to close their eyes on
cybersecurity saving budget on their staff or spending huge amounts of money mindlessly, which
inevitably leads to vulnerabilities.

We believe that the culprits are not the ones who found the vulnerability or carried out the hack, but
those who did not take proper care of security. The culprits are those who did not put a lock on the
door leaving it wide open inviting everyone in. People are inherently curious and are eager to learn
the object of their interest. Usually corporations respond to the message that their "doors are wide
open" in negative context, direct threats or silence. In rare cases one could meet gratitude and
ridiculously small payments that do not cover even 5% of an enthusiast's efforts. Well, the negative
reaction is understandable, because the company management will have a hard time explaining
millions of dollars spent on security audits and cybersecurity staff high salaries to their shareholders

9/22


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhrSnvAElKnH_3NoUT3hSlWWCF32LGfIePrEpay9xxE86T8y8qxWc_BIhki4bupkihjwwGzmaY2rnTGIt9gXpz2hG2s63OvYhOdahP21ZEYT7P-4l-iMB6iTFaaUGNj65AD2s8B0PKmuxWq-xDWhydY7YovLoGtsvTw9h6PFJCUlN46Arf0yZatdk-c/s1274/Screenshot_02.png

with some freelancer around pointing out the global mistakes they've made, bringing their
managerial skills and the results of spending money to the ground. A close example to you might
be Lehman Brothers who were warned about severe vulnerabilities in their economic risk
management model six months in advance before the collapse - warned by three enthusiastic
economist-mathematicians who got nothing but mocks from the fund.

But evolution cannot be stopped, fitting structures emerge in every environment, and so groups of
enthusiasts have emerged on the grounds of data negligence, eager to get paid honestly by
streamlining this chaos through public punishment. These methods of making money and pointing
out companies' mistakes may be controversial, and when you recall that we are talking about
billion-dollar corporations on the opposing side, it becomes clear why the RansomHouse team is so
important to engage in dialogue. That is what this project is all about - bringing conflicting parties
together, helping them to set up a dialogue and make informed, balanced decisions. The team
works hard to find a way out of even the most difficult situations and allow both parties to go
forward without changing rules as they go along. Incompetence and fuss is unacceptable when
dealing with such cases, which is exactly what happens most often. Here and now we are creating
a new culture and streamlining this industry.

Unfortunately, companies that refuse negotiations and reject reasonable arguments, companies
that are unwilling to pay for this kind of work - will face reputational and legal costs. In order to
highlight these cases we will not only disclose information on our website and official Telegram
channel but also attract the attention of journalists, public and third parties to the problem and do
everything needed to make the incident as public as possible. Information accessibility is one of the
foundations of a civilized society and a way for it to rise above itself and overcome social
challenges.

We are strictly against the suffering of any individuals who became victims of other people's
irresponsibility and leaks. To the best of our ability we help them by giving an opportunity to make a
request through our Official Telegram Channel and have their data package removed from the
shared set before it is published. The right to manage personal data is fulfilled here to the extent
possible in current circumstances.

KpaTtknn nepeBop (TonbKo croBa rpynnbl o "cebe"):

Hawa mucena

©RansomHouse — coobLiecTBo NpodeccrnoHanbHbIX NOCPEAHNKOB.

Mbl He MeeM HMKAKOro OTHOLLEHMUS K B3NIOMY, HE CO3[aeM M He UCMNofMb3yeM NporpamMmmbl-
BbIMOratenu. Hawa ocHoBHas uenb — CBECTU K MUHUMYMY yuiepO, KOTOPbIN MOXET OblTb HaHEeCEeH
CBsi3aHHbIM CcTOpoHaM. YneHbl RansomHouse npeanoynTaroT 34paBbiii CMbICIT, XOpoLlee
ynpaBneHne KOHMNIMKTaM1 U pasyMHble NeperoBopbl, YTOObI 4OOUTLCA BbINONHEHUSA 06a3aTensLCTB
KaXXgoWn CTOPOHbI, @ HE HEKOHCTPYKTUBHbIE apryMeHTbl. ATO HeobXxoaMMble U OCTaTOYHbIe
NPVHUMNbI, BegyLlne K MMPOBbIM COrMnaLlleHnsM, a UHOTAAa U K NocneayoLwemy NpoayKTUBHOMY U
OPY>KECKOMY COTPYAHUYECTBY.

*** K coxaneHuto, Yalle BCero pykoBoautenu NpeanodmnTatoT 3akpbiBaThb rnasa Ha
knbepbe3onacHOCTb, IKOHOMS BHOAXKET HA CBOMX COTPYAHMKaXxX nnn 6e3gyMHO TpaTsi OrPOMHbIE
CYMMBbI €eHer, YTO Hen3bexxHO NPUBOAMUT K YS3BUMOCTSIM.

Mbl cuntaem, 4TO BUHOBATLI HE Te, KTO HaLLen YS3BUMOCTb UMM OCYLLECTBUI B3/10M, a Te, KTO He
nosabotuncs o 6es3onacHoOCTV AOMKHLIM 06pasom. ***
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*k%

MO3TOMY Ha MOYBE XanaTHOro OTHOLLEHWS K JAaHHBbIM BO3HUKW FPyMnbl 3HTY31acTOB,
CTPEMSALLMXCSA YECTHO NMOMNy4nTb AEHbIM, YNOPSA0YMB 3TOT XaoC NOCPeACTBOM NyOnMyYHOro
HakasaHus. T MeToabl 3apabaTbiBaHNSA AEHEr U YKa3aHWsi Ha OLIMOKM KOMNaHui MOryT ObITb
CMOPHbIMK, @ Korga BCMOMUHAELLb, YTO peYb MAET O KOprnopauumsax Ha Munnvapabl 4ONNapoB Ha
NPOTUBOMOSIOXHOW CTOPOHE, CTAHOBUTCS NOHSATHO, Nodemy komaHae RansomHouse Tak BaXHO
BeCTu gnanor. IMeHHo Ansi aToro n npegHa3HadyeH 3TOT NPOEKT — CONMXeHNe KOHMIMKTYIOLLMX
CTOPOH, MOMOLLb UM B HanaxvBaHuy ananora n NPUHSATUN B3BELLEHHbIX, B3BELLEHHbIX pPEeLUEHUN.
*** 30ecb 1 cenvac Mbl CO34aeM HOBYIO KyNbTypy ¥ ONTUMU3MPYEM 3Ty OTpachb.

K coxaneHuto, KoMnaHumn, KOTopble OTKa3blBalOTCS OT NEPEroBopoOB M OTBEPraloT pasyMHble
A0BOAbI, KOMMAaHUKN, KOTOPbIE HE XenatoT NNaTUTb 3a Takyk paboTy, CTONKHYTCA C
penyTaunoHHBbIMY 1 IOPUANYECKMMUN U3AepXKKaMn. [INs ocBeLLEeHUs 3TUX Cry4yaeB Mbl byaem He
TONbKO packpbiBaTb MHPOPMaLMIO Ha HaleM canTe u ouumansHomM Telegram-kaHane, HO n
npvBneKaTb BHUMaHWE XypHanNucToB, OOLLECTBEHHOCTU 1 TPETLUX NKWL, K Npobneme n aenaTb BCe
Heobxoammoe, YTobbl MHUMAEHT Bbln MakcumanbHO Ny6nMyHbIM. ***

Mbl KaTeropnyeckn NpoTUB CTpadaHuii Nobbix NAL, CTaBLUNX XXepTBaMU Yy>XON
0e30TBETCTBEHHOCTU U yTEYEK. ***

CrtpaHuua "Rules"”

Termes of service

ConepxaHue:
Terms of service
1. Payment

1.1. A Bitcoin wallet will be provided to the customer directly in the chat room when the customer
is ready to pay;

1.2. One bitcoin must be transferred to payment wallet for verification first; the remaining amount
must be transferred after confirming the transaction from our side;
2. Participation of third-parties

2.1. Participation of police departments is prohibited;

2.2. Participation of FBI, CIA, NSA or other special agencies is prohibited;

2.3. Participation of third-party negotiators is prohibited;

2.4. Violation of clauses 2.1.-2.3. of "Terms of service" causes immediate termination of
negotiations and all reached agreements. In this case all the data the team has will be disclosed on
the website, Telegram channel and sent to all involved companies and individuals.
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3. Post-transaction guarantees

3.1. All uploaded information will be removed from the team's servers;

3.2. All posts/websites/pages etc. posted by the team and associated with the data leak will be
removed;

3.3. All backdoors exploited by the team will be removed;

3.4. Personal data will not be shared with third parties by the team;

3.5. A list of information security recommendations will be provided to the head of the company;

3.6. Decryption software, guidance and support will be provided if required;

3.7. Current vulnerabilities will never be used by the team for further attacks. In case new
vulnerabilities will be discovered, the company will be notified.

Kpatkuin nepeBoga;:

Ycnosusi o6cnyxuBaHus

1. Onnata

1.1. ButkonH-kowenek ByaeT AaH KNMEHTY NPSMO B YaTte, Koraa KNMeHT Oy4eT rotoB 3annaTuTb;
1.2. CHavana Hago nepeBecty 1 OGUTKOMH Ha KoLwenek Ansi NPOBEPKU; OCTaBLLYIOCA CYMMY HYXXHO
nepeBecTn Nocre NOATBEPXKAEHNSA TPaH3aKLMK C HaLLEeN CTOPOHbI;

2. YyacTue TpeTbux L

2.1. YyacTtume otaeneHunr nonmumm 3anpeLleHo;

2.2. Yyactue OBP, LUPY, AHB vnn gpyrux cnew,. areHTCTB 3anpeLLeHo;

2.3. YyacTtme CTOPOHHMX NePEroBOPLLNKOB 3anpeLLEHO;

2.4. HapyweHwue nyHkToB 2.1.-2.3. "Ycnosumn obcnyxueaHmsa" Brevet 3a cobon HemeaneHHoe
npekpaLleH1e neperoBopoB 1 BCEX JOCTUMHYTbIX JOrOBOPEHHOCTEN. B aToOM criyvyae Bce AaHHble,
KOTOpble eCTb Y KOMaHAbl, OyayT packpbITbl Ha cante, B Telegram-kaHane n oTnpaBreHbl BCEM
3anHTEpPECOBaHHbIM KOMMNaHMUSM U YaCTHbIM nLaMm.

3. MapaHTm nocne caenku

3.1. Bca 3arpyxeHHas nHgopmMauma byaeTt yaaneHa ¢ cepBepoB KOMaHAbl;

3.2. Bce coobuieHuns/Beb-canTbl/CTpaHuLbl U Np., pasMeLLeHHble KOMaHAOoM N CBA3aHHbIE C YTEYKON
OaHHbIX, OyayT yoaneHbl;

3.3. Bce 6akgopbl, ncnonbdyemble KOMaHaou, OyayT yaaneHsl;

3.4. lNepcoHanbHble AaHHble He ByayT nepeaaHbl KOMaHL4OW TPETbUM NMUaMm;

3.5. Cnuncok pekomeHaaumin No MHopmMmaLmoHHon 6esonacHocTn ByaeT npeaocTaBneH
PYKOBOAUTENO KOMMNaHUW;

3.6. NMpun HeoBxoanmocTn ByaeT npeaocTasneHa nporpaMmma ansa paclumdpoBKu, pyKOBOACTBO U
noaaepxKa;

3.7. Tekywime ya3BMMOCTM HMKOrAa He ByayT NCNonb3oBaHbl KOMaHAOW Ansa ganbHenwmnx atak. Mpu
0BHapy>XeHUNSA HOBbIX YA3BMMOCTEN KOMNaHus Byaet yBegomMneHa o6 3ToM.---

CrtpaHuua "FAQ"

12/22



FAQ

CognepxaHue:

FAQ

Can we cooperate with you?

We would be glad to find new contacts in this field. So if you want us to make your data available
on our website or participate in negotiations, you need to contact us using our Cooperation
Telegram Channel, we are open to it. Please keep in mind that we reserve the right to reject data
violating moral and ethical principles. If we find common ground, the team will then contact the
company and make negotiations for you. A further decision on data disclosure will be made
following the negotiations, so you will be notified. Important: if you are a member of an ultra-radical
group forbidden in some country, involved in extremism or espionage, any cooperation between us
is impossible. Your values are not the same as ours: we appreciate life, liberty, equal access to
information, democracy and non-violent methods of communication. Our team does not provide
data to any groups if we become aware of their extremist activities. We are not involved in politics
or religion.

Do you have special offers for journalists or reporters?

We highly respect the work of journalists and consider information accessibility to be our priority.
We have a special program for journalists which includes sharing information a few hours or even
days before it is officially published on our news website and Telegram channel: you would need to

go through a KYC procedure to apply. Journalists and reporters can contact us via our PR Telegram

channel with any questions.

| am (was) a client of a company found in your list and became a victim of their irresponsible
processing of my personal data and business secrets, what can | do?

First of all, we find it necessary to say we are sorry that you were affected by companies' negligent
attitude to the privacy and security of their customers' personal data. But there is a bright side,
because it gives you the opportunity to request compensation from such companies. Secondly, in
case the team decides to publish the data containing personal information, individuals can contact
us via our Official Telegram Channel or dedicated Telegram Channels referenced at company's
details profile with a removal request, in addition we will try to do this ourselves before making the
data public. So the team gives the opportunity to remove personal information from disclosure on
demand. This option is available if the company's status is marked as "Evidence". If the data is
already published, this option no longer applies. Depending on the amount of data available, up to
10,000 data sets will be removed following to the appeals received for each project. This will be
done at no cost to you, in addition we will provide your data set that you can use in a lawsuit to
compensate the damage caused to you.
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What can | do if my company is in your list?

If your company is on our list and its status is "Disclosed", all the data is already publicly available.
In case the company's status is "Evidence", you have an opportunity to avoid data disclosure: you
must contact our support team via Last chance Telegram Channel, go through KYC and get further
instructions. But you should realise that you don't have an opportunity to think long and hard about
whether to contact us or not. Status can always change to "Disclosed", but we will inform about it in
advance.

©RansomHouse

Kpatkuin nepeBog;

43B

MoxxeM N1 Mbl COTpyAHUYaTb C BaMn?

Mbl Bygem pagbl HOBbIM KOHTakTam B 3ToM obnacTtu. Moatomy, ecnu Bbl XOTUTE, 4TO6ObLI Mbl CAenanu
BalLM AaHHble AOCTYMHLIMWU Ha HaLLIeM canTe unv y4acTBoBanu B neperoBopax, Bam Hago
HanucaTb HaMm B Hawl Telegram-kanan... ... Mbl OCTaBfnsieM 3a cobor NpPaBo OTKMNOHATb AaHHbIE,
HapyLlaloLne MoparbHble U 3TUYEeCKMUe NpUHUMNbL. ECnn Mbl Haem TOYKM COMPUKOCHOBEHWS,
KOMaHJa CBSDKETCH C KOMMNaHWen n nposedeT neperoBopbl. PeleHne o packpbiTum AaHHbIX Byaet
NMPWUHATO MOCrie NeperoBopoB... BaXHO: ecriv Bbl YNeH 3anpeLueHHON ...ynsTpapagmkanbHou
rpynnMpoOBKX, 3aHNMAIOLLIENCH SKCTPEMU3MOM UIN LLUMUOHAXeM, COTPYOHNYECTBO MexXay Hamu
HEBO3MOXHO. Balum LeHHOCTM OTNNYAOTCA OT HaLUMX: Mbl LLIEHUM XM3Hb, CBOBOAY, paBHbIA 4OCTYN
K MHGopMaLmMKn, 4EMOKPATMIO U HEHACUNbCTBEHHbIE MeToAbl 06LeHns. Halwa komanaa He
npenocTaBnsAeT JaHHble Kaknm-nnbo rpynnam, ecrnv HaMm CTaHOBUTCH U3BECTHO 06 1X
9KCTPEMUCTCKON AeAaTeNnbHOCTU. Mbl He 3aHMMaeMcs NONNTUKON NI pernurmen.

EcTb nn y Bac cneumarnbHble NPeanoXeHns Ans XypHanucToB Unv penoptepoB?

Mbl 04eHb yBaXkaeM TPyA XXypPHaNuMCTOB U CHUTAEM OOCTYNHOCTb MHPOPMaLMK HALLUM
npuopuTETOM. Y Hac ecTb cneumansHasa nporpaMmma Ang XypHanucToB, KOTopas BKoYaeT B cebs
oBMeH MHpopMaumen 3a HECKOMNBbKO YacoB Unu Aaxe AHen 0o ee oduvumanbHon nybnvkaumm Ha
HallemM HOBOCTHOM canTe u B Telegram-kaHane: onga nogayun 3asBkM BaM HEOOXOANMMO NPONTU
npouenypy KYC. XypHanucTsl n penoptepbl MOryT cBA3aTbCA C Hamu Yepes Haw PR Telegram-
KaHar...

A aBnsatoch (ObIT) KNMMEHTOM KOMMNaHUM U3 BaLLEro Cnmncka 1 ctan XepTBon nx 6e30TBETCTBEHHOM
06paboTKM MOMX NNYHBIX OAHHbBIX 1 KOMMEPYECKOW TalHbI, YTO 1 MOry caenatb?

Mpexae Bcero... coxaneem 0 TOM, Y4TO Bbl NOCTpagany OT HEBGPEXHOro OTHOLLEHMS KOMMaHUI K
KOHMAeHUMansHOCTN 1 6€30NacHOCTM NepcoHarbHbIX AaHHbIX CBOUX KNMEHTOB. Ho ...aTo faer
BaM BO3MOXHOCTb TpeboBaTb KOMNEHcaumio... ... ecnv kKoMaHaa pewmuT onybnukoBaTb AaHHbIe,
cofepaliue JIMYHY0 nHopmMaumio, Man MOryT CBA3aTbCA C HaMM Yepes Hal ouumarnbHbIn
kaHan Telegram unu cneunansHble kaHanbl Telegram, ykasaHHble B Npodune KomnaHuu, ¢
3anpocoMm Ha yaanenue... ... OTa onuusa AOCTYMNHa, ecrnin cTaTyc KOMNaHUM OTMEYEH Kak
«[dokasaTtenbctBa». Ecnun gaHHble yxe onybnvkoBaHbl, 3TOT napameTp 6onbLue He NMPUMEHSETCA. ..
OTo 6yaet caenaHo 6ecnnartHo A4S Bac, KpOMe Toro, Mbl NPeAoCTaBMM Ball HAbop OaHHbIX,
KOTOPbIV Bbl CMOXETE MCMONb30BaTh B CyaebHOM npouecce Ans BO3MELLEHMS NPUYNHEHHOTO BaM
yuiepba.

YTto MHe genatb, eCnn MOsi KOMMNaHUs eCTb B BalleM crmcke?

Ecnu Bawa koMnaHusa ecTb B HalLEM CMUCKe U Y Hee cTaTyc «PackpbiTa, TO BCe JaHHble yxXe
HaxoOsATCs B OTKPbITOM AocTyne. B criyqae cratyca komnaHum «[JokasatenscrBo» y Bac eCTb
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BO3MOXHOCTb M30exaTb pasrnalleHns AaHHbIX: BAM Ha40 CBA3ATbCA C HaLen cnyx0om nogaepKkm
yepes Telegram-kaHan «lMocnegHui waHcy, npontn KYC 1 nonyyunTb AanbHENLLINE NHCTPYKLUMN.
Ho Bbl AOMKHbBI NOHMMATb, YTO Y BaC HET BO3MOXHOCTM OO 1 YNOPHO AymaTb, obpallaTbCa K Ham
unu Het. CtaTyc Bceraa MOXET U3MeHUTbCS Ha "PackpbIT", HO Mbl cOO6LLMM 06 3TOM 3apaHee.
©RansomHouse

BHumaHue! Pasnnumnsa c nepBbiM BapMaHTOM MOryT ObiTb ONyGnukoBaHbl B pasaene Ans
ODOHOBMEHUN, Nocrie OCHOBHOW CTaTbMW.

TexHn4yeckue getanu + 10C

KMcnonb3yemoe BpegoHocHoe MO MOoXeT pacnpoCTpaHsaTbCA NyTEM B3fioMa Yepes He3alULLEHHYIO
KoHpurypaumto RDP, ¢ nomoLbio email-cnama v BpegoHOCHbIX BMOXEHUN, 0OMaHHbIX 3arpy3okK,
OOTHETOB, 3KCMONTOB, BPELOHOCHOWN peknambl, BE6-MHXEKTOB, dhanbLUnBbIX OOHOBNEHW,
nepenakoBaHHbIX U 3apaXeHHbIX MHCTanNaTopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacrnpocTpaHeHns KpunToBbiMoraTenen" Ha BBOAHOW CTpaHuue bnora.

HyxHo Bcerga ncnonb3oBatb AKTYarnbHY aHTUBUPYCHYO 3awmTy!!!
Ecnu Bbl npeHebperaeTe KOMNNEKCHOW aHTUBUPYCHOW 3awmTon knacca Internet Security unum Total
Security, To xoTa 6bl AenanTe pe3epBHOE KONMpPOBaHME BaXKHbIX hannos no meroay. 3-2-1.

Cnucok TunoB annos, noaBepraroLwmnxcs WnpoBaHUIO:
3710 pokymeHTbl MS Office, OpenOffice, PDF, TekcToBble dhannbl, 6a3bl 4aHHbIX, doTorpadcun,
My3blKka, BUAEO, dhannbl 06pa3os, apxmBbl 1 Np.

®dannbl, cBA3aHHbIe ¢ 3TUM Ransomware:
<ransom_note>.txt - Ha3BaHWe danna nHANBMAYanNbLHON 3annCKK;
<random>.exe - YCITIOBHO€ Ha3BaHWe BPeAOHOCHOro hawnna.

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBA3aHHbIe ¢ 3TUM Ransomware:
CM. HVXe pe3ynbTaTbl aHanmsos.

MbloTekchbl:
CM. HmXe pesynbTaTbl aHaNM30B.
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CeTeBble NOAKIIOYEHUSA U CBA3U:
Telegram: ransom_house

Tor-URL: hxxx://xw7au5pnwtl6lozbsudkmyd32n6gnqdngitjdppybudan3x3pjgpmpid.onion

Email: -
BTC: -

8 httpsyitme

o Telegram

DEansomHouse

RansomHouse |

RansomHouse official channel l
1
|
o

e = e

Pe3ynbraTthl aHanusos:
IOC: VT, HA, IA, TG, AR, VMR, JSB

MD5: -

CTteneHb pacnpoCTpaHEHHOCTMW: HU3Kas.
WHopmauusa gononHsaertcs. MNMpucsinante obpasybl.

=== ACTOPUA CEMEW/CTBA === HISTORY OF FAMILY ===

=== BJ/IOK OBHOBJIEHUW === BLOCK OF UPDATES ===

Eweé He 66110 0OHOBEHMI 3TOrO BapuaHTa.

=== BJIOK CCbIJ1IOK n CNNACUBOK = BLOCK OF LINKS AND THANKS ===
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Read to links:

Message + Message + myMessage
Write-up, Topic of Support

*

~

-

Blg Thanks:
‘hanks
-

RakeshKrishi12
Andrew Ivanov (article author)

* k k

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.

Pipikaki

Pipikaki Ransomware

Pipikaki Doxware

(wudppoBanbLUUK-BbIMOraTenb) (MepBOUCTOYHUK)
Translation into English

OTOT KpMNTO-BbIMOraTenb WndpyeT aHHble BM3Hec-nosfib3oBaTenen ¢ NOMOLLbI KOMBUHaUUK
anroputmoB AES+RSA, a 3atem TpebyeT HanucaTtb Bbimoratensm B Skype, ICQ nnu Ha email,
4yTOObI BEpHYTL (hannbl. OpurmHanbHoe Ha3BaHue: Pipikaki. Ha cdanne HanncaHo: HeT AaHHbIX.

O6HapyxeHus:
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DrWeb ->
BitDefender ->
ESET-NOD32 ->
Kaspersky ->
Malwarebytes ->
Microsoft ->
Rising ->
Tencent ->
TrendMicro ->

© leHeanorusa: ??? >> Pipikaki

IDR IDENTIFIED

Cawnt "ID Ransomware" aT0 noka He ngeHTuuLmpyer.
UHdbopmauna ana naeHtudmkaumum

AKTMBHOCTb 3TOro Kpunto-BbiMoratensi Obina B koHue anpensa 2022 r. OpMeHTMpOBaH Ha
aHIMoA3bIYHbIX NOfb30BaTENen, MOXET PacnpPoOCTPaHATLCA NO BCEMY MUPY.

K 3awmndpoBaHHbIM harinam gobaensetca pacwmpenme: .[5391F333].@PIPIKAKI

B koHey koaga 3awmndpoBaHHoro ganna gobaenserca mapkep 5391F333MONSTER
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3anucka ¢ TpebosaHuem Bbikyna HasbiBaeTcss: WE CAN RECOVER YOUR DATA . .txt
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............

CopgepxaHue 3anuUcKu o BbiKyne:

Hello my dear friend

Unfortunately for you, a major IT security weakness left you open to attack, your files have been
encrypted

If you want to restore them,write to our skype - Pipikaki Decryption

Also you can write ICQ live chat which works 24/7 @PIPIKAKI

Install ICQ software on your PC https://icq.com/windows/ or on your mobile phone search in
Appstore / Google market ICQ

Write to our ICQ @PIPIKAKI https://icq.im/PIPIKAKI

If we not reply in 6 hours you can write to our mail but use it only if previous methods not working -
pipikaki@onionmail.org

Attention!

* Do not rename encrypted files.

* Do not try to decrypt your data using third party software, it may cause permanent data loss.

* We are always ready to cooperate and find the best way to solve your problem.

* The faster you write, the more favorable the conditions will be for you.

* Our company values its reputation. We give all guarantees of your files decryption,such as test
decryption some of them

We respect your time and waiting for respond from your side

tell your unique ID: 5391F333

Sensitive data on your system was DOWNLOADED.

If you DON'T WANT your sensitive data to be PUBLISHED you have to act quickly.

Data includes:

- Employees personal data, CVs, DL, SSN.

- Complete network map including credentials for local and remote services.

- Private financial information including: clients data, bills, budgets, annual reports, bank
statements.

- Manufacturing documents including: datagrams, schemas, drawings in solidworks format

- And more...

MNepeBoa 3anUCKN Ha PYCCKUN A3bIK:

MpwuBeT, Mmown goporoun Apyr

K coxaneHuto ons Bac, n3-3a cepbesHom ysa3BumocTtu B NT-6e3onacHOCTM Bbl OKa3anucb ya3BuMbl
Onsa atak, Bawm chansnbl 3amgpoBaHsbl.
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Ecnun xotnte nx BocctaHOBUTL, NULWIMTE B HaLW ckawnn - Pipikaki Decryption

Takke Bbl MOXeTe Hanucatb B oHnavH-4aT ICQ, koTopbin paboTtaet 24/7 @PIPIKAKI.
YctaHosuTte nporpammy ICQ Ha ceow MK https://icq.com/windows/ nnv Ha MOGunbHbIM TenedoH
nwmte B Appstore/Google market ICQ

Muwunte B Haw ICQ @PIPIKAKI https://icq.im/PIPIKAKI

Ecnn mbl He OTBETUM B TeYeHMe 6 YacoB, Bbl MOXETE HanMcaTb Ha Hally MOYTY, HO UCNOMb30BaTh
ee, TONbKO ecnu npeablaywmne cnocobbl He paboTatoT - pipikaki@onionmail.org

BHumaHme!

* He nepenmMeHoBLIBanTe 3aliMdpoBaHHble dhannbl.

* He nbiTantech pacwumgpoBaTb CBOW JAaHHbIE C MOMOLLbI CTOPOHHUX NPOrpamMMm, 3TO MOXET
npuBecTun K 6€3B803BpaTHON NOTEPE AAHHbIX.

* Mbl BCcerga rotoBbl K COTPYAHMYECTBY M HAMAEM fy4Llnin cnocob pelwmnTb Bally npobnemy.

* Yem BbicTpee Bbl HanuwweTe, TeM BbirogHee ByayT Ans Bac yCrnoBus.

* Hawa komnaHusa JOpOoXUT cBOen penyTaunen. Mbl fjaem BCce rapaHTum paclumgpoBKy BaLLMUX
¢hannos, B TOM YuUCe TeCTOBYIO PacLUMGPOBKY HEKOTOPLIX N3 HUX

Mbl yBaxkaem Balle BpeMsi 1 XAeM OTBETa C Ballel CTOPOHbI

coobumTe ceBor yHuKarnbHbIv ID: 5391F333

KoHdunaeHumanbHble gaHHble 13 Bawwen cucteme 6oinm CKAYAHDI.

Ecnu Bbl HE XOTUTE, 4Ttobbl Bawm koHdUaeHUManbHble gaHHble 6biim OMYBJIMKOBAHDI, Bbi
OOJSMKHbI AencTBOBaTh ObICTPO.

[aHHble BKMOYatoT:

- MepcoHanbHble gaHHble coTpyaHukos, CV, DL, SSN.

- MonHasa kapTa ceTu, BKNoYasa y4eTHble AaHHble ANA foKarnbHbIX U yaaneHHbIX cnyxo.

- YacTHas omHaHcoBas MHGopMauus, BKoYas: aHHbIe KITMEHTOB, cyeTa, BoaxeTbl, roqoBble
oT4yeTbl, BAHKOBCKNE BbINUCKN.

- MpownseBoacTBEHHAs 4OKYMEHTauus, B TOM YuUCre: AenTarpamMmmbl, CXeMbl, YepTEXM B dpopmarte
SolidWorks

- N Bonee...

BHumaHue! HoBble paclumpeHust, email n TeKCTbl O BbiKyne MOXHO HaWTW B KOHLe CTaTby, B
obHoBreHuax. MoryT 6bITb pasnnyns ¢ NnepBbIM BapUaHTOM.

TexHu4yeckue getanu + 10C

MoXeT pacnpoCcTpaHATbLCA NYTEM B3flOMa Yepes He3almLLeHHY0 KoHpurypauuto RDP, ¢ noMoLbto
email-cnama n BpeAoHOCHbIX BNOXEHUI, 0OMaHHbIX 3arpy3ok, 60THETOB, 9KCMONTOB,
BPEAOHOCHOM peknambl, BED-UHXEKTOB, (hanbLUMBbIX OOHOBEHMI, NepenakoBaHHbIX U
3apaxeHHbIX MHcTannsatopoB. CM. Takke "OCHOBHbIE CNOCOObLI pacnpoCcTpaHeHns
KpunToBbIMOraTenen" Ha BBOAHOW CTpaHuLe brora.
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Hy>xHO Bcerga ncnonb3oBaTb AKTYarnbHY0 aHTUBMPYCHYO 3awmnTy!!!
Ecnun Bbl npeHebperaeTe KOMNNEKCHON aHTUBUPYCHOW 3aLymTon knacca Internet Security unum Total
Security, To x0T 6bl AenanTe pe3epBHOE KONMPOBaHME BaXKHbIX hannos no meroay. 3-2-1.

Cnucok TunoB ¢hannoB, nogBepraroWmnxca WndpoBaHUIo:
3710 pokymeHTbl MS Office, OpenOffice, PDF, TekcToBble dhannbl, 6a3bl AaHHbIX, doTorpadun,
My3blka, BUAeO, hannbl 06pasos, apxmBbl 1 Mnp.

®dannbl, cBsA3aHHbIe ¢ 3TUM Ransomware:
WE CAN RECOVER YOUR DATA.txt - HasBaHue hbarina ¢ TpeboBaHMeEM BbIKYNa;
<random>.exe - cnyyYyanHoe Ha3BaHWe BPeOOHOCHOro hanna

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTtpa, cBA3aHHble ¢ 3TUM Ransomware:
CM. HUXKe pesynbTaTbl aHanv3os.

MbloTekchbl:
CM. HKe pesynbTaTbl aHaNn3oB.

CeTeBble NOAKIIOYEHUSA U CBA3U:
Skype: Pipikaki Decryption

ICQ: @PIPIKAKI

Email: pipikaki@onionmail.org

CM. Hmxe B OOHOBNEHMSX apyrmne agpeca  KOHTaKThbl.

Pe3ynkTaTthl aHanu3os:
IOC: VT, HA, IA, TG, AR, VMR, JSB

MD5: -

CrteneHb pacnpocTpaHEéHHOCTU: HU3Kas.
NHdopmauusa gononHsetcs. [Npuceinante obpasupbl.

=== ICTOPUA CEMEWNCTBA === HISTORY OF FAMILY ===
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=== BJ/IOK OBHOBJIEHUW === BLOCK OF UPDATES ===

Eweé He 6b110 0OHOBEHMI 3TOrO BapuaHTa.

=== BJIOK CCbIJ1IOK n CNNACUBOK = BLOCK OF LINKS AND THANKS ===

Read to links:

http://

myMessage + Message + Message
Write-up, Topic of Support, Topic of Support

*

“-g ) - Thanks:
Thanks

Andrew Ivanov (article author)

* k k

* k%

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.
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