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FCT Ransomware

(wunbpoBanbLKUK-BbIMOraTesib) (NepBOUCTOYHUK)
Translation into English

OTOT KpMNTO-BbIMOraTenb WMApPYET AaHHble Nonb3oBaTenen ¢ nomowbio AES, a 3atem
TpebyeT Bbikyn B # BTC, 4ToObl BEpHYTb (hannbl. OpurmHanbHOe Ha3BaHune

npoekta: FCT.pdb. Ha ucnonxHsemom caine HanucaHo: FCT.exe. Micnonb3yeTt 6ubnuoTeky
Crypto++.

O6HapyxeHuA:

DrWeb -> Trojan.Encoder.30905

BitDefender -> Gen:Variant.Johnnie.213073

ESET-NOD32 -> A Variant Of Win32/Filecoder.FCT.A
Kaspersky -> Trojan.Win32.Zudochka.dvw

Microsoft -> Trojan:Win32/Wacatac.C!ml

Tencent -> Win32.Trojan.Filecoder.Hqvv

Symantec -> ML.Attribute.HighConfidence, Trojan.Gen.MBT

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!
AV BeHpopam! XotuTte ObiTb B 3TOM CnMCKe perynsapHo nnun noebiwe? CoobwuTte mHe!

© NeHeanorus: BbIACHAETCH, ABHOE poAcTBO C KeM-TO He AO0Ka3aHo.
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https://id-ransomware.blogspot.com/2020/02/fct-ransomware.html
https://translate.google.ru/translate?hl=ru&tab=wT&sl=ru&tl=en&u=https%3A%2F%2Fid-ransomware.blogspot.com%2F2020%2F02%2Ffct-ransomware.html
https://www.symantec.com/security-center/writeup/2018-110508-4231-99
https://www.symantec.com/security-center/writeup/2014-042811-4408-99

RANSOM

N306pakeHne — norotmn ctatby

K 3awmndpoBaHHbIM dhaninam gobaensietcs paclumpenuve: .adv

OBl-mmane! HoBble pacwmnpeHus, email u TEKCTbI O BblKyNe MOXHO HalTh B KOHLE

cTtatbu, B 0OHOBMNEHUsAX. Tam MOryT ObITb pa3nnynga c nepBoHa4valribHbIM BapnaHTOM.

AKTUBHOCTb 9TOr0 KpUNTO-BbIMOraTesns npuwnacb Ha koHeu, sHBapst 2020 r. OpueHTnpoBaH
Ha aHrNos3bIYHbIX NOSb30BATENEN, YTO HE MELLAET PacnpoCTPaHATbL €ro N0 BCEMY MUPY.

3anucka ¢ TpeboBaHneM Bbikyna HasblBaeTcs: ***

Conep)KaHMe 3anUCKn O BblKyne:

*k%

MepeBoAa 3anUCKK Ha PYCCKUI A3bIK:

* %%
TexHun4yeckue getanu

PacnpocTtpaHsaetca kak aktmBaTtop anga Office (chann Activator_Office.exe) nnun oguH n3
komnoHeHToB KMSAuUto.

MoxeT pacnpocTpaHAaTbLCS NYTEM B3fioMa Yepes HesalumLeHHy koHdurypauuio RDP, ¢
nomoLLblo email-cnama n BpeAOHOCHbIX BIIOXeHW, 0OMaHHbIX 3arpy3ok, 60THETOB,
9KCNIONTOB, BPEAOHOCHOM peKnambl, BEB-UHXEKTOB, danbLUMBbIX OOHOBNEHUN,
nepenakoBaHHbIX N 3apaXéHHbIX MHCTannATopoB. CM. Takke "OCcHOBHbIE cnocobbI
pacnpocTpaHeHnsa KpuntoBbiMoraTenen" Ha BBOAHOW CTpaHuue bnora.

Ony(Ho BCeraa ucnonb3oBatb AKTyalbHY aHTUBMPYCHYH 3awmTy!!!

Ecnu Bbl npeHebperaete KOMMNNEKCHON aHTUBUPYCHOW 3alumTon knacca Internet Security nnm
Total Security, ToO x0Ta Obl AenanTe pe3epBHOE KONMPOBaAHNE BaXKHbIX dannoB No metoay. 3-
21.
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https://1.bp.blogspot.com/-pETpFvT958M/XjUrG7QpJZI/AAAAAAAARhs/op8cHMVYpj8Z-YPX-PCvxXN-L1bTRkT5QCLcBGAsYHQ/s1600/fct-logo.png
https://3.bp.blogspot.com/-g1khX78dPVo/WyNq6za-WMI/AAAAAAAAKz4/Jw7rid06qoAqXR3Q0hnbkblRfwOfN_ESgCLcBGAs/s1600/gen_info.png
https://www.virustotal.com/gui/file/f9b62c398d4c92c796ce65ecc3f1b00a12027ec7ffab9249abdb797128c528d3/detection
https://id-ransomware.blogspot.ru/2016/05/blog-post.html
https://3.bp.blogspot.com/-g1khX78dPVo/WyNq6za-WMI/AAAAAAAAKz4/Jw7rid06qoAqXR3Q0hnbkblRfwOfN_ESgCLcBGAs/s1600/gen_info.png
https://anti-ransomware.blogspot.com/2019/02/topical-protection.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html

Cnucok cannoBbix pacluMpeHui, nogBeprarowmxcs WwndpoBaHuUIo:
9710 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble thannbl, 6a3bl 4aHHbIX,

doTorpadun, Myabika, BUAeo, hannsl o6pa3os, apxmebl 1 Mp.

dPannbl, cBA3aHHbIe ¢ 3TUM Ransomware:

FCT.pdb - opurmHansHoe Ha3BaHWe NpoekTa

FCT.exe - opurMHanbHbIA UCNONHAEMbI dbann

<ransom_ note>.txt - Ha3BaHMe TeKCTOBOro gpamnna
<random>.exe - crly4anHoe Ha3BaHWe BpegoHOCHOro (hanna

PacnonoxeHus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
C:\Users\cdalv\source\repos\FCT\Release\FCT.pdb

3anucu peecTpa, cBA3aHHble ¢ 3TUM Ransomware:
CM. HWXKe pesynbTaTbl aHanmn3os.

CeTeBble NOAKITIOYEHUSA U CBS3MN:

Email:

BTC:

CM. HMXKe B OBHOBNEHUAX apYyrve agpeca 1 KOHTaKTbI.
CM. HWxe pesynbraTbl aHann3oB.

PesynbraTbl aHanu3os:

® Hybrid analysis >>

Y VirusTotal analysis >>
¥ Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W VirusBay samples >>

1 MalShare samples >>

& AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTpaHEHHOCTU: HU3Kas.
MonpobHble cBeaeHns cobupatotca perynapHo. Npuckinante obpasupl.

=== \CTOPUSA CEMEWNCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHW === BLOCK OF UPDATES ===
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https://www.hybrid-analysis.com/sample/3d0b6d8806c174027cc50dd4cd415268fd180f8964ae2bfce1cacf44ca82f660/5e370abcdfdc0332ec749156
https://www.virustotal.com/gui/file/3d0b6d8806c174027cc50dd4cd415268fd180f8964ae2bfce1cacf44ca82f660/detection
https://analyze.intezer.com/#/analyses/4e97ba2d-2182-44e1-9eb8-3140737d4ddb
https://app.any.run/tasks/0bafff87-e754-4189-b1be-56935ffad5a3/
https://www.vmray.com/analyses/3d0b6d8806c1/report/overview.html

Eweé He Gbino 06HOBNEHMI 3TOrO BapMaHTa.

=== BJIOK CCbIJTOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===

BHumaHue !

UNLOCK

dalinsl MOXHO gewndpoBaThb!
PekomeHAyl0 06paTUTbCA NO 3TONM CChiiKe K Malikay [xuanecnu >>

'“ihgnks Thanks::

e

Jirehlov, Michael Gillespie
Andrew Ivanov (author)

* % %

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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https://1.bp.blogspot.com/-eUDaWlGmgJQ/WZMKlrJUISI/AAAAAAAAGb4/pFWka_el0m4zNCp1sWRL4e57LzN5VXV1ACPcBGAYYCw/s1600/unlock3.png
https://twitter.com/demonslay335/status/1224383127436525570
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

