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TheCursedMurderer Ransomware

(wndppoBanbLMK-BbIMOraTesb) (NepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WMdpPYyeT AaHHble Nonb3osaTenen ¢ nomolwbio AES, a 3atem
Tpebyet Bbikyn B # BTC, 4T0Obl BEpHYTb (hannbl. OpurmHanbHOe Ha3BaHue:
The_Cursed_Murderer. Ha cbanne HanncaHo: AppGive.exe. HanucaH Ha s3bike
nporpammupoBaHua Python.

OOHapy>xeHus:

DrWeb -> Trojan.Encoder.30950

ALYac -> Trojan.Ransom.Python

BitDefender -> Trojan.Agent.ELBN

ESET-NOD32 -> Python/Filecoder.DA

Microsoft -> Trojan:Win32/Wacatac.C!ml

TrendMicro -> Ransom_Crypren.R002C0WB320

Symantec -> Trojan.Gen.MBT

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!
AV BeHgopam! XoTuTe ObiTb B 3TOM CNUCKE PErynsapHO unun nosbiwe? Coobwmnte mHe!

© NeHeanorus: BbIACHAETCSH, ABHOE poAcCTBO C KeM-TO He AO0Ka3aHO.
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N306pakeHne — norotmn ctatby
K 3awmndpoBaHHbIM dharinam gobaBnseTcs pacluMpeHune: .aes

BHumaHue! HoBble paclumpeHus, email n TeKCTbI O BblKyne MOXHO HanTU B KOHLEe

cTtatbu, B 0OHOBMNEHUsAX. Tam MOryT ObITb pa3nnynga c nepBoHa4valribHbIM BapnaHTOM.

AKTUBHOCTb 3TOro KpUNTO-BbIMOraTens npuwnack Ha Hadano aHeaps 2020 r. OpueHTupoBaH
Ha aHrMosA3bI4YHbIX MOSb30BaTENEN, YTO HE MeLLAET PacnpPOCTPaHATbL €ro No BCEMY MUPY.

3anucka ¢ TpeboBaHneM Bbikyna HasbiBaeTcs: instructions.txt

Al your fie are encrypted, DONTT TRY ANYTHING. You must paid me 1004 to this bitcomn address
Epelwrl3KnKINZBERMeBu 1dEZEC
e (21 [minutes) - 18 (hours) : 9 (days) ma)

denoweyouandisesyou it protonmail ch

antaining the key, the instructions and the deciphering file
If i s o Py VBT will b foreed to send your addness on darknst fanim

CopepxaHue 3anuckun o BbiKyne:

All your file are encrypted. DONT'T TRY ANYTHING. You must paid me 100$ to this bitcoin
address :

12DxeuYEpelLwrU3KnKZNzB6hmeBu1dE2bC.

You have 7 days (21 (minutes): 18 (hours): 9 (days) max).

As soon as you pay you just have to send an email to this address :
iknowyouandiseeyou@protonmail.ch

with a proof of payment, the code and this id : 12345

and | will send you a zip file containing the key, the instructions and the deciphering file.
If you do not pay in revenche, | will be forced to send your address on darknet forums.
The Cursed Murderer.

MNMepeBopn 3anMUCKM Ha PYCCKUM A3bIK:

Bce Bawm daiinbl 3awmdposaHsbl. HE MbITAUTEC. Bl AomkHbl 3annatuts Mie 100$ Ha
3TOT BUTKOMH-aapec:

12DxeuYEpeLwrU3KnKZNzB6hmeBu1dE2bC.
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Y Bac ectb 7 gHen (21 (MuHyT): 18 (4acoB): 9 (aHen) makc).

Kak Tonbko 3annatute, BaM HY)XXHO OTrpaBuTb email Ha aToT agpec:
iknowyouandiseeyou@protonmail.ch

C noaTBepXaeHMeM nnartexa, Kogom u atum id: 12345

1 A BbILMIO BaM zip-hann, cogepxallmim KoY, MHCTPYKUUN 1 pacluMdpoBaHHbIN doann.
Ecnu Bbl He 3annaTtuTte, g 6yay BbIHYXXOEH BbINOXUTb Ball aapec Ha bopymax JapKHeTa.
MpoknaTein ydunua.

Apyrum nHdopMaTopoMm KepTBbl BbICTYNaET N3obpaxkeHune, 3ameHsioLee obon Paboyero
cTona.

TexHU4YecKkue getanm

MoxeT pacrnpoCTpaHATLCA NYTEM B3fiOMa Yepes HesalmLLeHHY KoHdurypauuio RDP, ¢
nomoLbo email-cnama n BpegoHOCHbIX BNOXEHUA, 0OMaHHbIX 3arpy30k, 60THETOB,
9KCNIIONTOB, BPEAOHOCHOM peknambl, BEB-UHXEKTOB, dharbLUnBbIX OOHOBEHUN,
nepenakoBaHHbIX U 3apaXXEHHbIX MHCTanNaTopoB. CM. Takke "OCHOBHbIE cnocobbl
pacrnpoCcTpaHeHus KpunToBbiMoraTenen" Ha BBOAHOW CTpaHuue bnora.

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBUPYCHOW 3aLLmMTon knacca Internet Security nnu
Total Security, To x0T Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

» [1pu 3anycke HabnogaTCa OLWNOKN.
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Cnucok channoBbIX paclwmMpeHni, nogseprarowmxcs WwnpoBaHuio:
9710 gokymeHTbl MS Office, OpenOffice, PDF, TekcToBble thannbl, 6a3bl JaHHbIX,
doTorpadumn, My3blka, BUAe0, annbl 06pasoB, apxmBbl U Mp.

3awmndpoBaHHble haisbl NOMy4anT OPUrMHANbHY MKOHKY. Takor Npuem Mbl yxxe BUaenu

paHbLue B apyrom Rasomware. BoamoxHo, 4to TheCursedMurderer cBsi3daH ¢ npeablayLmm.
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dPannbl, cBsA3aHHbIe ¢ 3TUM Ransomware:

instructions.txt - Ha3BaHWe TekcToBOro channa

AppGive.exe

<random>.exe - criy4yanHoe Ha3BaHuWe BpegOHOCHOro (hanna

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBA3aHHbIE C 3TUM Ransomware:
CM. Huxe pes3ynbratbl aHalMM30B.

CeTeBble NOAKIHOYEHUA U CBA3N:

Email: iknowyouandiseeyou@protonmail.ch

BTC: 12DxeuYEpeLwrU3KnKZNzB6hmeBu1dE2bC

URL-cant gnsa 3arpy3kun nsobpaxenus: xxxx://image.noelshack.com/
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N306paxkeHne, ncnonb3oBaHHOE BbIMOraTensiMm He siBNAETCs opurmHanbHbeiM. OHO B3ATO C
caunTa, npegocTaesnstowero o6on B pasHoM paspeLleHun.

URL ¢ opurmHanbHbiM nsobpaxeHnem: xxxxs://www.wallpaperflare.com/sword-art-online-
sword-art-online-ii-death-gun-sword-art-online-wallpaper-zhnw

CM. HMXe B OOHOBNEHUSX apyrne agpeca U KOHTaKThbl.
CM. Huxe pesynbratbl aHarM30B.

PesynbraTbl aHann3oB:

® Hybrid analysis >>

Y VirusTotal analysis >>
4 Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W) VirusBay samples >>

"1 MalShare samples >>

8¢ AlienVault analysis >>
12] CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTpaHEHHOCTU: HU3Kas.
MoapobHble cBeaeHust cobupatotea perynsipHo. Npucbinante obpasupbl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHW/W === BLOCK OF UPDATES ===

Ewé He 6bino oOHOBNEHMIN 3TOr0 BapmnaHTa.

=== BJIOK CCbIJIOK n C[TACUBOK = BLOCK OF LINKS AND THANKS ===
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https://www.vmray.com/analyses/32594c189097/report/overview.html

Thanks:

Jirehlov, GrujaRS
Andrew Ivanov (author)

* % %

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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