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Tactic Technique ID =

Initial Access Exploit Public- T1190 ERNEEERY 7
Facing b DS A B
Application

Spearphishing T1193 wFTEL. RELIZA—ILTHY

Attachment A S B

Supply Chain T1195 HESMIL IR A~TEE X — )L % Brix

Compromise

Execution Exploitation for ~ T1203 Office R fh M55
Client Execution A~ EH

1/5


https://www.macnica.net/mpressioncss/feature_05.html/

Tactic Technique ID #H%

User Execution T1204 TA A REL. REEICETIY
2

Command-Line T1059 7 71 IVEIERD Tz Zbat % e Ef

Interface

Service Execution T1035 H—ER & L THE)

Rundll32 T1085 DLLOBEFRRATIZ

Persistence New Service T1050 T—EREER

DLL Search Order T1038 E3R 7 714 ILHME ) DLLE [F] L £ HI

Hijacking (2L, A—=7#4ILRIZRE

Logon Scripts T1037 OJ74 U RICEERITIND L ) (I
L MY AEM

Registry Run Keys /  T1060 BAMSEREMZICEBETIND

Startup Folder SZLCRMEMRR— T
v7TFaL o M)icaE—

Defense Evasion Binary Padding T1009 FOwv 7943577

1 ILDREXR

Deobfuscate/Decode T1140 FAKNEBD LT % Bc it L THed

Files or Information B3 A A B

Code Signing T1116 HERL-ZLA5tS

Disabling Security T1089 ToFIA I ARG AEIE

Tools

Software Packing T1045 B/ Sy A= A FIB

Process Hollowing T1093 svchost.exe&icE), 12T o
3

File Deletion T1107 FEWEH 127 71 ILABIR

Hidden Files and T1158 KOw 7927 71 ILIZEEL BMHR

Directories E

DLL Side-Loading T1073 DLL(¥/L7 = 7)A0— N9 BIER
EXEx&HETHRE

Credential Access Credential T1003 Mimikatz % {§

Dumping
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Tactic Technique ID H%

Discovery System T1082 dra~v> KT/ 7
Information A IR
Discovery

Account Discovery T1087 netuser 7> N C1—H%4RA&

Network Share T1135 net share, net view I > N TR%E

Discovery

System Network T1049 netstat a7 KTl E— F TR

Connection Ny TEERER

Discovery

Process Discovery ~ T1057 tasklist 37> N TIR&

Lateral Movement Windows Admin  T1077 B KIZPsExec
Shares A1EA

Remote File Copy T1105 DatperENDRAT A (L, B HE R~

TJrAIITy7O—FIXYy 00—
F&1T9

Collection Data from Local T1005 cmd A {F L VR
System aOEHR A INE
Command And Commonly Used T1043 80, 4434158

Control

Port

Custom T1024 AES, RC4, XORZ: A {F L \BFS1L,

Cryptographic

Protocol

Data Encoding T1132 baseb4 A {FLNB{E45 T O— K

Data Obfuscation T1001 TILY T THNEDIAFNI-ERT 7
1ILEX7O—F

Standard Application T1071 HTTP, HTTPSTTC&CH—/\ ¥ JB1{5

Layer Protocol

Standard T1032 RC4, AESTHTTPRE{ET— X 4I5S

Cryptographic 1,

Protocol

Web Service T1102 ERY A FaREA L. C&CH—/N
ELTER

Exfiltration Exfiltration Over  T1041

Command and
Control Channel

RATA{#L\, C&C
Y=/ \~\T 71l
A7y 70—
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Tactic Technique ID %

Data Compressed T1002 zip, makecabd v N C7 71 /L &
[E4

%2 MITRE ATT&CK Technique
FFEDT I =7, BHTEZCBALEREERLANRVEZEZTLHHDTY.

PAFTick(ZBIET 510 T 44 —X(d. KEVRBEEML R— MIFEINTWBENDTIA, 12T
v NRRE., MINICTTEATATUEE Z AR CaedE L £,

AF15—=4R 47T %
a04d2668b1853051dd5db78721b7deae7490dbd60cef96d55cc91ff8c5d4730d SHA256 XXMM

d91894e366bb1a8362f62c243b8d6e4055a465a7f59327089fa04 1fe8e65ce30  SHA256 Datper

706a6833b4204a89455f14387dbfc4903d18134c4e37¢c184644df48009bc5419  SHA256 Datper

fdd4a4b3d56217579f4cd11df65cf4bd4c60cacd28aa649d93227604fbb8b49e SHA256 Exploit
010157,

569ceec6ff588ef343d6¢cb667acf0379b8bc2d510eda11416a9d3589ff184189 SHA256 Datper

e38d3a7a86a72517b6ebea89cfd312db0f433385a33d87f2ec8bf83a62396bb3  SHA256 Datper

6530f94ac6d5b7b1dabb881aeb5df078fcc3ebffd3e2bal37585a37b881cde7d3 SHA256 Datper

569ceec6f588ef343d6¢cb667acf0379b8bc2d510eda11416a9d3589ff184189 SHA256 Datper

0542ecabb7654c6fd6fcae12fe75f266df153746492462f7832728d92a5890 SHA256 RAT Loader

d705734d64b5e8d61687db797d7ad3211e99e4160c30ba209931188f15ced451 SHA256 RAT Loader

3f5a5819d3fe0860e688a08c1ad1af7208fe73fd9b577a7f16bcebf2426fbdaf SHA256 RAT Loader

911fbd95e39db95dbfa36ff05d7f55fc84686bbe0537 3fc2f351eb76a15d9d74 SHA256 Downloader

337d610ebcc9c0834124f3215e0fe3dabd7efebb14fa4d829d5fc698deca227d SHA256 Downloader

706a6833b4204a89455f14387dbfc4903d18134c4e37¢184644df48009bc5419  SHA256 Downloader

58b06982¢19f595e51f0dc5531f6d60e6b55f775fale1b12ffd89d7 1ce896688 SHA256 Downloader

1fdd9bd494776e72837b76da13021ad4c1b3a47c8a49cal6b41dab0982a47c7e SHA256 Dropped
Word
Plugin DLL

fb0d86dd4ed621b67dced1665b5db576247a10d43b40752¢c1236be783ac11049 SHA256 Downloader

d1307937bd2397d92bb200b29eeaace562b10474f19f0013335e37a80265be6 =~ SHA256 Downloader

32dbfc069a687 1b2f6cc54484c86b21e2f13956e3666d08077afa97d410185d2 SHA256 Downloader

80ffaea12a5ffb502d6ce110e251024e7ac517025bf95daad9e6eabddd0c7d5b SHA256 down_new
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Al Coa 817 %
ec052815b350fc5b5a3873add2b1e14e2c153cd78a4f3cc16d52075db3f47f49 SHA256 \I/Qe;_?_ion
http://www[.]Jcheapraybanoutletonline[.Jcom/fooler.php Cc2 XXMM
http://www/[.]<redacted>[.]co[.]jp/halftime/other/goods.php C2 Datper
www[.]Jaromatictree[.]co[.]kr C2 Datper
http://211.233.81[.]242/hp.php C2 Datper
robot[.]softsrobot[.Jcom:443 C2 RAT Loader
www[.Jruninngboys[.Jcom:443 Cc2 RAT Loader
dns[.]safedexperiences[.Jcom C2 RAT Loader
google[.]safedexperiences[.Jcom C2 RAT Loader
webl.]birthhappiness[.Jcom C2 RAT Loader
www[.]birthhappiness[.Jcom C2 RAT Loader
www([.]efficitivesubject[.Jcom Cc2 RAT Loader
www[.]Jkorlearn[.Jcom Cc2 RAT Loader
www[.Jminiiants[.Jcom Cc2 RAT Loader
www(.]safedexperiences|.Jcom Cc2 RAT Loader
dndns8866[.Jcom C2 RAT Loader
efficitivesubjectapp[.Jcom C2 RAT Loader
korlearn2030[.Jcom C2 RAT Loader
Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.0; SV1) User- XXMM
Agent
Mozilla/5.0 (Windows NT 6.1; WOW®64; Trident/7.0; rv:11.0) like Gecko User- Datper
Agent

d4fy3ykdk2ddssr Mutex Datper

3 JREME®R (10C)

KB & )L — 7 BlackTechX°Emdivi DTTP(F Facl 7R— MZEEE L THY T DT, TSR T a0,
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