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CryptoPatronum Ransomware

(wundpoBanbLKUK-BbIMOratesb) (NepBOUCTOYHMUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WMAPYET AaHHble Nonb3oBaTenen ¢ nomoLbio AES-256 (pexnm
CBC), a 3atem TpebyeT Bblkyn B # BTC nnun ETH, 4tobbl BepHyTb tharnnbl. OpurmHanbHoe
Ha3BaHMWe: B 3anucke He ykasaHo. Ha danne HanucaHo: crsss.exe. ®anblu-KonupanT:
Microsoft.

O6HapyxeHuA:

DrWeb -> Trojan.Encoder.30847

BitDefender -> Generic.Ransom.Hiddentear.A.BAAECAB7

Avira (no cloud) -> TR/Ransom.royka

ESET-NOD32 -> A Variant Of MSIL/Filecoder.FU

McAfee -> RDN/Ransom

Symantec -> Downloader, Trojan.Gen.MBT

Tencent -> Win32.Trojan.Generic.Wnck

TrendMicro -> Ransom_Ryzerlo.R0O02CODAR20

Microsoft -> Ransom:MSIL/Ryzerlo.A

Rising -> Ransom.Ryzerlo!8.782 (CLOUD)

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!
AV BeHaopam! XoTuTte ObiTb B 3TOM CNMCKe perynsapHo nnu nosbiwe? CoobwmuTte mHe!

© lNeHeanorusa: HiddenTear + ? >> CryptoPatronum
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N306paxeHne — norotmn ctatby

K sawmndpoBaHHbIM dharinam gobaBnsaeTcs paclunpeHmne: .enc

dPaKTMYECKM NCNOoNb3yeTCs COCTaBHOE pacLUMpPEHNE:
.cryptopatronum@protonmail.com.enc

el b £ rypd cpalionumi@ protcama il o e
et fut cryptopatronumBprotonmel.comen

Tt it cryptopatronumiEprotonmael.comuendc

BHumaHue! HoBble paclumpeHnusi, email U TEKCTbl O BbIKYNe MOXHO HanuTW B KOHLE

cTatbi, B OOHOBNEHMUSX. Tam MOryT ObITb pa3nnyna c nepBoHa4valibHbIM BapnaHTOM.

AKTUBHOCTb 3TOro KpUNTO-BbIMOraTens npuLiriacb Ha BTOpyo nonosuHy siueaps 2020 .
OpureHTUpoBaH Ha aHrMosA3bl4HbIX NOMb30BaTENEN, YTO HE MeLLaeT PacnpoCTPaHATb ero rno
BCEMY MUPY.

3anucka ¢ TpeboBaHnem Bbikyna HasbiBaetca: HOW TO RECOVER ENCRYPTED FILES.txt

3anuncka B Notepad++
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3anucka B bnokHote Windows

CopepxaHue 3anucku o BbiKyne:
Your files are now encrypted!
Your personal identifier:
J50570VJECXMK729NNS53TDRNA1VPOOHBPCMBY SVV*** [Bcero 128 3HakoB]
All your files have been encrypted due to a security problem with your PC.
Now you should send us email with your personal identifier.
This email will be as confirmation you are ready to pay for decryption key.
You have to pay for decryption in Bitcoins. The price depends on how fast you write to us.
After payment we will send you the decryption tool that will decrypt all your files.
Contact us using this email address: cryptopatronum@protonmail.com
Free decryption as guarantee!
Before paying you can send us up to 3 files for free decryption.
The total size of files must be less than 10Mb (non archived), and files should not contain
valuable information (databases, backups, large excel sheets, etc.).
For decrypt all of files you must transfer 1 (one) BTC or 50 (fifty) ETH to this requisites:
Bitcoin address: 17mriroop9nWyNT8hoHS1XodEucBm9AgMq
Ethereum address: 0xD994268684e694C81C8C7214E4fc4Ca792AD4B3A
You should provide payment details(payment time, payment address or transaction link
(https://www.blockchain.com)) via email
How to obtain Bitcoins, Ethereum?

* The easiest way to buy bitcoins is cex.io and coinbase.com sites. You have to register,
click

'‘Buy bitcoins', and select the payment method:
https://cex.io/cards/

https://www.coinbase.com/buy-bitcoin

* Also you can buy bitcoins on Binex:  https://www.binance.com/en/buy-sell-crypto

* Also you can find other places to buy Bitcoins and beginners guide here:

http://www.coindesk.com/information/how-can-i-buy-bitcoins
Attention!
* Do not rename encrypted files.

* Do not try to decrypt your data using third party software, it may cause permanent data

loss.
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* Decryption of your files with the help of third parties may cause increased price
(they add their fee to our) or you can become a victim of a scam.

MNMepeBopn 3aNMUCKM Ha PyCCKUM A3bIK:
Bawwu dannel Tenepb 3awmdposBaHbl!
Baw nuyHbIN naeHTnukaTop:
J50570VJECXMK729NNS3TDRNA1VPOOHBPCMBY SVV*** [Bcero 128 3HakoB]
Bce Bawm dannbl 6binum 3awmgpoBaHbl n3-3a npobnem ¢ 6esonacHocTbio Bawero [MK.
Tenepb Bbl 4OMKHbI OTNPABUTb HAM MUCbMO C BalUM fIMYHBbIM MAEHTUUKATOPOM.
OT0 nNMcbMo ByaeT noaTBEPXXAEHNEM TOrO, YTO Bbl FOTOBbI 3annaTuUTb 3a KoY
pacwmnppoBKu.
Bbl OMKHBI 3annaTuTb 3a pacmdpoBky B GButkomnHax. LleHa 3aBncuT oT Toro, Kak bbIcTpo
Bbl HANULLWTE HaM.
[Mocne onnaTtbl Mbl BbILLIEM BaM MHCTPYMEHT AelundpoBaHnA, KOTOPbIW paclumdpyeT Bce
Bawu hannol.
Cesbkntecb ¢ Hamu, Ucnonb3ysa aToT agpec email: cryptopatronum@protonmail.com
BecnnartHas pacwmngpoBka kak rapaHTus!
lMepen onnaTton Bbl MOXETE OTNPaBUTb Ham 4o 3 hannos ana GecnnaTtHom pacluMdpPOBKU.
O6Lwwnn pasmep hannos gormkeH obiTb He 6bonee 10 MbB (He B apxuBe), 1 annbl HE AOMKHbI
cofepxaTb LeHHY nHopMaumio (6asbl 4aHHbIX, pe3epBHble Konuu, bonbluve Tabnuubl
Excelun T a.).
Ansa pacwmndpoBkm Bcex dannos Bbl 4ormkHbI nepegatb 1 (oamH) BTC wunn 50 (natbgecar)
ETH no cnegyowmnm peksnantam:
Appec Bitcoin: 17mriroop9nWyNT8hoHS1XodEucBm9AgMq
Appec Ethereum: 0xD994268684e694C81C8C7214E4fc4Ca792AD4B3A
Bbl 4OMKHBI NPefoCTaBUTb PEKBU3NTDI NMaTexa (BpemMsi onnaTtbl, agpec nnatexa nnm
ccbinka Ha TpaHsakumio (https://www.blockchain.com)) no email
Kak nonyyntb 6utkonHbl, Ethereum?

* Cambl npocTon cnocob Kynutb BUTKONHBI - CanTbl CEX.i0 U coinbase.com. Bbl OMKHbI
3aperncTpupoBaTbCs, HAXMUTE

«Kynntb GuTKOMHBI» 1 BbIGpaTh cnocob onnaTbl:
https://cex.io/cards/

https://www.coinbase.com/buy-bitcoin

* Takke Bbl MOXETE KynuTb OMTKOMHBLI Ha Binex: https://www.binance.com/en/buy-sell-
crypto

* Takke Bbl MOXETE HaUTK Apyrne MecTa, YTobbl KynuTb BUTKOMHBI U PYKOBOACTBO 414
HaYMHaKLWNX 30EeCh:

http://www.coindesk.com/information/how-can-i-buy-bitcoins

BHumaHwue!

* He nepenmeHoBbIBanTe 3aumngpoBaHHble hansnbl.

* He nblTanTech pacwumngpoBaTth Bally JaHHblE C MOMOLLbIO CTOPOHHUX NMPOrpaMm, 310
MOXET NpMBECTU K HeobpaTMMon NoTepe AaHHbIX.
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* PacwmpoBka Balmx qamnnos C NOMOLLbI TPETbUX NNL, MOXET NMPUBECTU K NOBbILLEHUIO
LeHbl (OHM JoBaBnAKT CBOM rOHOPAap K HawweMy), Unv Bbl MOXETE CTaTb XXepTBOM
MOLLEHHMYECTBA.

TexHn4yeckue getanu

MoxxeT pacnpocTpaHATbCA NyTEM B3rioMa Yepes HesallmLLeHHYo KoHdurypauuio RDP, ¢
nomoLbo email-cnama n BpegoHOCHbIX BNOXEHUA, 0OMaHHbIX 3arpy30k, 60THETOB,
3KCNNOMTOB, BPEOOHOCHOW peKknamMbl, BE6-MHXEKTOB, (hanbLlUMBbIX OOHOBNEHUN,
nepenaxkoBaHHbIX N 3apaXXEHHbIX MHCTaNNATopoB. CM. Takke "OCHOBHbIE CNOCOObLI
pacrnpoCcTpaHeHus KpunToBbiMoraTenen" Ha BBOAHOW CTpaHuue bnora.

OHy)KHO BCeraa Mcrnonb3oBaTh AKTYanbHY aHTUBUPYCHYH 3awwmTy!!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBUPYCHOW 3alLmMTon knacca Internet Security nnu
Total Security, To x0T Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB no metoay. 3-
21.

» WNcnonb3oaHne RNG (Random Number Generator, l'eHepaTop CrnyvanHbix Yucen)
no3BoNsAET caenartb WnpoBaHNe yCTONYMBLIM K nepebopy.

» [lecTpyKTMBHbIE AeNCTBUSA (yoaneHne TeHeBbIX KonNun gannos, 3aBepLueHne paboTbl
Microsoft SQL Server, nporpamm 1C:lMpeanpuatne 8 u TeamViewer):

vssadmin.exe delete shadows /all /quiet

taskkill.exe /f /im 1cv8.exe

net.exe stop mssqlserver /y (PID: 3360)

net1.exe %WINDIR%\system32\net1 stop mssqlserver /y

net.exe stop TeamViewer /y (PID: 3276)

net1.exe %WINDIR%\system32\net1 stop TeamViewer /y

Cnucok channoBbIX paclwmMpeHni, nogBeprarowmxcs W poBaHnio:

.aes, .arc, .asc, .asf, .asm, .asp, .avi, .bak, .omp, .brd, .cfg, .cgm, .class, .cmd, .conf, .cpp,
.crt, .csr, .csy, .dbf, .dbm, .dch, .dif, .dip, .djv, .djvu, .doc, .docb, .docm, .docx, .dot, .dotm,
dotx, .fla, .flv, .frm, .gif, .gpg, .hwp, .ibd, .ini, .jar, .java, .jpeg, .jpg, .key, .lay, .lay6, .Idf, .max,
.mdb, .mdf, .mid, .mkv, .mml, .mov, .mpeg, .mpg, .ms11, .myd, .myi, .nef, .odb, .odg, .odp,
.0ds, .odt, .otg, .otp, .ots, .ott, .paq, .pas, .pdf, .pem, .php, .png, .pot, .potm, .potx, .ppam,
.PPS, .ppsm, .ppsx, .ppt, .pptm, .pptx, .psd, .qcow2, .rar, .raw, .rtf, .sch, .sldm, .sldx, .slk, .sql,
.sqlite33, .sqlitedb, .stc, .std, .sti, .stw, .svg, .swf, .sxc, .sxd, .sxi, .sxm, .sxw, .Sys, .tar,
tar.bz2, .tbk, .tgz, .tif, .tiff, .txt, .uop, .uot, .vbs, .vdi, .vhd, .vhdx, .vim, .vmdk, .vmx, .vob, .wav,
.Wwks, .wma, .wmvy, .xlc, .xIm, .xls, .xIsb, .xIsm, .xlIsx, .xlt, .xItm, .xlItx, .xIlw, .xml, .zip (144
pacLumpeHust)
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OT10 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble ¢hannbl, 6a3bl AaHHbIX,
doTorpadumn, Mysbika, BUaeo, annsl o6pasos, apxmebl 1 Np., 1 dannsl wallet.dat

dannbl, cBA3aHHbIe ¢ 3TMM Ransomware:

HOW TO RECOVER ENCRYPTED FILES.txt - HazBaHue 3annckn o0 BbIKyne
crsss.exe

<random>.exe - criyManHoe Ha3BaHue BpegoHOCHOro canna

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBsi3aHHbIe ¢ 3TUM Ransomware:
CM. HMXe pesynbTaTbl aHanmn3os.

CeTeBble NOAKITHOYEHUSA U CBA3M:

URLs: archivecaslytosk.darknet.to <- https://www.inwx.de/
hcwyobSrfapkytajg.darknet.to

xfmro77i3lixucja.darknet.to

torrentzwealmisr.darknet.to
v4u3zio7rhmgkzzk5jvekgojl6an3dthyxzapy3zhdhhaelnj6iicfqd.darknet.to/sk.php
<random>.darknet.to

Email: cryptopatronum@protonmail.com

BTC: 17mriroop9nWyNT8hoHS1XodEucBm9AgMq

ETH: 0xD994268684e694C81C8C7214E4fc4Ca792AD4B3A
CM. HMXKe B OBHOBNEHUSAX apYyrMe agpeca n KOHTaKThbI.

CM. HWKe pesynbraTbl aHann3oB.

PesynbraTbl aHanu3os:

® Hybrid analysis >>

Y VirusTotal analysis >>
¥ Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W VirusBay samples >>

1 MalShare samples >>

& AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTpaHEHHOCTU: HU3Kas.
MonpobHble cBeaeHns cobupatotca perynapHo. Npuckinante obpasupl.
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https://www.hybrid-analysis.com/sample/458ad7362cfb6980b9e7eb19ab83ddc6d261bf6b057f1892267dd55c656e9686/5e300a81b68ad1162216c74b
https://www.virustotal.com/gui/file/458ad7362cfb6980b9e7eb19ab83ddc6d261bf6b057f1892267dd55c656e9686/detection
https://analyze.intezer.com/#/analyses/f64e97a5-aa0c-46b5-814a-c0cd05d85c17
https://app.any.run/tasks/0d648e7d-2205-4784-8358-c87d002fcb01/
https://www.vmray.com/analyses/458ad7362cfb/report/overview.html

=== |ACTOPUA CEMEWCTBA === HISTORY OF FAMILY

=== BJIOK OBHOBJIEHMW === BLOCK OF UPDATES

Eweé He ObINno obHOBNEHMI 3TOrO BapmaHTa.

=== BJIOK CCbIJTOK n CITACUBOK = BLOCK OF LINKS AND THANKS

http’ Read to links:

Tweet on Twitter: myTweet
ID Ransomware (ID as CryptoPatronum)
Write-up, Topic of Support

Thanks:

Andrew Ivanov (author), Alex Svirid

* % %

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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