APT27 ZxShell RootKit module updates

7 lab52.io/blog/apt27-rootkit-updates/

Within the toolset of the different APT groups, one of the most interesting elements and the
one that generally worries the most, are their capabilities in Ring0, generally RootKit/Bootkit

type threats that act with the maximum level of privileges.

An example of this type of threats is the RootKit module of ZxShell RAT used by Emissary
Panda (APT27), of which there is a relatively recent sample (Uploaded to Virustotal since

2019-09-21 17:59:39) that is also correctly signed, so it can be loaded in the latest version of

Windows 10 and is perfectly functional as far as we have been able to check.

Driver loaded:
RuleMame:
UtcTirme: 2020-01-09 08:15:15.213

Signed: true
Signature: Microsoft Windows
SignatureStatus: Valid

Imageloaded: C\Windows\System32\driversiautochk.sys
Hashes: SHA1=CE52808FBF36A1F02CE0C313C689115212459717

Sysmon DriverLoaded event

A complete analysis of this threat can be found made by the analyst Ori Damari (@0xrepnz)
in his blog (https://repnz.github.io/posts/autochk-rootkit-analysis/). After analyzing this threat

and describing its capabilities, he has rewritten the source code from a sample of this threat
uploaded in 2018 to Virustotal, and published it in GitHub, which greatly facilitates the
analysis of newer versions. As he describes in his blog, the capabilities of this Rootkit are

basically the following:

File Redirection — Redirect malicious files to benign files. If you try to call CreateFile()

to open a malicious file you'll get a handle to a benign file.
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Network Connection Hiding — Hide network connections from tools like
netstat,proceshacker...

We found interesting to analyze the differences between the 2018 version and the most
recent 2019 version in order to try to identify new capabilities or changes in its capabilities.
After comparing both samples using the GitHub source code, we have been able to see that
most of the functions are identical, except for 5 of them (including the Driver’s entrypoint):

Line Address Name Address 2 Name 2 Ratio BBlocks1 BBlocks 2 Description

Line Address Mame Address 2 Mame 2 Ratic BBlecks1l BBlocks2 Description
0 0 08 5| 0 68 16 17 Perfect match, s

DriverEntry C DriverEntry [}

FsPutRedirectorHook 00011d3c FsPutRedirectorHook 0.590 23 21

Different functions

After analyzing the differences between this 5 funtcions, we have been able to observe that
all the changes are focused on avoiding detections by slightly “obfuscating” some I0Cs
hardcoded as strings and code modification without impact in the capabilities on the driver...

In total, there are three notable changes between the two versions:

The first one basically consists in that they have reversed the list of strings that identify
the files that the Driver hides by default when it is loaded:
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WWWINDOWS\\System32Y\DRIVERS \fitMar .sys
WwINDOWS\System32Y\DRIVER S \autochk. sys

windows\\System32\\ehlwapi.dil

WWwindows\\System32\\odbowg32.cpl

Ywindows\\System32Y\c_21268.nls
Wwindows\\System32\\diconfa. cpl
Wwindows\\System32\mekra1.dll
Wwindows\\System32\WPINTLGMT . dll
Wwindows\\System32\\chrsben.ime
Vwindows\\System32\\bitsprx.ime
Wwindows\\System32\WWC_1950.MLS

Wwindows\\System32\\C_26549.NLS

YWwindows\\System32\\chrsben.dll

Wwindows\\System32\\mfic 100usx. dil

Wwindows\\System32\wlanseo.dl

Wwindows\\System32\\KBDDWSKY .DLL

windows\\System32\imseo2 Lime
YWwindows\\System32\\midiapi.dll
Wwindows\\System32\\mfc 120du.dil

Wwindows\\System32\wbem \Noadperf.dil

Ywindows\\System32\\audiosrc. dil
Wwindows\\System32\\bootred.dll
windows\\System32\\cryptdns.dil
Wwindows\\System32\\ceryptbios. dil
WWwindows\\System32\\dhcpesved. dll
Ywindows\\System32\jscsiapi.dl
Wwindows\\System32\keyzip. dil
WWwindows\\System32\\odbecx32.dll
Ywindows\\System32\\samiib32. dll
Wwindows\\System32\\sgincc11.dll
Wwindows\\System32\\shizapi.dll
Wwindows\\System32\\ehlyapi.dl
Wwindows\\System32\\prnfsdk. dil
Ywindows\\System32\\AudioSdk.dll
windows\\System32\\stdola32.dll

Old and New list of file names
At code level, the impact this has had is that the function that redirects these files, now uses
the “wcrev” function that flips the strings before passing them to the function that hides the

files:

FahddfileRedizection(v?, L*\\WINDOWS\\Syscem3Z\\DRIVERS\\f1cMgz aya™);

ve = 0164;
do
i

w3 = ¢{_WORD *) (v * ¥ + 73320);

Ser[vE] = wi;
has-H

i 18
I'Mwmin(va. (unsigned __intlé *)evi0é): 139
do n
i Fi3

vi2 = +{_WORD *)(vil * 2 + 78384);
Scrlvll] = wii;

++rll;

¥
whila { w1Z 1;

vl3 = wesrev|(wchar t *)Str);

vl4 = 0ig4;
dz

i

vlE = “{_WORD *)(vi4 * 2 + 78448);
Serivid] = wis:

+4vid;
1
while { wiB 1:

v1E = wesrew||wchar © *)Stz);

FaRddEil

w17 = 0164;
ds

__AinelE *)avl0E];

__Anclé *)&vl06);

New code (Red) and old code (Green)

FahddFilefedirection (L*\\WINDOWS\ \System32)\DRIVERS \aucochk . sys®, L=\ \WINDOWS)\System3Z\\DRIVERS\\£1tMgr ays"]

] .text:00000... 0000003C C(L.
.text:00000... D000004A C(L.
] .text:00000... 0000004C (L.
[5] .text:00000.. 0000003E C (L.
] .text:00000... 0000003C C (L.
[5] .text:00000.. 0000003E c(L.
[&] .text:00000.. 00000D3C c(1.
[&] .text:00000.. 0000003E c(L.
] .text:00000... 0000003C c(L.
[S] .text:00000... ©0000003C C (L.
5] .text:00000.. 0000003A C(i.
5] .text:00000... 0000003C C (L.
5] .text:00000... 0000003C C (L.
5] .text:00000... 00000040 C (..
.text:00000_.. 0000003C c(L.
text:00000... 0000003E € (L.
.text:00000... 0000003C c(L.
] .text:00000... 0000003C C (L.
(5] .text:00000.. 0000003E c(t.
[7] .text:00000.. D000DO48 c(L.
[s] .text:00000.. 0000003E c(L.
[S] .text:00000.. 0000003C cL.
[S] .text:00000... 0000003E c(L.
[S] .text:00000... 00000040 C (L.
[S] .text:00000.. 00000040 C(i.
.text:00000_.. DO000D03E c(L.
.text:00000... 0000003A C (L.
.text:00000_.. 0000003E c(i.
.text:00000... 0000003E c(L.
] .text:00000... 00000040 C (L.
[5] .text:00000.. 0000003C c(t.
[s] .text:00000.. 0000O0D3C ct.
[S] .text:00000.. 0000003C cL.
[s] .text:00000... 0000003E c(tL.
E text:00000... 0O000003E C (L.

lld.ipawihs|\23metsyS swodniViiy
WWINDOWS\\System32\\DRIVERS \\AitMar.sys
sys.khcotua|\SREVIRD\\23metsyS\\SWODNIWY)
Ipe. 23gwebdo\\23metsyS \swodniv iy
5in,86212_c\\23metsyS\\swodniw\\

Ipc. gfnodic\\23metsyS \\swodnili\y

Iid. 16rkemi\|\23metsyS\\swodniV\}

lld. TNGLTNIP\\23metsyS\\swodniWW\}
emi.mebsrhc\\23metsyS\ \swodnivy}

emi. xrpstib|\23metsyS\ \swodniviy,
5LN.0591_C\\23metsyS\iswodniliy
SLMN.594862_C\\23metsys\\swodni |}
lld.nebsrhcl\23metsyS\iswodniv/\)

Ild. xsu00 1cfm\\23metsyS\\swodniW\}

Id. oesnalw\|23metsyS | \swodnivi)

LLD, YKSWDDBK\\23metsyS\iswodni |\
emi. 12o0esmi|\23metsyS\\swodniwl)
Iid.ipaidim\|23metsyS | \swodni i}

Ild, ud02 1cfm\\23metsyS \\swodniW i}

lid. frepdaol\\mebw \\23metsyS\\swodnivw),
lld. ereidua |\ 23meteyS | \ewodnivi |y

lld. dertoob\\23metsyS\\swodniW\}

Ild. sndtpyrci\23metsyS\\swodnivii

Ild. soibtpyrc\\23metsyS\\swodnivi i}

Ild. dcvsopchd \\23metsyS\iswodnivi\y
lld.ipaiscsi|\23metsyS\\swodniW\}

lid. pizyek\\23metsyS\\swodniViiy

lld. 23xccbdo\\23metsyS \iswodniw |y

Ild. 23bilmas|\23metsyS \\swodniW}

Iid. 11clenigs\\23metsyS \\swodniW\\
Ild.ipazihs\\23metsyS \\swodniV i}
Ild.ipaylhs|\23metsyS\\swodniw\}

lld. kdsfrnp\\23metsyS \\swodniW i}

Ild. kdSoiduA\\23metsyS\\swodniwy

Ild. 23elodts\\23metsyS \swodniw |}

FahddFilefedirection (L™ \Windows),

-epl=, L=y’

\shlwapi.dll®);

FaAddFileRedirecticn (L\\Windows\\Systamiz\\e_Z1268.n1s", L™\\Windows\\System3Z\\shlwapi. dll®);
FahddFilafedirection (L7\\Windows\\Systamdzy\eliconsg. cpl™, L™\\Nindowsy\System3z\\shlvapl dll”]);
FaRddFilefedirection (L7 \Windows\ )\ Systamdz\\imekrEl 4117, L™\\Windows\\System3z\\ahlwapl 4117);
FaRddFilsfedireseion (L7\\Windows\ \Systam3z\ \PINTLGHT . 4117, L™\\Windowss\Jystem3Z\\ehlvapl 4117 ;

FaAddFilefedizection (L™ \Windowa)

ima”, L7V

Nahlwapd . d117) G

FahddFileRedizection (L™\\Windows\ \System3i\\biteprx. ine”, L™\\Windows\\Systemii\\shlwapi. 4117
TahddFileRedirection (L™"\\Windows\\System3i\\C_1950.KLE", L™\\Windows\\Systemii\\shlwapi.dll");
FshddFileRedirection (L™"\\Windows\\System3Z\\C_26849.HLS", L"\\Windows\\System3Z\\shlwapi.dll™);

r-wu-%'umtv\ i chrsb
. rection (L*\\Wi A%

dll®, L*\\Wi

“shlwapi.dll®);

dll®, L=

“shlwapi.dll®):

FahddFileRedirection(L*\\Windows\\SystemdZ\\wlanseo.dll®, L*\\Windows\\SystemdZ\\shlwapi.dll®);
FahddFilefedirection (L*\\Windows\\Systemd2)\KBODWSKY .DLL", L=\\Windowsh\System32\‘\shlwapi.dll®);

FahddFilefedirection (L*\\Windows\\System3Z\\imsecZl. ime®, L\\Windows\’\Syscem3z\'\shlwapi. d1l®);
FahddFilefedirection {L™\\Windows)\System3z)\midiapi d11®, L=\\Windows\\System3z\\shlwapi d11=);
FakddFilafedirection {L™\\Windows)\Systam3z)\mefelZ0du 4117, L™\\Nindows)\System3z\\shlwapl dl1=);

FahddFilaedirection (L™ \Windows, e d11=, L=y \shlwapd.dll™};
FaRddFiladedirescion (L™ \Hindows, A d117, Loy \shlwapl.dll®]) ;
FaRddFilefedireseion (L™ \Windows a117, L7V Ashlwapl.dll™);
FaRddFileRedireceion (L™\\Windous P 41", L™\ y \shlwapi.dll®) ;
TahddFileRedizection (L™ \Windows® 4117, LT Sehlwapi . d117) 5
FehddFileRedirection (L™\\Windows\ 4117, LTV Sehlwapi . dll™)
FahddFileRedirection (L*\\Windows\ i iapi.dll®, LV “shlwapi.dll®l

FshddFileRedirection (L*\\Windows\\Systemdi\\keyzip.dll", L*\\Windows\\Systemd\\shlwapi.dll®);

FshddFileRedirection(L"\\Windows\\SystemdZ\\odbocxd2 .d11", L*\\Windows"\SystemdZ\\shlwapi.dll®);
FahddFileRedirection(L*\\Windows\\SystemdZ\\samlib3Z dl1l*, L*\\Windows“\SystemdZ\\shlwapi.dll®);

FahddFileRedirection(L*\\Windows\ 1

1c1l.dil®, L=,

\shlwapi.dl1®};

FahddFilefedirection (L*\\Windows\\System3Z\\shlzapi. dil®, L=\\Windows\’\Syscem3z\\shlwapi. dll®);
FahddFilefedirection (L™\\Windows\\System3Z\\shlyapi. dil®, L=\\Windows\’\Syscem3z\'\shlwapi. d1l®);

FakddFilafedirection (L™ \Windows),
FaRddFilafedirection (L™ \Hindows),

da11=, L=y

\shlwapi.dll®);

a11=, LY

\shlwapl.dll®) ;

FahddFilafediraccion (L \Windous, .
Rrl T

4117, LTy

\shlwapl.dll®) ;
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Secondly, they have tried to disguise their use of the undocumented Microsoft API
“ObReferenceObjectByName”, which is used to get the pointer to the different
Driver_Obiject drivers they intend to hook in each case. Until now, they had the name of
this function in their strings, and used it to resolve it by passing its name to the
MmGetSystemRoutineAddress API which returns a pointer to it. Now they only keep
part of the name, and complete the rest in a slightly more complex way before calling
MmGetSystemRoutineAddress by building it from characters they store in the registers

and other areas of the binary:

vl0 = -1lig4;
wll = L"ReferencelbjectBy®;
do

if ( lvl0D )
break;
w2 = *(_WORD *)vs == 0;
v3 = (int *) (ichar *)v3 + 2):
—wvl0;
1
while { IvZ );
vl2 = 18i64;
113 = (wchar t *) (({char *)vd® = 2);
while { wvlZ )
{
*wld = Svll;
+Hvll;
++vl3;
—-—wli;
t
vld = LvIE;
w15 = -1lig4;
do
i
if { lwl5 )
break;
vEi = *(_WORD *)vl4 == 0;
vl4 = (int *) ((char *)vld + 2);
=-=wlE;
}
while { !wv2 );
*{_QWORD *) ((char *)vld = 2) = "e\Om\Da\ON";
+{{_WORD *)vi4 + 3) = O:
RtlInitUnicodeString (iSystemRoutineNams, (PCWSTIR)&w2E);

vlE = (__imté4 (__fastcall *) (UNICODE_STRING *, signed __int64, _QWORD))

if { 1vi6 )

return 3221225473i64;
result = vl6(sDestinationString, 64464, 0i64);
if | (signed int)resule >= 0 )

New code (Red) and old code (Green)

T4
78
78
77
78
=
80
e1

84
85

-1
87

if [ (signed int)CbReferenceCbjectByNama(
&DestinationString,
64164,
0isd,
0164,
IcDriverObjectType,
v,
0464,
&gword 15350) < 0 )
{
result = NetHookTepDriver();
if | result < 0 )
recurn resule;

else

Finally, they have moved part of the logic of some functions to another point,
maintaining the same functionality. An example is the end of the driver entry function,
where untill now, at the end they only called two functions that initialized the logic of
hiding connections and redirecting files, and now, they have extracted part of the logic
of these functions and moved it right after each one of them, but without any impact on

the capabilities and behavior of the Driver:

wi-*MajorFuncticn(d) = (PDRIVER_DISPATCH) AutoChkIrpDefaultDispatcher;
wil->MajorFunction(Z] {PDRIVER_DISPATCH) AutoChkIzpDefault
wvil->MajorFu i | {(PDRIVER_DISPATCH) AutoChkIzrpDef

MajorFu (FDRIVER_DISPATCH) AutoChkIrpD:
v MajorFuncticn = (FDRIVER DISPATCH)AutochSekDEwi
if ( (signed int)NetInitia Skl {) <0}

NetHookTepDriver() ;
RelInitUnicodeString(av22, L"\\FileSyscem\\Ncfa");
FalnitislizeFileRedirection();
FaPutRedirectorHock(l, (__ inté4)&vii);
return 0i84;

New code (Red) and old code (Green)

wi-*MajorFunction(0] = (PDRIVER DISPATCH) AutechkIrpDefaultDispatcher;
wl->MajorFunctio PAT hkIrpDefaulshi her;
wl->MajorFuncti R_DISPATCH) AutochkIzpDef tDi

FaInitializeFileRedirection();

zeturn 0i84;

R_DISPATCH) AutochkIrpDef
(FDRIVER_DISPATCH) AutochkDeviceContral;
2 PNetInitializeConnectionHider();

tDispatcher;

x64 42eab05c611bf24d86bb6c985caa2ad7380ed7d98340c7f08de9361be14dc244

Sample
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x86 9b7c1e37d5f56ccOb5e5e22ce9805e237a189297e78405b9¢392a0953b6e0321
Sample
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