Ako, MedusaReborn

. id-ransomware.blogspot.com/2020/01/ako-ransomware.html

Ako Ransomware

Ako Doxware

Aliases: MedusaReborn

(wndppoBanbLMK-BbIMOraTenb, RaaS, nyébnukarop) (nepBOUCTOYHUK)
Translation into English

T0T KPpUNTO-BbIMOIraTeslb umcbpyeT OaHHble KOMMbKTEPOB B NnoKarnbHoM ceTu, pa60Ta+ou_u/|x nog

ynpaeneHnem Windows (B Tom uncne Windows 10), ¢ nomowbto AES, a 3atem TpebyeT Bbikyn B 0.5-1 BTC,

4yT06bI BEPHYTH Gpansnbl. OpurnHansHoe Ha3BaHWe: B 3anucke He ykasaHo. Ha dparvine HanucaHo: HeT
OaHHbIX.

HauuHasa ¢ mas 2020 roga BbiMoraTtenu, ctosiwue 3a Ako Ransomware ctanu

nybnukoBaTb Ha cneumansHOM canTe YKpadeHHble AaHHbIE C Lenbio YCUNeHns OaBrneHns Ha XepTBy
(oTctopa pononHuTenbHble HazBaHUA — nybnvkatop u Doxware). [na 3Toro oneparopbl-BbIMOraTenm
HaYMHaIoT Kpaxy AaHHbIX ewé nepes wudposaHuem dannos. B HEKOTOPbIX cryyasax ctanu gaxe
TpeboBaTb AOMONHUTENBHOW MnaThl 3a TO, YTOObLI yOanuTb YKpaaeHHbIe OaHHbIE.

O6HapyxeHus:

DrWeb -> Trojan.MulDrop11.33124

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1

ESET-NOD32 -> Win32/Filecoder.Medusalocker.D

Microsoft -> Ransom:Win32/MedusalLocker!MTB

Rising -> Ransom.AKO!1.C19E (CLOUD)

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!
AV BeHgopam! XoTuTe ObiTb B 3TOM CUCKe perynsapHo unm noebiwe? Coobwmte MHe!

© lNeHeanorus: MedusaLocker >> Ako, MedusaReborn = ThunderX > Ranzy Locker

3Hak "=" 3gecb 03Ha4YaeT nepexon Ha gpyryto paspaboTky. Cm. "eHeanorusa”.
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M3o6pakeHne — norotun cratbu

K 3awmndpoBaHHbIM thannam gobaengetca pacwmpenme: .<random> nnu .<random{6}>

BHumaHue! HoBble paclumpeHnd, email n TEKCTbl O BbIKyrne MOXHO HaNTWN B KOHLE CTaTby, B OOHOBNEHNSX.
Tam MOryT ObITb pas3nunyna ¢ nepBoHa4YaribHbIM BapUaHTOM.

AKTUBHOCTb 3TOr0 KpMNTO-BbIMOraTens npuwnack Ha Hadano sHeapsi 2020 r. OpneHTUpoBaH Ha
aHIMos3bIYHbIX NOMbL30BaTENEN, UTO HE MeLLAEeT pacnpoCcTpaHATb ero no Bcemy Mupy. Ha MOMeHT
HanmMcaHus cTaTtby pacnpocTpaHsanack sepcus 0.5.

3anucka ¢ TpeboBaHnem Bbikyna HasbiBaeTcs: ako-readme.txt

O -

= e By Cwe—

CopepxaHue 3arMUCKKU O BbIKynNe:

Your network have been locked.

All your files, documents, photos, databases and other important data are encrypted and have the
extension: .2Zrl5j

Backups and shadow copies also encrypted or removed. Any third-party software may damage encrypted
data but not recover.

From this moment, it will be impossible to use files until they are decrypted.

The only method of recovering files is to purchase an unique private key.

Only we can give you this key and only we can recovery your files.

To get info (decrypt your files) follow this steps:

1) Download and install Tor Browser: https://www.torproject.org/download/

2) Open our website in TOR:
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xxxx:/lkwvhrdibgmmpkhkidrby4mccwqgpds5za6uo2thcw5gz75qncv7rbhyad.onion/AHXYFYBKTAXNGRZB
3) Paste your ID in form (you can find your ID below)

ITATTENTION !I

1! Any third - party software may damage encrypted data but not recover.

' DO NOT MODIFY ENCRYPTED FILES

' DO NOT CHANGE YOUR ID

' DO NOT REMOVE YOUR ID.KEY FILE

--- BEGIN PERSONAL ID ---
eyJleHQIiOiluMIpybDVqliwgimtleS16InozNWRzcEZaOFItMEsObW4xQVNrZEOQ
*** [Bcero 556 3HakoB]

--- END PERSONAL ID ---

MepeBopn 3aNnUCKM Ha PYCCKUN A3bIK:

Bawa ceTb 3abnokuposaHa.

Bce Bawwm dannbl, AOKYMeEHTbI, doTorpadun, 6asbl JaHHbIX 1 Apyrne BaxkHble AaHHbIe 3awmdpoBaHbl 1
UMELOT paclumpenme: .27Zrl5j

Pe3epBHbIe KONUK 1 TEHEBBLIE KOMUK Takke WNPYHOTCS Unu yaanstTca. Jliobasi CTOpOHHAS nporpamma
MOXET NOBPEAMUTb 3aluMdpPOBaHHbIE AaHHbIE, HO HE BOCCTAHOBUTb.

C atoro momeHTa ByaeT HEBO3MOXHO MCNOMb30BaTh (hansbl, NOKa OHW He ByayT paclumnMpoBaHsbI.
EQmnHCTBEHHBIN cnoco® BoCCTaHOBNEHWST DANSIoB - 3TO MOKYMKa YHUKANbHOIO 3aKpbITOro Kko4a.

Tonbko Mbl MOXXEM AaTb BaM 3TOT K104, U TONIbKO Mbl MOXXEM BOCCTaHOBWUTL BalUK dhannbl.

YTto6bl nonyunTb MHopMaumio (pacumndpoBaTth Balln ganinbl), BbINOAHUTE cneaytoLimne encTBus:

1) arpysute n yctaHoBuTe 6paysep Tor: https://www.torproject.org/download/

2) OTkpoviTe Haw Beb-canT B TOR:
xxxx://kwvhrdibgmmpkhkidrby4mccwqpds5zabuo2thcw5gz75gncv7rbhyad.onion/AHXYFYBKTAXNGRZB
3) BctaBbte cBori ID B chopMy (Bbl MOXeTe HanTu ceor ID Huxke)

' BHUIMAHWE !!

1! [ltoBasi CTOPOHHSAS NporpamMmmMa MoXeT NOBpeAnTb 3aliMdpoBaHHbIE aHHbIE, HO HE BOCCTAHOBUTD.

I' HE UBMEHANTE 3ALLN®POBAHHbLIE ®ANNbI

I' HE UBMEHAWTE CBOW ID

' HE YOANANTE CBOW ID.KEY GAWN

3anuckor ¢ TpeboBaHMeM BbiKyMna TakKe BbICTynaeT cCant BelMoraTenen:

_[ER

HauanbHasa cTpaHuua caiita, 6e3 BBoga koga
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BepxHAs yacTb cTpaHuLbl carTa nocre BBoAa Koaa
I - —] . - W

HwmkHA58 YacTb CTpaHuMubl caTa nocre Beoha koga

CopepaHue cTpaHULUbI canTa:

Your files have been locked!

Whats happened?

All documents, photos, databases and other important files encrypted

How to decrypt files?

The only way to decrypt your files is to

receive the m9V742-Decryptor

Are you ready?

We guarantee that you can recover all your files.

But you have not so enough time.

Buy m9V742-Decryptor

Price now: 0.4806 BTC (~38009%)

You have: 3 days. 08:34:43

If payment isnt made in this time, the cost will be doubled: 0.9613 BTC (~7600%)
Buy m9V742-Decryptor
Support Chat

. Create Bitcoin Wallet (we recommend Blockchain.info)

. Buy necessary amount of Bitcoins - 0.4806 BTC

. Send 0.4806 BTC to the address: 1DUBrMcH9T130F Sa59jxtFDM5eWTP8v2yc

. After payment paste your transaction id in this form.

. If payment is done - reload current page.

a b~ WON -

You can buy BTC here
coinbase.com
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bitpanda.com

cex.io

gemini.com
buybitcoinworldwide.com

MepeBop cTpaHULUbI canTa Ha PYCCKUN A3bIK:

Bawwwm cpannsl 6rioknposaHbl!

Yrto cnyunnocs?

Bce gokymeHThbl, hoTorpacmm, 6a3bl AaHHbIX U ApyrMe BaXKHble dpansibl 3andpoBaHbl

Kak paclumdpoBaTb hannbi?

EQunHCTBEHHBIN cnocob paclumdpoBath Ballm gannbl - 3To nonyynts m9V742-Decryptor

Bbl rotoBbI?

Mbl rapaHTMpyeMm, YTO Bbl MOXETEe BOCCTaHOBUTL BCe BaluM hannbl.

Ho y Bac He Tak MHOro BpeMeHW.

Kynute m9V742-Decryptor

LleHa ceruac: 0.4806 BTC (~ 3800 $)

Y Bac ectb: 3 gHSA. 8:34:43

Ecnu onnata He GyneT npov3BeneHa B 3T0 Bpems, CToMMOCTb 6yaeT yasoeHa: 0,9613 BTC (~ 7600 $)
Kynnte m9V742-Decryptor
Yart nogaepxku

1. CosganTte BuTkonH-koLlenek (Mbl pekomeHayem Blockchain.info)

2. Kynute Heobxoaumoe konuyecTBo buTkonHos - 0.4806 BTC

3. Otnpasbte 0,4806 BTC no agpecy: 1DUBrMcH9T130F Sa59jxtFDM5eWTP8v2yc

4. MNocne onnaTbl BCTaBbTe MAEHTUMUKATOP BaLlen TpaH3aKkuumn B 3Ty popmy.

5. Ecnu onnata caenaHa - nepesarpysuTe TeKyLLy CTpaHuLy.

Bbl moxeTe kynutb BTC 3aech

coinbase.com

bitpanda.com

cex.io

gemini.com

buybitcoinworldwide.com

TexHMn4eckue geTtanm

MoxeT pacnpocTpaHATbCS NYTEM B3NloMa Yepes HesalmieHHyo KoHdurypaumto RDP, ¢ nomouybto email-
cnama v BpeaoHOCHbIX BMOXeHMI, 00MaHHbIX 3arpy3ok, 60THeToB, akcnnontoB (Rig EK), BpegoHocHom
peknambl, BE6-MHXEKTOB, doanbLlUMBbIX OOHOBMEHMI, MEPENAKOBAHHLIX N 3aPaKEHHbIX MHCTANNATOPOB. CM.
Takke "OCHOBHbIe cnocobbl pacnpocTpaHeHNs KpUNToBbIMOraTenen" Ha BBOAHONM CTpaHuue bnora.

HyxHo Bcerga ncnonb3oBaTh AKTyanbHy0 aHTMBUPYCHYO 3awmTy!!!
Ecnu Bbl NnpeHebperaeTe KOMMNMEKCHOM aHTUBMPYCHOW 3aLmTon knacca Internet Security nnu Total Security,
TO xOTA Obl AenanTe pe3epBHOE KONUPOBaHMe BaXKHbIX pannos no merony. 3-2-1.
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» Ypansert TeHeBble Konun bannos, oTKoYaeT yHKLUUN BOCCTaHOBNEHUSA 1 ncnpasneHna Windows Ha
aTane 3arpys3ku kKoMaHgamu:

vssadmin.exe Delete Shadows /All /Quiet

bcdedit.exe /set {default} recoveryenabled No

bcdedit.exe /set {default} bootstatuspolicy ignoreallfailures

wbadmin DELETE SYSTEMSTATEBACKUP

wbadmin DELETE SYSTEMSTATEBACKUP -deleteOldest

wmic.exe SHADOWCOPY /nointeractive

» 3aBepLuaeT paboTy psiga NpoLeccoB M crykb, OTHocAWMXCs k 6azamM faHHbIX, Byxrantepum,
KoprnopaTusHbIX cnyx6am n np., 4Tobbl 3aTem 6e3 NpensaTcTBun WKdpoBaTb NX dannsbl:
MSSQL, MSSQLServer, SQL, MSExchange, QuickBooks, Firebird, WinDefend, ISADMIN v gpyrue.

Cnucok ¢hannoBbIX pacluMpeHu, nogBeprarowmxcs W poBaHuKo:

MouTn BCe TUNbI harnos, KpOMe NPonycKaeMbiX.

3710 pokymeHTbl MS Office, OpenOffice, PDF, TekcTtoBble dannbl, 6a3bl 4aHHbIX, poTorpadmm, My3ablka,
BUAEO, harrnbl 06pa3os, apxmBbl 1 Mp.

lNMponyckaembie TUNbI hansnoB ¢ pacIMPEHUAMMU:
.exe,. dll, .sys, .ini, .Ink, .key, .rdp

Mponyckaemblie nanku ¢ pannamu:
AppData

Program Files
Program Files (x86)
AppData

boot

PerfLogs
ProgramData
Google

Intel

Microsoft
Application Data
Tor Browser
Windows
ako-readme.txt
id.key

» Bo Bpems wndposaHusa Ako ucnonbsyet dpyHkumio GetAdaptersinfo ons nonyyeHus cnmcka ceTeBblix
a[anTepoB 1 CBsA3aHHbIX C HUMK IP-agpecoB. 3aTeM BbIMOMHAET NPOBEPKY ping MoObIX NOKanbHbIX CETEN,
ncnonb3yst gyHkuno lIcmpSendEcho, 4Tobbl co3gaTh CNMCOK OTBEYAOLWMX MaLUKWH. JTlobble MalLWHbI,
KOTOpble OTBETAT Ha 3anpoc, OyayT NpoBepeHbl Ha HanNn4Me obLMX CETEBBLIX PECYPCOB AN WK pPOBaHMS.

Korga BbiMoratenb 3aKOHYMT paboTy, KoY LWNGPOBaHNA, NCNONb3yeMbln AN WndpoBaHWs hannos
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XepTBbl, TOXe OyaeT 3awmndpoBaH 1 coxpaHeH B dpanne ¢ umeHeMm id.key Ha Paboyem cTtone xepTBbl.

®dannbl, cBA3aHHbIe ¢ 3TUM Ransomware:

ako-readme.txt - Ha3BaHMe TekcToBOro danna

ak0.exe - ncnonHaembIn dann BeiIMoraTens;

ak0_new.exe - ncnonHsiembli ¢an BeiMoraTtens;

id.key

DllHost.exe

Agreement.zip ( Agreement.scr) - email-BnoxeHne, KOTOpoe ycTaHaBNMBaET LWMdpoBanbLLUMKa (Naporb Ha
apxus - 2020).

o, it oo secpueaiond. Chech aned weite § nomething i wieng,

agreement.scr

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTtpa, cBA3aHHble ¢ 3TUM Ransomware:
HKEY_CURRENT_USER\Software\akocfg
CM. HUXe pe3ynbTaTbl aHanM3oB.

®dannoBbIN Mapkep:
CECAEFBE

1040h; 2 oW 35 2E B3 Bl ©1 OF 13 4E 1D

CeTeBble MNOAKITIOYEHUSA U CBA3N:

Tor-

URL: xxxx://kwvhrdibgmmpkhkidrby4mccwqpds5zabuo2thcw5gz75qgncv7rbhyad.onion/AHXYFYBKTAXNGRZB
Email: -

BTC: 1DUBrMcH9T130FSa59jxtFDM5eWTP8v2yc

CMm. HKe B OBHOBNEHWSX Apyrue agpeca U KOHTaKTbl.

CM. HKe pesynbTaTbl aHan3os.

PesynbraTbl aHanu3oB:
® Hybrid analysis >>

¥ VirusTotal analysis >>
A Intezer analysis >>

2 ANY.RUN analysis >>
X VMRay analysis >>
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() VirusBay samples >>

[0 MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CrteneHb pacnpoCTpaHEHHOCTU: HU3KaS.
MoppobHble ceBeaeHns cobupatotca perynsapHo. MNMpuckinarite obpasupbi.

=== ICTOPUA CEMEMNCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUW === BLOCK OF UPDATES ===

O6HoBneHue ot 15 aHBapsa 2020:

[loct B TBUTTEPE >>

3anucka: ako-readme.txt. CogepxaHme n3amMeHMnochb.
Bepcusa obHosneHa ¢ "0.5" go "1.0"

Cnesa v0.5, cnpaea v1.0

» CopepkaHue 3anucku:
--- We apologize! ---
Your network have been locked.

| Whats happened?

All your files, documents, photos, databases and other important data are encrypted and have the ext
Backups and shadow copies also encrypted or removed. Any third-party software may damage encrypted
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From this moment, it will be impossible to use files until they are decrypted.
The only method of recovering files is to purchase an unique private key.
Only we can give you this key and only we can recovery your files.

| Guarantees?

As you read above, files can be decrypted only using our private key and a special program.
The only guarantees we can give are decryption of your any file.

So you can decrypt any file from your system for free on our website.

We guarantee that you can recovery all your files. But you have not so enough time.

| How to recovery my files?

To get info (decrypt your files) you have 1 way:
1) [Recommended] via Tor Browser:
a) Download and install Tor Browser: https://www.torproject.org/download/
b) Open our website in TOR:
http://kwvhrdibgmmpkhkidrby4mccwgpds5zabuo2thcw5gz75qncv7rbhyad.onion/
When you open our website, put the following key in the input form:
{PATTERN_ID}
ITATTENTION !!
I Any third - party software may damage encrypted data but not recover. !!
'DO NOT MODIFY ENCRYPTED FILES !!
' DO NOT CHANGE YOURID !!
' DO NOT REMOVE YOUR ID.KEY FILE !!

O6HoBneHue ot 11 auBapsa 2020:
[locT Ha chopyme >>

PacwupeHue: .btHTIb

3anucka: ako-readme.txt

BTC: 19mXMJ3ZVY8eHjZpGcug6M7hwGXDNNnF64p

> CopepxaHue txt-sanucku:

Your network have been locked.

All your files, documents, photos, databases and other important data are encrypted and have the
extension: .btHTIb

Backups and shadow copies also encrypted or removed. Any third-party software may damage encrypted
data but not recover.

From this moment, it will be impossible to use files until they are decrypted.

The only method of recovering files is to purchase an unique private key.

Only we can give you this key and only we can recovery your files.
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To get info (decrypt your files) follow this steps:

1) Download and install Tor Browser: https://www.torproject.org/download/

2) Open our website in TOR:

http://kwvhrdibgmmpkhkidrby4dmccwqpds5zabuo2thcw5gz75gncv7rbhyad.onion/AHXYFYBKTAXNGRZB

3) Paste your ID in form (you can find your ID below)
IWATTENTION !l

1! Any third - party software may damage encrypted data but not recover.

' DO NOT MODIFY ENCRYPTED FILES

1'DO NOT CHANGE YOUR ID

' DO NOT REMOVE YOUR ID.KEY FILE

--- BEGIN PERSONAL ID ---
eyJleHQIOiluYnRIVEliliwglmtleSI6IIh*** [Bcero 556 3HakoB]
--- END PERSONAL ID ---

» Copaep)kaHue caiita BbiIMoraTenen:

Your files have been locked!

Whats happened?

All documents, photos, databases and other important files encrypted
How to decrypt files?

The only way to decrypt your files is to

receive the btHTIb-Decryptor

Are you ready?

We guarantee that you can recover all your files.
But you have not so enough time.

Buy btHTIb-Decryptor

Price now: 0.3058 BTC (~30009%)

You have: 4 days. 01:11:52

If payment isnt made in this time, the cost will be doubled: 0.6117 BTC (~6000%)

Buy btHTIb-Decryptor Support Chat
1. Create Bitcoin Wallet (we recommend Blockchain.info)
2. Buy necessary amount of Bitcoins - 0.3058 BTC

3. Send 0.3058 BTC to the address: 19mXMJ3ZVY8eHjZpGcuq6M7hwGXDNnF64p

4. After payment paste your transaction id in this form.
[ [Apply]

5. If payment is done - reload current page.
[Download decrypted files]

*k%k
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O6HoBneHue ot 16 mapta 2020:

[loct B TBUTTEPE >>

Pacwupenune: .Xs19FM

CneuuanbHbii dpavin: do_not_remove_ako.Xs19FM_id.key
Pesynerathl aHanmsos: VT + AR

O6HoBneHue ot 12 mas 2020:

Ccblnka Ha cTaTtbto Ha canTte BleepingComputer >>

Ha cneumanbHom Leaks-canTte, cozgaHHoM onepatopamu Ako Ransomware, BbiMoratenu coodLatoTt, 4To
HEeKOTOpble KOMMaHMN JOMKHbI MNaTUTb BbIKYM Kak 3a AelindpoBLUmMK. Tak 1 3a yaaneHue yKpaaeHHbIX
(pavinos. B kadecTBe npumepa, AKo-BbIMOratenu onyornmMkoBanv SaHHbIE OOHON N3 XXEPTB U 3asBUMNK, YTO
oHu nony4dnnu 350 000 gonnapoBs 3a AelundpPOBLLKK, HO BCE paBHO onybnunkoBanu darnbl nocne Toro, Kak
He Mony4Mnu oTAeNbHY NNaTy 3a yaaneHue ykpaaeHHbIX arinos.
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Thanks:

‘-"
S!Ri, Vitali Kremez, Raby, MHT, Michael Gillespie,

Andrew Ivanov (author)
Lawrence Abrams, Karsten Hahn
to the victims who sent the samples
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https://twitter.com/petrovic082/status/1239571067032817664
https://www.virustotal.com/gui/file/5c599177f8c885cd9b4836107fe980f2cf67c3827d51197ce9ac1457b7917401/detection
https://app.any.run/tasks/73800ce1-066b-459f-925e-acd5a21bf2c1/
https://1.bp.blogspot.com/-CBauaXuWxMw/Xm-zkKNjuhI/AAAAAAAASOg/o2KsGzOsoDkEIQBJ83oauhG3zymmeOdIgCLcBGAsYHQ/s1600/note-16-3-20.png
https://www.bleepingcomputer.com/news/security/ransomware-now-demands-extra-payment-to-delete-stolen-files/
https://2.bp.blogspot.com/-k2W-6Z-IzMI/WxaD-UpoZ0I/AAAAAAAAKpg/msP3lBapJWkaJi_oTiWgQ6Y-2UrMr5IugCLcBGAs/s1600/address%252Btw.png
https://twitter.com/malwrhunterteam/status/1215328549600735232
https://twitter.com/VK_Intel/status/1215326764970528768
https://twitter.com/raby_mr/status/1215606191578963968
https://twitter.com/Amigo_A_/status/1216081388937666560
https://www.bleepingcomputer.com/news/security/ako-ransomware-another-day-another-infection-attacking-businesses/
https://www.bleepingcomputer.com/news/security/ako-ransomware-uses-spam-to-infect-its-victims/
https://www.bleepingcomputer.com/forums/t/711176/
https://www.bleepingcomputer.com/forums/t/711176/ako-ransomware-ako-readmetxt-support-topic/?p=5315415
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

