Cuba

. id-ransomware.blogspot.com/2019/12/cuba-ransomware.html

Cuba Ransomware

(wndppoBanbLMK-BbIMOraTesib) (NepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WUAPYET AaHHbIE KOpNopaTUBHOM ceTu ¢ nomoLlbio AES, a 3atem
TpebyeT Bbikyn B # BTC, 4tob6bl BEpHYTb (hannbl. OpurnHanbHoOe Ha3BaHUe: B 3anncke He
yKasaHo. Ha dpanne HanncaHo: HET AaHHbIX.

O6HapyxeHuA:

DrWeb -> Trojan.Encoder.30823, Trojan.Encoder.30979, Trojan.Encoder.31964,
Trojan.Encoder.33101

BitDefender -> Trojan.GenericKD.32976553, Gen:Variant.Johnnie.215261
Avira (no cloud) -> TR/FileCoder.xacls, HEUR/AGEN.1041333
ESET-NOD32 -> Win32/Filecoder.OAE

McAfee -> RDN/Generic.dx

Rising -> Ransom.Gen!8.DE83 (CLOUD), Trojan.Filecoder!8.68 (CLOUD)
Tencent -> Win32.Trojan.Gen.Hryu, Win32.Trojan.Gen.PdIp

VBA32 -> BScope.TrojanDownloader.Deyma

Symantec -> Downloader

© NeHeanorusa: Buran ? >> Cuba
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https://id-ransomware.blogspot.com/2019/12/cuba-ransomware.html
https://translate.google.ru/translate?hl=ru&tab=wT&sl=ru&tl=en&u=https%3A%2F%2Fid-ransomware.blogspot.com%2F2019%2F12%2Fcuba-ransomware.html
https://id-ransomware.blogspot.com/2019/05/buran-ransomware.html

N306paxkeHne — TONbKO NoroTun cratbin

K sawmndpoBaHHbIM dharinam gobaBnaetca pacwmpeHme: .cuba

Takxke ncnonbayetcsa gannosbii mapkep FIDEL.CA

i

BHumaHue! HoBble pacuimpeHusi, email n TeKCTbl O BbIKyne MOXHO HauTU B KOHLUE CTaTby, B
obHoBneHnAX. Tam MOryT ObITb pas3nNUunsa ¢ NnepBoHavanbHbIM BApUaHTOM.

PaHHAS akTMBHOCTb 3TOr0 KPUNTO-BbIMOraTens npuiiniack Ha KoHeu aekabps 2019 - Havano
2020 r. OpneHTUPOBaH Ha aHrosA3bIYHbIX MOb30BaTENEn, YTO HEe MeLlaeT pacnpoCTPaHATb
ero no Bcemy Mupy.

3anucka ¢ TpeboBaHnem Bbikyna HasbiBaetcs: ! ALL YOUR FILES ARE ENCRYPTED
NLTXT

B | T T L

s theid 2aity S0 I 3ii,

CopepxaHue 3annCKu O BbiKyne:

MMYOUR FILES ARE ENCRYPTED !!!

All your files, documents, photos, databases and other important
files are encrypted.

You are not able to decrypt it by yourself! There is only one method
of recovering files it is purchase an unique private key.

Write to happy_sysadmin@protonmail.ch

Your personal ID: 2
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https://1.bp.blogspot.com/-0e0fBmFXa-I/XgvQR8NaYhI/AAAAAAAARHA/2cB5mqJc6UIpgZ-WY3Sxbps0MECeF1j4ACLcBGAsYHQ/s1600/cuba-logo.png
https://3.bp.blogspot.com/-g1khX78dPVo/WyNq6za-WMI/AAAAAAAAKz4/Jw7rid06qoAqXR3Q0hnbkblRfwOfN_ESgCLcBGAs/s1600/gen_info.png
https://1.bp.blogspot.com/-PNpiiU9dsJ4/XgvOip1L8CI/AAAAAAAARGo/8C3vrBcerC8bE8MyL3oUj-vqPu9Oz7ehACLcBGAsYHQ/s1600/note.png

Attention!

* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,
it may cause permanent data loss.

lNepeBoA 3anNMCKN Ha PYCCKUN A3bIK:
I Bawwm dannel 3awmdposaHs! !
Bce Bawm gannbl, 4OKYMEHTbI, poTorpadum, 6asbl JaHHbIX 1 Apyrve BaxHble hannbl
3andpoBaHbI.
Bbl He MmoxeTe paclumdpoBaTb 3T0 camu! ECTb TONbKO 0AUH cnocob BOCCTAHOBIEHUS
drannos - 3TO NOKYMKa YHUKaNbHOro 3aKpbITOro Kro4a.
MuwunTe Ha agpec happy_sysadmin@protonmail.ch
Baw nuyHbn ID: 2
BHumaHume!
* He nepenmeHoBbIBanTe 3awmngpoBaHHble hannbl.
* He nbiTanTecb paclumndpoBaTh Ballk AaHHbIE C MOMOLLbK CTOPOHHUX NPOrpamm,
9TO MOXET BbI3BaTb NMOCTOSHHYIO NOTEPI AAHHbIX.

TexHn4yeckune petanu

MoxeT pacnpocTpaHaTbCS NYTEM B3fioMa Yepes HesalumLeHHy koHdurypauuio RDP, ¢
nomoLLblo email-cnama n BpeAOHOCHbIX BIIOXEeHW, 0OMaHHbIX 3arpy3ok, 60THETOB,
9KCNIIONTOB, BPEAOHOCHOM peKnambl, BEB-UHXEKTOB, dhanbLUMBbIX OOHOBNEHUN,
nepenakoBaHHbIX N 3apaXXéHHbIX MHCTannATopoB. CM. Takke "OcHOBHblIE cnocobbl
pacnpocTpaHeHnsa KpuntoBbiMoraTenen" Ha BBOAHOW CTpaHuue 6nora.

OHymHo BCeraa Mcrnonb3oBaTh AKTYanbHY0 aHTUBUPYCHYHO 3awwmTy!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBMPYCHOW 3aLLmMTon Knacca Internet Security nnu
Total Security, ToO x0T Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

» CkpuHWOTLI AeMoHCcTpupytoT 3aronoBok FIDEL.CA B koge 3awwmdpoBaHHbIx dhannos. bes
COMHEHWS BbIMOraTesniv UCnosib3oBarnm 3T0 U3BECTHOE UMS HECITyYarHO. OTO MOrMo BbITh
cAenaHo paau anartaxa.

¥
1 0457
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https://id-ransomware.blogspot.ru/2016/05/blog-post.html
https://3.bp.blogspot.com/-g1khX78dPVo/WyNq6za-WMI/AAAAAAAAKz4/Jw7rid06qoAqXR3Q0hnbkblRfwOfN_ESgCLcBGAs/s1600/gen_info.png
https://anti-ransomware.blogspot.com/2019/02/topical-protection.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html
https://1.bp.blogspot.com/-Ue825tqv4Ao/XgvOo7RnOiI/AAAAAAAARGs/q7n7XCSugEAjc6_AmcgrJP8qhz_9BDJngCLcBGAsYHQ/s1600/Screenshot_1.png
https://1.bp.blogspot.com/-9wigtOE4ufk/XgvOo3xiEwI/AAAAAAAARGw/_ywuQHbbxhozNUvRqEuKRlpNMaiDGHADACLcBGAsYHQ/s1600/Screenshot_2.png

Cnucok channoBbIX paclwmMpeHni, nogseprarowmxcs W poBaHuio:
9710 gokymeHTbl MS Office, OpenOffice, PDF, TekcTtoBble thannbl, 6a3bl 4aHHbIX,

doTorpadun, Mysbika, BUaeo, annsl o6pasos, apxmebl 1 Mp.

®dannbl, cBA3aHHbIe ¢ 3TMM Ransomware:
IIMALL YOUR FILES ARE ENCRYPTED !.TXT
<random>.exe - criydanHoe Ha3BaHue BPeJoHOCHOro canna

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTtpa, cBAisaHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbTaTbl aHanm3oB.

CeTeBble NOAKNIOYEHUSA U CBA3M:

Email: happy_sysadmin@protonmail.ch

BTC: -

CM. Hwke B OBHOBNEHMAX Apyrne agpeca U KOHTaKTbI.
CM. HMXe pesynbTaTbl aHanmM3oB.

Pe3synbraTbl aHanu3oB (13 NepBOro 0OHOBIEHUS HUXKE):
® Hybrid analysis >>

Y VirusTotal analysis >>

A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

\) VirusBay samples >>

1 MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CrteneHb pacnpoCTpaHEHHOCTU: CpeaHAA.
MoapobHble ceeaeHust cobupatotea perynspHo. MNpucbinante obpasupbl.

=== ICTOPUA CEMEWNCTBA === HISTORY OF FAMILY ===
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https://www.hybrid-analysis.com/sample/78ce13d09d828fc8b06cf55f8247bac07379d0c8b8c8b1a6996c29163fa4b659?environmentId=120
https://www.virustotal.com/gui/file/78ce13d09d828fc8b06cf55f8247bac07379d0c8b8c8b1a6996c29163fa4b659/detection
https://analyze.intezer.com/#/analyses/301df5f9-a1db-42fa-aae4-e9c3261be0cc
https://app.any.run/tasks/4843e18b-fa1a-4259-af8e-92b53ac74396/
https://www.vmray.com/analyses/78ce13d09d82/report/overview.html

=== BJIOK OGHOBJIEHUN === BLOCK OF UPDATES ===

BapuaHT ot 22 auBapsa 2020:
PacwmpeHue: .cuba

3anucka: 'FAQ for Decryption!!.txt
Email: iracomp4@protonmail.ch
PesynbraTthl aHanusos: VT + VMR

UFAQ for Decryption!! license txt.cuba
Text Document CUBA File

371 bytes 7A5KB
readme.docbd.cuba inctrib.rar.cuba
CUBA File CUBA File

4,75 KH h60 KB

2 reoegpgouza | 4 :H\-'.#:-hn'm:ml:_.r\-]x.h:' A cEnymanhemaeT.pg oubs

D0 A& 4% 44 13 4C FE 43 41 00 04 00 90 @5 00 0
08 o0 00 09 10 ] 00 D0 1 O0 00 00 0 00 00 00 .. ceiiimaa.,

0
1]
0 00 00 90 iicaaaaes
a
1]

» CoaepXaHue 3anmncku:

Good day. All your files are encrypted. Fop decryption contact us.

Write here iracomp4@protonmail.ch

We also inform that your databases, ftp server and file server were downloaded by us to our

servers.

* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,
it may cause permanent data loss.

BapuaHT ot 10 cheBpansa 2020:
CoobuieHne >>

PacwupeHue: .cuba

3anucka: 'FAQ for Decryption!!.txt

Email: iracomp2@protonmail.ch
PesynbraTthl aHanusos: VT + VMR

» O6GHapyxeHus:

DrWeb -> Trojan.Encoder.30979
BitDefender -> Gen:Variant.Johnnie.215261
Avira (no cloud) -> HEUR/AGEN.1041333
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https://www.virustotal.com/gui/file/78ce13d09d828fc8b06cf55f8247bac07379d0c8b8c8b1a6996c29163fa4b659/detection
https://www.vmray.com/analyses/78ce13d09d82/report/overview.html
https://1.bp.blogspot.com/-1wF0xQdObmI/Xis8dky6aFI/AAAAAAAARbw/_yfxHXl1kfkVCZV9DBJ-Vzs6f3tD_LfWACLcBGAsYHQ/s1600/files.jpg
https://1.bp.blogspot.com/-UthG_4SbeFg/Xis8gaWcTjI/AAAAAAAARb0/O8uIpA57qFkJAD6aKe9G2FAdeoqoaUR8ACLcBGAsYHQ/s1600/filemarker.png
https://1.bp.blogspot.com/-r1AG57vN2gM/X9-NX55lSNI/AAAAAAAAXhU/hhtiZPbNTp4bthJydh6oJ3zczGGHnLatACLcBGAsYHQ/s831/note1.jpg
https://twitter.com/GrujaRS/status/1226847994407944192
https://www.virustotal.com/gui/file/672fb249e520f4496e72021f887f8bb86fec5604317d8af3f0800d49aa157be1/detection
https://www.vmray.com/analyses/672fb249e520/report/overview.html

Rising -> Trojan.Filecoder!8.68 (CLOUD)
Tencent -> Win32.Trojan.Gen.Pdlp

» CogepkaHue 3anmncku:

Good day. All your files are encrypted. For decryption contact us.

Write here iracomp2@protonmail.ch

We also inform that your databases, ftp server and file server were downloaded by us to our
servers.

* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,

it may cause permanent data loss.

BapuaHT ot 14 mapTa 2020:

PacwmpeHue: .cuba

3anucka: 'FAQ for Decryption!!.txt

» CopepkaHue 3anucku:

Good day. All your files are encrypted. For decryption contact us.
Write here iracomp2@protonmail.ch

We also inform that your databases, ftp server and file server were downloaded by us to our
servers.

* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,

it may cause permanent data loss.

BapwuaHT ot 4 nona 2020:

PacwupeHue: .cuba

3anucka: 'FAQ for Decryption!!.txt

Email: mrddnet_support@protonmail.ch

®ann: CC.exe

» CogepkaHue 3anmncku:

Good day. All your files are encrypted. For decryption contact us.
Write here mrddnet_support@protonmail.ch

We also inform that your databases, ftp server and file server were downloaded by us to our
servers.

* Do not rename encrypted files.
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https://1.bp.blogspot.com/-mVzVd4eG2yI/X9-M09_IeHI/AAAAAAAAXhM/Pl1U8ui9aK0yiz72XzEFW6EnO572VKAqACLcBGAsYHQ/s827/note--10-2-20.png

* Do not try to decrypt your data using third party software,
it may cause permanent data loss.

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.31964

Avast/AVG -> Win32:Malware-gen

Avira (no cloud) -> TR/AD.ZDIder.wtwnt
BitDefender -> Trojan.GenericKD.43285712
ESET-NOD32 -> A Variant Of Generik. CGSYLIU
Kaspersky -> Trojan-Ransom.Win32.Encoder.jcd
Malwarebytes -> Ransom.Fidel

McAfee -> RDN/Akbot

Microsoft -> Trojan:Win32/CryptinjecttMSR
Rising -> Trojan.Kryptik!1.C427 (CLOUD)
Symantec -> ML.Attribute.HighConfidence
Tencent -> Win32.Trojan.Encoder.Eek
TrendMicro -> Possible SMHPQAKBOTTH

BapwuaHT ot 10 utonsa 2020:

CoobuieHue >>

PacwmpeHue: .cuba

3anucka: 'FAQ for Decryption!!.txt

Email: achtung_admin@protonmail.com

®ann EXE: kalt.exe

MetoTekc: Global\SvcctriStartEvent A3752DX

» CoaepxaHue 3anmncku:

Good day. All your files are encrypted. For decryption contact us.
Write here achtung_admin@protonmail.com

We also inform that your databases, ftp server and file server were downloaded by us to our
servers.

* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,

it may cause permanent data loss.

Pesynbrathl aHanusos: VT + 1A+ HA + TG
» O6GHapyxeHus:

DrWeb -> Trojan.MulDrop4.25343

BitDefender -> Gen:Heur.Mint.Titirez.1.23
ESET-NOD32 -> A Variant Of Win32/Kryptik. HEPB
Kaspersky -> Trojan-Ransom.Win32.Gen.xpi
Malwarebytes -> Trojan.MalPack.GS

Microsoft -> Trojan:Win32/Ymacco.AAE9
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https://twitter.com/xiaopao80087499/status/1281514447664590848
https://www.virustotal.com/gui/file/e942a8bcb3d4a6f6df6a6522e4d5c58d25cdbe369ecda1356a66dacbd3945d30/detection
https://analyze.intezer.com/#/analyses/e350d2e1-92d8-4511-b332-5c6e1e649503
https://www.hybrid-analysis.com/sample/e942a8bcb3d4a6f6df6a6522e4d5c58d25cdbe369ecda1356a66dacbd3945d30/5f08a601dde4f65e9a142daa
https://tria.ge/reports/200710-t6cqb3fw8e/behavioral1

Rising -> Ransom.Gen!8.DE83 (CLOUD)
Symantec -> ML.Attribute.HighConfidence
TrendMicro -> Ransom_Gen.R011C0GG820

BapwuaHT ot 3 aBrycTa 2020:
CoobuieHne >>

PacwmpeHnue: .cuba

Email: aam_sysadmin@protonmail.com
Pesynerathl aHanunsos: VT + 1A + TG

» CopepXaHue 3anucku:

Good day. All your files are encrypted. For decryption contact us.

Write here aam_sysadmin@protonmail.com

We also inform that your databases, ftp server and file server were downloaded by us to our
servers.

* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,

it may cause permanent data loss.

BapuaHT ot 13 Hos6ps 2020:

CoobuieHne >>

PacwwmpeHnue: .cuba

3anucka: '"FAQ for Decryption!!.txt

Email: helpadmin2@protonmail.com, helpadmin2@cock.li
Pesyneratbl aHann3os: VT + |IA + VMR

SRy iee brenyphoet at - oo rolm P T = |
whaey  Fibew  Fesval  Mlabage T

Email-agpeca apyrux BapuaHToB:

under_amur@protonmail.ch
fedelsupportagent@cock.li
admin@cuba-supp.com
cuba_support@exploit.im

=== 2021 ===
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https://twitter.com/JAMESWT_MHT/status/1290245155987980289
https://www.virustotal.com/gui/file/271ef3c1d022829f0b15f2471d05a28d4786abafd0a9e1e742bde3f6b36872ad/detection
https://analyze.intezer.com/analyses/54b53065-390a-41d3-aa14-2d725cc122ab
https://tria.ge/200804-d3e1b2phf6/behavioral1
https://twitter.com/siri_urz/status/1327233462617731074
https://www.virustotal.com/gui/file/33352a38454cfc247bc7465bf177f5f97d7fd0bd220103d4422c8ec45b4d3d0e/detection
https://analyze.intezer.com/analyses/a8728ee4-a923-48b4-bf0f-524ff67bed4f
https://www.vmray.com/analyses/33352a38454c/report/overview.html
https://1.bp.blogspot.com/-2PTshsD78Hw/X664UIi8iLI/AAAAAAAAWmk/xPnYN1lp52sHRq4_kT-4rYUvPMmi52TigCLcBGAsYHQ/s768/note-13-11-20.png

BapwuaHT ot 20 suBaps 2021:

[locT Ha dhopyme >>

PacwwmpeHnue: .cuba

3anucka: 'FAQ for Decryption!!.txt

Email: LR_FWS_H2M_ET@protonmail.ch

Tor-URL: http://cubadmp6ximo2zlo.onion/

» CopaepxaHue 3anucku:

Good day. All your files are encrypted. For decryption contact us.
Write here LR_FWS_H2M_ET@protonmail.ch

We also inform that your databases, ftp server and file server were downloaded by us to our
servers.

Check our platform: http://cubadmp6ximo2zlo.onion/

* Do not rename encrypted files.

* Do not try to decrypt your data using third party software,

it may cause permanent data loss.

BbiMoraTenu cosganu cant, ucnonbeayowmn gotorpacdpumn dugena Kactpo.
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O6HoBneHue ot 18 cheBpans 2021:

Cratbsa Ha canTte BleepingComputer:

Ataka Cuba Ransomware Ha wupoko ncnonb3yemyto B CLUA cnyxby aBTomatnyeckoro
nepesoaa cpeacts (ATFS) ctana npuyunHon odumumanbHbIX yBeaoMIeHUn 06 yTeuke gaHHbIX
N3 MHOIMMX ropogos 1 areHTcTB B KanudopHuu n BawwnHrtroHe (CLLUA). 3Tu ropoga,
ncnonb3ytowme AFTS gna o6paboTkm nnaTexen nnm NPoOBEPKM afpecoB, BblHYXAEHbI Obln
pacKpbITb NOTEHUMANbHbIE YTeYkM AaHHbIX. AFTS HaxoguTcs B Cuatne, wrtaTt BalwmHIToH.
Nx canT oo cux nop B gayHe.

Hwxxe Mbl nepeuncnnm HEKOTOpPbIE ropoaa U areHTCTBa, KOTOPbIE BbIMYCTUNN YBEOOMIIEHME
006 yTeuke gaHHbIX. BepoaTHOCTbL TOro, 4YTo Mx ByaeT 6onblle, odeHb Benuvka. Bot aToT
CMNCOK:

[enapTameHT aBTOTpaHCNOPTHLIX cpeacTB KanudopHum

lopog KvpkneHna, BalwmHrroH

lopoga JlvHeya, BalwmHIToH

lopog MoHpo, BalmHrtoH

lopoa Cuatn, BalwmHIToH

KomnaHusa BogocHabxeHusa B Jlenksyae, BalwmHIToH

MpucTaHb B IBepeTTe, BalwnHrtoH

n apyrue.

BapwuaHT ot 7 cheBpans 2022:

CoobuieHne >>

PacwmpeHnue: .cuba

3anucka: ' READ ME !!.txt

Email: belingmor@cock.li, admin@cuba-supp.com

Jabber: cuba_support@exploit.im

Tor-URL: hxxx://cubadikm4jakjgmkezytyawtdgr2xymvy6nvzgw5cglswg3si76icnqgd.onion/
PesynbraTthl aHanusos: VT + AR
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https://1.bp.blogspot.com/-2e4nC0e6SI0/YAqOk96LSEI/AAAAAAAAYN8/Q-Mqnl4d1eQ0xpl3xcQ0t8lIKIrX-cw_QCLcBGAsYHQ/s1092/02.png
https://1.bp.blogspot.com/-WyflJjCjF9g/YAqOpH_wd_I/AAAAAAAAYOA/ltUTEaOiwNI9v5XzdI5gK_FzjmYMOmdkACLcBGAsYHQ/s1092/03.png
https://www.bleepingcomputer.com/news/security/us-cities-disclose-data-breaches-after-vendors-ransomware-attack/
https://1.bp.blogspot.com/-ITWBTeSAq5k/YC-LUT36J2I/AAAAAAAAYm4/iEl_t3ANPQ0jPkCBXJPJXSybCWp0Asc4QCLcBGAsYHQ/s754/afts.png
https://twitter.com/petrovic082/status/1490408041405202439
https://www.virustotal.com/gui/file/0c0769a5018a37076a7511714d42ae035826e7708c92e23abb5d2aaeb9919dfa
https://app.any.run/tasks/4a61f5f5-3ed4-4c72-bfd7-d5b97252bc86/

=== BJIOK CCbIJIOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===

http, Read to links:
L3

myMessage + Message
ID Ransomware (ID as Cuba)
Write-up, Topic of Support

Thanks:

Andrew Ivanov (author), Michael Gillespie
quietman7, sayso, Dmitry Bestuzhev

Marc Rivero Lopez, xiaopao

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles.
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https://blogger.googleusercontent.com/img/a/AVvXsEiO7Pvruc08J-CtcUNK3K5OpGF5pMciKaS-C8k8c4ZjuSRP0eMgBIbOhUW0Ct1-nE5Lw6MivByaft-qdlXE62nx9Z0gd_4OOkLIQtCuMUexBuqDENTWbWjDpR_tpf6niKRDb6hbH5MuPuhDrzcExuzbPhI1rgP-3pdx2vpvP3nCKqQEpqOg-hQGZtJH=s853
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