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Recently, we got a chance to investigate a REvil Ransomware sample from one of our DFIR
investigations. During analysis, we encountered a few stumbling blocks that made the
investigation a little tricky, namely unpacking and string deobfuscation. In this blog, we will
show how we manually unpacked the malware and then how we deobfuscated the strings
used by the ransomware.

The particular sample we are going to investigate has the SHA256 Hash:
6ff970f1502347acd2d00e7746e40fbad8995abbe26271d13102753¢c55694078.
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Manual Unpacking

Packers are essentially tools that are used to compress a Portable Executable (PE) file.
Many malware authors utilize packers with their malware to obfuscate and make it a bit
harder to statically analyze code. If you want to learn more about packers, you can read our
blog about this here: https://www.trustwave.com/en-us/resources/blogs/spiderlabs-
blog/basic-packers-easy-as-pie/

We began by trying to determine what packer was used by this malware. The “Detect It
Easy” tool failed to identify the packer and no signature was found. It also found no packed
PE sections. Interestingly the sample had non-standard section names. We also took note
of the entry point at RVA (relative virtual address) 0x9D58 which is within the .text section of
the PE file.
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Figure 1. An overview of the malware's PE header information

Disassembling the executable, we can see right at the entry point the use of VirtualAlloc()
API to allocate a new memory in the address space, then "rep movsb" opcode to copy data
to the allocated memory, then, at the end of the function, is an opcode "jmp eax” that leads
the instruction pointer to a new entry point in the allocated memory space. Now that looks

interesting...

0

push
[esp+24h+var_24], ebp
ebp, 0

mov
and
add
mov
Pop
mov
push
sub

ebp, dwSize[ebx]

cax, ebp

chp

eox, 4 ;@

eho; fiProtect
[esp+24hsvar_24], chx
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push  1000h; HAocation Type
push ebp

and  [esp+2Ch+dwSize], 0 [
mov  [esp+2Ch+dwSize], cax; dwSizd [
push  eax: E}Addrcss \

add  [esp+24h+var 24]. ecx \ b

and  [esp+30h+var_30], 0
xor  [esp+30h4var_30], cbhx
call ds:E’i:tualA.l.lchcbxl \
push edx
xor  cdx, [esp+24htvar_24)
or  edx,eax
and edi, 0
or  edi,edx
pop  edx
sh ecx
E:.d cox,
xor  ecx,edi
and  dword 45300 [cbx], 0
add dword_45300C[ebx], ecx
cox
E;E]"J chx. 0
jbe  short loc_409E46
false
push 0
add [esp+24h+var 24, edx
push  revil_base_address[ebx]
pop  edx
add edx,cbx
mov  revil_base_address[ebx], edx
edx
|I:E|:h o true
add  [esp+24h+var_24), edx
push  off 453068[zbx]
pop  edx
add edx, cbx
mov  off_453068[chx], edx
pop  edx

Vo

push 0
mov  [esp+24hvar_24], edi
xor  edi, edi
xor  edi, revil_base address[ehx)
mov  esi,edi

edi
ﬁgh edi
xor  edi, [esp+24h+var_24]
add edi, dwSize[chx)
and  ecx, 0
xor  ecx, edi
pop edi
rep movsh
mov  ecx, 0FFFFFh
push 0
mov  [esp+2dhtvar_24], edi
xor  edi, edi
or edy, dword_45300C[ebx]
mov  eax,edi

edi
ﬁgh offset new_jump_address
. o pop  dword_45315C(ebx)
Jmp To new al:lcFlP dword_45315C[ebx], ecx
entry push 0
point xor  [esp+24h4var_24], ebp

push eax

rep movsb

gmemcpy ()

pop  cbp
adg chp. dword_45315C[chx]

mov  eax, ehp

Here is what the code looks like when decompiled in IdaPro:
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vold _ usercall start(int al@<eax>, int a2fi<edx>, int a3f@<ecx:>, int adfi<ebux>, int aS@<edi>, int af@<esi>)
1
int v6; // =bx
int v7; // edi
int v8; // ebx
int v9; // esi
int vie; // ebx
int new base address; // eax
int vi12; // ebx
int v13; // ecx
int vi4; // eax

2+ a4 + 1;
xFFFFFF;
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wnoen

o O

+
&

(3]
-

e ]
[

[ JSTRN -~ ]

= at & @xFF@@FFFF;
v1le = v8 - al;
new_base_address = al & @xFFFFBOFF;
v12 al & vie;
vl3 a3 & BxFFFFFFEe;
if { viz )
w12 &= vo & 73
if ( wiz )
v1l2 &= v13 & new _base address;
if { !wviz )
1
new_base_address = sub_411E57(new_base_address, w13, @, v9, 139383, 2116);
if ( Inew base addres
new_base_address =

s}
(in

t)VirtualAlloc(®, dwSize, MEM COMMIT, PAGE_EXECUTE_READWRITE); |

*(int *){(char *)&dword_45388C + v12) = B8;
*(int *)((char *)&dword_45388C + v12) += new_base_address;
if { viz )

*(int *){(char *)&revil base address + v12) += v12;
*(__intls **)((char *)&off_453868 + v12) = (_ intle *)(*{char **){(char *)&off_453868 + v12) + v12);
}

gmemcpy | Copy data starting from base addrass
(void *)new_base_address, to new allocated memory space

*(const void **)((char *}&revil_base_address + w12},
*(int *){(char *)&dwSize + v12))};
vld = *(int *)((char *)&dword_45388C + v12);
*(int *)((char *)&dword_45315C + v12} = (int)&new_jump_address;
*(int *){(char *)&dword_45315C + v12) &= @xFFFFFu;
__asm { jmp eax | s /)

Jump to the new entry point

b

Next, we dynamically analyze the file using x64dbg (a PE debugger tool) to see what’s
being copied to the allocated memory. In the screenshot below, after calling VirtualAlloc()
API, this instance allocated memory at the base address 0x1240000 (this memory address
varies in each run).
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®| 00409DC7 03AB 20314500 add ebp,dword ptr ds:[ebx+453120] Hide FPU
#| 004090CD 8BCS mov eax,ebp
H B I pop cbe e orzoono ]
«| oos03000 E3 40000000 mov ecx, 40 = .
|l 00409005 53 push ebx =
& | 00409006 291C24 sub dword ptr ss:lesﬂ.:nx
#| 00405005 010824 add dword ptr ss:fesp], ecx return
# (| 004030DC &8 00100000 push 1000
o 0os09pEL 55 push ebp addres
#| oD409DE2 832424 00 and dword ptr ss:lesa.ﬂ allg
| 00409DEE 890424 mov dword ptr ss:fesp), eax re
|| 004090ES 50 push eax
ol 00403DEA 532424 00 and dword (= [}
|l 004090EE 311024 xor dword ptr ss:jfes ebx
o[l 004090F1 FF33 B4354500 dword ptr ds:[ebx-<&VirtualAllocs
BEg—
# ([ 004090F8 331424 xor edx,dword ptr ss
| # | 004090DFB 0BDO d
| @ || 0D4030DFD B3E7 00
#( 00403E00 DBFA

| fespeC

esp+10] BO3ESL
: [esp+14] 00409
| dboump1 | @eoump2 | WWOumP3 | EDump4 | dWOumps | @ watchi | beliocals | 2 stuct | et 4l
DO12FF4B
QD12FF4C

L Text:004090F7 revil.exe: S9DF7 #91F7

-
1240010 | 88 000500 D0~ D0-00106-06-00-00130-00-26-30 [ co12Fesof oo
1240020|00 00 00 00|00 0O OO 00|00 OO0 OO0 00|00 00 00 00 ggigg:gg ggié
1240030( 00 00 00 00|00 OO Q0 00|00 OO OO0 00|00 OO0 OO0 QO 0012FF5c | oooo
124004000 00 00 00|00 QO OO0 00|00 OO 00 00|00 OO0 00 00 oo012FEe0 | noos
124005000 00 00 00|00 0O OO0 00|00 OO OO0 00|00 OO0 OO0 00 oo13FFe4 | 0ooo
124006000 00 00 00|00 0O OO0 00|00 OO 00 00|00 00 00 00 0D12FFES
1240070 00 00 00 OO|0O0 0O OO 00|00 OO OO0 00|00 OO0 00 00

1240080 00 00 00 OO|0O0 OO OO OO0|0O0 OO OO 00|00 OO0 OO 0O 0012FETD
124005000 00 00 00|00 OO OO0 00|00 OO OO0 00|00 00 00 0O 0012FF74| 0012
124004000 00 00 00|00 OO OO OO|0O0 OO OO0 00|00 00 00 00 oo12Fe7s| 0012
1240080|00 00 00 0OO|00 OO Q0O 00|00 OO OO 00|00 QO OO0 QO 0012FETC | 203E
124000000 00 00 Q0|00 Q0 Q0 00|00 OO0 00 00|00 00 00 0O oo12FEs0 | oosa
1240000 00 00 00 00|00 QO OO0 00|00 0O 00 00|00 00 00 00 0012FF a4 | 0000
12400E0| 00 00 00 00|00 0O OO0 00|00 OO OO0 00|00 OO0 OO0 0O 0012FFE8| 7777
12400F0| 00 00 00 OO|00 00 OO0 00|00 OO0 OO0 00|00 OO0 00 00 oD12FEaC | 7777
1240100 00 00 00 OO|0O0 OO OO 00|00 OO OO 00|00 00 00 00 0012FFa0| TEFD
124011000 00 00 00|00 00 OO0 00|00 OO0 OO0 00|00 00 00 00 0012FF54 | DO12
124012000 00 00 00|00 OO OO OO|00 OO OO0 00|00 00 00 OO0 0012FES8 I 7781
1240130| 00 00 OO OO|0O0 OO OO 0O|00 OO OO0 0OO|0O0 OO0 OO0 OO oo12Feac | 7reL
1240140|00 00 00 00|00 OO Q0O 00|00 OO OO 00|00 OO OO0 QO oo12FEaofl 7710
1240150( 00 00 00 00|00 QO Q0 00|00 OO 00 00|00 00 00 00 0012FEA4 | 000t
124016000 00 00 00|00 0O OO0 00|00 OO 00 00|00 00 00 00 0012FFas | 000t
124017000 00 00 OO|00 0O OO0 00|00 OO OO0 00|00 OO0 OO0 0O oo1z2FFac | TEFD
124018000 00 00 OO|00 OO OO 00|00 OO OO 00|00 OO0 00 00 oo12FFeo0 | ooo
1240150 00 00 00 OO|0O0 OO OO 00|00 OO OO 00|00 OO0 OO 0O 0012FFR4 | 000t
12401A0( 00 00 00 OO|00 OO0 OO0 00|00 OO0 OO0 00|00 00 OO0 0O oo12e£E8 | ooo
1240180| 00 00 OO OOQ|00 QO OO0 00|00 OO OO0 QO|00 00 00 OO T

By dumping that memory address, we can visually monitor what has been copied to that
address. After the malware has copied the data to the memory address, it turns out that it
was the PE image of itself.
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xor ecx,edi
pop edi
rep movsh
mov ecx,FFFFF
push O

mov dword ptr
xor edi,edi
or edi,dword
mov eax, edi
pop edi

push rewvil.409EAD

pop dword ptr ds:[ebx+45315C10

L

(L

.Text:00409E66 revil.exe: $9EGE #9266
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However, the jmp eax we mentioned earlier - jumps to a new entry point at RVA Ox9EAO
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(virtual address is therefore - 0x1240000 (base address) + 0x9EAO = 0x1249ea0):
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®| 00409E82 8F83 50314500
& 00409E88 218B 50314500
& | O0403ESE

& 00409E90 312C24

& 00409E93 50

& 00403E94

& D0409E95 03AB 5C314500
& 00403E9E 8BCS

pop dword ptr ds: Ecbxﬂ;!ﬂc
and dword ptr ds:[ebx+45315C
push 0

xor dword ptr ss:|Jespd,ebp
push eax

pop ebp

add ebp,dword ptr ds:[ebx+
moy eax,ebp

mov eax,ebx

or eax,ebx

mov ebx,eax

pop eax

jne revil.409ED4

sh FFFFOO00

revil. 404FBA

push ebx

or dword ptr ss:Bespll,ebx

®| 0D403EAL 8BC32
& 0D409EAZ QBC3
® | DD403EAS BEDE
®| DD403EAT 58
e=---8( OD40IEAS v 75 2A
' ® | 0D403IEAA 638 OQ000FFFF
1 ®| DD4D9EAF EE 06110000
I F ®| DD4D3EB4 53
L ®| DD4D9EBS 091C24

eax=0124%E40
1
| Text:00409E3E revil.exe: §9E9E #323E

-l Hide FPY
EAX  01249EA0

EBX
ECX
EDX
EBP OJ12FFo4
ESP 12FF6C
ESI 456000

EDI 01296000
O0409ESE

EFLAGS 00000208
ZF 0 PF 1 AF O
OF 0 5F 0 DF O

[
Default (stacal)

2: [esp+B] O0O012FFS4
3: [esp+C] O0012FFBC
4: [esp+10] 8D2ESDS!
5: [esp+14] 0040905

point of the
same PE file 3 31

BB b3y cu supws wu &7 34
B7 04 24 FF|93 BB 35 45
00 00 52 BB|(93 10 30 45
45 00 51 2B|8B 68 30 45
00 56 83 EG|00 OB B3 20
5E &4 00 85|0C 24 83 E1
F2 59 56 8B|FO 33 FD 8B
45 00 3B C3|74 15 03 AB
30 45 00 25|2C 24 EB AC
45 00 87 0OC|24 EB €& D5
A3 5C 31 45|00 C3 55 8B

na anlar an Aan oan

SRATREREKE8EEREREER

FF 83 5C
83 C4 FO

TERRDEE

E%E

E

jowEamwm
=-rY Lk =1

3®. £HOE. . 1«HOE. ]
56|...1E.51.5..5j&

5305387

.* 1F..4%P...0E.

B &
o
o w
(')
=]

00 33 CE|.V.®.." 1E..4.3
45 00 BB|Aj...%5.4.3..0E..
93 AC 35| Uyv.B3B.40%y .5
2B AB 10|E.;At..e.0E. U+e.
8B 10 30|0E.),$&~...0...0
10 61 FF|E... W
51 52 56| £11E. AU 1. ADPQRV

0012FF40| FFFFFF
0012FF 44| 000000
0012FF48| 012400
0012FF4C | 000010
0012FF50| 000000
Q012FF54| 0012FF
0012FF5&| 004020
0012FF5C | 000000
0012FF&0| 000560
0012FF64 | 012400
0012FFGE| 0012FF

0012FF7 0| 000000
D01ZFF74| DO1ZFF
D012FF7E| DO12ZFF
D012FF7C | BO3ESD
O01ZFFE0| 004090
DO012FFE4 | DOO0D00
D012FFBE| TF773C
O012FFBLC | 777 73C
D012FF30| TFFDFO
O012FF94 | 0012FF

Next we follow that jump to virtual address 0x1249ea0, and yet again we encounter another
VirtualAlloc() API call. So we dump the new allocated memory address and monitor it:
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002 09ECE
cevirtualalloc=]

push edx
and dword ptr :Iesp o0
=or dword ptr tlespl,eax
pop dword ptr :[eb=x+453010]
mow dword ptr [eb=x+45312C] ,2
push ebp
and ebp,0
xor ebp,eax
and dword ptr ds:[ebx+453048] ,0
=or dword ptr ds:[ebx+4530458] ,ebp
pop ebp
Tea eax,dword ptr ds:[eb=x+45311C]
push ehb:=x
=or dword ptr ssiles ,ebx
or dword ptr ss:i[esp].eax
push 40
push esi
moy esi ,dword ptr ds:[eb=x+453120]
wchg dword ptr ss:[esp],esi
push eax
moy eax ,dword ptr ds:[ebx+453014]
wchg dword ptr ss:[esp],eax

dword ptr ds:[ebx+<fAirtualProtect>]
cmp ebe,0
jhe 303FEBS

O0209FES OOz209F32
ret push eds
moyw edx,dword ptr ds:[ebx+453010]

wichg dword ptr ss:[esp],eds

add ecx,dword ptr ds:[eb=x+4530658]
push ecx

sub ecx,dword ptr ds:[eb=x+453065]
sub dword ptr ss:[esp],ecx

E&17 2100BS

or esi,dword ptr ds:[ebx+453120]
and ecx,0
®or ecx,esi
pop esi
push o0
mow dword ptr ss:[esp],ecx
and ecx,0
®or ecx,dword ptr ds:[ebx+453014]
moy edi,ecx
pop ecx
push esi
Moy B57 ,2ax
®Or Bs5i,eax
Mo eax , 25
pop esi
rep stash
dword ptr ds:[ebx+<c&Getversion=]
Cp eax,ehbx
je 309F3E

OOZ09F 86

add ebp,dword ptr ds:[eb=x+4532010]
push ebp

sub ebp,dword ptr ds:[eb=x+453010]
sub dword ptr ss:[esp],ebp

£all 213547

OOz 09F3E

push ecx

moy ecx ,dword ptr ds:[ebx+453010]

wchg dword ptr ss:[esp],ecx
307570

mow dword ptr ss:[esp+10],ehx

popad

imp dword ptr ds:[ebx+45315C]
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The malware then starts to decrypt a blob of data embedded in the PE file starting at RVA
0x13DEZ2 and writes it to the allocated memory. That blob of packed data (at Offset
0x13DE2) is within .text section of the PE file.

D8 Sections

Check packed status v Read only

MName V. Address V.5ize Offset R.5ize Flags Entropy = Packed

Jdext 00001000 Q0052000 Q0000400 00051800  &0000020 6.09 no

.data 00053000 00003000  Q0051c00 Q0002500  <O0000c0 4.65 na
00056000 Q0007000 00054200 00006200 40000040 .40 no
0005d000 00044000  000SbO0O0O 00043500  cOOOO0020 0.00 no
00031000  0O00&2000 0009600  Q001d&00  cO000020 0.00 nao
00103000 0001d454  000bbcOD  0O001d600  cOOOO020 0.00 no

After unpacking, another PE file is revealed. This time, it is the ultimate payload — a REvil
Ransomware. You will notice the new section names, and standing out is a non-standard
section name .raimo.

Hex ASCIT
40| 5A 90 00|03 0D 00 00|04 00 00 OD|FF FF 00 OO(MZ....cueuus V.
B8 00 00 00|00 OO OO0 00|40 00 00 00|00 00 00 00| _v.v.... (=
o0 00 00 00|00 OO0 OO0 00|00 00 OO0 00|00 00 00 00| v eeeeenerns
00 00 00 00|00 OO0 OO0 00|00 00 00 OO|F8 00 00 00| ueeeeeannns s P
0E 1F BA 0OE |00 B4 09 CD|21 B8 01 4C|CD 21 54 &8 e, LI .LItTh

63 73 20 70|72 6F &7 72|61 6D 20 &3 |61 &E &E &F|is program canno
74 Z0 62 65|20 72 75 6E|20 63 GE 20|44 4F 53 ZO|t be run in DOS
60 &F 64 &5 |2E OD OD OA(24 00 OO0 00|00 OO0 OO0 OO | mode....%.......
F3 &5 73 07 (B7 04 1D 54|B7 04 1D 54|B7 04 1D 54|6es.-..T-..T-..T
BC SA 18 55 |E6 04 E4(8C 5A 1E 55 |BES O4 S54(.Z.U07..T.Z.UY..T
BC 5A 19 55 |BE6& 04 E4|(6A FBE D3 54 |B6 04 E4 .gLUﬂ..TjﬁﬂTﬂ..T
64 FBE D& 54 |B4 04 54(BF 04 1C 54 |A1 O4 54 JUdT .oT uaTiaaT
6A FE CD 54 |Be& 04 E4(20 5A 19 55 |AC O4 j (1 = =l
20 5A 1F 55 |B& 04 1D 54|52 6% &3 &5(BF 04 1D 54| Z.UY..TRich-..T
o0 00 OO 00|00 OO OO0 OQO(0D OO OO0 OO(00 OO OO0 OO .....ieeennnnnns

00 00 OO0 00|00 00 00 00|50 45 00 O0(4C O1 OS5 OOf........ PE..L...
S5E 37 D5 50|00 0O 00D 00|00 0D 0D OD|EC OO 02 OL|A787........ a...
0B 01 OE 00|00 AE 00 OO|DD E4 01 Q0|00 00 00 00| .....8...8......
C4 3C 00 00|00 10 00 00|00 CO OO0 00|00 00 40 00| A<....... A....2.
00 10 00 00|00 02 00 00|05 00 01 00(00 OO0 00 00| . eeveaeesrnnens
DS 00 01 00|00 00 00 00|00 CO 02 00|00 04 00 00| ......... Aooo...
00 00 OO0 00|02 00 40 80|00 00 10 00|00 10 00 00| ...... Bevrnrnnnn
00 00 10 00|00 10 00 00|00 00 00 00(10 00 00 O0| . ueeweeeenennen.
00 00 OO0 00|00 00 00 OO0|ED EA 0D 00|28 0D OO0 OO|........ &, . (...
00 00 OO0 00|00 00 0D 00|00 0D 0D 00|00 DD 00 DO|.ureweanrans ce
00 00 00 00|00 00 00 00|00 BO 02 OO(DC OS5 00 O0|......... = 0. ..
00 00 OO0 00|00 00 00 00|00 00 OO0 00|00 OO0 00 O0| . ueeweeeenennen.
00 00 OO0 00|00 00 00 00|00 00 00 O0(00 D0 00 D0| .ueereeeenrnnens

o0 00 OO 00|00 OO OO QOO0 OO OO0 OQO(00 OO OO0 DO ... ieennnnnnna
00 CO 00 00|08 00 00 OO(00 OO0 OO0 00|00 0D 0D 00| .A. .. .eeeuunnnnn

o
L i e e e n i n e e s s s e s s = = B R R

2E 74 &5 78|74 00 00 00|24 AC OO0 OO0 (00 10 00 OO .teXt...%-......

00 AE 00 00|00 04 00 00|00 00 OO0 00(00 00 00 00| .%...easenrensns
00 00 OO0 ey eleierseisl 00 00| .... .. .rdata..
2E 2B 00 notice the new section . ,; op| il Al ..o
o0 00 00 names of the unpacked file O 40| .eennnnnn.. .8
2E 64 61 FE(el U U0 OU[AS ET OO UU U0 FO 0| .data. e...0..
00 E8 OO 00|00 DE 00 0O ..

o0 00 00 00|40 00 OO0 CO
00 C8 00 00|00 EOQ OF 00
00 Q0 00 00|00 OO OO0 00
ZE 72 65 6&C|6F &3 00 0O
00 06 00 00|00 BE 02 0O
00 00 o0 ool40 o0 00 42

JAamn Aan oAan oralAan A oAn fn
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We can dump this unpacked PE image and manually fix the IAT (Import Address Table) so
that we can continue analyzing it statically. You can reconstruct and fix the IAT with Scylla
(this is available in x64dbg) or ImportRec.

Reversing Encrypted Strings

Now that we have manually unpacked the file, we can statically analyze it. However,
another stumbling block is that it leverages string obfuscation to hide the nature of what it’'s
doing. You can see in the screenshot below a bunch of cross-references — these are calls to
the decode_string function:

Mo [Elh[-:l+ua’_29], 8 I 1

lea BEN, [EI‘JFI'I"-.-’EI"_BE] @. efs to decode_string

push eax ; pout

push edi ; datalen Direction Type Address Text

Eﬂz: ;ggh : t:f'éi?set (2 Down p f_parse_cu:unf?gurat?u:un+535 call decu:ude_str?ng
push offset encrypted data_table ; {52 Down p f_parse_configuration+ 355 call  decode_string
call decode_string - - @ Down p get_Exp_value+BA call decode_string
lea eax, [ebpt+var_58] @ Down p sub_1321C28+1C call decode_string
mov [ebp+var_20], @ @ Down p sub_1321C29+35 call  decode_string
push eax ; pOut ]
push 5 ; datalen @ Down p sub_1321059+1F call decode_string
push Bah ; keylLen (2 Down p sub_1321D5%+38 call decode_string
push @ADBh ; keyOffset .@ Down p sub_132105%+C1 call decode_string
E:i?. Szzzsz ::i;ﬁgted_data_tahle : @ Down p sub_1321F20+56 call decode_string
lea eax, [Ehp.‘.lu.ad- 58] (2 Down p sub_1321F2D+6E call decode_string
Mo [ebp+var_4B], @ (52 Down p sub_1321F20+386 call decode_string
pus: Eax 3 EDEtL @ Down p sub_1321F2D+A2 call decode_string
Eﬂzh - ! k:yieﬁn @ Down p sub_1321F20+C0 call decode_string
push 57Bh 3 keyDffset @ Down p sub_1321F20+DC call  decode_string
push offset encrypted_data_table ; |[= Down p sub_1321F2D+F5 call decode_string
call decede_string @ Down p sub_13220B%+50 call decode_string
Lea cax, [ebptvar_34] =k b_13220B9+60 Il decode.stri
_— [ebp+var 53], @ =) Down p sub_ + ca ecode_string
push eax ; pOut = Down p sub_1322089+82 call decode_string
push  edi ; datalen [ Down p sub_13221A3+19 call decode_string
pﬂz: g;gh " t:i;;:?set @ Down p cub_132222F+22 call  decode_string
Eush offset Encr‘yptedeata tahle - -@ Down p sub_132222F+3B call decode_string
call decode_string (= Down p sub_1322272F+54 call decode_string
add esp, 5@h (52 Down p sub_132222F+6D call decode_string
TE: £:ip+E:th_i;i EE] [ Down p sub_132222F+29 call decode_string
push eax o pOut (= Down p text: 01322771 call decode_string
push 4 ; datalen [ Down p text:013227AF call decode_string
push 4\ ; keylen L) Down p Fext: 01322805 call decode_string
FIUSh EHSCh i k_E}l’D‘F‘FSEt |m (1 L L O ATTIOET (] =l =l Lo
push offset encrypted_data_table ; |

call decode _string Cancel

The encrypted strings are stored in parts of the binary. One part is a table of the encrypted
strings that the malware uses and another part is the ransomware configuration. Each
function call to decode_string is preceded by its parameters, by passing them through the
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stack, these are: pointer to the output address, the key offset, key length and encoded data
length. We will follow this example:

loc_1321E@2:

lea eax, [ebp+format]

push eax s pout

push 134h ; datalen

push aoh 3 keylen

push 7B4h 3 keyoffset

push offset encrypted data_table ; Virtual Address = Bx132F@&@
call decode_string

At relative virtual address 0xF0G0 is the data table base address which we named as
encrypted_data_table which is 3048 bytes long. This is found in the .data section of the
PE image.

r Sections m

“encrypted_data table” is at
RVA offset 0xf060
Check packed status within .data section v Read only

Mame V,Address V. 5ize Offset R.Size Flags Entropy = Packed o
Jdext 00001000  Q000bOOO Q0000400  Q000ae00  &OOQ00020 6.59 no i
rdata 0000c000 00003000  0000b200  Q0002c00  cO000040 7.88 y

data 0000000 0000f000  0000de0d 00002300  cOOOOO 7.99

raimo 0001e000 0000000  0001c600  Q0006c00  cOOOO0040 7.99
reloc 000Zb00O0 00001000 00023200 00000500 42000040 6.57
SCY 0002c000 00003000 00023300 00002400  e00000&0 4.76

For this example, the encrypted data is at offset 0x91B from the base address of the data
table, or 0xFO60 + 0x7B4

And the following parameters are hardcoded:

o offset address (from the base address 0xf060) of the encrypted string: 0x7B4
e key length: 0x0D (13 bytes)
« string length: O0x13A (314 bytes)

Here is the encrypted_data_table (truncated) after we re-based it to Zero:
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BBBRBREA =
ARAAAR1A:
BEBRAR2a -
ARAAAA30A:
BeBRaR48 -
ARAAAASA:
BEBPBR6A =
ARAAAR7A :
BEBRAR8A -
ARAAAAY0 :
BeBRARAA =
ARAAAAEA :
BEBRBACH =
ARAAAADA :
BPBPAREA =
AAAAAAFA:
BEBRA1 68 =
ARAAA110:
BeBRA128:
ARAAA130:
BeBRA148:
ARAAA150:
BeBRA16A:
AAAAA1 7@ :
BEBRA188:
ARAAA1 970 :
BeBRA1AB:
AAAAA1 BA:
BEBRA1CA:
ARAAA1 DA :
BBBPA1EA:
AAAAA1FA:
BeBRa208a8 -
AAAAA210:
BeBRa228:
BEERGE2 E.

HAAAAEER:
HAAARBFA:
ABAAAY B0 :
AAAAA?1A:
AAAAAY 20 :
AAAAA? 30 :
AAAAAY 40 :
AAAAA?5A:
AAAAAY 60 :
AAAAAY? 7@ :
AAAAAY8A :
AAAAA? 70 :
ABAAAY AR :
HAAAA? BA:
ARAAAY CA:
ABAAA? DA :
HAAAAY EQ:
ARAAAY FA :

The encrypted string block is therefore at 0x7B4-:
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f L2 e 626 Jh
—huﬂ+.p]ﬁ+£hele—
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u+auON fITI%ES1T
tyeo LA E0TRL P
N2 o _U-sgiiii %FID
& i %9k =7 1)
Nuwheu "plilod &>
FAIVE np>©; >=RlZ0c
3JC7+!7ﬂJ'§f |
quBEl?(JNIIJW—(L
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HHaigBLllinn
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’ d . . . s i

EEEEE724- 1G AB 55 92 54 DD - 18 A3-DD LéﬂETiﬁHIEHulTH'
dARAA?34: 83 CE 26 86-FA 32 A4-17 55 42 D8-28 Aﬁ&ﬁ 2U5 BT Pl
sAaAAY44: 11 25 B@A YA-EY BA 17-4B 5B AC 3D-DF g LKL 2="HA

B?-65 A4 ED-37 74 1B 3C-62 E

6B-73 1D JE-8D 76 AA C6-5D

B6—-E3 7D 16—32 E1 39 CE-F? E$*M> t-2B94;
10]515]9)5 0 BB-EA Db BC-86 47 18 70-86 6Bgno 446G T
EEEEE794' 44 2B 15 19-24 7D 63-F1 B2 71 6A-A4 D¢§l$ﬂ1c+ﬂq ¢4q
aAaAAA4: 53 86 33 DC-33 25 EB-D& B8 FD 19-32 GE-~1F SﬁE.B/Rﬁ#qleHH
GlSISSIEp iR Y D) AE BY-3%Y 35 9D 6W-DA 8D DE CA-E3 Eron?5¥" rl!ﬂﬂﬂgl
d88BA7C4: | B4 67 34-#Y FY 1b 3/-33 3 88 EG-E3 *7id=.73Aewl[F!!
BAAAAYD4: | @D D6 S5B-BA 54 D5-7E 1D 32 2D-79 Fupl
AAAAAYE4: E1 58 98-B5 bA 8B-F? 88 16 7A-997 BHPE
dAAAAYF4: 3@ AC 3F-5C B6 BA-14 37 AD 69-BE
AAAAAgA4: | BS 2C F2-14 D4 13-6F 2B AF 1F-FA
dARAAg14: | 34 7C D?-2D 79 74-DE 4a 81 13-71 J'"—yéulJ@Hq-uﬁ
AAAAAg24:  CA CD 3B-82 4D 63-82 A5-7E LE=eMipc B T2yl
dApAAg34: | 75 60 93-2D L8 : ‘ E5-7n ‘o
e TR TR crocrypted strng g 2 hamenjmars

H = | = & Al ik

AAAAAg64: DA EA EA-51 -“ength =314 h}"tES} 7923 HilaQd illg"Evi26.H
HARAAg74: 14 E5 38-4D 2D-11 qEEEH“*#!T" 44“
AAAAAEE4: 3B 8D FC-CA DB-3A srl” Lt]1 06T
HAAAAgET4:  4C 6F 53-93 B2-Dg
AAAAAgA4: | 2A 4B 65-1F EC-34
HAAAAEB4: @3 65 AB-E2 24-RE8
AAAAARC4: B2 74 4E-3A JD-FD
dAAAAgD4: | C2 6A 4C-5B 14-75
BAAAARE4: 5C 74 87-A4 E?-D2

Eﬂ¢4hU¥HHU¢+
@80DGSF4: A8 67 E1 C8-5D 3C-68 2gb nnigized 0
6B 84 D4 57-45 @ : - Lysg Lo

The key is 13 bytes long :
[82 7D AE B7 37 35 9D 60 DA 8D DB CA E3]

And the encrypted string is 314 bytes long:

[6c 67 57 04 37 69 34 07 f7 16 37 33 30 88 ec e3
46 13 61 0d 75 d6 5b 0a 54 2a d5 7e 1d 32 9d 79
c8 8c b9 el 23 50 90 b5 6a 84 8b f9 80 16 9a 99
58 11 24 30 di1 ac 3f 5c b6 77 b0 14 37 ad 69 be
81 d6 ea b5 a8 2c f2 14 d4 74 13 6f 2b af 1f fa
28 €0 58 34 be 7c d7 2d 79 90 94 de 4a 01 13 71
fa e6 36 ca 88 cd 3b 82 4d ac 63 02 l1a e8 05 7e
71 44 3c 75 4a 60 93 2d 58 01 3a 24 98 b3 e5 7a
9b 3f 43 6f e2 3a 69 36 5b f4 a® bl 2a dd ff 41
59 c¢3 77 88 c3 41 df 2a 4d ea d7 91 61 5a 53 98
le df 56 da 4e ea e0® 51 e8 8d 57 71 fc 90 79 23
fd 36 0d 14 24 e5 30 4d a7 cf 23 06 c2 7a 2d 11
11 ea ec 3b cb 8d fc cO 06 5d 8c ff a2 82 d8 3a
0d 39 a5 4c 15 6f 53 93 e2 d4 35 55 5a f5 02 d8
e3 a3 cb 2a 2b 4b 65 1f fc aa 14 20 a4 d5 ec 34
23 60 73 03 b4 65 ab e2 bd c4 cf 1f e7 37 24 b8
93 Oa 16 b2 79 74 4e 30 3b ce b4 fe ac cf 3d fd
91 7f 96 c2 9f 6a 4c 5b fa fc dO 05 Oe 36 14 75
19 24 dc 5¢c 7e 74 87 a4 9b 34 62 56 9d 4d e9 d2
12 c5 61 a8 67 el c8 5d 6e 6¢e]
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Reverse engineering the decryption code in the malware shows that it's actually just the
stream cipher RC4. Code snippet below is the RC4 algorithm: initialize sbox and key
scheduling

char _ cdecl sbox_init{char

{

}

{

int w3; // esi

unsigned int i; // eax
unsigned int vwS; // ecx
char va; // bl

char result; f/ al

unsigned int v8; // [esp+Ch] [ebp-4h]

LOBYTE(vZ) = @;

for ( 1 =8; 1 € 256; H1 )
shox[i] = i3

vE o= @3

va = @;

do

i
vE = shox[vS];
v3 = {unsigned _ int8)(v3 + key[vS ¥ keylen] + sbox[vs]);
result = shox[v3];
shox[v8] = result;
vs = vB + 13
shox[v3] = v6;
VE = uS;

while { v5 <« @xlee );
return result;

Code snippet below is the actual decryption of data:
cdecl data_decrypt{char *sbox, char *keyEndPtr, int end, _BYTE "output)
int j; // edi
int ws; f/ e
int result; f/ eax
int v7; // ecx
char *keylLen; /S [esp+ldl ebp+Cl
int enda; // [esp+18h] [ebp+1l@h]
j = end;
LOBYTE(vS) = @3
esult = @;
if ( end )
{
----- = (cl ) (keyEndP utput);
deo
{
w7 = (unsigned int8)(result + 1);
enda = w7;
LOBYTE(v7) = shox[v7];
vs = (unsigned __int8){v5s + H
sbox[{unsigned _ int8)(result + 1)] = [v5];:
.L,[. _] - 7.
*output = st[{_DWORD)keyLen] ~ sbox[(unsigne t8)(sbox[ (unsigned
H-T-::|: t; -
¥
while [ § };
} 2
return result;

}

) (result

*shox, char *key, unsigned int keylen)

+ 1)] +

"V1:// keystream generator

After reversing this to C, it was pretty straightforward to convert it to Python so we could run
it in IDA Pro.
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def decode(key, data):
" REvil string decoder, this is just RC4 """
# initialize sbox and key scheduling
sbox, j = [a for a in range(256)], @
for i in range(256):
i = {7 + keyl[i % len(key)] + sbhox[il} & @xff
sbox[1], sbox[j] = sbox[j], sbox[i]

# this is the actual decryption of data to output
i, j, output = @, @, bytearray(leni{data))
for k in range(len(data)):
i=1(1+ 1) & axff
i = {j + sbox[i]) & @xff
sbox[1], sbox[j] = sbox[j], sbox[il
t = (sbox[i] + sbox[j]) & @xff
# here 1s the actual decryption of the data
output [k] = sbox[t] ~ data[k]
return output

This now allows us to take the encrypted block above with the following parts:

Because each encoded string has its own unique key and variable length, it becomes
cumbersome to decode every string. But fret not, at the end of this blog, we share the
IDAPython script to aid you with the decoding process.

The second part of the obfuscated data is the ransomware configuration which basically
uses the same RC4 algorithm. This encrypted configuration is stored in the non-standard
named section called .raimo.

In the screenshot below we highlight the RC4 key
“VNz47r3Wz2xT7DP1XgPa2MYcwUx8uRex”, the CRC hash of the encoded data which is
0xB6C2E135, and the length of the data is 0x6B02 (27394 bytes).
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key db "VNz47r3Wz2XT7DP1XGPaZHY CHUXEUREX"
enc_cenf_hash dd BBEC2EL35h 3 DATA XR
3 SIZE_T enc_conf_size
4 enc_canf_s:.‘e dd 6882h ; DATA 3 sub 1321B1C+1
sub_ 1321B1C+24
; char enc_config datal]
=828 enc_config data| db 8, 'F-EFKz"qUH@',15h, PFI it "*éépu T:',B h, " FY— *1?h 8Fh,'§"
DATA Cr =uWp L 3 21B1C+7
db 13h,'||',16h,'éi',15h,"aal- 2?h eoh, ' ké',l?h '=.0",1Eh, 28" 6,2
db 'Oe',38h,'T",3,'z",98h,"'D" 1?h,'+5',13h '+1',14h, “r_-f"’CE 16h, "teg¢’
db 8Fh, "zi0/cC.550 e r"l.):nf.1.q1.:ren'..1c.|:|u h,'w’ﬂi',8=h <¢,85%E”
db 'a2',1,';51",1, aMgnoew =01 5 LCN, 18h, 88h,1Eh, "0° ', 0,8Eh, "4’
db 'xVui®2,B83a°,6,'L8",27h, A 2%',7, T<v',8Dh, 'ECE', B4R
db '";",1Bh, "5wk;d?_U¥ Ea}:x',a=h,'u',1Bh,11h,1,-z_h,'«,-:.Elar-l;i_‘r',5=h,'+v<5'
db *20u21]3',1Eh, "™+[7uYyA',16h, " jﬁe—-aeé[€ ,16h,'<",12h,"e",6, ‘u”fI'IP:ef‘F
db 'f~3',3,98h, ':'"ax‘r "xFk3” RL *9, _H‘uﬂu 124 *th E&0zh “ (,,fi— xIE €100 8,
dh " E-':::l "IIEGTA" ‘v S re T i

"wild": [ =m

]r

"prc": [ ==

1.

"dmn": "mgimalta.com;makingmillionaires.net;walterman.es;eurethicsport.eu;smartspeak.com;a

ASADBAPQAQAFcAZQBsSAGMAbWBtAGUATABDAHKACGB1AHMATWBUAGUATABhAGAAZAAGAEQAZ
e. txt",

WwByAHKACABBAGUAZAS

When we finally unpack the file and deobfuscate the string, the process of reversing the
code statically is so much easier. We won’t, however, go into further detail about the
Ransomware itself as there are very good analyses on this malware elsewhere, such as:
https://www.acronis.com/en-eu/articles/sodinokibi-ransomware/

As mentioned earlier, we also wrote an IDAPython script to help deobfuscate strings hidden
by this malware which may aid in the analysis process. You can find it here:
https://github.com/bizdak/malware-analysis/blob/master/revil/revil.py.

Decoded string after running the IdaPython script:
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decode_string{encrypted data,
ZwpCaontent = @;
decode_string{encrypted data,
nullag = @;
decode_string{encrypted data,
vil = 8;
decode_string{encrypted data,
vig = 8;
decode_string{encrypted data,
vily = 8;
decode_string{encrypted data,
vidl = 8;
decode_string{encrypted data,
vig = 8;
decode_string{encrypted data,
vil = 8;

Happy reversing!

1319, 12, 20, s wpContent);// wp-content
1458, 7, 12, s static);// static

2787, 9, 14, s_content);// content

197, 7, 14, s _include);// include

231, 5, 14, s uplae);// uploads

1826, 7, 8, s_news);// news

2845, 16, 8, s data);// data

2514, 7, 18, s _admin);// admin
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