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ChernoLocker Ransomware

(wundpoBanbLUK-BbIMOraTersb) (NepBOUCTOYHUK)
Translation into English

OTOT KpMNTO-BbIMOraTenb WKMAPYET AaHHble Nonb3oBaTenen ¢ nomowbio AES-256, a 3atem
TpebyeT Bbikyn B # BTC, 4ToObl BEpHYTb dpannbl. OpurmHanbHOe Ha3BaHWe: B 3anuncke He
ykasaHo. Ha dpanne HanncaHo: Adobe Acrobat Activation Patch.exe, Mobdro For PC.exe
NN YTO-TO eLLe.

OO6HapyxeHus:

DrWeb -> Trojan.Encoder.30403
BitDefender -> Trojan.GenericKD.32833226
Symantec -> ML.Attribute.HighConfidence
Malwarebytes -> Ransom.FileCryptor
Microsoft -> Ransom:Win32/Genasom

© NeHeanorus: BbIACHAETCA, ABHOE poACTBO C KeM-TO He AOKa3aHOo.

N306paxkeHune 13 akpaHa BbiMoraTtensi — rnoroTun ctaTby
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K sawmndpoBaHHbIM darinam gobaBnaeTcsa 0aHO U3 cnegyowmx pacluMpeHnin:
(.CHERNOLOCKER)

(.chernolocker)

(.filelockergprotonmail.ch)

.(filelocker£protonmail.ch)

BHumaHue! Hosble paclumpeHusi, email n TeKCTbl 0 BblKyne MOXHO HanTU B KOHLE

cTaTbu, B 0GHOBNEHUSAX. TaM MOryT ObITb pasnuuus ¢ nepBoHavarnbHbIM BapMaHTOM.

AKTUBHOCTb 9TOro KpUNTO-BbIMOraTens npuwiiiack Ha Havyano cepeanHy gekabpsa 2019 r.
OpureHTUpoBaH Ha aHrMosA3bIYHbIX NOMb30BATENEN, YTO HE MELLAET PacnpoCTPaHATbL ero no
BCEMY MUPY.

3anuckon ¢ TpeboBaHneM BbiKyna BbICTyNnaeT n3obpaxeHune, 3arpy>kaeMoe OHIamH:

FILES IN YOUR COMPUTER HAVE BEEN LOCKED!

TOUR DOCUMENTE, FHOTOS, DATABARES AND OTHER IMPORTANT FILES HAVE BEEN LOCKED
WITH THE STROKRGIST INCRYPTION AND UWRICLE KIY GINIRATID FOR THIS COMPUTER,
PRIVATE DECRYPTIOM KEY STORED STORED OM A SECRET BERWER AND MOBODY
WL DICRYPT YOUR PILES UNTIL YOU PAY AKD OBTAIN THE FRIVATE DECRYPTION KEY,
THE SERYER WL ELUIMATE THE KET AFTER 14 DAYS

PURCHASE THE DECRYPFTION KET. ROW
WOU CAN CONTACT ME VIA FILELOCKER EFROTOMNMA IL.CH

CopepxaHue 3anuUcKu o BbiKyne:

FILES IN YOUR COMPUTER HAVE BEEN LOCKED!

YOUR DOCUMENTS, PHOTOS, DATABASES AND OTHER IMPORTANT FILES HAVE
BEEN LOCKED

WITH THE STRONGEST ENCRYPTION AND UNIQUE KEY GENERATED FOR THIS
COMPUTER.

PRIVATE DECRYPTION KEY STORED STORED ON A SECRET SERVER AND NOBODY
WILL DECRYPT YOUR FILES UNTIL YOU PAY AND OBTAIN THE PRIVATE DECRYPTION
KEY.

THE SERVER WILL ELIMINATE THE KEY AFTER 14 DAYS.
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PURCHASE THE DECRYPTION KEY, NOW
YOU CAN CONTACT ME VIA FILELOCKER@PROTONMAIL.CH

MepeBopn 3anUCKN Ha PYCCKUI A3bIK:

®ANITbI HA BALLEM KOMMbIOTEPE 3ABTOKMPOBAHbI!

BALLUV OOKYMEHTbI, ®OTO, BA3bl JAHHbIX M APYTME BAXXHbIE ®ANTTbI
3ABJIOKMPOBAHbI

C CAMbIM HAOEXXHbIM lWWNPPOBAHVMEM U YHUKATBbHBIM KITKOHOM,
CreHEPUPOBAHHBIM ONA 3TOIMO KOMIMBbKOTEPA.

3AKPbITbIV KIOY AEWIMPPOBAHNA XPAHNTCA HA CEKPETHOM CEPBEPE U
HWKTO

HE PACLUV®PYET BALLUW ®ANIbI, MOKA Bbl HE 3AMNATUTE W HE MONYYUTE
3AKPbITbIV KIOY AELLIMPPOBAHUA.

CEPBEP YOAIUT KITKOY YEPE3 14 JHEWN.

KYMUTE KNOY PACLLM®POBKK, CEMYAC

Bbl MOXETE HAMMNCATb MHE HA FILELOCKER@PROTONMAIL.CH

[nsa Toro, 4Tobbl 3TO 0TOBPA3UTbL, UCMONBb3YETCH CKPUMT, CKOMMUNNPOBAaHHLIN Ha Python,
KOTOPbIN OTOOpaxaeT OKHO coobLLeHMs nocne WndpoBaHMA U OTKPbIBAET 3aroTOBNEHHOE
OHNanH-n3obpaxxeHne B bpayaepe.

CopepxxaHue 3TOro coobLeHuns:

YOUR FILES HAVE BEEN ENCRYPTED

All Your Files have now been encrypted with the strongest encryption

You need to purchase the encryption key otherwise you won't recover your files
Read the Browser tab on ways to recover your files

Make Sure you dont loose this Email as you it will be loosing it will be fatal
Write it in a notepad and keep it safe

Email: filelocker@protonmail.ch

MNepeBoa Ha pyccKnM A3bIK:

Bawwu dannbl 6binmn 3awmngpoBaHbl

Bce Bawm channbl 3awmdpoBaHbl C CamMbiM CUMNbHBLIM LM pOBaHNEM

Bam Hago KynnTb KoY LWMAIPOBaHUS, MHAYe He CMOXeTe BEPHYTb hansibl
MpoytnTe B bpay3epe o cnocobax Bo3BpaTa Bawmnx hansios
[MocTapanTech He noTepsaTb 3TOT Email, T.k. aTa noteps byaet daranbHom
3anuwunTe 310 B ONOKHOT U COXpaHUTE

Email: filelocker@protonmail.ch

TexHn4yeckune getanu
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MoxxeT pacnpocTpaHATbCA NyTEM B3rioMa Yepes HesallmLLeHHY KoHdurypauuio RDP, ¢
nomoLbo email-cnama n BpegoHOCHbIX BNOXEHUA, 06MaHHbIX 3arpy30k, 60THETOB,
9KCNNOMTOB, BPEOOHOCHOW peknamMbl, BE6-MHXEKTOB, (hanbLlUMBbIX OOHOBNEHUN,
nepenaxkoBaHHbIX N 3apaXXEHHbIX MHCTaNNATopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacrnpoCcTpaHeHus KpunToBbiMoraTenen" Ha BBOAHOW CTpaHuvue bnora.

OHy)KHO BCeraa Mcrnonb3oBaTh AKTYanbHYO aHTUBUPYCHYH 3awwmTy!!!

Ecnun Bbl npeHebperaete KOMNNEKCHOM aHTUBUPYCHOW 3aLlLmMTon knacca Internet Security nnu
Total Security, To x0T Obl AenanTe pe3epBHOE KONMMPOBaHNE BaXKHbIX dannoB No metoay. 3-

2.

Cnucok hannoBbIX paclwmMpeHni, nogseprarowmxcs W poBaHnio:
9710 pokymeHTbl MS Office, OpenOffice, PDF, TekcToBble thannbl, 6a3bl 4aHHbIX,
doTorpadun, Mysbika, BUaeo, hannsl o6pasos, apxmebl 1 Mp.

®dannbl, cBsA3aHHbIe ¢ 3TMM Ransomware:
Adobe Acrobat Activation Patch.exe

Adobe Acrobat Activation

P Patch.exe
Ly 19.12.2019 2336

Mobdro For PC.exe
<random>.exe - criydanHoe Ha3BaHue BpeJoHOCHOro tanna

PacnonoxeHus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->

Online Image: xxxxs://platinumdatasolutionsltd.co.ke/wp-content/uploads/2018/11/landing-
screenshot-img-9-768.jpg

3anucu peecTpa, cBsA3aHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbTaTbl aHanm3oB.

CeTeBble NOAKMNIOYEHUS U CBA3N:

Email: filelocker@protonmail.ch

BTC:

CM. HMXKe B OBHOBNEHUAX apYyrMe agpeca 1 KOHTaKTbI.
CM. HMXe pe3ynbTaThl aHanm3oB.
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PesynbraTbl aHanu3os:

® Hybrid analysis >>

Y VirusTotal analysis >> VT>
A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W VirusBay samples >>

1 MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTPaHEHHOCTU: HU3Kas.

MonpobHble cBeaeHns cobupatotca perynapHo. Npuckinante obpasupl.

=== ICTOPUSA CEMEWNCTBA === HISTORY OF FAMILY ===

=== BJIOK OGHOBJIEHUN === BLOCK OF UPDATES ===

O6HoBneHue ot 22 aHBapsa 2020:
Tonuk Ha dhopyme >>
Pacwwupenue: .(filelocker@protonma

il.ch)

RCG - IFE pedf. ffilebocher@protonmail. ch)
| Sobring: Memo.jpg ifilsocker@pratonmailch)

Tregk & 002w (Mslocker@protonmail g h

=== BJIOK CCbIJIOK n CTTACUBOK = BLOCK OF LINKS AND THANKS

BHumaHune !

UNLOCK

Ana 3awndpoBaHHbLIX GannoB ecTb AeWndpoBLUK
CkayaTb Emsisoft Decrypter ansa gewndpoBku >>
MpoyTuTe NOAPOOGHYI MHCTPYKUUIO nepes 3amnyCKoM.
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https://www.virustotal.com/gui/file/613c8a8b7b723704469e31be829499b7d36b9fdc62b9850f1c6522fd4c81ea3f/detection
https://www.virustotal.com/gui/file/627267935f040c5472e1d21d62b2b57809d70b9a79eb8fe6c15f21291594f047/detection
https://analyze.intezer.com/#/analyses/cdd06328-d6bc-4bcb-bc66-e7fa14f4d887
https://app.any.run/tasks/77cfcef5-50eb-4175-bfd7-2eba78dd6ee6
https://support.emsisoft.com/topic/32600-problem-with-decrypt_chernolocker-file-not-supported/
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Thanks:

SIRi, Michael Gillespie
Andrew Ivanov (author)

* % %

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles.
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