RedRum, Tycoon

- id-ransomware.blogspot.com/2019/12/redrum-ransomware.html

RedRum Ransomware

Aliases: Grinch, Thanos, Tycoon (1,2,3)

(wundppoBanbLMK-BbIMOraTenb) (MepBOMCTOYHMK)
Translation into English

OTOT KpMNTO-BbIMOraTenb LWMAPYET AaHHbIE KOPNOPaTUBHbIX CETEN 1 BuaHec-nonb3oBatenei ¢ nomoLlbio AES-256 (pexxum GCM) + RSA-
1024, a 3atem TpebyeT Bbikyn B # BTC, 4To6bl BepHYTb (hansbl. OpurnHanbHOe Ha3BaHWe: B 3anucke He ykasaHo. PakTuyecku, ato
AByxnnardopmeHHbI Java-BeiMoratenb, opueHTupoBaHHbIi Ha Windows u Linux. HanvcaH Ha si3bike Python.

OGHapyXeHus:

DrWeb -> Trojan.BtcMine.3403

BitDefender -> Trojan.GenericKD.41942488

ESET-NOD32 -> Python/ClipBanker.O

Kaspersky -> Trojan-Banker.Win32.ClipBanker.gdm

Microsoft -> Trojan:Win32/Wacatac.B!ml

Symantec -> Trojan.Gen.MBT, Trojan.Gen.NPE, Heur.AdvML.B

© leHeanorus: Unnamed > RedRum (Tycoon) > Tycoon (1,2,3)

VI306pa>KeHme — Jlorotun cTatbun

K 3awmdpoBaHHbIM thanam gobaenseTtcs paclumpenue: .redrum
DaKTNYECKM NCNOMb3yeTCs COCTaBHOE pacLUMpeHmne no LWabmnoHy:
.id-<id>.[moncler@tutamail.com].redrum

Mpumep 3awmdposanHoro danna: document.doc.id-D983051A.[moncler@tutamail.com].redrum

oBHMMaHMe! HoBble paclumpeHusi, email n TekCTbl O BblKyrne MOXXHO HalTW B KOHLE cTaTbW, B 0OHOBMNEHUSAX. Tam MoryT ObITb pasnunyuna c

nepBoHavarbHbIM BapUaHTOM.

AKTVBHOCTb 3TOr0 KpUNTO-BbIMOraTens npuLLnacb Ha Hadano aekabpsa 2019 r. OpMeHTUPOBaH Ha aHMMoA3bIYHbIX NONb30oBaTENen, YTo He

MeLlaeT pacnpoCcTpaHsTh ero no BCemy Mupy.

3anucka c TpeboBaHvem Bbikyna HasbiBaeTcs: decryption.txt
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CopepxaHue 3anucku o BbiKyne:

FILES ARE ENCRYPTED:

Hello!

All your documents, photos, databases and other important files have been ENCRYPTED! Do you really interested to restore
your files?

If so, you must buy decipher software and private key to unlock your data!

Write to our email - moncler@tutamail.com and tell us your unique D992041A

We will send you full instruction how to decrypt all your files.

In case of no answer in 24 hours write us on additional e-mail address - moncler@cock.li

FAQ FOR DECRYPTION YOUR FILES:

* WHATS HAPPENED ???

Your files are NOT DAMAGED! Your files have been modified and encrypted with strong cipher algorithm. This modification
is reversible. The only way to decrypt your files is to purchase the decipher software and private key. Any attempts to
restore your files with the third-party software will be fatal for your files, because would damage data essential for
decryption !

Note !!! You have only 24 hours to write us on e-mail or all your files will be lost or the decryption price will be

increased!

*HOW TO RECOVERY MY FILES ???
You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we will send
you the decipher software and private key that will decrypt all your files.

* FREE DECRYPTION !l!

Free decryption as guarantee! If you don't believe in our service and you want to see a proof, you can ask us about test
for decryption. You send us up to 5 modified files. Use file-sharing service and Win-Rar to send files for test. Files

have to be less than 1 MB (non archived). Files should not be important! Don't send us databases, backups, large excel
files, etc. We will decrypt and send you your decrypted files back as a proof!

*WHY DO | NEED A TEST???
This is done so that you can make sure that only we can decrypt your files and that there will be no problems with the
decryption!

*HOW TO BUY BITCOINS ???

There are two simple ways to by bitcoins:

https://exmo.me/en/support#/1_3

https://localbitcoins.net/guides/how-to-buy-bitcoins

Read this information carefully because it's enough to purchase even in large amounts.

IIWATTENTION !
11l After 60 hours the price for your encryption will increase 10 percent each day
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11l Do not rename encrypted files.

11l Do not try to decrypt your data using third party software, it may cause permanent data loss.

11l Decryption of your files with the help of third parties may cause increased price (they add their fee to our) or you
can become a victim of a scam.

lMepeBoa 3aNUCKN Ha PYCCKUMN A3bIK:

®ANIBI 3ALLNOPOBAHBI:

MpueeT!

Bce Bawwm fokymeHTbI, oTorpadum, 6asbl AaHHbIX U Apyrie BaxHble daiinbl 6binu 3awmdpoBaHbl! Bbl npaBaa 3aMHTepecoBaHbl B
BOCCTaHOBIEHUW BaLUNX dannos?

Ecnu 370 Tak, Bbl AOMKHbBI KyNUTb MporpaMmy Ans paclundpoBKM 1 3aKpbITbIN KoY, YTOObI pa3bnokMposaTthb Baluu AaHHble!
Hanunwwte Ha Haw email - moncler@tutamail.com n coobLmTe Ham cBoW yHUKanbHbI D992041A

Mbi BbILLIEM BaM MOSHYO MHCTPYKLMIO, Kak paclumdpoBaTh Bce Baluu haisbl.

B cnyyae oTcyTCTBMSA OTBETa B TEYEHME 24 4YacoB HanMLLMTE HaM Ha JOMOMHUTENbHBIA agpec email - moncler@cock.li

FAQ no pacwwmdpoBke Baluvx ainos:

*YTO MPOM3OLUNO ???

Bawm garinbl He noBpexaeHbl! Bawm darinbl 6biv M3MeHeHb! 1 3amnpoBaHbl C HaAEXHbIM anropuTMOM LUMdPoBaHUS. OTa Mogudmkaums
obpatuma. EQmMHCTBEHHBIN cnocob paclumndpoBaTh Bawy daiinsl - 3To NpruobpecTy nporpammy Ans paclumndpoBKM 1 3aKpbIThIN Kntod. JTobble
NonbITKN BOCCTAHOBUTb Balumn dpalinbl C MOMOLLbIO CTOPOHHUX NporpamMm B6yayT daTtanbHeIMy AN BalmMX dannos, NOCKOMbKY MOryT
noBpeauTb AaHHble, HeobxoanMble AN pacmdpoBku!

3ametka !!! Y Bac ecTb Tonbko 24 yaca, 4Tobbl HanucaTe Ham no email, unu Bce BaLum ainbl GyayT NoTEPsIHBI UMK LieHa paclundpoBky byaeT
yBenuyeHal

* Kak BoccTaHOBUTL Mou dhawinbl ?7?
Bbl 4OMmKHbI NNaTUTL 3a pacwmndpoBKy B OUTKOMHaxX. LieHa 3aBMcKT OT Toro, kak BbICTPO Bbl HAaNMWKTe HaMm. [locne onnaTbl Mbl BbiLLIEM Bam
nporpaMmmy Ansi pacumdpPOBKN 1 3aKPbITbIN KoY, KOTOPLIN pacumndpyeT Bce Bawn hamsbl.

* BECIMJTATHAA PACLL®POBKA !!!

BecnnatHas pacwmdpoBka kak rapaHTusa! Ecnv Bbl He BepuTe B Hall CEPBUC U XOTUTE NOYYNTb NOATBEPXKAEHUE, Bbl MOXETE 3anpoCuThb Y
Hac TecToByto paclundpoBky. Bbl oTnpaBnsere Ham 4o 5 n3ameHeHHbIX dannoB. Micnone3ynTte cepsuc obmeHa cdannamu n Win-Rar gns
oTnpaBku annoB Ha TecTupoBaHue. Painbl AomkHbI 6biITb MeHee 1 MB (He B apxuBe). ®alirbl He fOMKHbI ObITh BaxkHbIMU! He npucbinaiTe
Ham 6a3bl AaHHbIX, pe3epBHble konuu, bonblune Excel

havinel 1 T.4. Mbl paclumndpyem 1 oTnpasmMM Bam BalLM pacludpoBaHHble dainbl B Ka4ecTse JokasaTenscraal

* MOYEMY HYXXEH TECT ???
370 caenaHo Ansa Toro, YToGbl Bbl MOMNM y6EeAUTLCS, YTO TOMBbKO Mbl MOXEM paclumdpoBaTh Balum daisibl U Y4TO ¢ paclumMdpoBkol Npobnem
He 6yger!

* KAK KYMTb BUTKOUHbI ??7?

EcTb ABa npocTbix cnocoba nonyyYnTb GUTKONHbI:

https://exmo.me/en/support#/1_3

https://localbitcoins.net/guides/how-to-buy-bitcoins

BHumaTenbHo npountante aTy MHpopmaLmio, MOTOMY YTO STOro AOCTATOYHO ANSA MOKYMNKV Aaxe B 60MbLUNX KONMYecTBax.

1 BHUMAHME !

11l Yepes 60 yacoB CTOMMOCTb BaLlero WwudpoBaHust byaeT yBenuumeatbes Ha 10 NPOLEHTOB Kaxablii AEHb.

' He nepevmeHoBbIBaliTe 3alingpoBaHHble hansbl.

Il He nbiTanTeck pacumdposaTh Balluy AaHHbIE C MOMOLLbIO CTOPOHHWX MPOrpaMm, 3TO MOXET NPUBECTU K HeobpaTMMoi notTepe AaHHbIX.

Il PaclumndpoBka BalLnx hansioB € NOMOLLbIO TPETbUX WL, MOXET NPUBECTU K MOBbLILLIEHWIO LieHbl (OHM A06aBMsAT CBOK NnaTty K Hallen), unm
Bbl MOXeTE CTaTb XXePTBOW MOLLIEHHNYECTBa.

TexHU4eckue getanu

OTOT TPOSH-LLIMPOBanbLUMK pa3BepTbiBAETCA BPYYHYHO onepaTopamu Beimoratenen us ZIP-apxusa, cogepallero TposiHnanpoBaHHyo JRE-
cbopky (c Java Runtime Environment) nocrne NnpoHWKHOBEHUS B CETV CBOUX XEPTB, UCMOMb3ys B KAYeCTBEe TPaMMnHa ysi3BUMbIE U OTKPbITbIE
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ans RDP-pgoctyna cepsepbl. [TpeasapuTensHO BpedoHOCHas nporpamma Komnunupyetcs B doain obpasa Java (JIMAGE), pacnonoxeHHbin B
lib\modules BHyTpu kaTanora c6opku. BeiMoratens 3anyckaeTcs npy BbINOMHEHWM cLeHapus 060104Kn, KOTOPbIN BbINONHAET dyHKumo Main
BpeOoHOCHOro Moayns Java ¢ NoOMOLLbI0 KOMaHabl java -m. BpegoHocHas cbopka JRE cogepxuT Bepcum atoro cueHapusa ans Windows n
Linux.

v B budeid ¥ B tecomphed_maduias

» et

MU Drag e
medue-into java

b B come

-m artifectrorg. bites. tyeson,

» Ha cnepnytowen cxeme ot BlackBerry Threat Intelligence nokasaHo, kak 3noymbILUNEHHKaM yAanoch NomyyYvTb NepBOHaYanbHbIi 4OCTYN U
fanee B TedeHne 7 AHel MHDULMPOBATL KOMMbIOTEPHBIE CUCTEMbI MO BCEMY OOBLEKTY aTaku.

XpoHornorus ataku Tycoon Ransomware (cxema ot Blackberry)

OnucaHue cxembl (MO NepeBOf Ha PyCCKUN):

1) Atakyrowmii nogkniodaeTcst k cuctemam, ncnons3dys RDP-cepsep B cetu.

2) ATakyIOLLMIN HAXOAMT HYXXHYIO Lienb 1 Noy4aeT AaHHble NOKanbHOro aaMMHUCTpaTopa.

3) Atakytomin yctaHaBnmBaeT Process hacker kak cepBuUC 1 OTKINOYAET aHTUBUPYC.

4) Atakylowwuii octaBnsieT 63kaop U NOKUAAET CETb.

5) Atakytowmii nogkniodaetcst Kk RDP-cepBepy 1 ucnonb3yeT ero kak 6asy Ans nepeMeLLeHns no cetu.

6) Atakyrowwmn nogkntovaetcs no RDP k kaxaon cucrteme. CornacHo aHanu3dy RDP-coegnHeHne MHULMMPOBAHO BPYYHYHO AN KaXa0ro
cepBepa.

7) 3anyckaet Process hacker kak cepsuc n oTknovaeT AB.

8) 3anyckaeT koMaHAHbIN hann Ans BbINONIHEHUSI BbIMOTraTeNs.

9) BeImonHsAeT TOT e npouecc Ans KaXaoro 3apaXeHHoro cepepa B CETU.

Kpome Toro, 4Tto TposiH-LLMdpOBanbLLMK MOXET PacnpoCcTpaHATbCA NyTEM B3roMa Yepes HesalumiLeHHyo koHdurypaumio RDP, koTopbiii Mbl
nogpobHO onvcany Bbile, He UCKMIOYEHb! U Apyrue MeToabl aTakv, HanpyuMep, C MOMOLLbI email-cnama 1 BpeAOHOCHbBIX BIIOXXEHWUH,
06MaHHbIX 3arpy3ok, 60THETOB, 3KCNIONTOB, BPEAOHOCHON peknambl, BE6-UHXEKTOB, anbLUMBbIX OOHOBNEHNI, NepenakoBaHHbIX 1
3apaXEHHbIX MHCTannsATopoB. CM. Takke "OCHOBHbIE CNOCODLI pacnpoCTpaHeHns KpMNToBbIMOraTenen" Ha BBOHOW CTpaHuLie briora.

Ony(Ho BCeraa ucrnonb3osartb AKTyarnbHY0 aHTUBUPYCHYIO 3awmTy!!!

Ecnu Bbl NnpeHebperaete KOMMNIEKCHOW aHTUBMPYCHOW 3alumToi knacca Internet Security unum Total Security, To xoTs 6bI fenaiiTe pe3epBHoe
KOMMPOBaHWe BaXHbIX hannos no Mmerony. 3-2-1.

» RedRum (Tycoon) yaansieT TeHeBble konuu ainos, MaHUNynUMpyeT pa3MepoM TEHEBOTO XPaHWUNULLA, OTKMYaeT yHKLMM
BOCCTaHOBMeHus 1 ncnpaeneHns Windows Ha atane 3arpy3ku komaHgamu, oTkmovaeT panepson Windows:

vssadmin delete shadows /all /quiet

wmic shadowcopy delete

bcdedit /set {default} bootstatuspolicy ignoreallfailures

bcdedit /set {default} recoveryenabled no
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wbadmin delete catalog -quiet
netsh advfirewall set currentprofile state off
netsh firewall set opmode mode=disable

Cnucok annoBbix pacluMpeHnin, NoaBeprarowmxcs W poBaHNIo:
3710 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble dannbl, 6a3bl 4aHHbIX, (hoTorpadun, Mysbika, BUAeo, dannsl 06pa3os, apxusbl 1 np.

Mponyckaembie pacluMpeHus:
.mui, .exe, .dll, .lolz

Mponyckaemble ¢hannbi:

decryption.txt, $Mft, SMft (NTFS Master File Table), $MftMirr, $LogFile, $LogFile (NTFS Volume Log), $Volume, $AttrDef, $Bitmap, $BitMap,
$BitMap (NTFS Free Space Map), $Boot, $BadClus, $Secure, $Upcase, $Extend, $Quota, $Objld, $Reparse, $Extend, bootmgr,
BOOTSECT.BAK, pagefile.sys, pagefile.sys (Page File), boot.ini, bootfont.bin, io.sys

MponyckaeMble nanku:

Windows, Boot, System Volume Information, Program Files\Common Files\Microsoft Shared, Program Files\Common Files\System, Program
Files\Common Files\Services, Program Files\Common Files\SpeechEngines, Program Files (x86)\Common Files\microsoft shared, Program
Files (x86)\Common Files\System, Program Files (x86)\Common Files\Services, Program Files (x86)\Common Files\SpeechEngines, Program
Files\Internet Explorer, Program Files\Internet Explorer, Program Files\Windows Mail, Program Files\Windows Media Player, Program
Files\Windows Photo Viewer, Program Files\Windows Sidebar, Program Files\DVD Maker, Program Files\MSBuild, Program Files\Reference
Assemblies, Program Files\Windows Defender, Program Files\Windows NT, Program Files (x86)\Internet Explorer, Program Files
(x86)\Windows Mail, Program Files (x86)\Windows Media Player, Program Files (x86)\Windows Photo Viewer, Program Files (x86)\Windows
Sidebar, Program Files (x86)\MSBuild, Program Files (x86)\Reference Assemblies, Program Files (x86)\Windows Defender, Program Files
(x86)\Windows NT, ProgramData\Microsoft, Users\All Users

CTpoku koga, cogepallume onucaHHy Bblwe MHdopmauuto (Cnacmbo aHanutukam us BlackBerry).

» [o6asnsieT cannosbin Mmapkep "redrum3_0" B KOHeL, 3aLNPOBaHHbIX (haloB.

B 6onee HOBbIX BEPCUSAX BO3MOXHbI pa3nuyusi.

» MNoppo6HocTu no wundpoBaHuto ¢annos

®annbl wWndpytoTesa ¢ nomoubto anroputma AES-256 B pexxme Galois / Counter (GCM) ¢ 16-6antoBbiM Terom ayteHTudmkaumm GCM,
KOTOPbI 06ecrneynBaeT LenocTHOCTb AaHHbIX. BekTop nHnuuanusaumm anuHoin 12 6ant (IV) reHepupyetcsa Ans kaxaoro coparMeHTa
LwmnchpoBaHMs ¢ nomoLlbio dyHKLMKM java.security.SecureRandom. Pasmep cdparmeHTa wmgpoBaHus ykasbiBaetcs B BuildConfig u
ycTaHaBnmBaetcs paBHbiM 10 MB, a napameTp LwabnoHa ykasbiBaeT LWabnoH, B KOTOPOM A0MKHbI 06pabaTbiBaThcs hparmMeHTbl davina.
Mponyckas yactn 6onbLlunx gannos, 3MOyMbILLIIEHHUKN YCKOPSAIOT NpoLiecc WM poBaHns, noBpexaas davnsl u Aenas ux HenpurogHbIM1 Ans
MCMOMNb30BaHUS.
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[nsa kaxgoro nyTu wundposaHnsa maccus knovent AES-256 reHepupyetcs ¢ nomoLlbio dyHKUMKM java.security.Secure.Random .
MakcumanbHoe KONMYecTBO Kntoyen Ha NyTb ycTaHaBnueaeTcs B BuildConfig n moxeT otnnyatbes B pasHbix npumepax. Kaxaein dann (unm
arnosebIin 6ok, B criyvae ¢ainos, paamep KOTOPbIX NPeBbILLAET pa3mep 6rnoka), wmndpyeTtcs apyrum knodom AES, 3atem wndpyetcs
OTKpbITbIM KrtoyoM RSA-1024 aTakytoLero 1 coxpaHsieTcst B brioke MeTafaHHbix brnioka (Cnacubo BlackBerry).

daiinbl, cBsizaHHbIe ¢ 3TUM Ransomware:

decryption.txt - Ha3BaHue darina c TpeboBaHMeM BbiKyna
Local Security Authority Process1.exe

<random>.exe - cny4yanHoe Ha3BaHue BPegOHOCHOro dana

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peectpa, cBs3aHHble ¢ 3TUM Ransomware:
CM. Hwxe pesynbTaTbl aHanm3os.

CeTeBble NOAKMIOYEHUS U CBA3U:

Email: moncler@tutamail.com, moncler@cock.li
Email: pay4dec@cock.lu, ppp4ddd@protonmail.com
dataissafe@protonmail.com, dataissafe@mail.com
foxbit@tutanota.com

relaxmate@protonmail.com

crocodelux@mail.ru

savecopy@cock.li

bazooka@cock.li

funtik@tutamail.com

proff-mariarti@protonmail.com

BTC: -

CM. HwKe B 0OBHOBMNEHWAX ApyrMe agpeca U KOHTaKTbl.
CM. Hwxe pesynbTaTbl aHanm3os.

Pe3ynbraTbl aHanM3oB:

® Hybrid analysis Ha KOMNOHeHT >>

X VirusTotal analysis >> VT Ha KOMNOHEHT>
Ak Intezer analysis Ha kOMNOHEHT >>
2 ANY.RUN analysis Ha KOMNOHeHT >>
X VMRay analysis >>

W VirusBay samples >>

[l MalShare samples >>

% AlienVault analysis >>

CAPE Sandbox analysis >>

© JOE Sandbox analysis >>

CTeneHb pacnpocTpaHEHHOCTU: CPeaHSAS.
MoppobHble cBegeHus cobupatotcsa perynsapHo. [MNpuckinainTte o6pasubl.

=== ICTOPUSA CEMENCTBA === HISTORY OF FAMILY ===

=== BlIOK OBHOBJIEHUW === BLOCK OF UPDATES ===

O6HoBneHMe oT 12 aHBapsa 2020:
Moct B TBUTTEPE >>
Pacwupenue: .grinch
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3anucka: decryption.txt

Mapkep davinos: happyny3.1
Email-1: foxbit@tutanota.com
Email-2: moncler@tutamail.com

PR omlginch 4 actespe fptd S fotit Sestancea com] grncd

OGHoBneHue oT 4 utoHs 2020:

Cratbs ot Blackberry >>

Cratbsa ot BleepingComputer >>

Pacwupenue: .thanos

3anucka: decryption.txt

Email: dataissafe@protonmail.com, dataissafe@mail.com

O6HoBneHue ot 12 uoHA 2020:
[ocT BbiMoratensa Ha dopyme >>
PaclupeHue: .groove

O6HoBneHue ot 22 nioHa 2020:

PacwupeHue: .eruption

MpeHTndukaumsa kak Tycoon 3.0

Mpumep 3awmdpoBaHHoro darina: filename.doc.[01FOFD830BD189BEO002AE5C0A251B5432].eruption
3anucka (nyctou chaiin): contact email to eruption.decryption@mail.ru.txt

Email: decryption@mail.ru

OGHoBNEeHMe OT 7 aBrycra:

Tonuk Ha dhopyme >>

Pacwupenuve: .magneto

MpeHTtndukaumsa kak Tycoon 3.0

Mpumep 3awwmndpoBaHHoro danna: filename.doc.[FFFOFD830BD 189BEO002AE5C0A251B5432].magneto
3anucka (nyctou chaiin): contact email to eruption.decryption@mail.ru.txt

Email: decryption@mail.ru

=== BJIOK CCbIJIOK un CMTACUBOK = BLOCK OF LINKS AND THANKS ===

BHumaHue !

UNLOCK

Ana 3awndpoBaHHbIX GainnoB ecTb AewndpoBLYK .

CkauaiiTe Emsisoft Decryptor for RedRum no_ccbiike >>
* kK

Added later:

il

Write-up, Write-up, Write-up,

* %k
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https://1.bp.blogspot.com/-c_smq6eOo9s/Xp3kkhjKeKI/AAAAAAAASnw/QQmNB-Anrsg_ivW85GDhJo_G52u5sq7NwCLcBGAsYHQ/s1600/filemarker.png
https://1.bp.blogspot.com/-5wNhHlJfeQU/Xp3km6gs1XI/AAAAAAAASn0/BHM_9utW7MkfOqOmhGUp9cMc4izSe4zrACLcBGAsYHQ/s1600/files.png
https://blogs.blackberry.com/en/2020/06/threat-spotlight-tycoon-ransomware-targets-education-and-software-sectors
https://www.bleepingcomputer.com/news/security/new-tycoon-ransomware-targets-both-windows-and-linux-systems/
https://www.bleepingcomputer.com/forums/t/709143/redrum-ransomware-id-redrum;-decryptiontxt-support-topic/?p=5010282
https://www.bleepingcomputer.com/forums/t/727979/
https://1.bp.blogspot.com/-eUDaWlGmgJQ/WZMKlrJUISI/AAAAAAAAGb4/pFWka_el0m4zNCp1sWRL4e57LzN5VXV1ACPcBGAYYCw/s1600/unlock3.png
https://www.emsisoft.com/ransomware-decryption-tools/redrum
https://1.bp.blogspot.com/-NxV9vR1nE1Y/WZQYi2T5QnI/AAAAAAAAGdw/BvgU_0B4a-wuPVu4sn27zwmiAljKsWcVQCPcBGAYYCw/s1600/dob.jpg
https://blogs.blackberry.com/en/2020/06/threat-spotlight-tycoon-ransomware-targets-education-and-software-sectors
https://www.bleepingcomputer.com/news/security/new-tycoon-ransomware-targets-both-windows-and-linux-systems/

Thanks:

Michael Gillespie, BleepingComputer

Andrew Ivanov (author)

BlackBerry Threat Intelligence, KPMG
to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

