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FuxSocy Ransomware

FuxSocy Encryptor Ransomware

(wncppoBanbLMK-BbIMOraTenb) (NepBOUCTOUYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTeNb WMdpPYeT AaHHbIe Nornb3oBaTenen ¢ nomowpbio AES, a 3atem Tpebyet
Bbikyn B # BTC, 4yTo6bl BepHyTb dhansnibl. OpurmHanbHoe HasBaHue: FuxSocy ENCRYPTOR. Ha
doanne HanucaHo: HeT JaHHbIX.

O6HapyxeHus:

DrWeb -> Trojan.Encoder.29846

BitDefender -> Generic.Ransom.Magniber.8486CADO
Symantec -> ML.Attribute.HighConfidence
TrendMicro -> Ransom_Encoder.R002C0WJJ19
Kaspersky -> Trojan-Ransom.Win32.Encoder.fsc
ESET-NOD32 -> A Variant Of Win32/Filecoder.NYE

© lNeHeanorus: BbIACHAETCS, ABHOE POACTBO C KEM-TO He AO0Ka3aHo.

MN306paxkeHne — noroTun cratbu
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3awundpoBaHHble aiinbl He Nony4YakoT Kakoe-To ONpeaeneHHoe pacluMpeHne, Ho LENMKOM
nepenmMeHoBbIBatoTcs B cTune Cerber Ransomware:
XXX XX XXXX

T.e. %10 cny4anHbIx 3HaKkoB%.%4 crniyvyanHbix 3Haka%.
Hanpumep: KCudB7gPLZ.9DC1 nunu 74rOiDMZwM.9DCA1

MocnegHue 4 3Haka, BUAMMO, obLimne ons Bcex pannos Ha ogHom (K.

OBuumaHMe! HoBble paclumpeHuns, email n TeKCTbl O BbIKYNe MOXHO HANTU B KOHLE CTaTby, B

06HoBNeHUsIX. TaM MoryT ObITb pasnuymnsl ¢ NnepBoHavarnbHbIM BapUaHTOM.

AKTMBHOCTb 3TOr0 KpMNTO-BbIMOraTens npuwinacb Ha Hadano oktabpsa 2019 r. OpmeHTMpoBaH Ha
AHrMOos3bIYHbIX NONb30BaTENEN, YTO HE MELLIaeT pacnpoCTPaHATb Ero No BCeMy MuUpy.

3anucka ¢ Tpe6OBaHI/IeM BblKyna Ha3bIBaeTCA no LIJ86J'IOHy, KOTOprIZ MOXHO 3anncaTb TakK:

OTO 3HA4UT, B Ha4Yane Ha3BaHWA 3arnnckn CTOSAT HECKOMBKO (Hanpumep, 4-8) criydyanHblX 3arnaBHbIX
CUMBOJSIOB, MOTOM, B KOHUe Ha3BaHua nocne R E A D T _H_|_S_ cHoBa cToAT Te xe
Crny4YanHble 3arnaBHble CUMBOSbI.

Kpome TOro Kaxgas Takas txt-sanucka nmeer pasHblie cnyqaﬁHble CMMBOIJbI.

CopeprkaHue 3anNMCKu O BbiKyne:

Attention!

All your files documents, photos, databases and other important files are encrypted.

The only method of recovering files is to purchase a private key. It is on our server and only we can
recover your files.

1. Visit https://tox.chat/download.html

2. Download and install gTOX on your PC.

3. Open it, click "New Profile" and create profile.

4. Click "Add friends" button and search our contact -
ADO049F5654B5C774D2A7D0A96FC2CC2E4AB5D6B860AEB52F2B1F6A01BB2682104F1361981FDE

lNMepeBoA 3anUCKU Ha PyCCKUM A3bIK:

BHumaHue!

Bce Baww cannsl 4OKYyMeEHTOB, hoTorpadum, 6asbl 4aHHbIX U Apyrve BaxHble hansbl
3awmngpoBaHbI.
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EAnHCTBEHHBIN cnocob BocCcTaHOBNEHMS hanros - 3TO NOKynKa NpuBaTHOro kn4ya. OH Ha HaweMm
cepBepe 1 TONbKO Mbl MOXXEM BOCCTAHOBUTb Baluy dansbl.

1. MocetuTte https://tox.chat/download.html

2. 3arpysute n yctaHosute qTOX Ha cson K.

3. OTKponTe ero, HaxmuTe "HoBbin Npodunb" 1 cosganTte npodunb.

4. HaxmuTte kHonky "[o6aBuTb Apy3en" n HanamTe Hall KOHTaKT -

ADO049F5654B5C774D2A7D0A96FC2CC2E4AB5D6B860AEBS2F2B1F6A01BB2682104F1361981FDE

Opyrum nHgdopmMaTopoM XepTBbl BbICTyNaeT nsobpaxkeHune, 3ameHsiowee obon Paboyero ctona.
HasBaHue y aToro nsobpaxeHus Takke BkntovaeT B cebsi crnyyanHble 3Haku, creHepupoBaHHbIE
TaKkKe, Kak y TeKCTOBOW 3arnCcKu.

ConoepkaHue TeKcTa:

FuxSocy ENCRYPTOR

(=1..4=)

YOUR DOCUMENTS, PHOTOS, DATABASES AND OTHER IMPORTANT FILES HAVE BEEN
ENCRYPTED!

The only way to decrypt your files is to receive the private key and decryption program.

To receive the private key and decryption program go to any decrypted folder - inside there is the

instructions below:

1. Visit https://tox.chat/download.html

2. Download and install gTOX on your PC.

3. Open it, click "New Profile" and create profile.

4. Click "Add friends" button and search our contact
ADO049F5654B5C774D2A7D0A96FC2CC2E4AB5D6B860AEBS52F2B1F6A01BB2682104F1361981FDE

MNMepeBoa TekcTa Ha PyCCKUN A3bIK:

FuxSocy ENCRYPTOR

(="..4=)

BALLWM JOKYMEHTbI, ®OTOIrPA®UW, BA3bI JAHHLIX N OPYIVE BAXKHBIE ®AbI
SAWLNPPOBAHbI!

EaMHCTBEHHBbIN cnocob paclwmdpoBaTth BallM dansibl - 3TO NOMYYUTb 3aKPbITbIN K04 U NporpaMmmy
pacLmngpoBKu.
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YT106bI NONYYMTL 3aKPbITHIA KMKOY 1 NPOrpaMmy pacLumdpoBku, nepenauTe B nobdyto
pacLumMcpoBaHHYO nanky - BHyTPU eCcTb cneumanbHbli ains

MK, cnegynte NnpuBeAEHHbIM HUXKE MHCTPYKLMUSIM:

1. MocetuTte https://tox.chat/download.html

2. 3arpysute n yctaHosute qTOX Ha cBOW KOMMNbIOTEP.

3. OTKkponTe ero, HaxmuTe "HoBbin Nnpodunb" 1 cosganTte npodunb.

4. Haxkmute kHonky "[ob6aBuTb Apy3en” n Hanaute Hall KOHTaKT
ADO049F5654B5C774D2A7D0A96FC2CC2E4AB5D6B860AEB52F2B1F6A01BB2682104F1361981FDE

TexHu4yeckne getanu

MoxeT pacnpocTpaHATbCA NYTEM B3flOMa Yepes HesalLULLEeHHY0 KoHpurypaumio RDP, ¢ nomoubto
email-cnama n BpeAoHOCHbIX BMOXEHUN, 06MaHHbIX 3arpy3oK, 60THETOB, SKCNNONTOB, BPe4OHOCHOM
peknambl, BE6-NHXEKTOB, dhanbLUMBbLIX OOHOBNEHNIA, NepenakoBaHHbIX N 3apaXKEHHbIX
nHctannsatopoB. Cm. Takke "OCHOBHbIE CNOCOObLI pacnpocTpaHeHUs KpunToBbiIMoraTenen" Ha
BBO/IHOW CTpaHuLe 6nora.

Ecnu Bbl npeHebperaete KOMMAEKCHOW aHTUBMPYCHOW 3aLumTon knacca Internet Security unum Total
Security, To X0Ta 6bl AenanTe pe3epBHOE KONUPOBaHWE BaXHbIX pannos no meroay 3-2-1.

» Vcnonb3ytoT 3awmty Anti-VM, 4ToBbl 3aTpyaHUTE 3anycK U UCCrefoBaHNe Ha BUPTYarnbHbIX
MaLwmHax.Cnucok pannoBbIX paclMpPeHn, nogBeprarowmxcs wngpoBaHuio:

MHorvne nonynsipHble hopmaTsbl.

9710 pokymeHTbl MS Office, OpenOffice, PDF, TekcToBble dhansbl, 6a3bl AaHHbIX, hoTorpadun,
My3blka, Buaeo, ansisl 0bpasoB, apxmBbl 1 Mp.

®dannbl, cBaA3aHHbIe ¢ 3TUM Ransomware:
D02DGBOU R E A D T H I S D02DGBOU.txt - nnun gpyron B TOM Xe CTune

<random>.exe - criydanHoe Ha3BaHue BpegoHOCHOro darna

PacnonoxeHus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
%TEMP%\36d1130a\44f7.tmp
%TEMP%\36d1130a\ac2e.tmp

3anucu peecTtpa, cBA3aHHble ¢ 3TUM Ransomware:
CM. HXe pesynbTaTbl aHann3os.
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CeTeBble NOAKMIOYEHUA U CBA3U:

Email:

BTC:

CM. HWxe B OBHOBNEHMSX Opyrve agpeca v KOHTaKTbl.
CM. HMXe pesynbTaTbl aHanNM3oB.

Pe3ynbrathl aHanMs3oB:

@ Hybrid analysis >>

¥ VirusTotal analysis >>
4 Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

\ VirusBay samples >>

1 MalShare samples >>

& AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpocTpaHEHHOCTU: HMU3Kas.
MoapobHble cBeneHus cobupatotes perynspHo. lNpuckinante obpasupl.

=== ACTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUW === BLOCK OF UPDATES ===

OOGHoBneHue oT 22 gekabpsa 2019:

Moct B TBUTTEPRE >>

PacwmpeHne: .b58d

Mpumep 3awwmdpoBaHHoro panna: zSwuF6xD84.b58d
3anucka: KGAYGH R E A D T H I S KG4YGH.txt

Pesynbratel aHanusos: VT + AR + 1A

» CopeprkaHue txt-zanncku:
Attention!

All your files documents, photos, databases and other important files are encrypted.
The only method of recovering files is to purchase a private key. It is on our server and only we can

recover your files.
1. Visit https://tox.chat/download.html
2. Download and install gTOX on your PC.
3. Open it, click “New Profile” and create profile.
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4. Click “Add friends” button and search our contact —
ADO049F565435C774D2A7D0A96FC2CC2E4AB5D6B860AEB52F2B1F6A01BB2682104F1361981FDE

=== BJIOK CCbIJIOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===

Thanks:

BIg
Thanks

~
Michael Gillespie, MalwareHunterTeam, Vitali Kremez
Andrew Ivanov (author)
CyberSecurity GrujaRS

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles.

6/6


https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png

