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Wacatac Ransomware

DeathRansom Ransomware

(wndpoBanbLMK-BbIMOraTesnb) (NepBOUCTOYHUK)
Translation into English

OTOT KpMnTO-BbIMOraTenb WKAPYET Unn Aenaet BuA, Y4TO WNpyeT AaHHbIe Nonb3oBaTenem ¢
nomouwbto XTEA, a 3aTem TpebyeT HanncaTb Ha email BbiMoraTenemn, 4tobbl y3HaTb, Kak 3annaTtutb
Bblkyn B BTC, nonyunTb nporpammy Ansi pacumdpoBkn 1 BepHyTb dannbl. OpurmHanbHOe Ha3BaHue:
DeathRansom (yka3aHo B 3anucke). HanncaH Ha a3bike C. [No3xe cTano ncnonb3oBaTtbCcs Apyroe
LndgopoBaHme.

OGHapyxeHus:

DrWeb -> Trojan.Encoder.30115, Trojan.Encoder.30169,

Trojan.Encoder.30180, Trojan.Encoder.30188, Trojan.PWS.Siggen2.39155,
Trojan.DownlLoader28.53348, Trojan.Packed2.42133, Trojan.PWS.Stealer.27556, Trojan.Encoder.30493,
Trojan.Encoder.32283

Antiy-AVL -> Trojan/Win32.Wacatac, Trojan/Win32.Agent

ALYac -> Trojan.Ransom.DEATHRansom

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1, Gen:Variant.Ser.Midie.1067,
Trojan.GenericKD.32736773, Gen:Variant.Ulise.88088,

Trojan.GenericKD.42039481, Trojan.GenerickKD.42040608,

Trojan.GenerickDZ.59981, Gen:Variant.Ulise.87938

ESET-NOD32 -> Win32/Filecoder.DeathRansom.B, A Variant Of Win32/Kryptik. GYQM, A Variant Of
Win32/Kryptik. GYPF, A Variant Of Win32/Filecoder.DeathRansom.B

Kaspersky -> Not-a-virus:HEUR:Downloader.Win32.Gen,

Trojan.Win32.Chapak.*, Trojan.Win32.Agent.*, HEUR:Trojan-Downloader.Win32.Bandit.gen
Malwarebytes -> Ransom.Death, Trojan.MalPack.GS, Ransom.DeathRansom

Microsoft ->

Trojan:Win32/Fuerboos.Alcl, Trojan:Win32/Tiggre!plock, Trojan:Win32/Emotet.PDS!MTB

Rising -> Backdoor.Predator!8.6DF3*, Trojan.Wacatac!8.10C01*,

Trojan.Glupteba!8.AAQ*, Trojan.Kryptik!1.BFC8 (CLASSIC)

Symantec -> ML.Attribute.HighConfidence, Downloader, Trojan Horse
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TrendMicro -> Ransom.Win32.DEATHRANSOM.*,

TROJ_FRS.ONA103KR19, TROJ_GEN.R002COWKN19

VBA32 -> BScope.Exploit. UAC, BScope.Trojan.Wacatac, BScope.Trojan.Download,
BScope.Backdoor.Predator

Umeetca poactBo ¢ DCRTR n STOP Ransomware (Hanpumep: Stop-zobm, cmoTpuTe Takke,
ccbinkun |A HUXKe B pesynbratax aHanm3oB U OGHOBNEHNSAX).

N3o0paxeHne — norotmn cratby

K 3awmndpoBaHHbIM hannam gobasnserca paclumpenne: .wcetc

Kak noTom okasanocb, MOXHO 6bIf10 NPOCTO YAanuTb 3TO pacluMpeHne, YToObl NONYYnUTb JOCTYN K
dannam. Mo3xe cTan MCNonb30BaTbCs BapUaHT, KOTOPLIN He [06aBnan paclumpeHme K
3almnppoBaHHbLIM hannam.

BHumaHune! HoBble paclumpeHus, email n TeKCTbl O BbIKyne MOXXHO HalTWU B KOHLLE CTaTbW, B
o6HoBneHuAX. Tam MoryT ObITb pa3nuuns ¢ NnepeBoHavYanbHbIM BapuaHTOM.

AKTMBHOCTb 3TOr0 KpUNTO-BbIMOraTens npuwnacb Ha cepeauHy Hosopsa 2019 r. OpneHTMpoBaH Ha
aHIMOoA3bIYHbIX MNOMb30BaTENEN, YTO HE MELLaeT pacnpoCTPaHSaTb ero Mo BCEMY MUPY.

3anucka ¢ TpeboBaHneM Bbikyna HasbiBaeTcs: read_me.txt
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CopepxaHue 3anmucku o BbiKyne:
--= DEATHRANSOM =---
Frmmeseeessreee* UNDER NO CIRCUMSTANCES DO NOT DELETE THIS FILE, UNTIL ALL
YOUR DATA IS RECOVERED*****k#ktsisinknknki
*****EAILING TO DO SO, WILL RESULT IN YOUR SYSTEM CORRUPTION, IF THERE ARE
DECRYPTION ERRORS*****
All your files, documents, photos, databases and other important
files are encrypted.
You are not able to decrypt it by yourself! The only method
of recovering files is to purchase an unique private key.
Only we can give you this key and only we can recover your files.
To be sure we have the decryptor and it works you can send an
email death@firemail.cc and decrypt one file for free. But this
file should be of not valuable!
Do you really want to restore your files?
Write to email
death@cumallover.me
death@firemail.cc
Your LOCK-ID: A/DWowvWRQrvUGVZL1WVxz3JX8H8BG*** [728 characters]
>>>How to obtain bitcoin:
The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click 'Buy bitcoins', and
select the seller by payment method and price.
https://localbitcoins.com/buy_bitcoins
Also you can find other places to buy Bitcoins and beginners guide here:
http://www.coindesk.com/information/how-can-i-buy-bitcoins/
>>> Free decryption as guarantee!
Before paying you send us up to 1 file for free decryption.
We recommeded to send pictures, text files, sheets, etc. (files no more than 1mb)
IN ORDER TO PREVENT DATA DAMAGE:
1. Do not rename encrypted files.
2. Do not try to decrypt your data using third party software, it may cause permanent data loss.
3. Decryption of your files with the help of third parties may cause increased price (they add their fee
to
our) or you can become a victim of a scam.
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MepeBopA 3aNUCKN HA PYCCKUM A3bIK:
--= DEATHRANSOM =---

FRamErk ks HIA NP KAKMX OBCTOATENBCTBAX HE YOANAUTE 3TOT ®AIMIT, NMOKA

BCE BALUM OAHHbBIE HE BYOYT BOCCTAHOBJIEHbB| *****## sk
e HECOBJIIOOEHME 3TOIO TPEEOBAHUA NMPUBEAET K MOBPEXOEHWIO BALLEN
CUCTEMbI B CITYYAE OWWNBOK OEWND®POBKWN. *****
Bce Bawwm charinbl, LOKYMeHTbI, hoTorpadun, 6asbl JaHHbIX 1 ApYrMe BaXHbIe
dannbl 3awMgpoBaHbI.
Bbl He MOXeTe paclmndpoBaTb 3TO caMocToATenbHO! EANHCTBEHHbIM MeToz
BOCCTaHOBINEHWS (hanfioB 3aKIo4aeTCs B NOKYMNKE YHUKaNbHOIO 3aKpbITOro Kitoya.
Tonbko Mbl MOXEM [aTb BaM 3TOT K104, U TONIbKO Mbl MOXXEM BOCCTAHOBUTL BalLu dpansbl.
UTto6bl y6EeanTbCA, YTO Y HAC eCTb pacluM@pPOBLLMK, U OH paboTaeT, Bbl MOXeTe OTnpaBuTb email
Ha death@firemail.cc n pacwudpyem oanH cann 6ecnnatHo. Ho 3TOT dhann JomkeH 6bITb He
LleHHbIM!
Bbl eNCTBUTENBHO XOTUTE BOCCTAHOBUTL Bawum hannbl?
HanvwuTe Ha email
death@cumallover.me
death@firemail.cc
Baw LOCK-ID: AIDWowvWRQrvUGVZL1WVxz3JX8H8BG*** [728 cnmBonoB]
>>> Kak nonyy4nTb GUTKOMHbI:
Cawmbii npocTon cnocod Kynntb BUTKONMHBI - 3TO canT LocalBitcoins. Bl 4OMmKHbI

3aperncTpupoBaTtbes, HaxaTb «KynuTb GUTKOWMHBI» U BbIGPaTh NpoAaBLa no cnocoby onnaTtbl U LEHe.

https://localbitcoins.com/buy_bitcoins

Takke Bbl MOXETEe HaNTKU apyrue Mecta, YTOOLI KYynnTb OWTKOWMHBI 1 PyKOBOACTBO AJ1A Ha4YMHaKoLWKUX

30echb:
http://www.coindesk.com/information/how-can-i-buy-bitcoins/

>>> becnnarHasa paclumgpoBka Kak rapaHTmng!

Mepen onnarton Bbl oTNpaBeTe Ham 1 harn ana 6ecnnaTtHon pacwmdpPOBKU.

Mbl pekomeHnayeM oTNpaBNATb KAPTUHKN, TEKCTOBbIE havinbl, NUCThI U T. 4. (Pannsl He 6onee 1 M6)

[ns Toro, 4toObl NPeOTBPaATUTL NOBPEXAEHNE OaHHbIX:

1. He nepenmMeHoBLIBanTe 3alumMdpoBaHHble harnnbl.

2. He nbiTantech pacwmndgpoBaTb Balin JaHHbIE C MOMOLLbI CTOPOHHUX NPOrpamMmm, 3To MOXET
NPUBECTUN K HEOBPaTMMON NOTEPE AAHHBbIX.

3. PacwmndpoBka BalLmx dannos ¢ MOMOLLbI TPETbUX NNL, MOXKET NPUBECTU K NMOBbLILLEHNIO LIEHbI
(oHM pobGaBnNAKT CBOKO MAaTy K HaLLEn) Unv Bbl MOXETE CTaTb XepTBOM MOLLUEHHUYECTRA.
TexHUYecKkue getanu

MoXeT pacnpocTpaHsaTbCA NYyTEM B3fioOMa Yepes He3alUMLLIEHHYI0 KoHdurypaumio RDP, ¢ nomoubio
email-cnama n Bpe4oHOCHbIX BOXEHMI, 0OMaHHbIX 3arpy3okK, 60THETOB, 3KCNIONTOB, BPEAOHOCHOM

peknambl, BEG-MHXEKTOB, hanbLlUMBbIX OOHOBMNEHWI, NEPENAKOBAHHbIX N 3aPaXXEHHbIX
NMHcTannaTopoB. CM. Takke "OCHOBHbIE CNOCOOLI pacnpoCTpaHeHUs KpunToBbiMoraTenen” Ha
BBOAHOV CTpaHuLe Gnora.
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HyxHo Bcerga ncnonb3oBaTh AKTyalbHY aHTUBUPYCHYIO 3awmTy!!!
Ecnu Bbl npeHebperaeTe KOMNNEKCHOM aHTUBMPYCHOW 3awumnTon knacca Internet Security nnu Total
Security, To xoTs Obl genarnTe pe3epBHOE KONMMPOBaHME BaXHbIX ddarnoB no metony 3-2-1.

» Kak nokasanu cpaBHUTENbHbIE TECTbI M @aHanM3 NOCTYNAKLWMX 3asBIEHMIA OT NOCTPaALABLUNX, 3TO
BbIMOraTesnibCTBO pacnpoCTpaHseTCa Unm conyTcTBYET HOBbIM (Ha HOS6pb 2019) obpasuam STOP
Ransomware. Hanpumep, cepsuc Integer Analyze no 3ToM ccbliike YeTKO NokasblBaeT POACTBO
danna ot STOP-BapmaHTa ¢ paclumpeHuem .zobm.

» UAC He 0bxoguT. TpebyeTcsa paspeLleHne Ha 3anyck.

» [1poBepsieT a3blK CUCTEMbI KOMMbIOTEPA, UMEes B 6enom crnmcke A3blku: pycckuin, 6enopycckum,
Kas3axcKum, YKPauHCKUA N TaTapCKU.

Duddd |

» Moapo6HocTu wndpoBaHUs

DeathRansom uncnonb3yeT oTaenbHyo ceputo LmknoB do/while ons nepevncneHms cetTesblx
pecypcoB, normyeckmx auckos u katanoros. OH Takke ncnonb3yet QueueUserWorkltem gns
peanusaumn nyna noToKoB 4S5 CBOMX MOTOKOB LUM(PpOBaHNSA (halinos.

DeathRansom cosgaet napy 13 oTKpbITOro 1 3akpbiToro kntoden RSA-2048. Ncnonb3ys npoueaypy
Diffie—Hellman c annuntnyeckon kpmueon (ECDH), peannsoBaHHyto ¢ nomoLubio Curve25519, oHa
BblYMCNAET OOLLNIA CEKPET, NCNONb3yA ABa BXOAHbIX 3HavyeHus: 1) 32 cnyyanHbix 6ariTa us Bbi3oBa
RtiGenRandom u 2) xxecTko 3akogupoBaHHoe 32-6anToBOe 3Ha4YeHne (OTKPbITbIA KoY
3rnoymblwneHHnKa). OH Takke co3gaeT OTKpbITbIN Koy Curve25519. OB CekpeT - 3TO XeLu-Kog,
SHA256, koTopbIn UCNorb3yeTcs B kadecTBe kntoyva Kk Salsa20 ans wndpoBaHus OTKPbITOrO U
3aKkpbIToro kntoden RSA.

OTKpbITbIN KNOY RSA ncnonb3yetca Ans WngpoBaHus OTAeNbHbIX CUMMETPUYHBIX KIHOYeHN,
ncnonb3yeMblx Ans WwndpoBaHus kaxgoro avna. Bepcusa sawmdgpoBaHHbix RSA-kntoven B
koauposke Base64 1 oTKpbITbIN Kitod xepTebl Curve25519 BkrtodeHbl B 3anNUCKy O BbIKyMe,
npegocTaBnsas 3noyMbllUIIEHHMKAM MHOpMaLMo, HE0OXoanmyo Ansi pacumdpoBKn ansos
XepTBbl.

Ons cummeTpudHoro knoyva DeathRansom BoeisbiBaeT RtiGenRandom ang reHepaumn 32 criyvanHbix
GantoB. 310 32-6aMTOBLIN KNtoY, Ucnonb3yemMbin Ansa wudgpoBaHua AES kaxgoro ganna. MNMocne
wndpoBaHusa arna AES-knioy Wwndpyetcsa OTKpbITbIM KntodoM RSA n gobasnsertcs Kk panny.
DeathRansom gob6aensiet yeTbipe marnveckmnx 6anta AB CD EF AB B KoHel, 3awimnpoBaHHOro
danna n Ncnonb3yeT MX Kak MPOBEPKY, YTOObI yOeauTbCsl, YTO OH He LWMAPYET YxKe 3alumdpOBaHHbIN
Gann.

Cnucok ¢annoBbix pacliMpeHnn, nogBeprarowmxca wugpoBaHuio:
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OT10 moryT 6biTb AokymeHTbl MS Office, OpenOffice, PDF, TekcToBble haiinbl, 6a3bl 4aHHbIX,

doTorpachum, My3sbika, BUAEO, dainbl 06pasos, apxmBbl U Np.

LLIM(bpyeT BCe (Zt)aVIHbI, KpoMe TeX, YbM NMOJIHble NYyTU coaepXaT cneayrume CTpoKn:

programdata
$recycle.bin
program files
windows

all users
appdata
read_me.txt
autoexec.bat
desktop.ini
autorun.inf
ntuser.dat
iconcache.db
bootsect.bak
boot.ini
ntuser.dat.log
thumbs.db

dannbl, cBA3aHHbIe ¢ 3TUM Ransomware:

read_me.txt

wzmjbg.exe

<random>.exe - cny4YyanHoe Ha3BaHWe BpedOHOCHOro hanna
Wacatac_2019-11-21_02-59.exe
Wacatac_2019-11-20_23-34.exe

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBA3aHHbIe ¢ 3TUM Ransomware:
HKEY_CURRENT_USER\SOFTWARE\Wacatac Access, Create
HKEY_CURRENT_USER\SOFTWARE\Wacatac\private Access, Write
HKEY_CURRENT_USER\SOFTWARE\Wacatac\public

Registry Key Name Operations

CM. HWxe pesynbTaThl aHanM3os.

CeTeBble NOAKMNIOYEHUSA U CBA3K:

Email: death@firemail.cc, death@cumallover.me
BTC: -

Malware-URL:

xxxx://webparroquia.es/
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xxxx://lwebparroquia.es/archivosadultos/Wacatac_2019-11-20_00-10.exe
xxxx://steerdemens.com/

xxxxs://iplogger.org/1zqq77

CM. HMXe B OBGHOBEHUSIX Opyrve agpeca U KOHTaKThbl.

CM. HWxe pe3ynbTaTbl aHanmM30B.

PesynbraTtbl aHanu3oB:

@ Hybrid analysis >>

¥ VirusTotal analysis >> VT> VT> VT> VT> VT>
A Intezer analysis >> 1A>

2 ANY.RUN analysis >>

X VMRay analysis >> VMR>
W VirusBay samples >>

[1 MalShare samples >>

& AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTpaHEHHOCTU: CpeaHss.
MoppobHble cBeageHns cobupatotca perynsapHo. MNpuceinante o6pasupbl.

=== ICTOPUSA CEMEWCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBNEHWW === BLOCK OF UPDATES ===

O6HoBneHune ot 20 HosGpsA 2019:

Tonuk Ha hopyme >>

daninbl Tenepb pearibHO 3alngpoBaHbI.

Tenepb ncnonbayetcsa kombmHaumsa anroputMma Curve25519 gna cxembl o6MeHa kntovamu Oudpdm-
XennmaHa c annuntuyecknumu kpmsbimn (ECDH), Salsa20, RSA-2048, AES-256 ECB un npoctoro
6royvHoro anroputma XOR ans wndposaHus dannos.

PacwupeHnne: otcytcTByeT. B KoHUe 3alumdpoBaHHbIX dhannoB ectb mapkep ABEFCDAB.
3anucka: read_me.txt

Email: deathransom@airmail.cc

BTC: 1J9CG9KtJZVx1dHsVcSu8cxMTbLsgeXM5SN

Pesynbratbl aHanusos: AR + VT + VT + VMR + VT + VMR + VT + VMR
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https://www.virustotal.com/gui/file/da47aa3b75c85091c708366a8d8534789887b6cc42f42794b0652e280d56a405/detection
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https://analyze.intezer.com/#/analyses/10f8d799-bc7a-4388-a427-f4714441df5b
https://analyze.intezer.com/#/files/5ac169ed286f20cbb4a18a078f0a090b5771a5155120ffca8bd7f875b38ae8a6
https://app.any.run/tasks/9ab9fd28-83ee-4990-9c8e-7a8169f41787/
https://www.vmray.com/analyses/7c2dbad516d1/report/overview.html
https://www.vmray.com/analyses/13d263fb19d8/report/files.html
https://www.bleepingcomputer.com/forums/t/708252/
https://app.any.run/tasks/8ae02ba0-9bf2-45cb-bdcb-ba650ed94a34/
https://www.virustotal.com/gui/file/d3319aff514c9a737e0a14223e12f2c1a7ab0707ba896b04d35e20698941828d/detection
https://www.virustotal.com/gui/file/fedb4c3b0e080fb86796189ccc77f99b04adb105d322bddd3abfca2d5c5d43c8/detection
https://www.vmray.com/analyses/fedb4c3b0e08/report/overview.html
https://www.virustotal.com/gui/file/13d263fb19d866bb929f45677a9dcbb683df5e1fa2e1b856fde905629366c5e1/detection
https://www.vmray.com/analyses/13d263fb19d8/report/overview.html
https://www.virustotal.com/gui/file/0cf124b2afc3010b72abdc2ad8d4114ff1423cce74776634db4ef6aaa08af915/detection
https://www.vmray.com/analyses/0cf124b2afc3/report/overview.html
https://1.bp.blogspot.com/-yTseSAXeDSU/XdWSPnMoRzI/AAAAAAAAQbA/2gVG3Y6oY2gfKdDwTXlRYEFHUJeoZI-QgCLcBGAsYHQ/s1600/note-20-11-19.png

» Copep>kaHue 3anmucku:
227222222772°222227°2222277

Hello dear friend,

Your files were encrypted!

You have only 12 hours to decrypt it

In case of no answer our team will delete your decryption password

Write back to our e-mail: deathransom@airmail.cc

In your message you have to write:

1. YOU LOCK-ID: bnJhtLxFGTzBdPXPCDIleH/G4PFVByYChN8ody*** [728 characters]
2. Time when you have paid 0.1 btc to this bitcoin wallet:
1J9CGOKtIZVx1dHsVcSu8cxMTbLsgeXM5N

After payment our team will decrypt your files immediatly

Free decryption as guarantee:

1. File must be less than 1MB

2. Only .txt or .Ink files, no databases

3. Only 1 files

How to obtain bitcoin:

The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click 'Buy bitcoins', and
select the seller by payment method and price.

https://localbitcoins.com/buy_bitcoins

Also you can find other places to buy Bitcoins and beginners guide here:
http://www.coindesk.com/information/how-can-i-buy-bitcoins/

O6HoBneHue ot 17 nekabps 2019:

[MocT B TBUTTEPE >>

PaclwmpeHue: -

3anucka: read_me.txt

Email: deathransom@ainmail.cc

BTC: 1J9CG9KtJZVx1dHsVcSu8cxMTbLsgeXM5N
PesynbraThl aHanunsos: VT + HA + VMR

O6HoBneHne ot 3 AHBapa 2020:
[MocT B TBUTTEPE >>
PacwupeHne: .wctc

8/12
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3anucka: read_me.txt
Email: death@cumallover.me, death@firemail.cc
PesyneraThl aHanusos: VT

O6HoBneHue ot 13 aHuBapsa 2020:

MocTt B TBUTTEPE >>

Pacwupenne: . ADHUBLLKA

3anucka: read_me.txt

Email: prOt3eam@protonmail.com
PesynbraThl aHanusos: HA + VT + A + AR
» OBHapyxeHus:

DrWeb -> Trojan.Encoder.30577
BitDefender -> Gen:Trojan.Heur.FU.cqW@aygBXYd
Kaspersky -> Trojan.Win32.Zudochka.dva
McAfee -> RDN/Ransom

Microsoft -> Trojan:Win32/Wacatac.C!ml
Symantec -> Downloader

Tencent -> Win32.Trojan.Filecoder.Akfg
VBA32 -> BScope.Exploit. UAC

-> CopneprkaHne 3anucku:

ALL YOUR FILES ARE ENCRYPTED

Don't worry, you can return all your files!

All your files documents, photos, databases and other important are encrypted with stronges
The only method of recovering files is to purchase decrypt tool and unique key for you.

This software will decrypt all your encrypted files.

Don't try to use third-party decrypt tools because it will destroy your files.

Discount 50available if you contact us first 72 hours.

To get this software you need write on our e-mail:

prOt3eam@protonmail.com

» CpaBHeHue koga (cnesa kog "Adhubllka", cnpaea "DeathRansom"™:
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https://www.virustotal.com/gui/file/c23fa3076b7fac264f9b5b362d1c80165dbe9fcd081fa226c600b97654bdbe1f/detection
https://1.bp.blogspot.com/-4wwyUfsQliM/Xg8mn-wc5iI/AAAAAAAARJg/boQ6UGueI5YztYaG_cvtJwY-0l370Q54wCLcBGAsYHQ/s1600/note-3-1-20.png
https://twitter.com/GrujaRS/status/1217511824352075777
https://www.hybrid-analysis.com/sample/0256e3efda0b48a427656aabed08273b032f4fdff92e51e7ccd8d6afcc874be4?environmentId=120
https://www.virustotal.com/gui/file/0256e3efda0b48a427656aabed08273b032f4fdff92e51e7ccd8d6afcc874be4/detection
https://analyze.intezer.com/#/analyses/6fd9155b-a33f-404f-bbd5-2819a18fbf8b
https://app.any.run/tasks/0fdf50fa-6cde-40d1-af0b-211cd4ab0430/
https://1.bp.blogspot.com/-xiVlekaFXrQ/Xih_LBymz9I/AAAAAAAARaE/YJWREcX7FCo0lLO0HHC5S9WfbgfhsJoHgCLcBGAsYHQ/s1600/note.png

=i

O6HoBneHue ot 3 aBrycTta 2020:
MocTt B TBUTTEPE >>

3anucka: read_me.txt

Email: death@cumallover.me, death@firemail.cc
Pesynbratbl aHanusos: VT + 1A + TG

» CopepxxaHne 3anucKu:
--= DEATHRANSOM =---

rmeeeaaeesieac UNDER NO CIRCUMSTANCES DO NOT DELETE THIS FILE, UNTIL ALL
YOUR DATA IS RECOVERED******#ststssixinknsnts

*****EAILING TO DO SO, WILL RESULT IN YOUR SYSTEM CORRUPTION, IF THERE ARE
DECRYPTION ERRORS*****

All your files, documents, photos, databases and other important

files are encrypted.

You are not able to decrypt it by yourself! The only method

of recovering files is to purchase an unique private key.

Only we can give you this key and only we can recover your files.

To be sure we have the decryptor and it works you can send an

email death@firemail.cc and decrypt one file for free. But this
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https://1.bp.blogspot.com/-asGAzIXINc8/Xih_ZNcDimI/AAAAAAAARaI/An8REmU34yo4VtvTgcuKDi_3HpjaxMyDwCLcBGAsYHQ/s1600/Adhubllka_.png
https://1.bp.blogspot.com/-qj0-4tGXiTo/Xih_cGXnkjI/AAAAAAAARaQ/tCcTEPB8KmcJUf4cXSRoLQInD_feUzlBACLcBGAsYHQ/s1600/DeathRansom_.png
https://twitter.com/JAMESWT_MHT/status/1290301975234514944
https://www.virustotal.com/gui/file/1ee39f6cd500940ad97c444778dc717361e01ce5579a28d761aedae86e85af64/detection
https://analyze.intezer.com/analyses/38127afb-7876-451e-a163-27830aae0e8a
https://tria.ge/200804-n3qesrh822/behavioral1
https://1.bp.blogspot.com/-Bq0SN6rSaXQ/XykPyiqW4AI/AAAAAAAAUmk/xdcYcxs7mlQp0xSOT22Q-nUb_fHy44zlQCLcBGAsYHQ/s1600/note-3-8-20.png

file should be of not valuable!
Do you really want to restore your files?
Write to email
death@cumallover.me
death@firemail.cc
Your LOCK-ID: iB1hSZQnvagnWmsaX7Grx3a16wu/xQDfkBngBKah6R8I6ufSG93so*** [Bcero 728
3HaKoB]
>>>How to obtain bitcoin:
The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click 'Buy bitcoins', and
select the seller by payment method and price.
https://localbitcoins.com/buy_bitcoins
Also you can find other places to buy Bitcoins and beginners guide here:
http://www.coindesk.com/information/how-can-i-buy-bitcoins/
>>> Free decryption as guarantee!
Before paying you send us up to 1 file for free decryption.
We recommeded to send pictures, text files, sheets, etc. (files no more than 1mb)
IN ORDER TO PREVENT DATA DAMAGE:
1. Do not rename encrypted files.
2. Do not try to decrypt your data using third party software, it may cause permanent data loss.
3. Decryption of your files with the help of third parties may cause increased price (they add their fee
to
our) or you can become a victim of a scam.

=== BJIOK CCbIJTOK 1 CMTACUBOK = BLOCK OF LINKS AND THANKS ===

Added later:

4l

Write-up by BleepingComputer (on November 26, 2019)

Write-up by Fortinet (on January 2, 2020)

Ransomware Recap: Clop, DeathRansom, Maze Ransomware (on January 6, 2020)
Write-up by FireEye (on April 29, 2021)

Thanks:

6
A

Michael Gillespie, CyberSecurity GrujaRS, S!Ri
Andrew Ivanov (author)

Lawrence Abrams, FireEye

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles.
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https://1.bp.blogspot.com/-NxV9vR1nE1Y/WZQYi2T5QnI/AAAAAAAAGdw/BvgU_0B4a-wuPVu4sn27zwmiAljKsWcVQCPcBGAYYCw/s1600/dob.jpg
https://www.bleepingcomputer.com/news/security/new-deathransom-ransomware-begins-to-make-a-name-for-itself/
https://www.fortinet.com/blog/threat-research/death-ransom-new-strain-ransomware.html
https://www.trendmicro.com/vinfo/ru/security/news/cybercrime-and-digital-threats/ransomware-recap-clop-deathransom-and-maze-ransomware
https://www.fireeye.com/blog/threat-research/2021/04/unc2447-sombrat-and-fivehands-ransomware-sophisticated-financial-threat.html
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
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