AnteFrigus
®

AnteFrigus Ransomware

(wundbpoBanbLMK-BbIMOraTesrib) (MePBOUCTOYHUK Ha PYCCKOM)
Translation into English

OTOT KpUnTo-BbIMOraTesb WndpyeT AaHHble Nofnb3oBaTenen ¢ noMmolbio AES, a 3atem
TpebyeT Bbikyn B $1.995, koTopblli yBenuunsaetcs Yepes 4 aHs go $3.990. OpurmHanbHoe
HasBaHue: AnteFrigus. Ha danne HanncaHo: HeT JaHHbIX.

O6GHapyxeHusA:

DrWeb -> Trojan.PWS.Siggen2.38675, Trojan.Encoder.30119
BitDefender -> Trojan.GenerickD.32711050

ALYac -> Trojan.Ransom.AnteFrigus

Avira (no cloud) -> TR/Crypt.Agent.yyhfq

ESET-NOD32 -> A Variant Of Win32/Kryptik. GYHS
Kaspersky -> Trojan.Win32.Zenpak.rbj

Malwarebytes -> Trojan.MalPack.GS

© lNeHeanorus: AnteFrigus > Prometey

M3o6paxeHne — noroTun ctaTbin

K 3awmndposaHHbIM hannam gobasnsercsa pacwumpeHume: .<random>
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http://id-ransomware.blogspot.com/2019/11/antefrigus-ransomware.html
https://translate.google.ru/translate?hl=ru&tab=wT&sl=ru&tl=en&u=https%3A%2F%2Fid-ransomware.blogspot.com%2F2019%2F11%2Fantefrigus-ransomware.html
https://id-ransomware.blogspot.com/2019/12/prometey-ransomware.html
https://1.bp.blogspot.com/-jilHCH1ij9Q/Xc2jHN9Nj1I/AAAAAAAAQTs/m8eJjXjfKWUGOk3ZQtOLkYS2DsQPZJSlgCLcBGAsYHQ/s1600/logo.png

OBHMMaHMe! HoBble paclmnpeHus, email U TEKCTbI O BblKyne MOXHO HalTWU B KOHLE

cTtatbu, B OOHOBMEHUNAX. Tam MoryT ObITb pa3nnymna ¢ nepBoHavyalribHbIM BapnaHTOM.

AKTMBHOCTb 3TOr0 KpMNTO-BbIMOraTesnsa npuwnack Ha Hadano Hosidpsi 2019 r. OpmneHTnpoBaH
Ha aHrnos3blYHbIX NOMb30BaTeNen, YTo He MeLLaeT PacnpoCTPaHATb ero No BCeMy MuUpYy.

3anucka c TpeboBaHeM Bbikyna HasbliBaeTcs: <random>-readme.txt
Hanpuwmep:

hssjyh-readme.txt

jbptlio-readme.txt

CopepxaHue 3anucku o BbiKyne:
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https://3.bp.blogspot.com/-g1khX78dPVo/WyNq6za-WMI/AAAAAAAAKz4/Jw7rid06qoAqXR3Q0hnbkblRfwOfN_ESgCLcBGAs/s1600/gen_info.png
https://1.bp.blogspot.com/-ymfkCaUvYq8/Xc2dPPE_KDI/AAAAAAAAQTU/8qjnW51Wb9UzGwzsvjMWhm9fXGukfVxtQCLcBGAsYHQ/s1600/note-original.png
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[+] Whats Happen ? [+]

Your files are encrypted, and currently unavailable.You can check it : all files on
you computer has expansion hssjyh.

By the way, everything is possible to recover(restore), but you need to follow our
instructions.Otherwise, you cant return your data(NEVER).

[+] What guarantees ? [+]

Its just a business.We absolutely do not care about youand your deals, except getting
benefits.If we do not do our workand liabilities - nobody will not cooperate with
us.Its not in our interests.

To check the ability of returning files, You should go to our website.There you can
decrypt one file for free.That is our guarantee.

If you will not cooperate with our service - for us, its does not matter.But you will
lose your timeand data, cause just we have the private key.In practise - time is much
more valuable than money.

[+] How to get access on website ? [+]

You have two ways

1) [Recommended] Using a TOR browser!

a) Download and install TOR browser from this site: https://torproject.org/

b) Open our website :
http://yboa7nidpv5jdtumgfm4fmmvju3dccxlleut2xvzgn5uqlbjd5n7p3kid.onion/?hssjyh

(If you can’t follow the link or other difficulty write to the technical support
email : antefrigus@cock.1i)

2) If TOR blocked in your country, try to use VPN! For this:
a) Open any browser (Chrome, Firefox, Opera, IE, Edge) and download and install free
VPN programm and download TOR browser from this site https://torproject.org/

b) If you are having difficulty purchase bitcoins, or you doubt in buying decryptor,
contact to any data recovery company in your country, they will give you more
guarantees and take purchase and decryption procedure on themselves. Almost all such
companies heared about us and know that our decryption program work, so they can help
you.

When you open our website, put the following data in the input form:

Key:

Pjg/0D0o4PD0O8PD870Tg5Nyhoa3RwdShvenpxgG80oSKENOTwW8Njk40idOaUM2aX1FJw==

Extension name

hssjyh

I'I''DANGER !'!!

DONT try to change files by yourself, DONT use any third party software for restoring
your data or antivirus solutions - its may entail damge of the private keyand, as

result, The Loss all data.
rrrrrrnrnd

ONE MORE TIME : Its in your interests to get your files back.From our side, we(the

best specialists) make everything for restoring, but please should not interfere.
rrrrrrrnl

MepeBoAa 3aNUCKU Ha PYCCKUA A3bIK:
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[+] YTo cnyumnocb? [+]
Bawu cannbl 3alumgposBaHbl U cenyac HegocCTynHbI. Bbl MOXeTe npoBepuTh 3TO: BCe hanrbl
Ha BaLleM KOMMbOTEPEe MMEIT paclumpeHmne hssjyh.
Kctatn, Bce MOXXHO BOCCTaHOBUTL (BEPHYTb), HO Bbl AOMKHbI CieAoBaTh HaLIMM
WHCTPYKUMSM. B NnpoTMBHOM crnyyae Bbl HE MOXETe BepHYTb cBou AaHHble (HUKOIOA).
[+] Kakne rapaHTum? [+]
310 npocTo 6usHec. Mbl abcontoTHO He 3a60TUMCS O Bac U BaluMX CAEenkax, Kpome
nony4eHus Bbirogbl. ECnn Mbl He BbINOMHsEM cBOKO paboTy 1 06a3aTenbCTBa - HUKTO He
OyneT coTpyaHnyaTtb C HaMKU. OTO HE B HALLMX UHTEpPeCax.
UT06bI NPOBEPUTL BO3MOXHOCTL BO3BpaTa hansos, Bbl AOMMKHbI 3alUTW Ha HaLW canT. Tam Bbl
MoxeTe 6ecnnaTHo pacwmndpoBaTb OANH dann. STO Halla rapaHTus.
Ecnu Bbl He ByaeTe coTpyaHMYaTh C HaWMM CEPBUCOM - NS HAc 3TO HE MMeET 3HayYeHnd. Ho
Bbl NOTEPSIETE CBOE BPEMS M AaHHbIE, BeAb TONbKO Yy HAC eCTb 3aKpbITbIi Kntod. Ha npakTuke
BpeMs ropasfio LieHHee [eHer.
[+] Kak nonyunTb gocTyn Ha cant? [+]
Y Bac ecTb gBa nyTu:
1) [PekomeHayeTca] Mcnonb3osaTb 6paysep TOR!
a) 3arpysute n yctaHoute 6paysep TOR c atoro cawta: https://torproject.org/
6) OTkponTe Hal Beb-canT:
http://yboa7nidpv5jdtumgfm4fmmvju3ccxlleut2xvzgn5uqlbjd5n7p3kid.onion/?hssjyh
(Ecnu Bbl HE MOXETE NEPEenTN MO CCbINIKE UK MO APYTMM NPUYMHAM, HaNULWIKMTE Ha
SMNEKTPOHHYIO NOYTY TeXHMYeckon noaaepxku: antefrigus@cock.li)
2) Ecnun TOR 3abnokunpoBaH B Bawlen ctpaHe, nonpobynte ncnonb3osatb VPN! 3a aTo:
a) OtkponTe nobon 6paysep (Chrome, Firefox, Opera, IE, Edge), 3arpy3ute n yctaHoBuTe
6ecnnatHyto nporpammy VPN un 3arpysuTte 6paysep TOR c atoro canTta https://torproject.org/
6) Ecnun y Bac BO3HMKNIM TPYQHOCTM C MOKYNKOW GUTKOMHOB M Bbl COMHEBAETECH B MOKYMKEe
pacwmdpoBLLMKa, 0bpaTUTech B N0y KOMMAHUIO NO BOCCTAHOBEHWNIO AAHHbBIX B BaLLEN
CTpaHe, KoTopasi NpefocTaBuT BaM Gorblue rapaHTUin 1 BO3bMET Ha cebs npouenypy
MOKYMKN N pacmnpoBku. MNovTn BCce Takme KOMNaHUK CribilWanu 0 Hac 1 3HakoT, YTO Halla
nporpamma pacwmdpoBkm paboTaeT, NO3TOMY OHM MOTyT BaM NOMOUb.
Korga Bbl OTKpbIBaETE Hall CauT, BBeAUTE criegyowmne AaHHble B (oopMy BBoAA:
Kntoy:Pjg/ODo4PD08PD870Tg5Nyhoa3RwdShvenpxgG8oSkEnOTw8Njk40idOaUM2aXIFJw==
HaseaHue paclumpeHus:
hssjyh -
MOMACHOCTb !!!
HE nbiTantecb nameHuTb annbsl camoctosaTensHo, HE ncnonbayinte niobyto CTOPOHHIOK
nporpaMmmy Ans BOCCTaHOBMNEHUS BalLMX AAHHbLIX U aHTUBUPYCHbIE PELLEHUS - 3TO MOXET
noBneyb 3a cCOBON NOBPEXAEHME FIMYHOIO KITHoYa U, Kak pesynbrart, NoTepo BCeX AaHHbIX.

(ny4ywwme cneunanucTbl) Aenaem Bce ANs BOCCTAHOBMNEHMS, HO, NoXaryncra, He MellanTe.
I
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3anuncka o BblKyrne Takke COXpaHaeTcs B cneumanbHon nanke Ha gucke C:
C:\Instraction\

CKpPUHLOTLI canTa BbIMOraTenen:

i i el 17

TexHU4Yeckme geranu

PacnpocTpaHseTca ¢ NnoMoLLblo Bpe4oHOCHOW pekrnamMmHon kamnaHum HookAds, BpeaoHoCcHas
peknama KOTopon Tenepb nepeHanpasnseT nonb3oBaTenen Ha Be6-cTpaHuLbl ¢ Habopom
akcnnonToB RIG. Ha nHpurumposaHHom [NK pasBopayvmBaeTcs Bpe4OHOCHbIV 3fIEMEHT,
KOTOpbIN ycTaHasnmeaeT wudposanbwmk AnteFrigus. B 2018 rogy HookAds
pacnpocTtpaHana Globelmposter. Ha MOMeHT HanncaHus aTon cTaTby pekramMmHasa KamnaHus
HookAds yxxe npogormkaercs Heckornbko neT (¢ 2016 roaa), n Kaxkabli AeHb PErNCTPUPYOTCA
HOBble MOLLUEHHUYECKNE peKrnamMHble JOMEHbI.
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https://1.bp.blogspot.com/-oOtcHU-gQOk/Xc2iGfh3GQI/AAAAAAAAQTc/w-RIvZcDjwAk0_t8SLvy8sNlwj0FDOcswCLcBGAsYHQ/s1600/tor-site1.png
https://1.bp.blogspot.com/-2N5lMd6tLIg/Xc2iI7MTXqI/AAAAAAAAQTg/EwTXWwuJwi44uCMEib1ntnw1RyEuG3JYQCLcBGAsYHQ/s1600/tor-site2.jpg
https://threatpost.ru/hookads-malvertising-campaign-delivers-danabot-nocturnal-stealer/29159/
https://blog.malwarebytes.com/cybercrime/exploits/2016/11/the-hookads-malvertising-campaign/

MoxeT pacnpoCTpaHATbCA NYTEM B3rioMa Yepes HesalmLeHHyo KoHdurypauuto RDP, ¢
nomoLbo email-cnama 1 Bpe4OHOCHbIX BNOXEHU, 06MaHHbIX 3arpy3oK, 60THETOB,
akcnnonTtoB (RIG EK), BpegoHOCHOW peknamMbl, BEO-UHXEKTOB, hanbLUMBbIX 0OHOBNEHUNA,
nepenakoBaHHbIX N 3apaXEHHbIX MHCTanNNAaTopoB. CM. Takke "OCHOBHbIE CNOCO6bI
pacnpocTpaHeHusi KpMnToBbIMOraTenen" Ha BBOAHOW CTRaHuLe bnora.

Hy>Ho Bcerga ncnonb3oBaTtb AKTyanbHY aHTUBURYCHYO 3amnTty!!!

Ecnun Bbl npeHebperaete KOMMMAEKCHON aHTUBUPYCHOW 3aLumTon knacca Internet Security nnm
Total Security, To xoTa 6b1 AenanTe pe3epBHOE KONMPOBaHME BaxHbIX hannoe no metoay. 3-
21.

» B otnuuue ot gpyrux Beimoratenen, AnteFrigus He npegHasHadeH ons amucka "C", a
TONbKO ANSA APYrnxX OUCKOB, B ONMCAaHHOM NpUMeEpE ero LensiMm Obinm CbeMHbIe YCTPOWCTBA
N NOLKMNIOYEHHbIE ceTeBble anckn (byksbl guckoB U3 koga D:, E:, F:, G:, H:, I1).

(&uodl;
(b3, L"E:"");
(vB1) = "@';
(ulty, L"D:z");
(uvB1) = "1";
(ubS, L"F:");
(vB1) = "2';
(ubh, L"I:");
(vB1) = "3';
(uh7, L"U:=");
(uB1) = 52;
(ulB, L"G:");
{(uvB1) = 53;
(b9, L"H:");
(uvB1) = 54;
{8);

>» [1ns onpegenexns IP MK ncnonb3yetcs cauT:
xxxx:/liplogger.org/10UJ73

Cnucok ¢pannoBbIX paclumpeHuin, noasepraroLmxca WudpoBaHUIo:

Bce dannbl, KpoMe nponyckaembiXx.

310 gokymeHTbl MS Office, OpenOffice, PDF, TekcToBble dhannbl, 6a3bl AaHHbIX,
doTorpadumn, Myabika, Buaeo, gannsl 06pasoB, apxmBbl 1 Mp.

MponyckaemMble TUNbI ¢pannos:

.ady, .ani, .bat, .big, .bin, .cab, .cmd, .com, .cpl, .cur, .deskthemepack, .diagcab, .diagcfg,
.diagpkg, .dll, .drv, .exe, .hlp, .hta, .icl, .icns, .ico, .ics, .idx, .key, .Idf, .Ink, .lock, .mod, .mpa,
.msc, .msi, .msp, .msstyles, .msu, .nls, .nomedia, .ocx, .pck, .prf, .rom, .rtp, .scr, .shs, .spl,
.sys, .theme, .themepack, .wpx (49 paclmpeHni).

daunnbl, cBA3aHHbIe ¢ 3TUM Ransomware:
<random>-readme.txt - LwabnoH 3anuncku
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https://id-ransomware.blogspot.ru/2016/05/blog-post.html
https://3.bp.blogspot.com/-g1khX78dPVo/WyNq6za-WMI/AAAAAAAAKz4/Jw7rid06qoAqXR3Q0hnbkblRfwOfN_ESgCLcBGAs/s1600/gen_info.png
https://anti-ransomware.blogspot.com/2019/02/topical-protection.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html
https://www.bleepingcomputer.com/news/security/strange-antefrigus-ransomware-only-targets-specific-drives/
https://1.bp.blogspot.com/-pULoCH-Bgy4/Xc2UbokEBlI/AAAAAAAAQTM/LXSdZ1gMbv8OYPS2sM9DLMoSDn-_uiknQCLcBGAsYHQ/s1600/encrypt-drives.jpg

hssjyh-readme.txt - npumep 3anncku

test.txt - pann gna GnokMpoBKM NN OTRAOKW.
rad26628.tmp.exe - npumep Has3BaHUSA BpegoHOCHOro danna
<random>.tmp.exe - WwabnoH Ha3BaHWs BPeLOHOCHOro hanna

PacnonoxeHus:
C:\Instraction\
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBA3aHHbIe ¢ 3TUM Ransomware:
CM. HUXe pesynbTaTbl aHanu3os.

CeTeBble NOAKNIOYEHUS U CBA3N:

Tor-URL: xxxx://lyboa7nidpv5jdtumgfm4fmmvju3ccxlleut2xvzgn5uqlbjd5n7p3kid.onion/

Email: antefrigus@cock.li

BTC: -

CM. HKe B OBHOBREHUSAX Apyrne agpeca v KOHTaKTbl.
CM. HMXe pesyrnbTraTbl aHanm3os.

PesynbraTthbl aHanu3oB:

@ Hybrid analysis >>

)Y

4% Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W) VirusBay samples >>

"1 MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTeneHb pacnpoCTpaHEHHOCTU: HU3Kas.

MogpobHble cBeaeHns cobupatotca perynsapHo. MNpuckinanTte obpasubl.

=== ACTOPUSA CEMEMNCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUW === BLOCK OF UPDATES ===

O6HoBneHune ot 10 dheBpans 2020:
MocT B TBUTTEPRE >>
PacwvpeHus: .eaaeee, .bbadc
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https://www.hybrid-analysis.com/sample/3cb061bd1c9326ec12d3b5f540d425730245472b72e5295f52b53b82ea03cb68/5dcd9279028838c332b86f91
https://analyze.intezer.com/#/analyses/4efe0699-4ac1-41df-9861-d5833db9b0f5
https://app.any.run/tasks/6624ecad-cc7c-4817-97cc-a9f5001e5c77/
https://twitter.com/GrujaRS/status/1226802993674227712

3anuckn: CLICK_HERE-eaaeee.ixt, CLICK _HERE-bbadc.txt

URL: xxxxs://recovery-help.top/online-chat/

Tor-URL: xxxx://i6jppiczqa5moqf157gssi33npwfseqppdsnz7rriiv7suf4pfdw42id.onion
Pesynbratbl aHanusos: VT + |IA + VMR

O6HoBneHune ot 30 mapTa 2020:

[MocT B TBUTTEPE >>

Pacwupenus: .aceadf, .daaefc, .feeef

3anuckn: ATTENTION-aceadf-README.txt

ATTENTION-daaefc-README.txt

ATTENTION-feeef-README.txt

URL: xxxx://restore-now.top/online-chat/

Tor-URL: xxxx://i6jppiczqadmoqfl57gssi33npwfseqppdsnz7rriiv7suf4pfdw42id.onion
dann EXE: directx_update.exe

Pesynbratel aHannsos: VT + AR + JA + VMR + TG

> CopeprxaHue 3anucku:

Sorry, but your files are locked due to a critical error in your system. If you yourself want to
decrypt the files - you will lose them FOREVER.

You have to pay BITCOINS to get your file decoder. DO NOT TAKE TIME, you have
SEVERAL DAYS to pay, otherwise the cost of the decoder will double. How to do it is written
below.

If you cannot do it yourself, then search the Internet for file recovery services in your country
or city.

Go to the page through the browser: http://restore-now.top/online-chat/

If your site does not open, then download the TOR browser (https://torproject.org/). If you
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https://www.virustotal.com/gui/file/ecb09bbcfed0e4a9b536ffabf7a438577195aefd3c078b16aa6dc6613fb5e8f6/detection
https://analyze.intezer.com/analyses/baff9369-3e57-4cd4-816e-d2e46f38a5ba
https://www.vmray.com/analyses/ecb09bbcfed0/report/overview.html
https://1.bp.blogspot.com/-1rVKYxhYq-g/XyHS3Orod1I/AAAAAAAAUfw/_cWdCLtAcNkVYYFeOAYiGfiPWLqJ-Z59QCLcBGAsYHQ/s1600/note.png
https://1.bp.blogspot.com/-BxpglXB3rzY/XyHS7uNBTtI/AAAAAAAAUf0/-us8Dm5l8OsbpYGzYsYZLuyTPAPUo1uCwCLcBGAsYHQ/s1600/files.png
https://1.bp.blogspot.com/-WuZDe6A22yw/XyHS-WjuVpI/AAAAAAAAUf4/zB5SYjcrwr0uupkBKYQZVR_E1fxcEoDQwCLcBGAsYHQ/s1600/site.png
https://twitter.com/siri_urz/status/1244891169168883713
https://www.virustotal.com/gui/file/30718dcdb6fc8e48a442f5b1f63e413e69f6cf2a279fed1c7c80e9517a133317/detection
https://app.any.run/tasks/3d4b2988-4b54-40bf-9a2c-53688a46ce35/
https://analyze.intezer.com/analyses/00374d6f-7dbd-42c9-93a8-f89b971d0cd9
https://www.vmray.com/analyses/30718dcdb6fc/report/overview.html
https://tria.ge/200823-88h7nmjfv2/behavioral1
https://1.bp.blogspot.com/-uF81FIBLXmo/X0KtlCNWWaI/AAAAAAAAVGY/DmPjUxkGJ0Iosp9iKfJv__MoOW0u8LwWwCLcBGAsYHQ/s1600/note-30-3-20.png

can’t access the download page of the TOR browser, then download the VPN!
After you install the TOR browser on your computer go to the site:
http://i6jppiczgadmoqfl57gssi33npwfseqppdsnz7rriiv7suf4pfdw42id.onion

After going to the site, enter the information:

Your ID: 32476*****

Personal key:
a2hobG1gKGhrdHB1KD050z490Tk4PTcoSKENOTw8Njk50CdOaUM2a*****==
Your Email

O6HoBneHune ot 19 auBapsa 2020:
PesynbraTthl aHanusos: VT + 1A

=== BJIOK CCbIJTIOK n CMTACUBOK = BLOCK OF LINKS AND THANKS ===

GrujaRS, mol69, Michael Gillespie, Lawrence Abrams
Andrew Ivanov (author), Emmanuel_ADC-Soft, SIRi

* %k

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles.
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https://www.virustotal.com/gui/file/1b1886a4773924ff296224b194800624cc1d81323f00ef995f7db198b90ed83b/detection
https://analyze.intezer.com/analyses/1ad581bc-5c28-46a1-98c4-deccfdfba456
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png

