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Hakbit Ransomware

Thanos Ransomware

Hakbit (Thanos) NextGen:

Variants: Abarcy, Corona, Ravack, Energy, Pulpit, Narumi, 777 et al.

Thanos-based Ransomware

(wndbpoBanbLWMK-BbIMOraTerb) (MepBOUCTOYHMUK)
Translation into English

OTOT KpUNTO-BbIMOraTesb LWMAPYET AaHHbIE NONb30BaTENEN N KOpNopaTUBHbLIX ceTen ¢ nomollbto AES, a
3aTteM TpebyeT Bbikyn oT 0.03 go 3 BTC, 4Tobbl BepHYTb thannbl. OpurMHanbHOe Ha3BaHMe: B 3anucke He
ykasaHo. ®ann moxeT HasbiBaTbces: firefox.exe nnu chrome32.exe, opera32.exe, firefox.exe, server.exe,
client.exe n np. Paspabotka: Hakbit kogupyetcs B .NET.

B GonbLlumHCTBE cnyyaes, rae ucnonb3oBarncs wudpoBanblumk Hakbit, darnnel moxHo 6bino
pacwudpoBaTb. Mo3xe cTan ncnonb3oBatbcs 6ornee HOBbIN BapuaHT, MCNOMNb3YHOLLNIA LUMpoBaHMeE C
anroputMom RSA. Cepsuc "ID Ransomware" ctan naeHtndpuumpoBatb ero kak Thanos, B KOTOpoMm
pacwundpoBka 6e3 3akpbiToro RSA-knto4a HEBO3MOXHaA.

O6HapyxeHus:

DrWeb -> Trojan.Siggen8.54093, Trojan.MulDrop11.30182, Trojan.EncoderNET.4,

Trojan.Encoder.31029, Trojan.Siggen9.15292, Trojan.Encoder.33405, Trojan.Encoder.33390

ALYac -> Trojan.Ransom.Hakbit

BitDefender - Trojan.Ransomware.GenericKkDS.41983308,

IL:Trojan.MSILZilla.6860, Trojan.GenericKD.32996926, Trojan.GenericKD.41982566,

ESET-NOD32 -> A Variant Of MSIL/Agent. THY, A Variant Of MSIL/Filecoder.WZ, A Variant Of
MSIL/Filecoder.Thanos.A

TrendMicro -> Ransom_Stupid.R0O02CO0DAR20, Ransom.MSIL.HAKBIT.A
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© lNeHeanorua: Ransomware Builder (no3xe ero Ha3zsBann Thanos Ransomware Builder) >> Hakbit
> Hakbit NextGen: Abarcy, Ravack, Corona, Energy, Pulpit, Cryp, Rastar n gpyrne 6e3biMsiHHbIE >
Thanos (HoBble BapuaHTbl) > Prometheus, Spook

HAKB1Y

N300paxxeHne — norotun cratby

K 3awmndpoBaHHbIM harinam gobaenserca pacwmpenune: .crypted

BHumaHue! HoBble paclumnpenms, email n TEKCTbI O BbIKYNe MOXHO HanTU B KOHLIE CTaTbi, B OOHOBMNEHUSAX.
Tam MoryT ObITb pasnuyus ¢ NepBoHavanbHbIM BapnaHToOM.

AKTUBHOCTb 3TOr0 KpMMTO-BbIMOraTens npuwnacbk Ha Hadano Hosiops 2019 r. OpueHTnpoBaH Ha
AHIMOsA3bIYHbIX NOMb30BaTENEN, YTO HE MEeLLaeT pacnpoCTPaHsTb ero No Bcemy Mupy. Bolgaet cebs 3a
hawnnel 6paysepoB Google Chrome, Firefox, Opera.

3anucka ¢ TpeboBaHnem Bbikyna Ha3biBaeTcs: HELP_ME_RECOVER_MY_FILES.txt

|

CopepxaHue 3anucku o BbIKyne:

Atention! all your important files were encrypted!

to get your files back send 300 USD worth in Bitcoins and contact us with proof of payment and your
Unique Identifier Key.

We will send you a decryption tool with your personal decryption password.

Where can you buy Bitcoins:

https://www.coinbase.com

https://localbitcoins.com

Contact: hakbit@protonmail.com.
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Bitcoin wallet to make the transfer to is: 12grtxACDZkgT2nGAvMesgoM4ADHDGNTaW
Unique Identifier Key (must be sent to us together with proof of payment): *****
Number of files that you could have potentially lost forever can be as high as: ***

lMepeBoAa 3anUCKM Ha PyCCKUN A3bIK:

BHNMAHWE! Bce Balwum BaxHble hanrnbl 6binm 3awmdgpoBaHsbi!

4yTOObI BEPHYTL CBOM haiinbl, oTnpasbTe 300$ CLUA B GUTKOMHAX M HANULWIKUTE HaM C
NoATBepPXAeHMeM onnatbl ¥ Ball YHUKarbHbIN MOEHTUdUKATOP Kroya.

Mbl BbILLNIEM BaM MHCTPYMEHT AeLUMdPOBaHNS C BalLMM NMYHBIM NaponemM AellmndgpoBaHus.
[oe MOXHO KynuTb GUTKOWHbI;

https://www.coinbase.com

https://localbitcoins.com

KoHTakT: hakbit@protonmail.com

BuTtkonH-kowenek ans nepesoga: 12grtxACJZkgT2nGAvMesgoM4ADHJENTaW
YHukanbHbeln MiaeHTudmkaTtop Knoya (BbiWNMTe Ham ¢ npocooM onnathbl): *****
KonuyecTBo dhaiinoB, kKOTOpble MOXeTe HaBceraa notepsTb, MOXET ObiTb: ***

Opyrum nHdopmaTopoM XepTBbl BbICTyNaeT nsobpaxeHune wallpaper.bmp, 3ameHstoLiee obon Paboyero

cTona:

CopaepxaHue TeKCTa O BbIKyne:

Atention! all your important files were encrypted!

to get your files back send 300 USD worth in Bitcoins and contact us with proof of payment and your
Unique Ildentifier Key.

We will send you a decryption tool with your personal decryption password.

Where can you buy Bitcoins:

https://www.coinbase.com

https://localbitcoins.com

Contact: hakbit@protonmail.com

Bitcoin wallet to make the transfer to is: 12grtxACJZkgT2nGAvMesgoM4ADHJENTaW
Or

*kk

MepeBoa TeKkcTa Ha PYCCKUN A3bIK:

BHuMaHue! Bce Balum BaxkHble hainbl 3aimgposaHbi!

4TOObI BEPHYTb CBOM haiinbl npuwnuTe 300$ B GUTKOMHAX M KOHTaKT C MPodOM onnaTthl U BalLUM
YHUKamNbHbIM MAEHTUUKATOPOM KNkoYa.

Mol BbIlNeM Bam gelumdparop ¢ BalnMM NNYHBbIM Naponem gelndpoBaHus.
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o€ MOXXHO KynuUTb BUTKOWHbI:

https://www.coinbase.com

https://localbitcoins.com

KonTakT: hakbit@protonmail.com

BuTkonH-kowenek ans nepesoga: 12grtxACJZkgT2nGAvMesgoM4ADHJBNTaW
Wnn

*k%k

TexHU4Yeckue getanu

MoxkeT pacnpocTpaHATbCA NYTEM B3rlomMa Yepes HesaluuLLeHHY KoHdurypaumo RDP, ¢ nomolybio email-
cramMa 1 BpeOoHOCHbIX BIIOXEHWIA, 0OMaHHbIX 3arpy3oK, 60THETOB, 3KCMNIONTOB, BPEOOHOCHON peknamsl,
BeO-MHXEKTOB, hanbLUNBbIX OOHOBMNEHMI, NEepenakoBaHHbIX U 3apaXKEHHbIX MHCTaNNATopoB. CM. Takke
"OcHoBHble crnocobbl pacnpocTpaHeHNsa KpMNToBbIMOraTenen" Ha BBOAHOW CTpaHuue bnora.

Ecnu Bbl NpeHebperaeTte KOMMNNEKCHON aHTUBMPYCHON 3alumMTon knacca Internet Security nnn Total
Security, To X0Ts Obl AenanTe pe3epBHOE KONUPOBaHME BaxHbIX pannos no merony 3-2-1.

» [epepn 3anyckom "cnuT" 6onee 2 MUHYT.
» UAC He obxoauT, TpebyeTcsa paspelueHme Ha 3anyck.

» Vicnonb3yeT KomaHay, 4Tobbl 4o6aBUTLCA B ABTO3arpy3Ky CUCTEMBI:
"C:\Windows\System32\cmd.exe" /C choice /CY /N /D Y /T 3 & Del
"C:\Users\admin\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\lsass.exe

» YoangaeT TeHeBble Konun annos.
» [lcnonb3ayeT cny6y noucka BHewHuX IP-agpecos:
hxxx://checkip.dyndns.org

Cnucok annoBbIX pacluiMpeHn, noaBeprarowmxcs WwndpoBaHuIo:
9710 pokymeHTbl MS Office, OpenOffice, PDF, TekcToBble dalinbl, 6a3bl A4aHHbIX, poTorpadun, My3sbika,
BUOeo, dannsl 0bpasoB, apxmBbl K MNp.

dannbl, cBAA3aHHbIe ¢ 3TUM Ransomware:
HELP_ME_RECOVER_MY_FILES.ixt

wallpaper.bomp

firefox.exe

chrome32.exe

opera32.exe

gaopj445.exe

ijxvw3i4.exe

<random>.exe - criy4anHoe Ha3BaHve BPegOHOCHOro danna
SharpExec.pdb - HazBaHne npoekTa
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PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->
\Temp\gaopj445.exe

3anucu peecTtpa, cBA3aHHbIe ¢ 3TUM Ransomware:
CM. HWXe pesynbTaThl aHanm3oB.

Your account has been created!
]

CeTeBble NOAKITHOYEHUA U CBA3U:

Email: hakbit@protonmail.com

BTC: 12grtxACJZkgT2nGAvMesgoM4ADHJ6NTaW

URL: hxxx://hakbit.hostingerapp.com/

hxxxs://hakbit.000webhostapp.com/

URL n3o6paxeHus: hxxxs://hakbit.000webhostapp.com/013.jpg

URL Ha dbannbi:
hxxxs://raw.githubusercontent.com/anthemtotheego/SharpExec/master/CompiledBinaries/SharpExec_x64.exe
hxxxs://raw.githubusercontent.com/anthemtotheego/SharpExec/master/CompiledBinaries/SharpExec_x86.exe
Takum obpasom sicHo, 4To ncnonb3yeT SharpExec.

PesynkTaThl aHanum3os:
# Hybrid analysis >>

¥ VirusTotal analysis >>
4 Intezer analysis >>

X VMRay analysis >>
W VirusBay samples >>

5/33


https://1.bp.blogspot.com/-KQUQoH2EAvw/XcMNApVw6FI/AAAAAAAAQOQ/_lGOu7t4BUE0O0SexwFXya-s91P22gG7QCLcBGAsYHQ/s1600/image-site.png
https://1.bp.blogspot.com/-3lBRj_0epTM/XcMNFHnWHqI/AAAAAAAAQOU/0NkqNiGt7KAELtfl3szaet8Mh0n5rriWACLcBGAsYHQ/s1600/Screenshot_2.png
https://www.hybrid-analysis.com/sample/916500065fb0037de6e95bdbeafaa69a8d3932af10e81acb02f88c6a65cb577e/5dc3094c028838756ce46589
https://www.virustotal.com/gui/file/916500065fb0037de6e95bdbeafaa69a8d3932af10e81acb02f88c6a65cb577e/detection
https://analyze.intezer.com/#/analyses/f735c7c0-2660-4f78-8c97-47f0cd7e73a3
https://www.vmray.com/analyses/916500065fb0/report/overview.html

(1 MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpocTpaHEHHOCTU: CpenHAA.
MoppobHble cBeaeHus cobupatoTcsa perynsipHo. MNMpucbinante obpasLbl.

=== KOHCTpPYKTOp 1 JewndpoBLUMK ===

Mopgenbto pacnpocTpaHeHus aensietca RaaS, wndpoBanbLyK pacnpocTpaHSeTcs NoCPeACTBOM
KOHCTPYKTOpa, KOTOPbIN NO3BONSET CO3AaTb KOHMrypauuo camoro wndposarnbLiyka U elumngpoBLLmnK
nof Hero. B KOHCTPYKTOpe HeMaro HacTpoek: kak 6a30BbIX (paclumpeHve 3allmdpoBaHHbIX hannos,
COLEPXKMMOE N NMSA 3aNNCKW, agpec ANs onnarbl), Tak 1 6onee NpoaBuHyThLIX (00dyckauuns kona;
camoyganeHnue; otkntoveHme Windows Defender; o6xog Antimalware Scan Interface (AMSI);
ocBoboxaeHMe hannos, 3aHATbIX PYrMMK NpoLeccaMu; 3almTa npoLecca LWngpoBanbLUnKa;
npenoTBpaLleHne CHa; 3aaepXKka UCMOMHEHMS!; ObICTPLIN pexxum WndpoBaHms Ansg 6onbLlunx dannos;
YyCTaHOBKAa pacluMpeHni ang wmudpoBaHust; BbIbop cnocoba yBegoMneHus xepTBbl). B cetn MoXXHO HanTu
YTEKLIMI KOHCTPYKTOP. CKOpee BCero, ero BbINOXNU OAMH U3 KYMUBLLMX €ro onepaTtopoB. B kavecTse
3aLUNTLI B KOHCTPYKTOP BCTpoeHa npoBepka HWID — 3T0 roBopuT 0 TOM, YTO €ero codumparoT nog
KOHKpETHOE yCTPOMCTBO onepaTopa.

[ewmndpoBLymk no3eonseT pacumppoBaTtb annbl 3a cHeT ngeHTudmnkaTopa nosb3oBaTens, KOTopbli
npeactaBnseT cobon 3awmdpoBaHHbIi RSA-kMoY (B pasHbIX BEPCUSAX MPUMEHSIIOTCS pasHble
CUMMETPUYHbIE anropuUTMbI LUNPOBaHUS).

3 pasnnyHbix 00pasuoB WKdpoBarbLLMKa U3BECTHLI Pa3Hble CXEMbI LLMGPOBAHUS:

- OOVH KNnto4d ang Bcex dhannos, wundpoBaHue no Salsa20;

- pasHble Kno4M Ans Bcex annos, wudposaHue no Salsa20;

- OQVH KIHOY ANsi BCex halnnos, NponyLLleHHbIN Yepes3 dyHKUMIO NnpeobpasoBanus kntova PBKDF2, n
wncppoBaHne no AES-256 CBC;

- OQVH KoY Ansi Bcex hannos, nponyLleHHbin Yepe3d PBKDF2 ¢ 1000 ntepaunii ansg maneix gannos n 50
000 ntepauun ana 6onblmx (>15 MB), 3atem wndposaHne no AES-256 CBC.

VICTOYHUMK Ha pyccKoMm >>>
NCTOYHMK Ha aHIMUNCKOM >>

=== BJIOK CCbIJIOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===

B HeKOTOpbIX cry4dasax ¢ains MOXHO pacwuppoBaThb.

UNLOCK

CkayvaiiTe peuwvppoBuMk oT Emsisoft >>

* k%

PacundpoBaTb ¢aii/sibl MOXHO Yy BapuaHToOB, uAeHTuounuupyemble Kak Hakbit.
dainbl 3awnppoBaHHbie Thanos (McCNpaB/ieHHON Bepcuei) He pacwuppoBaHsbl.
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Thanks:

e

CyberSecurity GrujaRS, Michael Gillespie
Andrew Ivanov (author)

Karsten Hahn, Alex Svirid, Petrovic, Sandor
to the victims who sent the samples

=== UICTOPUA CEMEUCTBA === HISTORY OF FAMILY ===

KpuntokoHcTpykTop "Ransomware Builder"(HyneBbie Bepcun) - 4o oktadpsa 2019.

KpunTtokoHcTpykTOp "Targeted Private Ransomware Builder" - ¢ 10 oktabpst 2019.

KpunTtokoHcTpykTOp "Private Ransomware Builder v. 2.0" - ¢ 20 okta6psa 2019.

Hakbit Ransomware - ¢ Hos16psi 2019 Ha oCHOBE OAHOW N3 paHHUX BEPCUN KPUMTOKOHCTPYKTOPA.
Private Ransomware Builder v. 2.1 - gekabpb 2019.

Private Ransomware Builder v. 2.2 - anBapb 2020.

Thanos Ransomware (dakTnyeckn ncnpaeneHHbin Hakbit, Ha ocHoBe Gonee HoBow Bepcumn
KPMNTOKOHCTPYKTOPA) - NPUMEPHO C HOAOpsA-aAekadbpsa 2020; He MOXET ObITb paclunMgpoBaH C MOMOLLLHO
TOro e crnocoba, KOTopbI NpUMeHsNcsa ans paclmdposkn Hakbit-BapraHToB.

6e3bIMAHHBLIN NpeawecTBeHHUK Prometheus Ransomware, paHHue BapunaHThl - heBpans-mapTt 2021,
yKasaHbl HUxe B 06HoBneHusax ansa Hakbit/Thanos.

Prometheus Ransomware, co6¢ctBeHHO cam - npumepHo ¢ mas 2021 n B TedeHne roga; onucaH B
cratbe Prometheus.

Prometheus NextGen Ransomware - npumepHo ¢ utoHs 2021; HeKoTopble BapuaHTbl He LWndpoBanu
dannbl, opyrme MoxHo 66110 pacundpoBaThb.

NextGen c apyrumu HasBaHusMU - NnpuMmepHo ¢ uonga 2021, n panee B 2022 roay.
Opyrue NextGen-BapmaHTbI - TPMMEPHO C CeHTAOps 2021.

=== BJIOK OGHOBJIEHU/ === BLOCK OF UPDATES ===
BapuaHT ot 16 HOA6psa 2019:

[MocT B TBUTTERE >>

PaclwvpeHune: HeT

3anucka: you are stupid!.txt

*k%k
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‘you are stupid! txt

Hi! your important files were encrypted!
to contact : your mail or etc.

stupid

notepad exe

EVET

/C choice CY/N/DY/T34&Del"
cmd exe

» OOHapyxeHus:

DrWeb -> Trojan.Encoder.30116 - gozde.exe
BitDefender -> Gen:Heur.Ransom.Imps.3
ESET-NOD32 -> A Variant Of MSIL/Filecoder.UQ

WNcnonbayet komaHay: /C choice /CY /IN/D Y /T 3 & Del \

» [losicHeHne No KoMmaHae:

cmd.exe /C BbI3bIBAET TEPMUHAN, BbIMOMHAET YKa3aHHYO fanee KoMaHay M 3akpbiBaeTcs.
choice /C Y /N nokasblBaeT MycToe AManoroBoe OKHO, KOTOPOE caMo HaxMeT kHorky Yes (/D Y) uepes 3

cekyHapl (/T 3).
& Del \ - npoBeneT camoyganeHue

BapuaHT ot 18 Hos16ps 2019:

PacwwmpeHne: .horse

dann: Setup.exe

PesynbraThl aHanmsos: VT

» OOHapyxeHus:

ALYac -> Trojan.Ransom.Hakbit

BitDefender -> Gen:Heur.Ransom.Imps.3

McAfee -> Ransomware-GUP!86EE14A5E016
MicrosoftRansom:MSIL/Stupid.GIMTB

TrendMicro -> Ransom.Win32.STUPID.THAOCBO

BapuaHT ot 21 HOs6psA 2019:

PacwwupeHnne: .turretsyndrome

®ann: lol.exe

PesynetaThl aHanunsos: VT

» O6GHapyxeHus:

DrWeb -> Trojan.MulDrop11.30182
BitDefender -> Gen:Variant.Zusy.Elzob.21458
ALYacTrojan.Ransom.Hakbit

McAfee -> Ransomware-GUP!63CA3DOE9FF1
Microsoft -> Ransom:MSIL/Stupid.GIMTB
TrendMicro -> Ransom.Win32.STUPID.THAOCBO
=== 2020 ===

BapwuaHT ot 31 sasuBapsa 2020:
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PacwupeHue: .abarcy

Discord Tag : Abarcy#2996.txt

Cnucok ueneBbiX paclUMpeHni;

.avi, .cpp, .cs, .ct, .dll, .docx, .exe, .gif, .htm, .html, .jpeg, .jpg, .mp4, .php, .png, .rar, .txt, .xlsx, .zip

dann: bind with tapjoy.exe

Pesynbratel aHanusos: VT

» OGHapyxeHus:

BitDefender -> Trojan.GenericKD.32996926

ALYac -> Trojan.Ransom.Hakbit

Symantec -> Trojan.Gen.MBT

» CopgeprxkaHue 3anmncku:

==== Hey Don't worry ====

if you are file with .abarcy extension

all your file are encrypted, which is protected

there are many ways to get back, but i recommended the best way to you.
=== |f you're GT Player ===

1. Join My Discord Server https://discord.gg/ZfeGdM2
2. Read instruction on discord server

tapjoy

BapwuaHT ot 31 auBaps 2020:
[loct B TBUTTEPE >>
PacwwupeHue: .gesd

Whatsapp: +441904501029

dann: server.exe

Pesynbratel aHanmsos: VT + AR + JA + VMR

» OBHapyxeHus:

DrWeb -> Trojan.Encoder.31029

BitDefender -> Gen:Heur.Ransom.Imps.3
ESET-NOD32 -> A Variant Of MSIL/Filecoder.UQ
Symantec -> ML.Attribute.HighConfidence
TrendMicro -> Ransom_Stupid.R002C0DBG20

r e i
RERD THIS? ivi — Gagsrom Lo
Pain [pees Popan  fez Crpaees

Hi® your mportant fles wens infected!

o remove virus lrom your lles contact me on whatsapp: +44 15904501029

» CopepkaHue 3anmncku:
Atention! all your important files were encrypted! to get your files back send 3 Bitcoins and contact us with
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https://1.bp.blogspot.com/-a7CwjZjxU7I/XldyFO-ha-I/AAAAAAAAR7I/LCH-V531DtcEZHSiS9I8J2aGDPIxKT8qQCLcBGAsYHQ/s1600/note.jpg

proof of payment and your Unique Identifier Key.

We will send you a decryption tool with your personal decryption password.

Where can you buy Bitcoins:

https://www.coinbase.com

https://localbitcoins.com

CONTACT

servo99@protonmail.com

another if we not asnwer

servo33@protonmail.com

Bitcoin wallet to make the transfer to is:1MYNpqa9CKnjvcvxd25iB7gxxeZbfWsBzP

Takke ncnon b3yeTCA M306pa)KeHVIe

111 FOR HELP CONTACT US It

EMAIL: SERVO99@PROTONMAIL.COM

I11 YOUR FILES ARE CRYPTED I1!

®ann: Client-4.exe

Pesynsratel aHanmsos: VT + AR/ VT + VMR + AR
» OOHapyxeHus:

Dr.Web -> Trojan.Siggen9.15292

BitDefenader -> Trojan.GenericKD.42685813
ESET-NOD32 -> A Variant Of MSIL/Filecoder.VL
Kaspersky -> HEUR:Trojan.MSIL.DelShad.gen
Malwarebytes -> Trojan.Injector

Microsoft -> Ransom:MSIL/Filecoder!MTB

Rising -> Ransom.Filecoder!8.55A8 (CLOUD)
Symantec -> ML.Attribute.HighConfidence
TrendMicro -> Ransom.MSIL.FILECODER.THBBGBO

BapwuaHT ot 1 mapTa 2020:

[locTt B TBUTTEpRE >>

PacwwupeHue: .part

CamoHasBaHue: Corona ransomware

3anucka: HELP_ME_RECOVER_MY_FILES.txt
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https://1.bp.blogspot.com/-9Oaf6BWghJs/XlbHW9NO_sI/AAAAAAAAR6w/SYepspH1_tUUaby8rRCWltgAbY_CbTSAwCLcBGAsYHQ/s1600/wallp-note-26-2-20.png
https://www.virustotal.com/gui/file/cd63dad48fe881b1cabe155a74c1d8e1a1fd83402a1e06d4a5faa52056c7ffc9/detection
https://app.any.run/tasks/f5d72b34-c050-4e31-ad4d-e376db3d37cb/
https://www.virustotal.com/gui/file/ca8d10f5e5716b831e5c5bf97e0d3db14b03bea23f1b71c4dc04e68b675309c0/detection
https://www.vmray.com/analyses/ca8d10f5e571/report/overview.html
https://app.any.run/tasks/fcd5ba1a-b363-4376-b111-d98326a2c405/
https://twitter.com/fbgwls245/status/1233986763263078402

» CopepxaHue 3anuncku:

1 - What Happened to My Computer ?

Your business is at serious risk.

There is a significant hole in the security system of your company.

We've easily penetrated your network and now all your files, documents, photos, databases, ...are safely
encrypted with the strongest millitary algorithms RSA4096 and AES-256.

No one can help you to restore files without our special decoder (corona decryption).

We have also uploaded a lot of files from your network on our secure server, so if you refuse to pay the
ransom,

those files will be published or solded to competitors

2 - Can | Recover My Files ?

Sure, we guarantee that you can recover all your files safely.

If you want to restore your files write to recoba90@protonmail.com and attach 2 encrypted files (Less than
3MB each) and we will decrypt them.

Please don't forget to precise the name of your compagny and your unique identifier key in the e-mail.
But if you want to decrypt all your files, you need to pay.

You only have 5 days from this moment to submit the payment. After that all your files will be lost
definitely.

3 - How Do | Pay ?

Payment is accepted in bitcoin only. You can buy bitcoins from :

-https://www.coinbase.com

-https://localbitcoins.com

The final price of decryption is 300% .

First : Send 300$ worth of bitcoin

Second: send an e-mail to recoba90@protonmail.com and don't forget to precise the name of you
compagny, your wallet ID and your

unique identifier key.After that, we will send you our corona decryption tool to restore all your files.

Corona ransomware

No System Is Safe

Bitcoin wallet to make the transfer to is:
32bzZWrWXXbWGSwB4gGTQt8RdzuNQVaS9Md

Unique Identifier Key (must be sent to us together with proof of payment):

kvMpaz7neSIxej4U89xXcYPS1CsEKO3WoZJpCz [Bcero 344 3Haka]
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https://1.bp.blogspot.com/-XD3cxOptsjo/XmVKnpF3rPI/AAAAAAAASFw/LkN-4zIH8hQ1G5JGjUsSMl2iDyJ8QI7twCLcBGAsYHQ/s1600/note-1-3-20.png

URL BpemeHHbIN: ftp:/ffiles.000webhost.com/public_html/
Email: recoba90@protonmail.com

BTC: 32bzWrWXXbWGSwB4gGTQt8RdzuNQVaS9Md
®ann: Client-0.exe

Pesynbratel aHanusos: VT + HA + AR + A

» OOHapyxeHus:

DrWeb -> Trojan.MulDrop11.48683

ALYac -> Trojan.Ransom.Hakbit

BitDefender -> Gen:Trojan.Heur.DNP.dmO0@auNGwPc
ESET-NOD32 -> A Variant Of MSIL/Filecoder.VL
Malwarebytes -> Trojan.Injector

Rising -> Trojan.Filecoder!8.68 (CLOUD)

TrendMicro -> Trojan.MSIL.MALREP.THCOBBO

BapwuaHT oT 4 mapTa 2020:

MocT B TBUTTERE >>

[loct B TBUTTEPE >>

[MocT B TBUTTERE >>

PacwwupeHne: .ravack

CamoHasBaHue: Ravack Ransomware

Mo cakTy nepeMMeHoBaHHas Konusi BapmaHTta ¢ paclumpeHnem .abarcy
3anucka: HELP_ME_RECOVER_MY_FILES.txt

BpenoHocHble dhaisibl nocne yCTaHOBKU:
C:\Program Files (x86)\Windows NT\Accessories\dwm.exe - VT + VMR
C:\Program Files (x86)\Windows NT\data\dllhost.exe - VT

BapwuaHT oT 9-12 mas 2020: NpeanonoxurtenbHoe poacTBO.
[loct B TBUTTEPE >>

MMocT B TBUTTERE >>

PacwupeHue: .crypted

Email: timepay@protonmail.com

3anucka: HELP_ME_MY_FILES_NOT_MAKE_PUBLIC.txt
dann: BUDDINGPULVERS.exe, Client-17.exe

Pesynbratel aHanmsos: VT + HA + |A + VMR + TG
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https://www.virustotal.com/gui/file/871eef727aaad88b734bb372f19e72ccf38034195666c35390f5c3064f5469a3/detection
https://www.hybrid-%20%20analysis.com/sample/871eef727aaad88b734bb372f19e72ccf38034195666c35390f5c3064f5469a3/5e5b517ea5240a10004%20%2011c53
https://app.any.run/tasks/e95f6def-2640-4846-80ba-de52ce1c6205/
https://analyze.intezer.com/#/analyses/732f34b2-fb1c-43cb-9493-24a96da2469a
https://twitter.com/fbgwls245/status/1235052488023142400
https://twitter.com/Amigo_A_/status/1235105665527488512
https://twitter.com/siri_urz/status/1235128194652499969
https://1.bp.blogspot.com/-dL60rq1s2Vo/Xl_tbQC8SZI/AAAAAAAASBY/9PIg4jYCnV0FsY7b6Rfj5n-FnBMKsnjMwCLcBGAsYHQ/s1600/Screenshot_1.png
https://1.bp.blogspot.com/-hhuo0WHSIng/Xl_ty4rApTI/AAAAAAAASBg/5c9RzqNjAks_8tt-jwywkvfGIoxDvoo_QCLcBGAsYHQ/s1600/google-link.png
https://www.virustotal.com/gui/file/b0cbe3c24b1e610a9c4c8308f1996b128a4686e6a80edd1b3f22900b4dd95aee/detection
https://www.vmray.com/analyses/b0cbe3c24b1e/report/overview.html
https://www.virustotal.com/gui/file/a26b6f677edd8a0072c0c8f840a0f5d7e52c38341e346abff1163126b7af03f3/detection
https://twitter.com/benkow_/status/1259211288334553090
https://twitter.com/hx454f/status/1259229361347022848
https://www.virustotal.com/gui/file/855dcd368dbb01539e7efa4b3fefa9b56d197db87b1ba3ede5e1f95927ea2ca3/detection
https://www.hybrid-%20%20analysis.com/sample/855dcd368dbb01539e7efa4b3fefa9b56d197db87b1ba3ede5e1f95927ea2ca3/5eb71830ea0e2c5b6265f4%20%2048
https://analyze.intezer.com/#/files/855dcd368dbb01539e7efa4b3fefa9b56d197db87b1ba3ede5e1f95927ea2ca3
https://www.vmray.com/analyses/855dcd368dbb/report/overview.html
https://tria.ge/reports/200513-ank3s37nrx/behavioral1

YOl ARE HACKED

B g HELP_ME_MY_FILES_NOT_MAKE_PUBLIC

» O6GHapyxeHus:

DrWeb -> Trojan.Siggen9.45634

BitDefender -> Gen:Heur.MSIL.Bladabindi.1
ESET-NOD32 -> A Variant Of MSIL/Filecoder.VL
Malwarebytes -> Trojan.Injector

Symantec -> ML.Attribute.HighConfidence
TrendMicro -> TROJ_GEN.R011COWEB20

BapwuaHT oT 24 mas 2020:

[locT Ha chopyme >>

Pacwwupenne: .crypted

Email: mheist5@protonmail.com

3anucka: HELP_ME_RECOVER_MY_FILES.txt

» CopgeprxaHue 3anmncku:

Hello *** Co. Ltd. , All your files on your 17 servers are currently encrypted, you are allowed to try and
decrypt, but you wont succeed, but if you want to recover your files, email us below:

Contact: To: mheistb@protonmail.com

tiVDLou4Zj7PgA9UKQJDItOh5IW*** [Bcero 344 3Hakal

Number of files that you could have potentially lost forever can be as high as: 3456

BapwuaHT oT 18 utoHa 2020:

[MocTt B TBUTTERE >>

Pacwwupenne: .CRYPTED

3anuncka: DEAL_FOR_ACCESS_TO_YOUR_FILES.TXT
Email: Mu1t1@secmail.pro

PesynbraTthl aHanu3os: VT + TG + |1A
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https://1.bp.blogspot.com/-sIwQZISEusM/XrvNJkUx3yI/AAAAAAAATCI/_0fbyTuw6Jg1ShqkomoSRA1W0VhdpWGKACLcBGAsYHQ/s1600/lock-note.jpg
https://1.bp.blogspot.com/-6QwikzxYcX8/XrvNMB4LxVI/AAAAAAAATCM/Q9m0ay2GiO0mNbrU1fQo11oMAvfKm-TDwCLcBGAsYHQ/s1600/txt-note.png
https://www.bleepingcomputer.com/forums/t/721616/help-identifying-ransomware/?p=4999632
https://1.bp.blogspot.com/-KZi24rzZJ9E/Xsukhx2ktYI/AAAAAAAATOk/kJ33gdfU_hkKC3HQTJQgiBP7tP5uaj3UQCLcBGAsYHQ/s1600/note-24-5-20w.png
https://twitter.com/raby_mr/status/1273528880523964416
https://www.virustotal.com/gui/file/1c83ff2394da76e6296e6ad72c40dbde107704a711bbd08b633c57587230ccf8/detection
https://tria.ge/reports/200618-5132s4nyax/behavioral1
https://analyze.intezer.com/#/analyses/17edda11-e577-49bf-8cfe-217ff9fcee18

DEAL_FDR_ACCESS_TO YOUR_FLES 05 - Notepad - =Kl
-

BapwuaHT ot 10 nrona 2020:

Moct B TBUTTEPE >>

3anuckn: HOW_TO_DECYPHER_FILES login.txt
HOW_TO_DECYPHER_FILES.txt
HOW_TO_DECYPHER FILES.hta

Takxke eCTb TEKCT B OKHe, OTOGpaXkaeMoM npu BXoAde Nonb3oBaTtens.

(3 = 1= orcvman P it — == .| - ~e
vl Vit s ol e (3R M .

TekcT u3 txt-sanucku:
Your Files are Encrypted.
Don’t worry, you can return all your files!

You've got 48 hours(2 Days), before you lost your files forever.

| will treat you good if you treat me good too.

The Price to get all things to the normal : 20,000$
My BTC Wallet ID :
1F6sq8YVftTIUE4QCYxfK8s5XFUUHC7sD9
Contact :

josephnull@secmail.pro

TeKcT ¢ cMHero 3KpaHa:

Information...

Your Files are Encrypted.

Don't worry, you can return all your files!

You've got 48 hours(2 Days), before you lost your files forever.
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https://1.bp.blogspot.com/-x5XHtsjEUqA/XuujdmXeUOI/AAAAAAAAToA/v30GP19NiIYVZs9kP3k0tYgNRB46-dGQACLcBGAsYHQ/s1600/note-18-6-20.jpg
https://twitter.com/JAMESWT_MHT/status/1281515013132496896
https://1.bp.blogspot.com/-_CMFZIQuxjE/Xx3JmcdUr6I/AAAAAAAAUaw/j_Ixfg97Llwk9B-hfA_nQkACSY-P2PDtwCLcBGAsYHQ/s1600/note1.png
https://1.bp.blogspot.com/-Eu8UqfZSgUk/Xx3Jox_ShxI/AAAAAAAAUa0/-ddP3quST9UFuIJYC1uubqOzcBdxMFOzACLcBGAsYHQ/s1600/combo-notes.jpg
https://1.bp.blogspot.com/-sXjK3T9bUFs/Xx3JsxR3COI/AAAAAAAAUa4/Q_libiwYVtwGvSa1W40oAIL_KUBtqlYMACLcBGAsYHQ/s1600/screen2.jpg
https://1.bp.blogspot.com/-h8j4VRxGrL8/Xx3JwbYTvoI/AAAAAAAAUa8/laHajeCcCkIXvQrsQbOEq5lmWPfAXkJTgCLcBGAsYHQ/s1600/screen1.jpg

| will treat you good if you treat me good too.

The Price to get all things to the normal : 20,000$
My BTC Wallet ID :
1F6sq8YVftTIUE4QCcYxfK8s5XFUUHC7sD9
Contact:

josephnull@secmail.pro

PesynbraTthl aHanu3os: AR + AR + VT + |A

BapuaHT ot 21 okTsA6pAa 2020:

[MocTt B TBUTTERE >>

PacwmpeHnne: .energy[potentialenergy@mail.ru]
3anncka: HOW_TO_DECYPHER_FILES.txt
Email: potentialenergy@mail.ru

PesyneraThl aHanusos: VT + |1A

v T PSP LE Dt - B roin P = |

BapwuaHT ot 19 okTs16ps 2020:

Tonuk Ha chopyme >>

Pacwwupenne: .locked

Email: milleni5000@qq.com

3anncka: HOW_TO_DECYPHER_FILES.txt

BapuaHT ot 17 Hos6ps 2020:

[ocTt B TBUTTERE >>

PacwwupeHne: .pulpit

3anucka: HOW_TO_DECYPHER_FILES.txt

Email: suppforunl@firemail.com, suppforuni@rape.lol
Jabber: suppforunl@xmpp.jp

dann: pulpit1.exe

PesyneraThl aHanunsos: VT
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https://app.any.run/tasks/e2ef6d92-1b44-45bd-a60d-17865685bb13/
https://app.any.run/tasks/c67a34a1-7279-4087-8968-0bdcb1c053db/
https://www.virustotal.com/gui/file/58bfb9fa8889550d13f42473956dc2a7ec4f3abb18fd3faeaa38089d513c171f/detection
https://analyze.intezer.com/analyses/8ab06f41-e74c-47d1-bac6-b153a65c6548
https://twitter.com/siri_urz/status/1318890688231124992
https://www.virustotal.com/gui/file/69c56d12ed7024696936fb69b4c6bee58174a275cb53fa966646a0b092d9626b/detection
https://analyze.intezer.com/analyses/1ff18383-046f-49e4-8948-17a895b76929
https://1.bp.blogspot.com/-KsY_oHeF49Q/X5CCgEcMRpI/AAAAAAAAWKo/bzi7lNaIq9s-hjl0CnIAEDlDR_OYm9ydwCLcBGAsYHQ/s768/Ek2kFW4XYAci_DK.png
https://forum.kasperskyclub.ru/topic/75130-vosstanovlenie-fajlov-posle-virusa-locked/
https://1.bp.blogspot.com/-Ls4YlAspcxE/X5VQQpA0UHI/AAAAAAAAWPQ/PK5r2u6CAQ4UMtK-Kj3a3gq_3i4XKXjHQCLcBGAsYHQ/s1279/note-19-10-20.png
https://twitter.com/siri_urz/status/1328643159530889216
https://www.virustotal.com/gui/file/33eeb5bfbbf6c76f3a991f6fa82f85ecc3ef608dd3c7c8beb0ebdf35264568f5/detection

BapwuaHT oT 6 aekabpsa 2020:
PacwwupeHne: .cryp
PesynbraTbl aHanmsos: VT

BapuaHT ot 18 nekabpsa 2020:

NoenTudpmumpetcs kak Thanos (ucnpaeneHHbin Hakbit) n He MoXeT BbITb paclumdpoBaH.

CoobuieHne >>

PaclwmpeHue: .rastar

3anucka: HOW_TO_DECYPHER_FILES.txt
Email: datarecovery@asiarecovery.ir
PesynbraTbl aHanusos: VT + A

BapuaHT ot 21 gekabps 2020:
CoobuieHne >>

Pacwmnpenns:

.guanhospit

.360eyao

3anncka: HOW_TO_DECYPHER_FILES.txt
Email: datarecovery@asiarecovery.ir

=== 2021 ===

13 sauBapsa 2021:

CoobLeHne >>

Email: yourdata@recoverygroup.at
PacwwupeHnne: .stnts

3anucka: RESTORE_FILES_INFO.txt

E:;:.hf'..'.':” === ]
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https://1.bp.blogspot.com/-qeuLy6VlfuI/X7Yuq-JPZGI/AAAAAAAAWuA/CBbFrCXx0iMlkZgH0nM25pdJyzYR-foDACLcBGAsYHQ/s870/note-17-11-20.png
https://twitter.com/Kangxiaopao/status/1339853002023313408
https://www.virustotal.com/gui/file/1baccdc9eb758412cb3ad008bbf1f8d500ccf1ef9ad4c6a0903f584c6fd5d5d8/detection
https://analyze.intezer.com/analyses/e4fad99b-73a4-45ee-920d-482bda1daccb
https://1.bp.blogspot.com/-BS1ANMqjL24/X9zXAWh2dRI/AAAAAAAAXfk/WbA6cptzwaUPjAvE3kCJqTQrt7_dO_UiQCLcBGAsYHQ/s1225/Epgc_NpW8AErDZt.png
https://twitter.com/Kangxiaopao/status/1340921669716766720
https://twitter.com/Kangxiaopao/status/1349246447137394689
https://1.bp.blogspot.com/-Doqznrx_Nl8/YBGTrXFl8QI/AAAAAAAAYRw/T_JZN7SZHVYXs0Ogr-1_XP_DSMe2hHSiACLcBGAsYHQ/s1265/note-14-1-21.png

Opyrue pacwmpeHuns:
.plastic
.Spectranetics

BapuaHT oT 22 suBapsa 2021:

NaoeHTudmumpetcs kak Thanos (ucnpaeneHHbin Hakbit) n He MOXeT ObITb paclumdpoBaH.

CoobuieHne >>

CamonasBaHue: TeslaCrypt (danblmBbin Ha camom Aere).
PacwwupeHne: .010lqq

Email: workplus111@protonmail.com, worker400@airmail.cc
3anucka: RESTORE_FILES_INFO.ixt

PesynbraThl aHanm3os:

» OBHapyxeHus:

DrWeb -> Trojan.Encoder.33405

ALYac -> Trojan.Ransom.Thanos

Avira (no cloud) -> TR/FileCoder.wwdim
BitDefender -> Trojan.GenericKD.36228402
ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Malwarebytes -> Ransom.Thanatos
Symantec -> ML.Attribute.HighConfidence
Tencent -> Msil.Trojan.Encoder.Pgdm
TrendMicro -> TROJ_FRS.ONA103AM21

BapwuaHT oT 23 suBaps 2021:

CoobuieHne >>

Pacwupenue: .fsvif4

3anucka: RESTORE_FILES_INFO.txt

Email: workplus111@protonmail.com, worker400@airmail.cc
Pesyneratel aHanunsos: VT + AR + TG

BapuaHT o1 26 sHBapsa 2021:
CoobuieHne >>
PacwupeHue: .secure[milleni5000@qq.com]
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https://twitter.com/ffforward/status/1352529115451187200
https://1.bp.blogspot.com/-xHx51L-yJ48/YBGQo61kJ7I/AAAAAAAAYRo/IewtdHoZOccFrsbMAtMDmUEh1QkFcO9AwCLcBGAsYHQ/s1364/note-22-1-21.png
https://twitter.com/petrovic082/status/1352899095812308992
https://www.virustotal.com/gui/file/5fd33c0fb29103a7323c1ea97015ee932f99d454731be58f7db6988f10c115b8/detection
https://app.any.run/tasks/dc95d29e-ecd0-439c-bca7-9ded62e23473/
https://tria.ge/210204-ly3zbkesme
https://1.bp.blogspot.com/-_P9lJ3bVWd0/YBxL_8WqiKI/AAAAAAAAYW8/_G1NNkwDT1ssB75k2GKtJ9fXE2y7mqK0ACLcBGAsYHQ/s1090/note-23-1-21.png
https://twitter.com/Kangxiaopao/status/1354251339337932800

Email: milleni5000@qq.com
3anucka: RESTORE_FILES_INFO.ixt

CopaepxaHue oTBeTa BbiIMOraTenen:

hello,

to decrypt your files You will need a special software with your special unique private key.

price of software with your private key will be 1500 US dollars.

with this product you can decrypt all your files.

we accept only BITCOIN payments. (It is a decentralized digital currency)

when your payment will be delivered you will receive your software with private key IMMEDIATELY!

to be sure we have the decryptor and it works you can send to us one file and we decrypt it for free.

but this file should be of not valuable!

let us know about your decision as soon as possible and we give you bitcoin wallet for payment.
thanks.

PesyneraThl aHanunsos: VT

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.33390

BitDefender -> Trojan.GenericKD.45569098
ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Symantec -> ML.Attribute.HighConfidence

Tencent -> Msil.Trojan.Crypren.Apcz

TrendMicro -> TrojanSpy.MSIL.CRYPREN.USMANAK21

BapwuaHT oT 14 dheBpans 2021:

CoobuieHne >>

PacwwmpeHne: .zuadr

[pyrne paHee nsBecTHble paclumpeHus: .stnts, .plastic, .zonecare, .Ipsk
3anucku: RESTORE_FILES _INFO.hta, RESTORE_FILES_INFO.txt
Email: yourdata@RecoveryGroup.at
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https://1.bp.blogspot.com/-FqMAwMVkUFg/YBhKpuy5KtI/AAAAAAAAYUc/h9tFhchGN6QqexC7yAwOA9qVEGsHiE7nACLcBGAsYHQ/s1228/note-26-1-21.png
https://1.bp.blogspot.com/-kvoQybgN97k/YFHxsnyowNI/AAAAAAAAY1o/wv4qd7ZYZi8ZIG3j6QyzMi0ZAowi5QM4ACLcBGAsYHQ/s991/Note-26-1-21.png
https://www.virustotal.com/gui/file/a3226832258f2a163c198feb56f39d9b24c1c1dd1a6422765524605154d124e8/detection
https://twitter.com/Kangxiaopao/status/1372152354020093955

®ann: ZaudrShare.exe

PesyneraThl aHanunsos: VT

» OOHapyxeHus:

DrWeb -> Trojan.EncoderNET.31368

BitDefender -> Trojan.MSIL.Basic.6.Gen

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Malwarebytes -> Backdoor.Bladabindi

Microsoft -> Ransom:MSIL/FileCoder!MTB

Rising -> Trojan.Filecoder!8.68 (TFE:D:bbfQgAFLWVV)
Symantec -> ML.Attribute.HighConfidence

Tencent -> Msil.Trojan.Encoder.Hviu

TrendMicro -> TrojanSpy.MSIL.SMALLAGENT.USMANBE21
BapwuaHT ot 16 cheBpans 2021:

CoobuieHne >>

Bo3amMOXHO, 4TO 37O yke BapmaHT Prometheus Ransomware
Pacwupenne: .PROM[prometheushelp@mail.ch]
3anucku: RESTORE_FILES_INFO.txt, RESTORE_FILES INFO.hta
Email: prometheushelp@mail.ch
prometheushelp@airmail.cc
Prometheus.help@protonmail.ch

Tor-URL: sonarmsnikoZ2Ivfu.onion/
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https://1.bp.blogspot.com/-eEctFQISisE/YFI9ySfv_1I/AAAAAAAAY1s/5fKVQ0rUpREZIbgUIQfXH0IzUd0c7MPLgCLcBGAsYHQ/s1224/note-14-3-21.png
https://www.virustotal.com/gui/file/36af1271b20bf1a4e3e30634875200729cd8a8982dfe3f707781496a0aff180e/detection
https://twitter.com/Kangxiaopao/status/1372144791719342082
https://id-ransomware.blogspot.com/2021/05/prometheus-ransomware.html
https://1.bp.blogspot.com/-2rHLcMpHs-4/YFI-KpQ3C1I/AAAAAAAAY10/iIZdINOaeggdsdup93T9OeaY4DgyaciqQCLcBGAsYHQ/s1230/note-16-3-21.png
https://1.bp.blogspot.com/-YUa71Hqbuys/YFI-ORovLwI/AAAAAAAAY14/PwK97Zb84KYSPVSWk0_XdAwZieZEggFhQCLcBGAsYHQ/s999/tor-url.jpg

dann: Svchost.exe

PesynetaThl aHanunsos: VT

» OOHapyxeHus:

DrWeb -> Trojan.EncoderNET.31368
BitDefender -> Gen:Heur.MSIL.Bladabindi.1
ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Malwarebytes -> Backdoor.Bladabindi

Microsoft -> Ransom:MSIL/FileCoder'MTB
Symantec -> Ransom.HiddenTear!g1

Tencent -> Msil.Trojan-downloader.Seraph.Wsty
TrendMicro -> Ransom.Win32. THANOS.SM

BapwuaHT ot 19 dheBpans 2021:

CoobuleHne >>

CoobueHne >>

CamoHasBaHue: Alumni Locker

Paclwuvpenue: .alumni

3anncka: HOW_TO_RECOVER_YOUR_FILES.txt
PesynbraThl Hanunsos: VT + TG + AR

L YOUR FILES IN SAFELY LOCKED AND YOUR PASSWOSRD WAS CHANGED by AL %
Vo logon patiemnd mins Changed et ik i ey kocied and sutsmatecadly bacioap oeeu sendel 10
wnlacks yous files and g yoer pascwosd send thes mac ameont |38 hours
16 BTE

WOHECAN CONTACT WITH L IMETANT CWEROH TILEGRAM OUR T4 a3

BapwuaHT ot 11 mapTta 2021:

CoobuieHne >>

Bo3amoxHO, 4TO 37O yxe BapmaHT Prometheus Ransomware
PacluvpeHnue: .secure

Mapkep cannos: GotAll Done

EcTb BapmaHTbl Ha pa3HbIX A3bIKax.

3anucku: Instruction.txt (Ha aHrnuiickom), MHCTpykums.txt (Ha pycckom)
Email: filesrestore000@airmail.cc

3anucka: HOW_TO_RECOVER_YOUR_FILES.txt
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https://www.virustotal.com/gui/file/9bf0633f41d2962ba5e2895ece2ef9fa7b546ada311ca30f330f0d261a7fb184/details
https://twitter.com/petrovic082/status/1362664129190838273
https://twitter.com/fbgwls245/status/1362618972634451969
https://www.virustotal.com/gui/file/e97c6e05b1a3d287151638ffe86229597b188f9aa6d34db255f08dbc11dbfbd8/detection
https://tria.ge/210219-mxb43kvcga
https://app.any.run/tasks/bd002155-3ba4-4d86-a63e-508ccd131cd2/
https://1.bp.blogspot.com/-AXhAnt9z1v8/YDFHCf6eUnI/AAAAAAAAYoI/eLHDIJpXEn888_jep_vXgOK7riIhJURUgCLcBGAsYHQ/s837/note.png
https://1.bp.blogspot.com/-9xcxy-RzB0Q/YDFHF6YRGlI/AAAAAAAAYoM/BlYhGekYfqQDuD_7KccwWRzFblHAp6dygCLcBGAsYHQ/s411/message.png
https://www.bleepingcomputer.com/forums/t/746348/ransomeware-variant-filesrestore000airmailcomm/?p=5146034
https://id-ransomware.blogspot.com/2021/05/prometheus-ransomware.html

il

®ann: Client-3.exe

PesynbraThl Hanusos: VT + 1A

» O6HapyxeHus:

DrWeb -> Trojan.EncoderNET.31368

BitDefender -> Trojan.MSIL.Basic.6.Gen

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Malwarebytes -> Ransom.Thanos

Microsoft -> Program:Win32/Wacapew.C!ml
TrendMicro -> Ransom.MSIL.THANOS.SM

BapwuaHT ot 17 mapTa 2021:

Pacwwupenue: .hard

Email: harditem@firemail.cc. harditem@hitler.rocks
Jabber: harditem@xmpp.jp

PesyneraTthl aHanusos: VT + |1A

BapuaHT 17 mapta 2021:
CoobueHne Ha dhopyme >>
Pacwupenne: .[ID-XXXXXXXX].[killerworm@tuta.io].crypt
3anucka: RESTORE_FILES_INFO.ixt

Email: killerworm@tuta.io, zerowhite@tuta.io
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https://1.bp.blogspot.com/-Gi7e0r2NnWo/YE5QwzrKFtI/AAAAAAAAY0o/N5HQWoj5b9Qv9bc_egfpvlwQIljRHtDgwCLcBGAsYHQ/s807/note-11-3-21.png
https://1.bp.blogspot.com/-T1M4fI9UFt4/YE5On3PQobI/AAAAAAAAY0g/jEe5yMWljgUnF2s1xiMOQe3tOhoCv5gHACLcBGAsYHQ/s672/filemarker.png
https://www.virustotal.com/gui/file/02665fcf9c0ddfb2cd3e04d254f60c5a4453947f7c3df5480316a040c0c8686f/detection
https://analyze.intezer.com/analyses/042193f1-ff8e-47ef-b0d6-91b813d3613c
https://www.virustotal.com/gui/file/d7f7ea6cb92e1f01e815007fdcdf2455680e739077aff7e3eaf51311cf3388a5/detection
https://analyze.intezer.com/analyses/b4e15c1f-cb08-45a9-b343-d805ebc36da2
https://www.bleepingcomputer.com/forums/t/644140/btcware-gryphon-ransomware-crypton-gryphon-support-topic/?p=5149429

BapuaHT ot 20 maprTa:
PaclumneHune: .pchtza

BapuaHT ot 23 mapTa 2021:

CoobueHne Ha hopyme >> (HETOYHOCTU B COOOLLEHNN MOCTPagaBLUErO UCNPaBIEHbI)
PaciumpeHnune: .[ID-XXXXXXXX].[KingKong2@tuta.io].crypt

3anucka: RESTORE_FILES_INFO.txt

Email: kingkong2@tuta.io

BapuaHT ot 23 mapTa 2021:

PacwwupeHne: .ejqvfp

3anucka: RESTORE_FILES_INFO.txt

Email: decoderd4@rambler.ru, alpinbovuar@protonmail.com

Apnbik B ABTo3arpyske: C:\Users\Admin\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\mystartup.Ink

PesyneraTthl aHanusos: VT + TG

» CopepxaHue 3anmncku:

Bawwa cuctema 6bina 3awmdpoaHa. [ns Toro 4to 66l NoNy4MTb 4OCTYN K Bawwmm dannam u
pacwundpoBaTb nx Bam Heobxoammo cBA3aTbCa ¢ HaMu Mo agpeccam

decoder44@rambler.ru

alpinbovuar@protonmail.com (obpallaem Balie BHUMaHWE YTO MOTYT BO3HUKHYTb TPYAHOCTU MO
OOXOXAEHMIO MMCEM Ha MPOTOH C MEWI.PY U AHAEKCa) Unmn TenerpaMmma KoTopbin Mbl Bam coobLymm
CBS13aBLUMCb C BalLMMWN COTPYAHMKaAMMU.

Tak e y Hac eCcTb JaHHble OT Ballmx 0a3 AaHHbIX, 6ekanoB, TenerpamMbl BalMX COTPYAHMKOB, JIUYHbIE
AaHHble BaLUMX KIMMEHTOB U AOCTYNbI K NNATEXHbIM CUCTEMAM.

Key ldentifier:

N6e+wCICmGtchG/aL8Bljl77pKaF+*** [Bcero 6843Haka]

Number of files that were processed is: 17***
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhvgd07I_MebZawkeOIoNkhTGu6cTIFY4gNxJPKSxVFsJiOnvTjmZg5Cgq0sxpQdRENlSmMeMcwDsh3qVPzBzGpsP_HmN4zJUrGRQpWBakzDDonrv0xx0VlPdEiGAFcYCNp6GA_-KP37ZUkzuDOkfYThmSZOM_PWKmqVm0PuJASj_WbqXykpDnrtXvF/s1072/17-3-21w.png
https://www.bleepingcomputer.com/forums/t/644140/btcware-gryphon-ransomware-crypton-gryphon-support-topic/?p=5153250
https://www.virustotal.com/gui/file/aa3e530d4567c1511126029fac0562ba8aa4ead0a01aceea169ade3e38a37ea7/detection
https://tria.ge/210419-9crd845edj/behavioral1
https://1.bp.blogspot.com/-3y5jV11rAr4/YIFG3QaTDYI/AAAAAAAAZII/9PBLHwaGq7IH6gR9xVOK5_ycex0u6DBowCLcBGAsYHQ/s1072/note-23-3-21.png

BapuaHT oT 26 mapTa 2021:
Tonuk Ha chopyme >>
Paciumpenne: .VIPxxx

MonHoe pacwuperne: .[ID-215CFE80].[kingkong2@tuta.io].VIPxxx

3anncka: RESTORE_FILES_INFO.txt
Email: kingkong2@tuta.io, 1bmx1@tuta.io

BapwuaHT oT 27 mapTa 2021:

Tonwuk Ha chopyme >>

PacwmpeHnne: .secure[milleni5000@qq.com]
3anucka: RESTORE_FILES_INFO.txt

Email: milleni5000@qqg.com

o (e g e (

BapuaHT ot 6 anpens 2021:

Coo06uieHne >>
3anncka: RESTORE_FILES INFO.ixt
Email: kingkong2@tuta.io, 1bmx1@tuta.io
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https://forum.kasperskyclub.ru/topic/81305-pojmali-neponjatnyj-shifrovalshhik-vipxxx/
https://1.bp.blogspot.com/-Xe8gQiVt_VU/YIWdKmSi4CI/AAAAAAAAZKM/4p6co1x5aHM85_NLzcyUXPsDnRNhKRg_ACLcBGAsYHQ/s1072/note-26-3-21w.png
https://forum.kasperskyclub.ru/topic/81271-pojmal-shifrovalshhik-milleni5000qqcom/
https://1.bp.blogspot.com/-2mJoF-jHx2c/YIWdPudHrXI/AAAAAAAAZKQ/-ofkev1_6EYlN0jM3z00XCkFsAdtHMIgwCLcBGAsYHQ/s1072/note-27-3-21w.png
https://www.bleepingcomputer.com/forums/t/644140/btcware-gryphon-ransomware-crypton-gryphon-support-topic/?p=5161201
https://1.bp.blogspot.com/-nzLJAGP-NKw/YHHwlUyRMsI/AAAAAAAAZCA/sZOzo-Zhlpc4yjLiUyJwRz6wgjNNG51AACLcBGAsYHQ/s1072/note-6-4-21.png

BapuaHT ot 7 anpens 2021:

CoobuieHne >>

PacwwnpeHrne: .kingdee

Email: yourdata@RecoveryGroup.at

®ann: Kingdee.exe

PesyneraTthl aHanusos: VT + 1A

» OBHapyxeHus:

DrWeb -> Trojan.EncoderNET.31368

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Microsoft -> Ransom:MSIL/Thanos.DC!MTB

BapuaHT oT 12 anpens 2021:

Pacwwupenune (koHuesoe): .CRYSTAL

MonHoe pacwuperue (npumep): .[ID-C4BA3456].[black_privat@tuta.io]. CRYSTAL
3anucka: RESTORE_FILES_INFO.ixt

Email: black_privat@tuta.io, darkseid@tutamail.com

HaseaHuga daiina: farkos.csv, farkos.csas, Client-0.exe

PesynetaThl aHanusos: VT + AR

» O6HapyxeHus:

DrWeb -> Trojan.EncoderNET.31368

BitDefender -> Trojan.GenerickKD.46083313
ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Kaspersky -> HEUR:Trojan-Ransom.MSIL.Thanos.gen
Microsoft -> Ransom:MSIL/Thanos.DC!MTB

Rising -> Ransom.Thanos!8.11C97 (CLOUD)
Symantec -> ML.Attribute.HighConfidence

TrendMicro -> Ransom.MSIL.THANOS.SM

BapwuaHT oT 17 masa 2021:
Tonuk Ha chopyme >>
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https://twitter.com/Kangxiaopao/status/1379322570051231744
https://www.virustotal.com/gui/file/113230f881d7008fad3d62e34ce79f1b9273f604303f1b5c1450cff6481655de/detection
https://analyze.intezer.com/analyses/fe97df95-c62f-426b-b445-4ae6abdf744e
https://1.bp.blogspot.com/-rQeZAEKHLn4/YG3mS5jVJFI/AAAAAAAAY_U/6yRBSSDGAZQkuh4b-n76FrmgN9ymCteKwCLcBGAsYHQ/s1620/note-7-4-21.png
https://www.virustotal.com/gui/file/9e573ba20b55f6149d801491c0ebb51c9f1c954b956a2f6cea6f18af68f0164b/detection
https://app.any.run/tasks/18d67889-536c-4fad-8596-d479989d3865/
https://1.bp.blogspot.com/-TbiEOc3F3qw/YHg_8ustaoI/AAAAAAAAZEM/WQB_p92ING0cb9KrljFzLRkU48pC0ye7wCLcBGAsYHQ/s1060/note-12-4-21w.png
https://www.bleepingcomputer.com/forums/t/750915/

Pacwwnpenne (koHuesoe): .CRYSTAL

MonHoe pacwupenmve (npumep): .[ID-DE792345].[John2wick@tuta.io]. CRYSTAL
3anncka: HELP_ME_RECOVER_MY_FILES.txt

Email: John2wick@tuta.io, black_private@tuta.io

BapwuaHT oT 14 utoHa 2021:

OT0 Takke Noxoxe Ha HoBbI BapuaHT Prometheus Ransomware
Ho 6e3 BpeaoHOCHOro hanna TouHee ckal3aTtb TPYAHO.

[locT Ha chopyme >>

PaclumpeHne (koHueBoe): .getin

MonHoe pacupenmne (npumep): .[ID-7C4B3384].getin

3anucka: RESTORE_FILES_INFO.txt

Email: Tiberiano@aol.com

BapuaHT ot 18 ntoHa 2021:
[locTt Ha chopyme >>

PacwwupeHnne: .securefirrelevantly@aliyun.com]
3anucka: RESTORE_FILES_INFO.ixt
Email: irrelevantly@aliyun.com, willettamoffat@yahoo.com
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https://1.bp.blogspot.com/-PqfvAULw28I/YKYYn_4gt4I/AAAAAAAAZXE/C0WNi8yrL-wFZwFDvJJRaefdWdSVsMXFgCLcBGAsYHQ/s1054/note-17-5-21.png
https://id-ransomware.blogspot.com/2021/05/prometheus-ransomware.html
https://www.bleepingcomputer.com/forums/t/753188/ransmoware-getin-filename/?p=5207895
https://1.bp.blogspot.com/-1ZnTgHb7R94/YMhXpe5yZrI/AAAAAAAAZr4/yXQsjKEykhI9HUfkRYKrth6YXlAv2PmnQCLcBGAsYHQ/s1265/note-14-6-21.png
https://www.bleepingcomputer.com/forums/t/721616/hakbit-thanos-ransomware-crypted-support-topic/?p=5210210
https://id-ransomware.malwarehunterteam.com/identify.php?case=cd830fbd56ecfd7a3ac1862b2288fa173baf757b

BapwuaHT oT 18 utoHa 2021:

CoobuieHne >>

Pacwwupenne: .[ID-C4BA3647].[kingstonbtc@tutanota.com].CRYSTAL
Email: kingstonbtc@tutanota.com, pandabit@tuta.io

| —

dann: Client-0.exe

PesyneraThl aHanusos: VT + AR

» OOHapyxeHus:

DrWeb -> Trojan.EncoderNET.31368

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Microsoft -> Ransom:MSIL/Thanos.DCIMTB

BapwuaHT ot 1 aBrycta 2021:

CoobueHne >>

Pacwvpenne: .REV

3annckn: HOW_TO_RECOVER_MY_FILES !.hta, HOW_TO_ RECOVER_MY_FILES !.txt
Email: Jeremy.albright@criptext.com

dann: Worker-0.exe

PesynbraTbl aHanmsos: VT

» O6HapyxeHus:

DrWeb -> Trojan.EncoderNET.31368

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Microsoft -> Ransom:MSIL/Thanos.DC!MTB
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https://1.bp.blogspot.com/-VCNW2SZzwAU/YOruS_z6nVI/AAAAAAAAaBY/nsE8WjGZaQso7Y9jvS2hHX3uo-i-S29WACLcBGAsYHQ/s1037/note-18-6-21.png
https://twitter.com/petrovic082/status/1406155267801337858
https://1.bp.blogspot.com/-2kxEijGUfpA/YQUlAKHCDpI/AAAAAAAAaKc/O5OgVU_XN8cQ9R2hL08kjv5bcUKbLRiOwCLcBGAsYHQ/s1091/18-6-21-crystal.png
https://www.virustotal.com/gui/file/5458f18e36de21d20b713f7acd8575fc8a86330c466e1b9dc6f41bc81f3e79fc/detection
https://app.any.run/tasks/0250f05c-8571-48b6-8f2b-18cb142132e3/
https://twitter.com/GrujaRS/status/1422598223827451907
https://www.virustotal.com/gui/file/f261d0283d9f1e346a648537b859570741c52be11b95e527a108037d71363327/detection
https://1.bp.blogspot.com/-4ghSAqBQmug/YaE0oTzZj8I/AAAAAAAAbEg/z3U2eXIkdv0S--H4CB9UzyuagjlRDq6vACLcBGAsYHQ/s1366/txt-note.png

BapwuaHT ot 11 aBrycrta 2021:

OnpegeneHo kak Hakbit.

CoobuieHne >>

Pacwwupenne: .[ID-9C759153].[pingpOng@tuta.io].noname
3anucka: decrypt_info.txt

Email: pingpOng@tuta.io, on1ine@tuta.io

-

S
BapuaHT ot 21 ceHTAGpPA 2021:
CoobuieHne >>

3alwmdposaH BapruaHToM Thanos. HeBo3amoxxHO pacilumndpoBaTth 6e3 3akpbiToro RSA-kntoya.

PacwwupeHne: .cyber

3anwucka: MHcTpykums.txt

Email: cyber@outlookpro.net

dann: iE8JUAJp7.exe, Worker-0.exe
PesyneraTthl aHanu3os: VT + AR + TG

» OBHapyxeHus:
DrWeb -> Trojan.EncoderNET.29
ALYac -> Trojan.Ransom.Thanos
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https://1.bp.blogspot.com/-5ShsTVgJ_rw/YaE0buimugI/AAAAAAAAbEY/TAZoNHaX2gEap-zs97zEk7N_gb_oSllywCLcBGAsYHQ/s1366/hta-note.jpg
https://www.bleepingcomputer.com/forums/t/756665/decrypting-hackbit-id-9c759153pingp0ngtutaiononame-extension/?p=5238501
https://1.bp.blogspot.com/-W3lvb38gG-g/YRVaW4eDf4I/AAAAAAAAaPQ/589W3kyd5S8YrXc_OPcVZyCuxYWJ3NZxwCLcBGAsYHQ/s1149/note-11-8-21.png
https://twitter.com/petrovic082/status/1440613948760358917
https://www.virustotal.com/gui/file/f70966e32d18a1e2ed51ebdcc6b985d8f7613febf0680639076c71ebeab6a350
https://app.any.run/tasks/5ed9a795-0038-48ad-9ba0-d89ced8f792a/
https://tria.ge/211010-vjzlragafj/behavioral2
https://1.bp.blogspot.com/-BQwrojshKmc/YWPw3rOjZUI/AAAAAAAAadg/MYccCWooTiwumSlNRVck7G_yLB4t6vRzQCLcBGAsYHQ/s836/info-1.png

BitDefender -> Gen:Trojan.Mardom.MN.12

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A

Kaspersky -> HEUR:Trojan.Win32.Generic

Malwarebytes -> Malware.Al.3844476070

Microsoft -> Ransom:MSIL/Thanos.PAIMTB

Rising -> Ransom.Thanos!1.D81A (CLASSIC)

Symantec -> Ransom.Thanos

Tencent -> Malware.Win32.Gencirc.11cf15a1

TrendMicro -> Ransom.MSIL.THANOS.SM

3aMeyeHHble AeNCcTBUS:

MpoepsieT IP ¢ nomoulbto canta "icanhazip.com”

OTkniovaeT ancnetyep 3agad yepes n3aMeHeHve peecTpa.
3arpyxaet n ucnonbayet ytunuty PsExec.exe ¢ canta ¢ Sysinternals.
3anyckaet yTunuTa sc.exe gns ynpasnenus cnyxx6amm B Windows.

N3meHsieT knoum peectpa, YToObl BbIBOAUTL COOBLLEHNS:
\REGISTRY\MACHINE\SOFTWARE\WOW6432Node\Microsoft\Windows
NT\CurrentVersion\Winlogon\LegalNoticeCaption = "BHumaHne BHumaHne BHumanune!!!"
\REGISTRY\MACHINE\SOFTWARE\WOW6432Node\Microsoft\Windows
NT\CurrentVersion\Winlogon\LegalNoticeText = "do6pbin AeHb. Y Bac BO3HMKNM CNOXHOCTM Ha paboTe?
\r\nHe cTtounT nepexusaTtb, Hawwm IT-cneymanucTtsl noMoryT Bam.\r\n[lns 3Toro HanuwunTe noxanymncra Ham
Ha noyTy.\r\n\r\nHaw email - cyber@outlookpro.net\r\n\r\nXopoLwuero n npogyktneHoro gHa!"
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https://1.bp.blogspot.com/-jrAuSa8Qnzw/YWPw-eqU_8I/AAAAAAAAads/7MmhTRkm5-gicAU1Cqs9mi-wLPzhVBQqgCLcBGAsYHQ/s931/message.png
https://1.bp.blogspot.com/-k9PODWusYMM/YWPwr3aIWJI/AAAAAAAAadc/LwPQ-PqFXlANnmjQKEltokbKjG_BX9mngCLcBGAsYHQ/s1127/screen1.jpeg
https://1.bp.blogspot.com/-UHPZ0NzqaDE/YWPwr_gx6eI/AAAAAAAAadY/TjApXOUNlTkUT_2dV4FnvK9D_hk0iarmwCLcBGAsYHQ/s1127/screen2.jpeg

Mpu npocmoTpe carnosbix nap, Hanpumep Lighthouse.jpg.cyber n Lighthouse.jpg, okasarnoce, 4To ecnu
ybpatb paclumpeHue .cyber y darina Lighthouse.jpg.cyber, To n3obpaxeHue He 3aIMPOBaAHO U
OTKpbIBaEeTCS.

BapuaHT ot 17 okTs16ps 2021:

PacwwupeHnne: .[ID-8C639BE9].[detectOr@tuta.io].helpme
3anucka: decrypt_info.txt

Email: detectOr@tuta.io

Telegram: @Online7_365

BapuaHT ot 5 HOs16psa 2021:

CoobuieHne >>

PacwupeHrne: .stepik

3anucka: RESTORE_FILES_INFO.txt

Email; steriok12132@tutanota.com, kukajamba@tutanota.com

e s o) |

BapwuaHT oT 16 HOs1I6ps 2021:

Tonuk Ha chopyme >>

CoobueHne ¢ obpasuamu >>

PacwwupeHnune: .xot5ik

Email: cyber@outlookpro.net

3anucka Ha pyccKkoMm si3blke: MIHCTpyKums. txt

Sonar: savefile365

Tor-URL: hxxx://sonarmsng5vzwqezlvtu2iiwwdn3dxkhotftikhowpfjuzg7p3ca5eid.onion
PesynetaThl aHanusos: VT + VT

» O6HapyxeHus:

DrWeb -> Trojan.EncoderNET.29

BitDefender -> IL:Trojan.MSILZilla.6980

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A

Malwarebytes -> Malware.Al.3844476070

Microsoft -> Trojan:Win32/Sabsik.FL.B!ml, Ransom:MSIL/Thanos.MK!IMTB
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https://1.bp.blogspot.com/-iaIdll3a8N0/YXRDdE_2AfI/AAAAAAAAakk/tOCsBqN_-AgjLnRnHUMU3cVjXCxmU7NcwCLcBGAsYHQ/s1059/note-17-10-21-w.png
https://twitter.com/fbgwls245/status/1456480505625382914
https://1.bp.blogspot.com/-VMtmW07PoKM/YYbQJxwpXbI/AAAAAAAAauo/1Lnu7n2rlMEuJc-r6w4kE4MNkyWOB8H2ACLcBGAsYHQ/s956/note-5-11-21.jpg
https://forum.kasperskyclub.ru/topic/87242-pojmali-shifrovalshhik-xot5ik-trebuetsja-pomoshh-v-identifikacii-i-deshifrovke/
https://twitter.com/fbgwls245/status/1463448486800592902
https://www.virustotal.com/gui/file/74a717027b6212236662bf641c473b8f8cd65486898b02940357bb9b3035f38a
https://www.virustotal.com/gui/file/ce686daaf9d97fb2c42d9789d19f1dbdb81d1b45851cf3d9e67f46b578365764

Rising -> Trojan.AntiVM!1.CF63 (CLASSIC)

Symantec -> Ransom.Thanos

Tencent -> Win32.Trojan.Generic.Sxoq, Win32.Trojan.Generic.Wuht
TrendMicro -> Ransom.MSIL.THANOS.SM

L] & &
] B = =]

BapuaHT ot 16 HOAOpsa 2021:
CoobuieHne >>

3anucka: decrypt_info.txt
Email: bugagaga@tuta.io
Telegram: @Online7_365

BapuaHT oT 4 nekabpsa 2022:
CoobuieHne >>

PacwwmpeHrue: .[ID-XXXXXXXX].unlock
PesynbraThl aHanunsos: VT

» O6HapyxeHus:

BitDefender -> IL:Trojan.MSILZilla.7042
DrWeb -> Trojan.EncoderNET.31368
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https://1.bp.blogspot.com/-Fy82smLnu8c/YZkz7IFRyyI/AAAAAAAAa7Q/sOApOdGFs0I1l1qreqGOaHMn-7by1mHIQCLcBGAsYHQ/s1265/note-16-11-21-rus.png
https://1.bp.blogspot.com/-FqlT8lVeSHM/YZkz_k5g-yI/AAAAAAAAa7U/QusfaL1Pszg8MxagIxsuvtKL6S9epTolQCLcBGAsYHQ/s1242/sonar-site.png
https://www.bleepingcomputer.com/forums/t/721616/hakbit-thanos-ransomware-crypted-support-topic/?p=5281530
https://1.bp.blogspot.com/-xsF6qkmP2mU/YZkyayZJ6hI/AAAAAAAAa7I/8zlbOQzTYv0-TzCfB1rFDTNvbiLhN7UkACLcBGAsYHQ/s1148/note-16-11-21.png
https://twitter.com/fbgwls245/status/1466981846500388864
https://www.virustotal.com/gui/file/5ee42cc91ee256752213dbd7525816273a29257df0c52984865b7c34c51df1a2

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A
Kaspersky -> HEUR:Trojan-Ransom.MSIL.Thanos.gen
Malwarebytes -> Malware.Al.4269665178

Microsoft -> Ransom:MSIL/Thanos.DC!MTB

Tencent -> Msil.Trojan.Thanos.Szbg

TrendMicro -> Ransom.MSIL.THANOS.SM

BapuaHT ot 6 nekabps 2021:

CoobuieHne >>

Pacwupenue: .[ID-XXXXXXXX].tgipus

3anucka: RESTORE_FILES_INFO.txt

Pesynbratel aHanusos: VT + AR

BapwuaHT ot 17 aekabpsa 2021 unu paHblue:
CooblueHne >>

3anucka: RESTORE_FILES_INFO.txt
Twitter: RobinHoodLeaks

URL: hxxxs://robinhoodleaks.tumblr.com/
gTOX ID: 671263E7BC06103C77146A***

HobinHood

BapuaHT ot 24 nekabps 2021:
CoobuieHne >>

3anucka: decrypt_info.txt
Email: bloody7@tuta.io
Telegram: @Online7_365

=== 2022 ===

BapwuaHT oT 5 sHBaps 2022:
CoobuieHne >>
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https://twitter.com/petrovic082/status/1467903321969246216
https://www.virustotal.com/gui/file/e64edc53f3457a0608354c18f398787fc2d281a9f4246724d2d73d9ddc34a861
https://app.any.run/tasks/905f1172-3c1a-4e8d-96b3-5aac6964242e/
https://www.bleepingcomputer.com/forums/t/765458/
https://blogger.googleusercontent.com/img/a/AVvXsEhHBfy5ZBpWEW7Tr5Ekoriad4l3ugNjoyNDOeOgNAuw0loyoZ-Avryw9e0AfIz6YpFrC1MFkukchJ481K-FjkFkykb13_mX-rx3zzbUWt364QT1YRbmZ8NIBb4KJF9wm78HeTxi62BRd783WLIYT_ZzGHXiHPb3iY6bcpfUKeA2XqXMVH3YcHaXQZjn=s1236
https://blogger.googleusercontent.com/img/a/AVvXsEiMZ-BHByrqc20QYwJ9tLNlyx7--kB2qjPRTeEt7DCOAfUGBLKgiziV106exz0j_cYZIkNNIriWY7IfgdIAsXqrQLZmJ2YQjHqwPATLbXFvTZ9JMTKhFE-LWd3P1_AvpIhmUamI9TZflo9v51QZyzCGugWvvDVCONFzencvIs16KleMcjuOnydH8rQi=s1385
https://forum.kasperskyclub.ru/topic/88148-shifrovalshhik-bloody7tutaiohelpme/
https://blogger.googleusercontent.com/img/a/AVvXsEgvVoEgMnB37nBdhWef8_UyyN3cg1wTAth-YqiIgGbBhZbmg28P0Rux1AsqTVUvnP2D-Ho9yZU1mYHZlMEqFyzcJjEOYCbNkRcx4rFWF4imwyMFIw9S6C_tcrV8PRDxW1LtVXGXthGEJ4x_qAJdpe441SU8t8aE9GY80VPw-9MHG97Sa7UEspCzBgRF=s1006
https://forum.kasperskyclub.ru/topic/88343-zashifrovalis-fajly/

3awwmndposaH BapmaHToM Thanos. HeBo3amoxHO paclumdpoBaTtb 6e3 3akpbiToro RSA-kntova.
PacwwnpeHne: .ps1wek

3anuncka Ha pycckoMm gasbike: VIHCTpykums. ixt

Email: secure820@msgsafe.io

Sonar: savefile365

=
E

PesyneraThl aHanunsos: VT

» OOHapyxeHus:

DrWeb -> Trojan.EncoderNET.29

BitDefender -> Trojan.MSIL.Basic.6.Gen

ESET-NOD32 -> A Variant Of MSIL/Filecoder.Thanos.A

Malwarebytes -> Malware.Al.2718680342

Rising -> Trojan.Generic/MSIL@AI.90 (RDM.MSIL:2ufeXcvEXJK79F7JTViftA)
Symantec -> Ransom.Thanos

Tencent -> Win32.Trojan.Generic.Dygo

TrendMicro -> Ransom.MSIL.THANOS.SM

BapwuaHT oT 4 cheBpansa 2022:
Pacwupenne: .SABS

3anucka: RESTORE_FILES_INFO.ixt
PesynetaThl aHanunsos: VT

BapwuaHT oT 8 heBpansa 2022:

3awwmndposaH BaprnaHToM Thanos. HeBo3amoxxHO paclumndpoBaTtb 6e3 3akpbiToro RSA-kntoya.
CoobuleHune >>

Pacwwnpenne: .mxfibd

3ancuka: HcTpykuma.xt

Email: secure822@msgsafe.io

Sonar: savefile365
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https://blogger.googleusercontent.com/img/a/AVvXsEgE9rjwj58R7JoqJ2aAe0CnFCUAiMfuHdDz6LoqwV4PpuxvWY7p5RZoJsFPY5bzChsB-bhWKE0-gpoRFxBRotl3bLo30scylGPFhUJRhtt3E5Q0nwCR6vMiFDGEIOWinQFowGUF58LhHIKDF--aP8LMy7Syp6w4KDGQhoUaWtt2DI2o2XY4lGLMoEfE=s1087
https://blogger.googleusercontent.com/img/a/AVvXsEjJK5NyJIpXcdfh-h0vMSd9r22Zlyf9HFQd4GB2v_EamQl0bLa0tk8m9K0TcGr7o9XKjOrcBUqHC_clV9A-XDAUge4rh2sFIsy7OMqT88UwaYMzjcrgTG4fQL7W-8BslizyLAwp75oQoVhWhziAQKp6QcdYzhQvZxR5O3rHkbcU6ugWbSEKHB_il4kM=s634
https://www.virustotal.com/gui/file/f9533288e6a7279195902c8691d5f223c77015fa332b56e23aeec3581c0cdbdb/detection
https://www.virustotal.com/gui/file/9fd501a600ade774b27a3c635b271802a8ea471f5f84255d1bd71f50256afc89
https://forum.kasperskyclub.ru/topic/89142-shifrovalshik-s-formatom-mxf1bd/

BapwuaHT oT 7 mapTa 2022:
Pacwupenne: .[ID-2A257XXX].[blackcat7 @tuta.io].777
3anucka: decrypt_info.txt

© Amigo-A (Andrew Ivanov): All blog articles.
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh7ROZHUNDkBhDSwu7lZ6GaSBray9JNTQMOuYh5sqWF7xNRiuHJNj1tCmAlrWgMKCClxOQZbK1aNyAIvuDe4Wkg0EacW7N8puNgYcJlzw2FTmFEugoSatFKjMzLpL_t40zHfMfZ01LRVblqIlm798SGZxj8UxTpbBzDndoQ_Zy73gwHbg4HQhPHAY-8/s1066/note-8-2-22.png

