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HDMR Ransomware

GO-SPORT Ransomware

(wundpoBanbLKUK-BbIMOratesb) (NepBOUCTOYHMUK)
Translation into English

OTOT KpMNTO-BbIMOraTenb WMApPYeT AaHHble Nonb3osaTenen ¢ nomowbio AES-128 + RSA, a
3aTem TpebyeT Bbikyn B # BTC, 4To6bl BepHYTb hannbl. OpurnHanbHOe Ha3BaHue: B 3anmncke
He ykasaHo. Ha danne HanncaHo: dllhost.exe.

O6HapyxeHus:

DrWeb -> Trojan.MulDrop11.25438

BitDefender -> Gen:Win32.Filelnfector.guW@aWqkfypi
Malwarebytes -> Ransom.BinADS

Kaspersky -> Trojan.BAT.Agent.aup

TrendMicro -> TROJ_FRS.VSNW19J19

Symantec -> Trojan Horse

Microsoft -> Ransom:Win32/CryptinjecttMSR

© NeHeanorus: BbIACHAETCH, ABHOE poAcTBO C KeM-TO He AO0Ka3aHO.

-

GO SPORT

N3o06paxkeHne — norotmn ctatby
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K sawmndposaHHbiM darinam gobasnsaetca pacwmpenuve: .hdmr

OBl-mmane! HoBble pacwmpeHus, email n TEKCTbI O BbIKyNe MOXHO HalTU B KOHLE

cTtatbu, B 0OHOBMNEHUsSX. Tam MOoryT ObITb pa3nnyn4a ¢ nepBoHa4valribHbIM BapnaHTOM.

AKTMBHOCTb 3TOr0 KpUNTO-BbIMOraTens npuwnacb Ha koHew, oktabps 2019 r. OpneHTMpoBaH
Ha aHrNos3bIYHbIX NOSb30BaTENEN, YTO HE MELLAET PacnpoCTPaHATbL ero No BCEMY MUPY.
[MepBble nocTpagaswme ns dpaHunm n KaHagol.

3anucka ¢ TpeboBaHnem Bbikyna HasbiBaeTcs: ReadMeAndContact.txt

Rl 48 — v o ——

CopepxxaHue 3anncku o BbIKyne:
GO-SPORT

YOUR FILES ARE SAFE! JUST MODIFIED ONLY. (RSA+AES)

ANY ATTEMPT TO RESTORE YOUR FILES WITH THIRD-PARTY SOFTWARE
WILL PERMENANTLY DESTROY YOUR FILE.

DO NOT MODIFY ENCRYPTED FILES.

WE GATHERED HIGHLY CONFIDENTIAL/PERSORNAL DATA. THESE DATA
ARE CURRENTLY STORED ON A PRIVATE SERVER. THIS SERVER WILL BE
IMMEDIATELY DESTROYED AFTER YOUR PAYMENT. WE ONLY SEEK MONEY
AND DO NOT WANT TO DAMAGE YOUR REPUTATION.

YOU WILL CAN SEND US SOME NON-IMPORTANT FILES AND WE WILL
DECRYPT IT FOR FREE TO PROVE WE ARE ABLE TO GIVE YOUR FILES
BACK.

CONTACT US TO NEGOTIATE A PRICE (BITCOIN) AND GET DECRYPTION KEY
AND PROGRAM.
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Contact us :
lafoievologjanin123@tutanota.com
lafoievologjanin123@protonmail.com

MAKE CONTACT AS SOON AS POSSIBLE. YOUR DECRYPTIONS KEYS ARE ONLY
STORED TEMPORARLY.

PLEASE NOTE THAT WE PUT HUGE EFFORT IN OUR DECRYPTION SOFTWARE AND
DEPLOYMENT SCRIPTS, SO ONCE RANSOM PAID, YOU WILL CAN RECOVER

YOUR FILES EASILY AND FASTLY.

MepeBoAa 3anUCKK Ha PYCCKUI A3bIK:
GO-SPORT

BALLW ®AWITbI B BE3OMACHOCTU! TONIBKO MOONOULIMPOBAHBI. (PKA + 30C)
NMKOBASA MOMbITKA BOCCTAHOBWTL BALLN ®ANIbI C MOMOLLbKO CTOPOHHEN
NMPOIrPAMMBI

YHUYTOXNT BALL ®ANIT HABCEA.

HE U3MEHAWNTE 3ALLIN®POBAHHBLIE GANTbI.

Mbl COBPAJIM O4YEHb KOHONAEHUWNATIbHBIE / IMYHBIE OAHHBIE. 3TW JAHHbBIE
B HACTOALWEE BPEMA XPAHATCA HA YACTHOM CEPBEPE. 3TOT CEPBEP BYAET
HEMEOJIEHHO YHUYTOXAETCA NOCIE ONMNATbI. Mbl TOJIbKO UWEM OEHLIMN
M HE XOYY BPEOUTbL BALLEW PEMYTALMN.

Bbl MOXXETE OTMNPABUTb HAM HECKOJTbKO HEBAXHbLIX ®ANIOB, 11 Mbl
PACLUMOPYEM X BECITNATHO, UTOBbI IOKA3ATbL, YTO Mbl MOXXEM BEPHYTb
BALL GANITBI.

HAMUWWTE HAM, YTOBbI JOFOBOPUTLCA O LIEHE (BEMTKOWH) M NONYYNTb KNKOY
PACLWN®POBKU

N NMPOITPAMMA.

KoHTakT ¢ Hamu :

lafoievologjanin123@tutanota.com

lafoievologjanin123@protonmail.com

YCTAHOBUTE KOHTAKT KAK MO>XHO CKOPEE. BALLW KITFKOY PACLUN®POBKA
TONbKO

XPAHUTCA BPEMEHHO.

OBPATUTE BHVMAHME, YTO Mbl MPUKNAOLIBAEM OMPOMHbIE YCUNNA B HALLEW
NPOIrPAMME ANA PACLLN®POBKU N

PA3SBEPTbIBAHVME CLIEHAPUEB, NMO3TOMY INMOCJIIE BbIKYIA Bbl CMOXETE
BOCCTAHOBUTb

BALLUW ®AWNbI NEFKO W BbICTPO.
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TexHn4yeckune petanu

MoxeT pacnpoCTpaHAaTbLCS NYTEM B3fioMa Yepes HesalumLeHHyo koHdurypauuio RDP, ¢
nomoLbio email-cnama n BpegoHOCHbIX BNOXEHU, 0BMaHHbIX 3arpy30k, 60THETOB,
9KCNMONTOB, BPEOOHOCHOWN peknambl, BEG-UHXEKTOB, danbLUMBbIX OOHOBNEHNN,
nepenakoBaHHbIX N 3apaXXEHHbIX MHCTaNNATopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacnpocTpaHeHnsa KpuntoBbiMoratenen" Ha BBOAHOW CTpaHuLe 6nora.

OHy»(Ho BCeraga ucrnornb3oBatb AKTyallbHY aHTUBUPYCHYIO 3awmty!!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBUPYCHOW 3alLmnTon knacca Internet Security nnu
Total Security, To xoTa Gbl AenanTe pe3epBHOE KONMPOBaHME BaXKHbIX hannioB No meroay. 3-
21.

» UAC He obxoauT. TpebyeTcs paspelueHme Ha 3anyck.

» Ypansiet TeHeBble Konun (hannos ¢ nomoLbo kKomaHg B BAT-ganne.
vssadmin Delete Shadows /all /quiet

vssadmin resize shadowstorage /for=c: /on=c: /maxsize=401MB
vssadmin resize shadowstorage /for=c: /on=c: /maxsize=unbounded
vssadmin resize shadowstorage /for=d: /on=d: /maxsize=401MB
vssadmin resize shadowstorage /for=d: /on=d: /maxsize=unbounded
vssadmin resize shadowstorage /for=e: /on=e: /maxsize=401MB
vssadmin resize shadowstorage /for=e: /on=e: /maxsize=unbounded
vssadmin resize shadowstorage /for=f: /on=f: /maxsize=401MB
vssadmin resize shadowstorage /for=f: /on=f: /maxsize=unbounded
vssadmin resize shadowstorage /for=g: /on=g: /maxsize=401MB
vssadmin resize shadowstorage /for=g: /on=g: /maxsize=unbounded
vssadmin resize shadowstorage /for=h: /on=h: /maxsize=401MB
vssadmin resize shadowstorage /for=h: /on=h: /maxsize=unbounded
vssadmin Delete Shadows /all /quiet

Cnucok ¢pannoBbIX pacliMpeHni, nogBeprarowmnxca wngpoBaHuio:
9710 gokymeHTbl MS Office, OpenOffice, PDF, TekctoBble thannbl, 6a3bl JaHHbIX,
doTorpadun, mysbika, Bngeo, dannsl 06pasos, apxusbl 1 np.

dannbl, cBA3aHHbIe ¢ 3TMM Ransomware:
ReadMeAndContact.txt

dllhost.exe

<random>.exe - crly4anHoe Ha3BaHWe BpeOoHOCHOro (hanna

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

4/6


https://id-ransomware.blogspot.ru/2016/05/blog-post.html
https://3.bp.blogspot.com/-g1khX78dPVo/WyNq6za-WMI/AAAAAAAAKz4/Jw7rid06qoAqXR3Q0hnbkblRfwOfN_ESgCLcBGAs/s1600/gen_info.png
https://anti-ransomware.blogspot.com/2019/02/topical-protection.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html

» CoxpaHdaeT ucxoaHbl pasmep gpanna B KoHUe hanna v ncnonsayet mapkep "HDMR".

3anucu peecTtpa, cBAisaHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbTaTbl aHanm3oB.

CeTeBble NOAKITHOYEHUSA U CBA3M:

Email: lafoievologjanin123@tutanota.com
lafoievologjanin123@protonmail.com

BTC:

CM. HMKe B OBHOBNEHUAX OpYyrMe agpeca n KOHTaKTbI.
CM. HWxXe pesynbraTbl aHann3os.

Pe3aynbTaThbl aHanu3oB:

® Hybrid analysis >>

Y VirusTotal analysis >>
¥ Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W VirusBay samples >>

"1 MalShare samples >>

& AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CteneHb pacnpoCTpaHEHHOCTU: CpenHAs.

MoapobHble ceegeHust cobupatotea perynspHo. [Npuckinante obpasubl.

=== ICTOPUA CEMEWNCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJEHW/W === BLOCK OF UPDATES ===

Eweé He 6bino o6HOBNEHWI 3TOrO BapMaHTa.
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https://1.bp.blogspot.com/-FUscD3K0o1k/XbSLgjRukwI/AAAAAAAAQHs/jueOMnrSaCoeCGtkU32R8AAvKj7Jm6-vQCLcBGAsYHQ/s1600/filemarker.png
https://www.hybrid-analysis.com/sample/8fee0de6695baaf9c1b5e548c429a2ab0f3ae71edd88c9a571f8597d79adb660/5db1a098028838fa8e441226
https://www.virustotal.com/gui/file/8fee0de6695baaf9c1b5e548c429a2ab0f3ae71edd88c9a571f8597d79adb660/detection
https://analyze.intezer.com/#/analyses/68312d6f-1eec-491c-9db8-e33009ebf9d4
https://app.any.run/tasks/ced470b2-df2d-4d30-bdfe-8a26bbddd087/
https://www.vmray.com/analyses/8fee0de6695b/report/overview.html

=== BJIOK CCbIJIOK n C[TACUBOK = BLOCK OF LINKS AND THANKS ===

Thanks:

CyberSecurity GrujaRS, Michael Gillespie
Andrew Ivanov (author)

* % %

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles.
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