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PwndLocker Ransomware

KeyLocker Ransomware

(wunbpoBanbLKUK-BbIMOraTesib) (NepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb LWNMPYET AaHHbIE KOMMBbIOTEPOB CETEN MOPOACKUX
agMUHUCTPALNIA, rOCyaapPCTBEHHbIX Cry0, NnpeanpusTMi, opraHn3aumin 1 Np. ¢ NOMOLLbHO
AES, a 3aTtem TpebyeT Bbikyn B pa3mepe oT $175 000 go $660 000 B BTC, 4T06bI BEPHYTH
dannbl. Cymma BbIKyna 3aBuMCUT OT pa3mepa CeTW, KonmyecTBa COTPYOHUKOB U rogoBOro
aoxoaa "xeptBbl". ATa MHOpMauus cobmnpaeTcs nepeq Hadyanom ataku. OpurmHanbHoe
HasBaHue: file locker (yka3aHo B 3anucke). Ha dpanne HanncaHo: pasHble Ha3BaHUS.
BaxHo! OpurnHanbHbIN 4eIngpOoBLLMK 13-3a OLUMOKM HE MOXET paclundgpoBaTb dansnbl
pasmepom bonee 64 M6, noatomy ynnara BblKyna B 3TOM crlydae GecnonesHa.

Bbl moxeTe 3aka3atb pacwundpoBKy B Emsisoft no ccbinke >> .

O6HapyxeHus:

DrWeb -

> Trojan.Encoder.29865, Trojan.Encoder.30377, Trojan.Siggen9.16872, Trojan.Encoder.31166
BitDefender -> Trojan.Peed.Gen

ALYac -> Trojan.Ransom.PwndLocker

ESET-NOD32 -> A Variant Of Win32/Filecoder.OAZ, A Variant Of
Win32/Filecoder.PwndLocker.A

Fortinet -> W32/AntiAV!tr

GData -> Win32.Trojan-Ransom.PwndLocker.A

Kaspersky -> HEUR:Trojan.Win32.AntiAV, Trojan-Ransom.Win32.Pwnd.b
Malwarebytes -> Trojan.AntiAV, Ransom.PwndLocker

McAfee -> Downloader-AE

Qihoo-360 -> Win32/Trojan.Anti.afe
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Rising -> Trojan.AntiAV!8.9C4 (CLOUD), Spyware.POSCardStealer!8.644 (CLOUD)
Symantec -> ML.Attribute.HighConfidence, Trojan Horse, Trojan.Gen.MBT
TrendMicro -> TROJ_GEN.R011COPLE19, TROJ_FRS.ONA104C220

VBA32 -> Trojan.AntiAV

© NeHeanorusa: PwndLocker > ProLock

N306pakeHne — norotmn ctatby

K sawmdpoBaHHbIM dharinam MoryT 4o6aBnaTbCA pasfnnyHble pacLUMpPEHUs:
.pwnd
.key

OBl-mmane! HoBble pacwmpeHnus, email u TEKCTbI O BbIKyNe MOXHO HalTU B KOHLIE

cTtatbu, B OOHOBMNEHUsAX. Tam MOoryT ObITb pa3nnynga ¢ nepBoHa4valribHbIM BapnaHTOM.

AKTMBHOCTb 3TOr0 KpUNTO-BbIMOraTens npuwiacb Ha okTabpb-aekabpb 2019 roga u
npogoskmnack B dpespare 2020 r. OpueHTMPOBaH Ha aHrMoA3bIYHbIX MOMb30BaTENeN, YTO
He MeLLaeT pacnpoCcTpaHsATb ero no BceMy Mmpy. MasectHo o noctpagaswmnx B CLUA,
Cepbuun n gpyrux ctpaHax Esponbl.

3anucka ¢ TpeboBaHueM Bbikyna HasbiBaeTcs: HOw_TO0_RecOvery_Files.txt

Yz e encrypied with a sirdng alger et bm

nachu were eithe il OF @ vRTid

WO one Can hn'."|E ¥oU To Fecower The meTwork eXcept us

Do not share this Tink or email. Ocherwise, we will have to delete the decryption keys
Ta et your T1les back pou have 1a pay the decryprion fes o A

The price depends an The nelwork sise, nusber of esployess and annual revenus,

Dol oad TOR=Srowser . hoops:/ Sewe Torprofect. orgsdown load

Login uzing yoar LD

or

vou 1 Cw ong inside
vou should get in t with us within 2 days after you noticed the encryprion To have a good
diSCount.

The decrypiion key will be stored for 1 month
The price will b 3 I 1w wesks
we alse have gat

we would share i1 in case O Py

0o not renane or move encrypred files
Decryption wsing third party software i3 fmpossible
AMTeapts Lo self-decrypring Tiles will reswlc in che lass af your data

CopepxaHue 3anuckun o BbiKyne:
Your network have been penetrated and encrypted with a strong algorythm
Backups were either removed or encrypted
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No one can help you to recover the network except us

Do not share this link or email, otherwise, we will have to delete the decryption keys
To get your files back you have to pay the decryption fee in BTC.

The price depends on the network size, number of employess and annual revenue.
Download TOR-Browser: https://www.torproject.org/download/

Login ***** using your |
or

contact our support by email ***

You'll receive instructions inside.

You should get in contact with us within 2 days after you noticed the encryption to have a
good discount.

The decryption key will be stored for 1 month.

The price will be increased by 100% in two weeks

We also have gathered your sensitive data.

We would share it in case you refuse to pay

Do not rename or move encrypted files

Decryption using third party software is impossible.

Attempts to self-decrypting files will result in the loss of your data.

D k*kkkkk

MNepeBopA 3anMUCKM Ha PYCCKUM A3bIK:

Bawa ceTb 6bin1a B3rilomaHa 1 3amdpoBaHa C CUbHbIM aniropuTMOM
PesepBHble Konun 6binn yaaneHsl nnun sawmgposBaHbl

HWKTO HEe MOXEeT NOMOYb BaM BOCCTaHOBUTb CETb, KPOME Hac

He nenntecb aTon ccbinkon nnu email, vHaye Ham NpuaeTCa yaanuTb Kro4n
AewmdpoBaHus

UTo6bl BEpHYTb Baluun dansnbl, Bbl 4OMMKHbI 3annaTtutb 3a pacmndgposky B BTC.
LleHa 3aBUCHT OT pasmepa ceTu, konmyectsa paboTHUKOB 1 rogoOBOro 4OXOAA.
3arpyaute TOR-6pay3sep: https://www.torproject.org/download/

Bongute B cuctemy ***** ncnonesys ceon 1D ***
nnu

CBSDXMTECH C Halen cnyxbor nogaepku no emai
Bbl nony4mTe MHCTPYKLMU BHYTPMW.

Bbl OMKHBI CBA3ATBCA C HAMW B TeYEeHWe 2 AHEeN nocne Toro, Kak Bbl 3aMeTUNu
WwndpoBaHme, YTobbl MOMYYUTb XOPOLLYIO CKUAKY.

Kntou gewmdpoBaHusa OyaeTt xpaHuTbCs B TedyeHme 1 mecdua.

LleHa 6yget yBenuyeHa Ha 100% yepes oBe Hegenu

Mebl Takke cobpanu Bawm KOHUAEHUMANbHbIE JaHHbIE.

Mbl nogenumMcsa aTMM B criydae oTkasa oT onnarbl

He nepenmeHoBbIBanTe 1 He NnepemellanTe 3andpoBaHHble doansibl

PaclumdpoBka ¢ nCnonb3oBaHNEM CTOPOHHUX NPOrpamMM HEBO3MOXHaA.

[MonbITKM CaMOCTOATENBHO pacwmngpoBaTb pansbl NpMBeaYT K NoTepe BallnX JaHHbIX.

| *k%k
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[lononHuTenbHoe coobuleHne OT BbIMOraTernemn

Congratulations

if you are hese, you am the victim of a file locker,

To get your files unlocked, please pay.

If you want to make test unlock, please contact support

CopepxaHue coobLeHuns:

Congratulations

if you are here, you are the victim of a file locker.

To get your files unlocked, please pay.

If you want to make test unlock, please contact support.

MepeBoA Ha pyCCKUMI:

Mo3gpasnsito

€CInn Bbl 34eCb, Bbl XXepTBa ¢bansioBoro nokepa.

[na pa3bnokmpoBku dannos, nnaTute.

Ecnn xotute caenatb TecT-pa3bnok, NMwmnTe B NOAAEPXKKY.

TexHn4yeckue getanu

MoxeT pacnpocTpaHATbCA NyTEM B3rioMa Yepes HesallmLLeHHYo KoHdurypauuio RDP, ¢
nomoLbo email-cnama n BpegoHOCHbIX BNOXEHUA, 0OMaHHbIX 3arpy30k, 60THETOB,
9KCNNOMTOB, BPEOOHOCHOW peknamMbl, BE6-MHXEKTOB, (hanbLlUMBbIX OOHOBNEHUN,
nepenakoBaHHbIX N 3apaXXEHHbIX MHCTaNNATopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacrnpoCcTpaHeHus KpunToBbiMoraTenen" Ha BBOAHOW CTpaHuLe bnora.

OHy)KHO BCeraa Mcrnonb3oBaTh AKTyanbHY aHTUBUPYCHYH 3awwmTy!!!

Ecnun Bbl npeHebperaete KOMNNEKCHOM aHTUBUPYCHOW 3aLLmMTon knacca Internet Security nnu
Total Security, ToO x0T Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No metoay. 3-

2.

» Ygandet TeHeBble Konun hansioB Ha BCEX pasgenax AUCKOB C NOMOLLbI KOMaHA:
'<SYSTEM32>\vssvc.exe'

'%WINDIR%\syswow64\vssadmin.exe' resize shadowstorage /for=C: /on=C:
/maxsize=401MB

'%WINDIR%\syswow64\vssadmin.exe' resize shadowstorage /for=C: /on=C:
/maxsize=unbounded

'%WINDIR%\syswow64\vssadmin.exe' resize shadowstorage /for=D: /on=D:
/maxsize=401MB

'%WINDIR%\syswow64\vssadmin.exe' resize shadowstorage /for=D: /on=D:
/maxsize=unbounded
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'%WINDIR%\syswow64\vssadmin.exe' resize shadowstorage /for=E: /on=E:

/maxsize=401MB
'%WINDIR%\syswow64\vssadmin.exe' delete shadows /all /quiet' , 0

'%WINDIR%\syswow64\vssadmin.exe' resize shadowstorage /for=F: /on=F:

/maxsize=401MB' , 0

'%WINDIR%\syswow64\vssadmin.exe' resize shadowstorage /for=F: /on=F:

/maxsize=unbounded' , O

db ‘delete shadows fall Sguiet” .0

db ‘resize shadowstorage /SFor=c: fon=c: Fnaxsize=4IME" 0

dh ‘resize shadowst orage fror=c: fon=c: fnaxs i zp=unbounded L
db ‘gt L0

» [1ns1 pacnpoCTpaHeHMs UCMONb3yeT CbEMHbIE HocuTenu. [Ins obecneveHnst aBTo3anycka
N pacnpocTpaHeHnsa co3aaeT crneayrlmne gannbl Ha CbEMHOM HocuTene (X - nboe nvs

ancka):
X:\HOw_TO_RecOvery_Files.txt
X:\delete.avi

X:\correct.avi

X:\split.avi

X:\default.omp

X:\dialmap.bmp
X:\dashborder_192.bmp
X:\dashborder_120.bmp
X:\contosoroot.cer
X:\contoso_1.cer
X:\sdkfailsafeemulator.cer
X:\contoso.cer

X:\testee.cer
X:\holycrosschurchinstructions.docx
X:\sdszfo.docx

» 3anyckaeT Ha UCMONHeHNe cneayoLme KoMmaHabl C Lenblo 3aBepLLUEHUs MPOLECCOB

(Process Killer):

'%WINDIR%\syswow64\taskkill.exe' /IM firefox.exe /F
'%WINDIR%\syswow64\net.exe' stop sacsvr /y
'%WINDIR%\syswow64\net.exe' stop SamSs /y
'%WINDIR%\syswow64\net.exe' stop SAVAdminService /y
'%WINDIR%\syswow64\net.exe' stop SAVService /y
'%WINDIR%\syswow64\net.exe' stop SDRSVC /y
'%WINDIR%\syswow64\net.exe' stop SepMasterService /y
'%WINDIR%\syswow64\net.exe' stop ShMonitor /y
'%WINDIR%\syswow64\net.exe' stop Smcinst /y
'%WINDIR%\syswow64\net.exe' stop SMTPSvc /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$PRACTTICEMGT Jy
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'%WINDIR%\syswow64\net.exe' stop SNAC /y
'%WINDIR%\syswow64\net.exe' stop SntpService /y
'%WINDIR%\syswow64\net.exe' stop sophossps /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$BKUPEXEC /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$CITRIX _METAFRAME /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$CXDB /y
'%WINDIR%\syswow64\net.exe' stop SQLAgentSECWDB2 /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$PRACTTICEBGC ly
'%WINDIR%\syswow64\net.exe' stop RESvc /y
'%WINDIR%\syswow64\net.exe' stop SmcService /y
'%WINDIR%\syswow64\net.exe' stop ReportServer$TPSAMA /y
'%WINDIR%\syswow64\net.exe' stop MSSQLServerOLAPService /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncher$SHAREPOINT /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncher$SQL_2008 /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncher$SYSTEM_BGC /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncher$TPS /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncher$TPSAMA /y
'%WINDIR%\syswow64\net.exe' stop MSSQLSERVER /y
'%WINDIR%\syswow64\net.exe' stop MSSQLServerADHelper /y
'%WINDIR%\syswow64\net.exe' stop MSSQLServerADHelper100 /y
'%WINDIR%\syswow64\net.exe' stop MySQLS7 /y
'%WINDIR%\syswow64\net.exe' stop ReportServer$SYSTEM_BGC /y
'%WINDIR%\syswow64\net.exe' stop MySQL80 /y
'%WINDIR%\syswow64\net.exe' stop NetMsmqActivator /y
'%WINDIR%\syswow64\net.exe' stop ntrtscan /y
'%WINDIR%\syswow64\net.exe' stop OracleClientCache80 /y
'%WINDIR%\syswow64\net.exe' stop PDVFSService /y
'%WINDIR%\syswow64\net.exe' stop POP3Svc /y
'%WINDIR%\syswow64\net.exe' stop ReportServer /y
'%WINDIR%\syswow64\net.exe' stop ReportServer$SQL 2008 /y
'%WINDIR%\syswow64\net.exe' stop ReportServer$TPS /y
'%WINDIR%\syswow64\net.exe' stop SQLBrowser /y
'%WINDIR%\syswow64\net.exe' stop wbengine /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$SBSMONITORING /y
'%WINDIR%\syswow64\net.exe' stop tmlisten /y
'%WINDIR%\syswow64\net.exe' stop TrueKey /y
'%WINDIR%\syswow64\net.exe' stop TrueKeyScheduler /y
'%WINDIR%\syswow64\net.exe' stop TrueKeyServiceHelper /y
'%WINDIR%\syswow64\net.exe' stop UlODetect /y
'%WINDIR%\syswow64\net.exe' stop VeeamBackupSvc /y
'%WINDIR%\syswow64\net.exe' stop VeeamBrokerSvc /y
'%WINDIR%\syswow64\net.exe' stop VeeamCatalogSvc /y
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'%WINDIR%\syswow64\net.exe' stop VeeamDeploymentService /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$PROFXENGAGEMENT /y
'%WINDIR%\syswow64\net.exe' stop VeeamDeploySvc /y
'%WINDIR%\syswow64\net.exe' stop VeeamEnterpriseManagerSvc /y
'%WINDIR%\syswow64\net.exe' stop VeeamHvintegrationSvc /y
'%WINDIR%\syswow64\net.exe' stop VeeamMountSvc /y
'%WINDIR%\syswow64\net.exe' stop VeeamNFSSvc /y
'%WINDIR%\syswow64\net.exe' stop VeeamRESTSvc /y
'%WINDIR%\syswow64\net.exe' stop VeeamTransportSvc /y
'%WINDIR%\syswow64\net.exe' stop W3Svc /ly
'%WINDIR%\syswow64\net.exe' stop TmMCCSF /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncher$SBSMONITORING /y
'%WINDIR%\syswow64\net.exe' stop swi_update_64 /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$VEEAMSQL2012 /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$SHAREPOINT /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$SOPHOS /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$SQL_2008 /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$SQLEXPRESS /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$SYSTEM_BGC ly
'%WINDIR%\syswow64\net.exe' stop SQLAgent$TPS /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$TPSAMA /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$VEEAMSQL2008R2 /y
'%WINDIR%\syswow64\net.exe' stop SQLAgent$PROD /y
'%WINDIR%\syswow64\net.exe' stop swi_service /y
'%WINDIR%\syswow64\net.exe' stop SQLSafeOLRService /y
'%WINDIR%\syswow64\net.exe' stop SQLSERVERAGENT Jy
'%WINDIR%\syswow64\net.exe' stop SQLTELEMETRY /y
'%WINDIR%\syswow64\net.exe' stop SQLTELEMETRY$ECWDB2 /y
'%WINDIR%\syswow64\net.exe' stop SQLWriter /y
'%WINDIR%\syswow64\net.exe' stop SstpSvc /y
'%WINDIR%\syswow64\net.exe' stop svcGenericHost /y
'%WINDIR%\syswow64\net.exe' stop swi_filter /y
'%WINDIR%\syswow64\net.exe' stop swi_update /y
'%WINDIR%\syswow64\net.exe' stop VeeamCloudSvc /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncherSPROFXENGAGEMENT /y
'%WINDIR%\syswow64\net.exe' stop MSSQLSPROFXENGAGEMENT /y
'%WINDIR%\syswow64\net.exe' stop BackupExecManagementService /y
'%WINDIR%\syswow64\net.exe' stop BackupExecRPCService /y
'%WINDIR%\syswow64\net.exe' stop BackupExecVSSProvider /y
'%WINDIR%\syswow64\net.exe' stop bedbg /y
'%WINDIR%\syswow64\net.exe' stop DCAgent /y
'%WINDIR%\syswow64\net.exe' stop EhttpSrv /y
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'%WINDIR%\syswow64\net.exe' stop ekrn /y
'%WINDIR%\syswow64\net.exe' stop EPSecurityService /y
'%WINDIR%\syswow64\net.exe' stop EraserSvc11710 /y
'%WINDIR%\syswow64\net.exe' stop kinagent /y
'%WINDIR%\syswow64\net.exe' stop EsgShKernel /y
'%WINDIR%\syswow64\net.exe' stop ESHASRV Jy
'%WINDIR%\syswow64\net.exe' stop FA_Scheduler /y
'%WINDIR%\syswow64\net.exe' stop IISAdmin /y
'%WINDIR%\syswow64\net.exe' stop IMAP4Svc /y
'%WINDIR%\syswow64\net.exe' stop KAVFS /y
'%WINDIR%\syswow64\net.exe' stop KAVFSGT /y
'%WINDIR%\syswow64\net.exe' stop kavfsslp /y
'%WINDIR%\syswow64\net.exe' stop BackupExecJobEngine /y
'%WINDIR%\syswow64\net.exe' stop EPUpdateService /y
'%WINDIR%\syswow64\net.exe' stop BackupExecDeviceMediaService /y
'%WINDIR%\syswow64\net.exe' stop "SQLsafe Backup Service" ly
'%WINDIR%\syswow64\net.exe' stop "Acronis VSS Provider" /y
'%WINDIR%\syswow64\net.exe' stop "Enterprise Client Service" /y
'%WINDIR%\syswow64\net.exe' stop "LanmanServer" /y
'%WINDIR%\syswow64\net.exe' stop "LanmanWorkstation" /y
'%WINDIR%\syswow64\net.exe' stop "SQLdmCollectionService$Default" /y
'%WINDIR%\syswow64\net.exe' stop "SQLdmManagementService$Default" /y
'%WINDIR%\syswow64\net.exe' stop "SQLdmPredictiveAnalyticsService$Default" /y
'%WINDIR%\syswow64\net.exe' stop "SQL Backups" /y
'%WINDIR%\syswow64\net.exe' stop "SQLsafe Filter Service" /y
'%WINDIR%\syswow64\net.exe' stop BackupExecAgentAccelerator /y
'%WINDIR%\syswow64\net.exe' stop "Symantec System Recovery" /y
'%WINDIR%\syswow64\net.exe' stop "Veeam Backup Catalog Data Service" /y
'%WINDIR%\syswow64\net.exe' stop "Zoolz 2 Service" ly
'%WINDIR%\syswow64\net.exe' stop AcronisAgent /y
'%WINDIR%\syswow64\net.exe' stop AcrSch2Svc /y
'%WINDIR%\syswow64\net.exe' stop Antivirus /y
'%WINDIR%\syswow64\net.exe' stop ARSM /y
'%WINDIR%\syswow64\net.exe' stop AVP /y
'%WINDIR%\syswow64\net.exe' stop BackupExecAgentBrowser /y
'%WINDIR%\syswow64\net.exe' stop MMS /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$VEEAMSQL2012 /y
'%WINDIR%\syswow64\net.exe' stop MBAMService /y
'%WINDIR%\syswow64\net.exe' stop MSOLAP$SYSTEM_BGC ly
'%WINDIR%\syswow64\net.exe' stop MSOLAPS$TPS /y
'%WINDIR%\syswow64\net.exe' stop MSOLAP$TPSAMA Jy
'%WINDIR%\syswow64\net.exe' stop MSSQL$BKUPEXEC /y
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'%WINDIR%\syswow64\net.exe' stop MSSQLSECWDB?2 /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$PRACTICEMGT ly
'%WINDIR%\syswow64\net.exe' stop MSSQL$PRACTTICEBGC /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$PROD /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$SBSMONITORING /y
'%WINDIR%\syswow64\net.exe' stop masvc /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$SHAREPOINT /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$SOPHOS /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$SQL_2008 /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$SQLEXPRESS /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$SYSTEM_BGC ly
'%WINDIR%\syswow64\net.exe' stop MSSQL$TPS /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$TPSAMA /y
'%WINDIR%\syswow64\net.exe' stop MSSQL$VEEAMSQL2008R2 /y
'%WINDIR%\syswow64\net.exe' stop MSOLAP$SQL_2008 /y
'%WINDIR%\syswow64\net.exe' stop MSSQLFDLauncher /y
'%WINDIR%\syswow64\net.exe' stop msftesql$PROD /y
'%WINDIR%\syswow64\net.exe' stop mfevtp /y
'%WINDIR%\syswow64\net.exe' stop MBEndpointAgent /y
'%WINDIR%\syswow64\net.exe' stop McAfeeEngineService /y
'%WINDIR%\syswow64\net.exe' stop McAfeeFramework /y
'%WINDIR%\syswow64\net.exe' stop McAfeeFrameworkMcAfeeFramework /y
'%WINDIR%\syswow64\net.exe' stop McShield /y
'%WINDIR%\syswow64\net.exe' stop McTaskManager /y
'%WINDIR%\syswow64\net.exe' stop mfefire /y
'%WINDIR%\syswow64\net.exe' stop mfemms /y
'%WINDIR%\syswow64\net.exe' stop macmnsvc /y
'%WINDIR%\syswow64\net.exe' stop MSExchangeSA /y
'%WINDIR%\syswow64\net.exe' stop mozyprobackup /y
'%WINDIR%\syswow64\net.exe' stop MsDtsServer /y
'%WINDIR%\syswow64\net.exe' stop MsDtsServer100 /y
'%WINDIR%\syswow64\net.exe' stop MsDtsServer110 /y
'%WINDIR%\syswow64\net.exe' stop MSExchangeES /y
'%WINDIR%\syswow64\net.exe' stop MSExchangelS /y
'%WINDIR%\syswow64\net.exe' stop MSExchangeMGMT /y
'%WINDIR%\syswow64\net.exe' stop MSExchangeMTA Jy
'%WINDIR%\syswow64\net.exe' stop MSExchangeSRS /y
'%WINDIR%\syswow64\net.exe' stop WRSVC Jy
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“peronis USS Prowider™" @
“Enterprize Client Service™' .0
“Lanmanferver™’ 0
“Lanmandorkstation”" , 8

s dntol lectionSerwiceSDeFanl £ 0
“SLdrtanagenentSereice S0efaul ™" 0
“saLonfredictiveanalyticsterviceiDefaule™" 0
“50L Backups™* @

‘SOlsafe Backup Serwice”' 0
“SLsafe Filter Serwice”' @
“Lymanter System Recowery™* .0
“Peesm Backip Cataleg Bata Serdlce™’ 0
"Zonlz P Seruvice™' 0

fAcroni sagent @

Aerich2suc” B

Antivires® @

ARSH" 0

AUP" @

BackupExpcAgenticoelerator® 0
BackupExechgentirowser” @
BackupixecheviceMediaService” @
RackupExectobEngine” @
BackupExrcHanagenentSeruice 0
BackupExecRPCSereice’ 0
BackupCxeclSSProwider® @

medhg* 0

oeagent” @

EhkttpSre’ 0

ckrn®;

EFsecurityiervice’ 0
EFllpdateService” @
EraserSeciis10 0

EsgihEernel’ 0

CENASRY® @

Fa Scheduler” @0

Ti5Admin" 0

» Cpeawn 3aBepLUEeHHbIX MPOLEeCCOB €CTb aHTUBUPYCHbIE NPOrpaMmbl:
Kaspersky

Symantec

McAfee

n apyrue

Besaau ¢ atum PwndLocker MOXXHO Ha3BaTb aHTU-aHTUBMPY.CHbIM BPEAOHOCHbLIM [10.

Cnucok channoBbIX paclwmMpeHni, nogseprarowmxcs WwnpoBaHuio:

BeposTHO Bce nnu no4tn Bce dpansibl, KPOMe TEX, YTO HAXOAUTCHA B MPOMycKaeMbIX
ANPEKTOPUSAX.

3710 MoryT 6bITb AokyMmeHTbl MS Office, OpenOffice, PDF, TekcTtoBbie dhannbl, 6a3bl AaHHbIX,
doTorpadun, Mysbika, Buaeo, annsl o6pasos, apxmebl 1 Mp.

>» [1pu WwWndpoBaHUM NPONyCcKarTCH HEKOTOPbIE ANPEKTOPUN:
Windows

Windows Defender
Windows Mail

Windows Media Player
Windows NT

Windows Photo Viewer
Windows Portable Devices
Windows Sidebar
WindowsApps
WindowsPowerShell
$Recycle.Bin (Recycle.Bin)
Adobe

All Users
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https://1.bp.blogspot.com/-4c9e670nhAU/XlLZSMPbbzI/AAAAAAAAR5I/wEFAL_Scy_UCjz6VYon5k-jx36QyVPgfgCLcBGAsYHQ/s1600/process-killer.png
https://id-ransomware.blogspot.com/2016/06/blog-post.html

Common Files

DVD Maker

Internet Explorer
Kaspersky Lab

Kaspersky Lab Setup Files
Microsoft

Microsoft

Microsoft

Microsoft. NET
Microsoft_Corporation
Mozilla Firefox

MSBuild

Packages

PerfLogs

System Volume Information
Temp

Uninstall Information

>» [1pn wndopoBaHUKM NponyckarTcs crneayowme Tunbl annos:
.bac, .bak, .bat, .bkf, .chm, .cmd, .dll, .dsk, .exe, .hlf, .ico, .inf, .ini, .Ing, .Ink, .msi, .set, .sys,
Atf, .vhd, .wbc, .win (22 pacwupenuns).

Cnucok moxeTt pas3nn4aTbCA B 3aBUCMMOCTU OT BEPCUN.

dannbl, cBA3aHHbIe ¢ 3TMM Ransomware:
HOw_TO_RecOvery_Files.txt - Ha3BaHne TekcToBOro gpamna
<random>.exe - crly4anHoe Ha3BaHWe BpegoHOCHOro (hanna

contoso.cer
contoso_1.cer
contosoroot.cer
correct.avi

dashborder_XXX.bmp (rge XXX - criy4anHoe 41crio)

default.bmp
delete.avi
dialmap.bmp

holycrosschurchinstructions.docx

sdkfailsafeemulator.cer
testee.cer

sdszfo.docx

split.avi

lock.xml
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[Ucnonb3oBaHmne HeKOTOpbIX dhannoB 13 3Toro Habopa onmcaHo Dr.Web B ctatbsax

0 Win32.HLLW.Autoruner2.50916, Win32.HLLW.Autoruner2.52382]

Habop dannos, BUANMO, 3aBUCUT OT BEPCUM BPEeLOHOCA, KOHGUIypaLuum atakyeMom
KOMMbIOTEPHOW CETU U HEKOTOPLIX APYrMX HepackpbiBaeMblX "aremMeHToB".

PacnonoxeHus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->

X\ -> (X - ntoboe nms nokanbHOro NN BHELLHero AMCcKa)
C:\Programdata\lock.xml

3anucu peecTpa, cBsi3aHHbIe ¢ 3TUM Ransomware:
CM. HMXe pesynbTaTbl aHanmn3os.

CeTeBble NOAKITIOYEHUSA U CBA3MN:

Email: He Obin nokasaH

BTC: He 6bIn nokasaH

CM. Hxe B OOHOBNEHMAX Apyrne agpeca U KOHTaKTbI.
CM. HWxe pesynbraTbl aHann3oB.

PesynbraTbl aHann3oB:

@ Hybrid analysis >>

X VirusTotal analysis >> VT>
A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

\) VirusBay samples >>

"1 MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CrteneHb pacnpoCTpaHEHHOCTU: CpeaHAS.
MoapobHble cBeaeHust cobupatotea perynsipHo. Npucbinante obpasupbl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OGHOBJIEHUN === BLOCK OF UPDATES ===

O6HoBneHue ot 9-12 nekabps 2020:
[MocTt B TBUTTERE >>
[Moct B TBUTTERE >>
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https://vms.drweb.ru/virus/?i=18294753&lng=ru
https://vms.drweb.ru/virus/?i=18082861&lng=ru
https://www.virustotal.com/gui/file/30b15eecb9acbe1d03aea4e1689140a7389b6ed0aa63aed3745c70b11600a457/detection
https://www.virustotal.com/gui/file/4e6c191325b37da546e72f4a7334d820995d744bf7bb1a03605adb3ad30ce9ca/detection
https://twitter.com/malwrhunterteam/status/1230576922356305922
https://twitter.com/malwrhunterteam/status/1230859437306454018

PacwwwupeHue: .key

3anucka: HOw_TO_RecOvery_ Files.txt
Tor-URL: ax3spapdymip4jpy.onion
Pesynetathl aHannsos: VT

Hello, you are a victim of ransomware,

O6HoBneHue ot 24 cheBpansa 2020:
Pacwupenue: .pwnd

3anucka: HOw_TO_RecOvery_Files.txt
Email: helpOfOryOu@protonmail.com
Tor-URL: ax3spapdymip4jpy.onion

O6HapyxeHuns:

ALYac -> Trojan.Ransom.PwndLocker

Avira (no cloud) -> TR/Crypt. XPACK.Gen

BitDefender -> Trojan.Peed.Gen

DrWeb -> Trojan.Siggen9.16872, Trojan.Encoder.31166
ESET-NOD32 -> A Variant Of Win32/Filecoder.PwndLocker.A
Fortinet -> W32/Pwnd.Bltr.ransom

GData -> Win32.Trojan-Ransom.PwndLocker.A
Kaspersky -> Trojan-Ransom.Win32.Pwnd.b
Malwarebytes -> Ransom.PwndLocker

McAfee -> Downloader-AE

Microsoft -> Trojan:Win32/Occamy.C

Rising -> Spyware.POSCardStealer!8.644 (CLOUD)
Sophos AV -> Mal/Generic-S

Symantec -> Trojan.Gen.MBT

Tencent -> Win32.Trojan.Filecoder.Dzag
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https://www.virustotal.com/gui/file/30b15eecb9acbe1d03aea4e1689140a7389b6ed0aa63aed3745c70b11600a457/detection
https://1.bp.blogspot.com/-yOgmFPiRmzY/Xl6J8Kt0D0I/AAAAAAAAR_4/s4OC5oUVnTEIzS7xLkzm9L69BYKEEgQtQCLcBGAsYHQ/s1600/pwnd-site.jpg
https://1.bp.blogspot.com/-ryRy2beRhYM/XmfNaJexlJI/AAAAAAAASGs/_L1AFGSAmyw62N17sk0w2qLAGmQXEhJvwCLcBGAsYHQ/s1600/note-22-2-20.png
https://1.bp.blogspot.com/-4_ZxRlIBu1U/XmfNSZ_plHI/AAAAAAAASGo/EhTMylctw_8ETRtBwZeYIX_cflfRprfigCLcBGAsYHQ/s1600/site.png

TrendMicro -> TROJ_FRS.0NA104C220
VBAS32 -> TrojanRansom.Pwnd

O6GHoBnNeHue ot 2 mapTta 2020:
Cratbsa Ha cante BleepingComputer (aHanm3 obpasua 9-12 nekabpa 2019) >>

=== BJIOK CCbIJIOK n C[TACUBOK = BLOCK OF LINKS AND THANKS ===

Bbl MOXeTe 3aKazaTb WHAMBUAYa/bHYKW pacuuepoBky B Emsisoft.

UNLOCK

[na aTol nepeignte Ha canTt Emsisoft no cceuike >>

'“ihgnks Thanks :

~y,

MalwareHunterTeam, Michael Gillespie
Andrew Ivanov (author)

BYEMAN, BleepingComputer

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles.
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https://www.bleepingcomputer.com/news/security/new-pwndlocker-ransomware-targeting-us-cities-enterprises/
https://1.bp.blogspot.com/-eUDaWlGmgJQ/WZMKlrJUISI/AAAAAAAAGb4/pFWka_el0m4zNCp1sWRL4e57LzN5VXV1ACPcBGAYYCw/s1600/unlock3.png
https://help.emsisoft.com/en/2863/ransomware-advisory-and-recovery-services/
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png

