LlndpoBanblmku-ebimoratenu The Digest "Crypto-
Ransomware"

. id-ransomware.blogspot.com/search

ABCD, LockBit

ABCD Ransomware

LockBit, LockBit 2.0 Ransomware

Lock2Bits Ransomware

LuckyDay Ransomware

(wndppoBanbLMK-BbIMOraTesib) (NepBOUCTOYHUK)
Translation into English

OTOT KpMNTO-BbIMOraTenb WMAPYET AaHHbIE KOMMNAHUI 1 BU3Hec-nonbL3oBaTenemn ¢
nomoubto AES + RSA, a 3atem TpebyeT Bbikyn B # BTC, 4To6bI BEPpHYTL hansbl.
OpuvrnHanbHoe Ha3BaHWe: B paHHUX BapuaHTax B 3anucke He 6bino ykasaHo. lNotomy ans
3TOM cTaTbyn 6bIno BoiGpaHo Ha3BaHue ABCD no ncnonb3yeMomy paclumperuto .abed.
Mo3xe, B koHUe aekabps 2019, B koge n Ha3BaHuM nosBunock croeo LockBit, notom ctano
ncnonb3oBaTtbcs pacwmpeHune lockbit. Janbwe — 6onbLue. Noxoxe Ha To, YTO BbIMOraTenu
He 3HaloT Kak cebsi Ha3BaTb M MOCTOAHHO MEHSIKOT Ha3BaHUS.

OO6Hapy>xeHus:

DrWeb -> Trojan.Encoder.29662,

Trojan.Encoder.30295, Trojan.Encoder.30886, Trojan.Encoder.31783
BitDefender ->

Gen:Heur.Ransom.Imps.3, Gen:Heur.Ransom.Imps.1, Trojan.GenericKD.33815280, A
Variant Of Win32/Kryptik. HDGL

Malwarebytes -> Ransom.LockBit

McAfee -> RDN/Ransom, Ransom-Lkbot!75C039742AFD

Microsoft -> Ransom:Win32/LockBit. AIMTB, Ransom:Win32/LokiBot!MSR
ESET-NOD32 -> A Variant Of Win32/Filecoder.NXQ

Avira (no cloud) -> TR/Downloader.Gen, TR/Crypt.ZPACK.Gen
Symantec -> ML.Attribute.HighConfidence, Downloader
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https://id-ransomware.blogspot.com/search?q=lockbit
https://id-ransomware.blogspot.com/2019/10/abcd-ransomware.html
https://translate.google.ru/translate?hl=ru&tab=wT&sl=ru&tl=en&u=https%3A%2F%2Fid-ransomware.blogspot.com%2F2019%2F10%2Fabcd-ransomware.html

© lNeHeanorusa: LockerGoga > MegaCortex > Good (Goodmen), ABCD
(LockBit), PhobosIimposter > Lock2Bits

%,
e

®

N3o06paxkeHne — norotmn ctaTby

K 3awmndgpoBaHHbIM harnam gobasnsieTca pacwmperne: .abed

BHumaHue! HoBble paclumpenus, email u TEKCTbl O BbIKyNe MOXHO HanUTW B KOHLE CTaTby, B
obHoBneHnAX. Tam MOryT BbITb pasnuUunsa c nepBoHavasnibHbIM BApUaHTOM.

AKTMBHOCTb paHHEro BapmMaHT 3TOro KpMNTO-BbiMOraTensi NpuLlnach Ha cepeanHy okTabps
2019 r. MNo3axe BbIMOratenu npuaymanu atomy "4yay" HasBaHue N cTanu pacrnpocTpaHATb
370 Kak LockBit. OpneHTMpoBaH Ha aHrMOSA3bIYHbLIX NOMb30BaTENEN, YTO HE MeLlaeT
pacrnpocTpaHaTb ero no Bcemy mupy. B sHBape 2020 noctpagaswume 6binm ns CLUA,
lepmaHnn, ®paHumn, Kutas.

3anuncka ¢ TpeboBaHnem Bbikyna HasbiBaeTcs: Restore-My-Files.txt
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https://id-ransomware.blogspot.com/2019/01/lockergoga-worker32-ransomware.html
https://id-ransomware.blogspot.com/2019/05/megacortex-ransomware.html
https://id-ransomware.blogspot.com/2019/08/good-goodmen-ransomware.html
https://id-ransomware.blogspot.com/2019/10/phobosimposter-ransomware.html
https://1.bp.blogspot.com/-RXDoI9SMXRU/XcB5rDAInCI/AAAAAAAAQNI/iyvEEXDpXBY53K_EG-KsJudt0D65Z8iMQCLcBGAsYHQ/s1600/abcd-logo.png
https://3.bp.blogspot.com/-g1khX78dPVo/WyNq6za-WMI/AAAAAAAAKz4/Jw7rid06qoAqXR3Q0hnbkblRfwOfN_ESgCLcBGAs/s1600/gen_info.png

CopepxaHue 3anucku o BbiKyne:

All your important files are encrypted!

There is only one way to get your files back:

1. Contact with us

2. Send us 1 any encrypted your file and your personal key

3. We will decrypt 1 file for test(maximum file size - 1 MB), its guarantee what we can decrypt

your files

4. Pay

5. We send for you decryptor software

We accept Bitcoin

Attention!

Do not rename encrypted files.

Do not try to decrypt using third party software, it may cause permanent data loss.
Decryption of your files with the help of third parties may cause increased price(they add
their fee to our)

Contact information: goeila@countermail.com

Be sure to duplicate your message on the e-mail: gupzkz@cock.li

Your personal id:
DR2JZobWr9AxQofCDEkqc8wZxBVcgqHrwHXxURDb/Ty6zmkjUAbPIY6QpYLTINhROL

*kkkk

lNMepeBoA 3anUCKN Ha PYyCCKUN A3bIK:

Bce Bawm BaxHble dhannbl 3aumgpoBaHbi!

EcTb TONbKO oamH cnocob BepHyTb Bawmv oannbi:

1. CBSXXUTECH C HaMK

2. OTnpasbTe Ham 1 NboKn 3aMPOBaHHLIN hann 1 Ball NYHbIN KoY

3. Mbl pacwudppyem 1 cbann gna tecta (MakcumanbHbiM pa3mep danna - 1 MB), ato
rapaHTUpyeT, YTO Mbl MOXeM paclumMdpoBaTb Baluv pannbl
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https://1.bp.blogspot.com/-xu-cqhJlpgo/XcB6MrvRYjI/AAAAAAAAQNQ/Piew0MSmdlESO78lXLJrYigbW-S8IMoMwCLcBGAsYHQ/s1600/note2w.png

4. Onnatutb

5. Mbl BbllWneM BamM NporpamMmmy pacLumpoBKu

Mol npyHUMaem BUTKOMHBI

BHumaHume!

He nepenmeHoBbIBanTe 3awmngpoBaHHble hannbi.

He nbiTanTechb pacumndpoBaTb C MOMOLLBIO CTOPOHHMX MPOrpaMmm, 3TO MOXET MPUBECTU K
NMOCTOSIHHOM NoTepe AaHHbIX.

PacwundpoBska Balmx hannos C NOMOLLBK TPETbUX NNL, MOXET NPUBECTU K NOBbLILLEHMWIO
LeHbl (OHM Jo6aBNAT CBOK MnaTy K Hallewn)

KoHTakTHas nHdopmauus: goeila@countermail.com

He 3abygbte npogybnuposath Bawe coobuieHne Ha email: gupzkz@cock.li

Baw nuyHbIn id:

DR2JZobWr9AxQofCDEkqgc8wZxBVegqHrwHXxURD / Ty6zmkjUAbPIY6QpYLTINhROL

*kkkk

[Bcero 1708 3HakoB]

TexHn4yeckune petanu

MoxeT pacnpocTpaHaTbCS NYTEM B3fioMa Yepes HesalumLeHHy koHdurypauuio RDP, ¢
nomoLLblo email-cnama n BpeAOHOCHbIX BIIOXEeHW, 0OMaHHbIX 3arpy3ok, 60THETOB,
9KCNIIONTOB, BPEAOHOCHOM peKnambl, BEB-UHXEKTOB, dhanbLUMBbIX OOHOBNEHUN,
nepenakoBaHHbIX N 3apaXX€HHbIX MHCTannATopoB. CM. Takke "OcHOBHblE cnocobbl
pacnpocTpaHeHnsa KpuntoBbiMoraTenen" Ha BBOAHOW CTpaHuue 6nora.

Hy>XHO Bcerga ncnosnb3oBaTb AKTyalbHY0 aHTUBURYCHYO 3awmTy!!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBUPYCHOW 3aLLmMTon knacca Internet Security nnu
Total Security, To x0T Obl AenanTe pe3epBHOE KONMMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

» Wcnonb3yeT TexHonorno ooxoga UAC.

» Ynansiet TeHeBble Konun (pannos, OTKIYaeT (PyHKUUM BOCCTAHOBNEHUSA U UCnpaBreHns
Windows Ha aTtane 3arpy3ku. Oumwaet xypHanbl Windows.

vssadmin delete shadows /all /quiet

wmic shadowcopy delete

bcdedit /set {default} bootstatuspolicy ignoreallfailures
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https://id-ransomware.blogspot.ru/2016/05/blog-post.html
https://3.bp.blogspot.com/-g1khX78dPVo/WyNq6za-WMI/AAAAAAAAKz4/Jw7rid06qoAqXR3Q0hnbkblRfwOfN_ESgCLcBGAs/s1600/gen_info.png
https://anti-ransomware.blogspot.com/2019/02/topical-protection.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html

bcdedit /set {default} recoveryenabled no

C:\Windows\System32\cmd.exe /c vssadmin delete shadows /all /quiet & wmic shadowcopy
delete & bcdedit /set {default} bootstatuspolicy ignoreallfailures & bcdedit /set {default}

recoveryenabled no & wbadmin delete catalog -quiet

» Vicnonb3yeT 6enbii CNMCOK CTPaH 1 A3bIKOBbIX Nokanudauun ctpaH CHI, B KOTOpbIX

LWndpoBaHne He AOMKHO ocyLecTBNATbCH. CNUcok npunaraeTcs.
AszepbangpxaHckuin (kmpunnuua)
AzepbangxaHckun (natuHuua)
ApmMsIHCKUIA

Benopycckun

[py3nHCKMi

Kasaxckui

Kuprusckui (knpunnuua)
Pycckuin

Pycckun (Mongosa)
Tapxnkckum

TypkmeHcKkui

Y3b6ekckun (Knpunnuua)
Y3b6ekckun (natuHuua)
YKpaunHCcKunn

Cnucok channoBbIx pacluMpeHui, nogBeprarolmxcs WwndpoBaHuULo:
9710 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble thannbl, 6a3bl 4aHHbIX,
doTorpadun, Mysbika, BUAeo, hannsl o6pa3os, apxmebl 1 Mp.

dannbl, cBA3aHHbIe ¢ 3TMM Ransomware:
Restore-My-Files.txt
<random>.exe - criydanHoe Ha3BaHue BpeJoHOCHOro tanna

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBsi3aHHbIe ¢ 3TUM Ransomware:
CM. HMXe pesynbTaThbl aHanmn3os.

CeTeBble NOAKITHOYEHUSA U CBA3M:

Email: goeila@countermail.com, gupzkz@cock.li
BTC: -

CM. Hxe B OOHOBNEHMAX Apyrne agpeca U KOHTaKTbI.
CM. HWxKe pesynbraTbl aHann3o0B.
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PesynbraTbl aHanu3os:

® Hybrid analysis >>

¥ VirusTotal analysis >>
A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W VirusBay samples >>

1 MalShare samples >>

& AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

HekoTopble apyrne 6onee HoBble 06pasLbl MOXXHO HanWTK Ha canTte BA:

https://bazaar.abuse.ch/browse/tag/lockbit/

CTteneHb pacnpoCTpaHEHHOCTU: CpeaHss.

MonpobHble cBeaeHns cobupatotca perynapHo. Npuckinante obpasupl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OGHOBJIEHU/ === BLOCK OF UPDATES ===

O6HoBneHue ot 14 Hosa6psa 2019:

[MocT Ha dhopyme >>

[MocT B TBUTTERE >>

Pacwupenue: .abcd

3anucka: Restore-My-Files.txt

Email: supportpc@cock.li, goodsupport@cock.li
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https://www.bleepingcomputer.com/forums/t/706361/abcd-ransomware-abcd-restore-my-filestxt/?p=4902408
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» CogepxaHue 3anuncku:

All your important files are encrypted!

There is only one way to get your files back:

1. Contact with us

2. Send us 1 any encrypted your file and your personal key

3. We will decrypt 1 file for test(maximum file size - 1 MB), its guarantee what we can decrypt
your files

4. Pay

5. We send for you decryptor software

We accept Bitcoin

Attention!

Do not rename encrypted files.

Do not try to decrypt using third party software, it may cause permanent data loss.
Decryption of your files with the help of third parties may cause increased price(they add
their fee to our)

Contact information: supportpc@cock.li

Be sure to duplicate your message on the e-mail: goodsupport@cock.li

Your personal id:

ceipl0Z10GtMIyTWzHNOYOT7T2+KrRjZDspX3+6*** [Bcero 1708 3HakoB]

O6HoBneHue ot 4 nekabps 2019:

[locT B TBUTTEPRE >>

PacwwupeHue: .abcd

3anucka: Restore-My-Files.txt

Email: abcd-help@countermail.com, supportpc@cock.li
Pesynerathl aHannsos: VT
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https://1.bp.blogspot.com/-0OFl_2WvveI/Xc12qXv4PrI/AAAAAAAAQS0/ZmGq4YhH7Ok2jBpHeCANr1GBHVB54JxzACLcBGAsYHQ/s1600/note-14-11-19w.png
https://twitter.com/GrujaRS/status/1201950095501144066
https://www.virustotal.com/gui/file/70cb1a8cb4259b72b704e81349c2ad5ac60cd1254a810ef68757f8c9409e3ea6/detection

» CopepXaHue 3anucku:

All your important files are encrypted!

There is only one way to get your files back:

1. Contact with us

2. Send us 1 any encrypted your file and your personal key

3. We will decrypt 1 file for test(maximum file size - 1 MB), its guarantee what we can decrypt
your files

4. Pay

5. We send for you decryptor software

We accept Bitcoin

Attention!

Do not rename encrypted files.

Do not try to decrypt using third party software, it may cause permanent data loss.
Decryption of your files with the help of third parties may cause increased price(they add
their fee to our)

abcd-help@countermail.com

Contact information:

Be sure to duplicate your message on the e-mail: supportpc@cock.li

Your personal id:

DsEj52CLMwaPyDAR95szCV1tqlViG4g2zBK5j57X46gPEI20x/Z77***

O6HoBneHue ot 30-31 aekabpsa 2019:

[MocT B TBUTTERE >>

OTkonanu cnoso "LockBit".

[obGaBun 310 Kak BTOpoe Ha3BaHue cratby, T.K. B ID Ransomware gns
naeHTUdmrKaumm Takke ctano Ucnosib3oBaTbCs 3TO CMOBO.
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H0ER-12-Ta Fosmlbl
LockBit Hsnsomuara
Hakta

O6HoBneHue ot 23-30 saHBaps 2020:
[MocT B TBUTTERE >>

[MocTt B TBUTTERE >>
Pacwwupenue: .lockbit
3anucka: Restore-My-Files.txt
O6xon UAC: CMSTPLUA, ColorDataProxy, ICMCalibration

Pasgen peectpa: HKEY _CURRENT_USER\Software\LockBit

» KomaHga yoaneHnsa TeHeBbIX KOnuin 1 nyTen BOCCTaHOBIIEHUS:
C:\Windows\System32\cmd.exe" /c vssadmin delete shadows /all /quiet & wmic shadowcopy
delete & bcdedit /set {default} bootstatuspolicy ignoreallfailures & bcdedit /set {default}
recoveryenabled no & wbadmin delete catalog -quiet

dann: C:\Users\Admin\AppData\Local\Temp\Lockbit.exe

Pesynerathl aHanusos: VT + AR+ AR+ ]JA +]A + HA + VMR + TG

» OGHapyxeHus:

DrWeb -> Trojan.Encoder.30886

Avast -> Win32:Fraudo [Trj]

BitDefender -> Gen:Heur.Ransom.Imps.1, Generic.Ransom.LockBit.91CBD888
ESET-NOD32 -> A Variant Of Win32/Filecoder.NXQ

Malwarebytes -> Ransom.LockBit

McAfee -> Ransom-Lkbit!889328E2CF5F

Microsoft -> Ransom:Win32/LokiBot'MSR

Rising -> Trojan.Crypto!8.364 (CLOUD)

TrendMicro -> Trojan.Win32. WACATAC.THABGBO, Ransom.Win32.LOCKBIT.A
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https://1.bp.blogspot.com/-v47AMKeh4eg/XguzIO6UUyI/AAAAAAAARFo/YNoK9Xeq17wEHJvgRMhj38Jf9M7DRhTTACLcBGAsYHQ/s1600/01.png
https://1.bp.blogspot.com/-2ei_1DlFCJc/XguzIKxEauI/AAAAAAAARFs/7N-cTrgCTuw9E0LLwQbsk99I79L6eK2wgCLcBGAsYHQ/s1600/02.png
https://1.bp.blogspot.com/-TUe9cLcMeeY/XguzPhSbtrI/AAAAAAAARF0/VIi7JHQmnUk6dFI_XO9y-0h4Fm1fycLtgCLcBGAsYHQ/s1600/03.png
https://1.bp.blogspot.com/-zZrsrp6M194/XguzPs5-koI/AAAAAAAARFw/hKOMpAwpIxYmmGv-mitwX_3US2zTCaMXACLcBGAsYHQ/s1600/04.png
https://twitter.com/albertzsigovits/status/1222851577440096256
https://twitter.com/demonslay335/status/1222926077867298817
https://www.virustotal.com/gui/file/0e66029132a885143b87b1e49e32663a52737bbff4ab96186e9e5e829aa2915f/detection
https://app.any.run/tasks/4cb31179-dc54-4d9d-8792-e967fae91eef/
https://app.any.run/tasks/b7c2e496-107b-46f1-afa6-23f704507026/
https://analyze.intezer.com/#/analyses/ba561082-0669-4ef0-8ee3-1e2e2639ef41
https://analyze.intezer.com/#/analyses/d906840c-0cc8-431f-9d25-0344543608ac
https://www.hybrid-analysis.com/sample/0e66029132a885143b87b1e49e32663a52737bbff4ab96186e9e5e829aa2915f/5e33215b49d5b330de4c3d5f
https://www.vmray.com/analyses/0e66029132a8/report/overview.html
https://tria.ge/reports/200619-wq72cs2sqx/behavioral1
https://1.bp.blogspot.com/-I54566OgI7U/Xu0IFRs5yDI/AAAAAAAATpI/jduQfeMekLUiAey5vmZbpmR5z2MJIrNrQCLcBGAsYHQ/s1600/wallp-note.png
https://1.bp.blogspot.com/-stcFDhNxzxw/XjMe7I-LzxI/AAAAAAAARhM/tX9uzej-G2gWCYY37GvSN8H3kt986wZCACLcBGAsYHQ/s1600/note1.png

» CoaepxaHue 3anmncku:

All your important files are encrypted!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
RESTORE YOU DATA POSIBLE ONLY BUYING private key from us.

There is only one way to get your files back:

| 1. Download Tor browser - hxxxs://www.torproject.org/ and install it.

| 2. Open link in TOR browser - hxxx://lockbitks2tvnmwk.onion/?
D0407AC9D97C78CB9C256CA4731DB5D5

This link only works in Tor Browser!

| 3. Follow the instructions on this page

### Attention! ###

# Do not rename encrypted files.

# Do not try to decrypt using third party software, it may cause permanent data loss.

# Decryption of your files with the help of third parties may cause increased price(they add
their fee to our)

# Tor Browser may be blocked in your country or corporate network. Use
https://bridges.torproject.org

# Tor Browser user manual https://tb-manual.torproject.org/about

I
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https://1.bp.blogspot.com/-tyuu9fTpg_w/Xu0IP7GqmpI/AAAAAAAATpM/MDBcXgiXNmocXFQcaDjPn0LAr1Z5hf-9QCLcBGAsYHQ/s1600/info1.png
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https://1.bp.blogspot.com/-mOpKJONc0fQ/Xu0K_lkKzYI/AAAAAAAATpw/5zwh09_LglEZ34uMFbdRa1dXBJHk2SVzwCLcBGAsYHQ/s1600/info3.png

O6HoBneHue ot 6 cheBpans 2020:

Pacwvpenue: .abecd

3anucka: Restore-My-Files.txt

Email: pcabcd@countermail.com, recoverymanager@cock.li

» CoaepxaHue 3anmncku:

All your important files are encrypted!

There is only one way to get your files back:

1. Contact with us

2. Send us 1 any encrypted your file and your personal key

3. We will decrypt 1 file for test(maximum file size - 1 MB), its guarantee what we can decrypt
your files

4. Pay

5. We send for you decryptor software

We accept Bitcoin

Attention!

Do not rename encrypted files.

Do not try to decrypt using third party software, it may cause permanent data loss.
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Decryption of your files with the help of third parties may cause increased price(they add
their fee to our)

Contact information: pcabcd@countermail.com

Be sure to duplicate your message on the e-mail: recoverymanager@cock.li

Your personal id:

*** [Bcero 1708 3HakoB]

O6HoBneHue ot 14 cheBpansa 2020:
[MocTt B TBUTTERE >>

[locT B TBUTTEPRE >>

Pacwupenue: .lockbit

3anucka: Restore-My-Files.txt

Tor-URL: hxxx://lockbitks2tvnmwk.onion/*
®ann: shi.exe

Ncnonb3ayeTt ceptudumkaTt oT Sectigo.
PesynbraTthl aHanusos: VT + AR

four files are encrypted b

Trial decrypt Chat wath support

O6HoBneHue ot 24 mapta 2020:
PacwwupeHue: .lockbit

3anucka: Restore-My-Files.txt
PesynbraTthl aHanusos: VT + VMR
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https://twitter.com/bartblaze/status/1228364607410130944
https://twitter.com/malwrhunterteam/status/1228665776132980742
https://www.virustotal.com/gui/file/faa3453ceb1bd4e5b0b10171eaa908e56e7275173178010fcc323fdea67a6869/detection
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https://www.virustotal.com/gui/file/6292c2294ad1e84cd0925c31ee6deb7afd300f935004a9e8a7a43bf80034abae/detection
https://www.vmray.com/analyses/6292c2294ad1/report/overview.html

O6HoBneHue ot 4 anpens 2020:
Pacwwmpenue: .lockbit
3anucka: Restore-My-Files.txt

» CoaepXaHue 3anmncku:

All your important files are encrypted!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
RESTORE YOU DATA POSIBLE ONLY BUYING private key from us.

There is only one way to get your files back:

| 1. Download Tor browser - https://www.torproject.org/ and install it.

| 2. Open link in TOR browser - hxxx://lockbitks2tvnmwk.onion/?
962823C4EBE6623DCA2071AC9B8BA4BD

This link only works in Tor Browser!

| 3. Follow the instructions on this page

### Attention! ###

# Do not rename encrypted files.

# Do not try to decrypt using third party software, it may cause permanent data loss.

# Decryption of your files with the help of third parties may cause increased price(they add
their fee to our).

# Tor Browser may be blocked in your country or corporate network. Use
https://bridges.torproject.org or use Tor Browser over VPN.

# Tor Browser user manual https://tb-manual.torproject.org/about

Il We also download huge amount of your private data, including finance information, clients
personal info, network diagrams, passwords and so on.

Don't forget about GDPR.

CopepxaHue canta, OTKpbIBAEMOro Mo CCbISIKe:
xxxx://lockbitks2tvnmwk.onion/?962823C4EBE6623DCA2071AC9B8BA4BD
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https://1.bp.blogspot.com/-LDhOciQk_Jw/XotlXNJb7zI/AAAAAAAASa0/-OednO2zTs0QWWkrBWFkqoGKBkExHEwoQCLcBGAsYHQ/s1600/note-4-4-20.png

e

e |

O6HoBneHue ot 10-13 masn 2020:
[locT B TBUTTEPRE >>

Pacwwmpenue: .lockbit
3anucka: Restore-My-Files.txt

——

URL: xxxx://lockbit-decryptor.com/***
Tor-URL: xxxx://lockbitks2tvnmwk.onion/***
Takxke ncnonbayetcs n3obpaxeHue, 3ameHsowee obon Paboyero ctona.
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https://1.bp.blogspot.com/-eecBLvVLCFU/XotjiIRKZVI/AAAAAAAASak/pH9yYHdt6n455WNPr6Jwq260uBejybyjACLcBGAsYHQ/s1600/Screenshot_1.png
https://1.bp.blogspot.com/-xmBJZ_-k9ZQ/Xotk-o1_D1I/AAAAAAAASas/ilFpXapONnY-Si-P0k_Z92msMyIdMXS8gCLcBGAsYHQ/s1600/Screenshot_3.png
https://twitter.com/GrujaRS/status/1260489237184610306
https://1.bp.blogspot.com/-rM3iVuIR9YU/Xu0PbmOB5OI/AAAAAAAATqU/9F0HqilXy442X6Pc3o8nONsH4I-HvWKKgCLcBGAsYHQ/s1600/note-10-5-20.png

YOUR FILES

ARE ENCRYPTED
BY LOCKBIT

Pesynbrathl aHanusos: VT + HA + A + AR

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.31783

BitDefender -> Trojan.GenericKD.33815280
ESET-NOD32 -> A Variant Of Win32/Kryptik. HDGL
Malwarebytes -> Ransom.LockBit

TrendMicro -> TROJ_GEN.R011COWEB20

O6HoBneHue ot 12 masa 2020:

NoeHtnpuumpyetcs kak Lock2Bits

PacwupeHue: .lock2bits

3anucku n 3awmndgpoBaHHble popmatbl parnos LockBit n Lock2Bit otnnyatotces.

O6HoBneHue ot 22 nronsa 2020 unu paHbLue:
[MocT Ha dhopyme >>

Pacwmpenue: .lockbit

3anucka: Restore-My-Files.txt

o e B

YOUR FILES e
ARE ENCRYPTED e
BY LOCKEIT

whal

TAML FECAFFT CH4&T WITH SUPFDAT

» CopepkaHue 3anucku:

All your important files are encrypted!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
RESTORE YOU DATA POSIBLE ONLY BUYING private key from us.

There is only one way to get your files back:

1) Through a standard browser(FireFox, Chrome, Edge, Opera)

| 1. Open link hxxx://lockbit-decryptor.com/?A206EAF373BBO5F8CADOF191390CB897
| 2. Follow the instructions on this page

2) Through a Tor Browser - recommended
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https://1.bp.blogspot.com/-k1pxkbP_kvM/Xu0NqmeRqfI/AAAAAAAATp8/maXDSeIsdLUxZgYw6Z7yU8xdBrRqEfwrQCLcBGAsYHQ/s1600/screen_1.png
https://1.bp.blogspot.com/-BL5ZF_6UBnM/Xu0OowDMgvI/AAAAAAAATqM/988bTo9Tu_0MuqJ4FWapN50O_eUnJTgqgCLcBGAsYHQ/s1600/screen_2.png
https://www.virustotal.com/gui/file/795B9E0F1F3A306012B24A08C62B8275/detection
https://www.hybrid-analysis.com/sample/67f7b0e8fe540f1392665314eb4cfc0c6007f33233e28c583f330d878bd59634?environmentId=120
https://analyze.intezer.com/#/analyses/ea0dfd82-1005-42c9-9a59-34b92673a6c7
https://app.any.run/tasks/521ad0d2-129c-4f89-9f5e-ef0df04cda1d/
https://www.bleepingcomputer.com/forums/t/716458/lockbit-ransomware-lockbit-lock2bits-support-topic/?p=5029150
https://1.bp.blogspot.com/-FLs22bIrd_U/Xxnh6cyZIWI/AAAAAAAAUXE/2par_8We-uIcfsMreEJ1e3CXicApjlPAACLcBGAsYHQ/s1600/site-22-7-20.png
https://1.bp.blogspot.com/-G3_DRExfwBA/XxnhV0en-uI/AAAAAAAAUW8/rfxuU3-M_8oC9QjuTy5mRRM8Dw2tr9oiACLcBGAsYHQ/s1600/note-22-7-20.png

| 1. Download Tor browser - https://www.torproject.org/ and install it.

| 2. Open link in TOR browser - hxxx://lockbitks2tvnmwk.onion/?
A206EAF373BB0O5F8CADOF191390CB897

This link only works in Tor Browser!

| 3. Follow the instructions on this page

#i## Attention! ###

# lockbit-decryptor.com may be blocked. We recommend using a Tor browser to access the
site

# Do not rename encrypted files.

# Do not try to decrypt using third party software, it may cause permanent data loss.

# Decryption of your files with the help of third parties may cause increased price(they add
their fee to our).

# Tor Browser may be blocked in your country or corporate network. Use
https://bridges.torproject.org or use Tor Browser over VPN.

# Tor Browser user manual https://tb-manual.torproject.org/about

O6HoBneHue ot 16 aBrycta 2020:

[MocT B TBUTTERE >>

URL: hxxx://lockbit-decryptor.com/***
Tor-URL: hxxx://lockbitks2tvnmwk.onion/***
PesynbraTthl aHanusos: VT + VT

YOUR FILES
ARE ENCRYPTED!
BY LOCKEIT

O6HoBneHue ot 5 HosA6pAa 2020:

[MocTt B TBUTTERE >>

Lock2Bits nepenmeHoBbiBaeTcs B LuckyDay.
Pacwwupenue: .luckyday

3anucka: File Recovery.txt

Tor-URL: luckydaynywoklzy.onion
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https://twitter.com/GrujaRS/status/1294904679030296577
https://www.virustotal.com/gui/file/706248970b50ad1f957a5271bf11115583585470e7d9d60d1c88bc9dc6040189/detection
https://www.virustotal.com/gui/file/a39ffdc433fc726128c22452dd70b8b3407cc9db02a90307b937e8ab4a3aae97/detection
https://1.bp.blogspot.com/-V5E8aXUa07w/XzkFMo6P0zI/AAAAAAAAU8o/xKxUEJ50lVcTieuNdgP6EBB70hKb5kT5wCLcBGAsYHQ/s1600/note.png
https://1.bp.blogspot.com/-zKnVJ4CxfsU/XzkFPLFm98I/AAAAAAAAU8s/lDK-eZZBHr04ID3N3diZp4saZiafLfQbwCLcBGAsYHQ/s1600/screen-site.png
https://twitter.com/demonslay335/status/1324082555793117184
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O6HoBneHue ot 17 Hosa6psa 2020:

[oct B TBUTTERE >>

PacwwupeHue: .lockbit

Tor-URL: hxxx://lockbitks2tvnmwk.onion/*
Pesynbrathl aHanusos: VT + 1A

Pt Ve b - e S .
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B11 your \mportac §10ss are encrypes
Rivs ALLEWULE N0 PO i T L
BLSTOAL YW [WTA FOSCELE OWLY
tire 15 ooy one miy C0 et your F

81 Throwgh a prardard brosser{Firefas, (hrose, idon, Gpera)
i it YT . 0, AL laramar A b v A i b S b a FRn
o el lime D AreIFwcn oss o DS @

31 through & Tor Eromuer - recommersied
1. mownl Tar bR e L

P
pas rereansd prics(rhey sod 1
me WUCps /bl dges. Rarprofs

BapuaHT ot 6 sHBaps 2021:
CoobulieHne >>

BapwmaHT ot 15 nronsa 2021:
CoobuieHne >>

Bepcus: LockBit 2.0

3anucka: Restore-My-Files.txt

YOUR FILES
ARE ENCRYPTED
BY LuckyDay

=W

-----
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https://1.bp.blogspot.com/-YFlTZW2_SBY/X6lcBNdxneI/AAAAAAAAWfQ/f42dMFCFXHAHJ18tgPfPOIN8kyOY6TTeQCLcBGAsYHQ/s947/note-5-11-20.png
https://1.bp.blogspot.com/-BHOHNqGc5Ug/X6lXxIu4zOI/AAAAAAAAWfE/zhWlyOh-qPguE5BaoEIlDGK8WXpaxlMSwCLcBGAsYHQ/s900/luckyday-site.jpg
https://twitter.com/siri_urz/status/1328689580455976965%20%20
https://www.virustotal.com/gui/file/119ae3cf5245d0be2c602862747f0f60a36d9b243093b43ed504ad56e2e04e23/detection
https://analyze.intezer.com/analyses/2ffb577d-3db7-4448-875c-ff4d95877aa6
https://1.bp.blogspot.com/-1qbDoTPSpxM/X7UjKpNM77I/AAAAAAAAWsY/5tgZWwcTdCkVmEndQPteZUINtlEXv_mswCLcBGAsYHQ/s803/note-17-11-20.png
https://twitter.com/habib_karatas/status/1346882125858013188
https://1.bp.blogspot.com/-86Z_y52IM2Y/X_YDmlNYoHI/AAAAAAAAX6g/5d3WTYFOSxUI9aqZWAypF1HFd35eqKvMACLcBGAsYHQ/s1116/ErEV6moW8AAv2Uo.png
https://twitter.com/fbgwls245/status/1415506429771796481

'S LOCKEIRFXY

LN I IMPORTANT FILES EYIASTOLEN AND ENCRYPTED]

1 1STEILE
LIRS il [MPORTANT FILESEIHRSTOLEN AND ENCRYPTEDR!

PesynbraTthl aHanusos: VT

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.34148

BitDefender -> Trojan.Generic.30034101
ESET-NOD32 -> Win32/Filecoder.Lockbit.E
Malwarebytes -> Ransom.LockBit

Microsoft -> Ransom:Win32/Lockbit. AAIMTB
Symantec -> Trojan.Gen.MBT

Tencent -> Win32.Trojan.Encoder.Hvte
TrendMicro -> Ransom_Lockbit.R011CODGH

BapwuaHT o1 1 ceHTAbOpA 2021:
Cratbsa Ha canTte BleepingComputer >>

BapuaHT ot 23 ceHTsA6pa 2021:
CoobuieHne >>

LockBit 2.0 Ransomware
3anucka: Restore-My-Files.txt
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https://1.bp.blogspot.com/-IxORUaWzfL8/YaJUft45wEI/AAAAAAAAbFk/OVVseRjB3XwjFjd9OdyOTljUbAHT8YyfwCLcBGAsYHQ/s1353/screen1.jpg
https://1.bp.blogspot.com/-FreZXykYphQ/YaJUfhm2R1I/AAAAAAAAbFg/Td2GFjaRm7cqoJQRSeqMdGmf6WYmJRc9QCLcBGAsYHQ/s1270/screen2.png
https://www.virustotal.com/gui/file/00260c390ffab5734208a7199df0e4229a76261c3f5b7264c4515acb8eb9c2f8/detection
https://www.bleepingcomputer.com/news/security/lockbit-gang-leaks-bangkok-airways-data-hits-accenture-customers/
https://twitter.com/petrovic082/status/1440976189271822338
https://1.bp.blogspot.com/-gLw8TFofCkg/YWRYEKJs5NI/AAAAAAAAad4/6qFR6-Fs8owkRtuSmC6jSILq5JAtmWgZACLcBGAsYHQ/s944/24-9-21.png

Pesyneratbl aHanusos: VT + AR

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.34248

ALYac -> Trojan.Ransom.LockBit

Avira (no cloud) -> TR/Crypt. XPACK.Gen

BitDefender -> Trojan.GenericKD.47129320
ESET-NOD32 -> A Variant Of Win32/Filecoder.Lockbit.E
Kaspersky -> HEUR:Trojan-Ransom.Win32.Lockbit.gen
Malwarebytes -> Ransom.LockBit

Microsoft -> Ransom:Win32/Lockbit.STA

Rising ->Ransom.LockBit!1.D854 (CLASSIC)
Symantec -> Ransom.Lockbit

TrendMicro -> Ransom.Win32.LOCKBIT.SMYEBGW

26 oKkTAOpAa 2021:

WHTepBbIo ¢ npencrasurenem LockBit >>

HeckonbKko uuTaT M3 3TOro UHTEPBbLIO.

- besynpe4yHas penyTtaums - Mbl €EAUHCTBEHHbIE, KTO HUKOIAA HUKOro He obmaHbIBan v He
MeHsAn Haw 6peHa. Ham gosepsiorT.

- Hac He BornHyeT, packpoeT nun Komnaxmst nHcopmanmo o6 atake.

- MHorpa ropasfo BaxkHee yKpacTb LieHHY MHopmaunto, 3a HepasrnalleHne KoTopomn
KOMMNaHus rotoBa nnatutb 6onbLue, Yem 3a pacLngpOBKY.

- Hayatb napTHepcKyto nporpammy nerko, HO AepXaTb ee OTKPbITOM - 9TO UCKYCCTBO.

- Mbl He aTakyem 6orbHULBI, BbIN0 HECKOMBKO Cry4aes, Koraa dounuansl no owmnbke
3awmndpoBbIBany ctomatonormyeckme KabuHeTbl 1 goMa npecrapenbiX. Knouu
pacwmdpoBKKu ObiNK BbliaaHbl 6ecnnaTHo.

- BcTpeun npe3snaeHToB HM Ha YTO He NOBMUSIOT, BCE, KTO CEPbe3HO paboTaeT, He XMBYT B
CLUA vnn Poccun. JlndHo 5 xuBy B Kntae n yyBcTtByto cebs B nonHom 6e3onacHOCTW.

- Hn ogmH napTHep He NonaeT NPOTMB HaLLEn BOMK, MOTOMY YTO Mbl paboTaem TONbKO C

npoBepeEHHbIMKU NOOBMU, Y KOTOPbIX €CTb KOOEKC YeCTH, KaXkObl U3 HaLInX napTHepoB HECET

OTBETCTBEHHOCTb 3a CBOW CroOBa U OENCTBUS.

- HuKTO He 3acTpaxoBaH OT B3fioMa MHPPaCTPYKTYypbl C noMmoLbio 0-days. icnonb3ays
annapaTHble 6akgopbl AHB, MOXHO NonNyyYnTb JOCTYN K N06OMy cepBepy Ha nraHeTe.
[MoaTtomy Bcerga NpuMCyTCTBYET PUCK ObiTb B3NTOMaHHbIM.

- Haw nyTb TpyaeH n ganek, Mo BUTKOMH CTPEMUTCA Ha BOCTOK. NMokaxumTe MHe XOTS Obl

OHOro KMTaunua, kotopbi yaet cnywarb, 4To eMy roBopsT CLUA, n He npuHMMaTh OT Hac

KpUnToBanwTy npu obmeHe Ha Hanu4yHble gonnapsbli B [OHKOHrE.

- Het koMmnaHuii 6e3 AaeHer, eCTb XUTPble KOMMNaHWUM, KOTOPbIE HE XOTAT TPaTUTb AeHbIV Ha
3alUMTy CBOEN CeTu, NNaTuTb 3apnnaTy XOpOoLNM CUCTEMHBIM aaAMUHUCTPaTopaM, a NoToM U

Ha BbIKYI.

=== 2022 ===
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https://www.virustotal.com/gui/file/ad04b92cd226a1d3fa288bdcb9abf6629a1f7fab2080bdcad071b9b83500e1a4/detection
https://app.any.run/tasks/1fecdff8-ed8a-4b41-8776-dd082ad6092f/
https://therecord.media/an-interview-with-lockbit-the-risk-of-being-hacked-ourselves-is-always-present/

O6HoBneHue ot 15 mapTta 2022:
Hoas Bepcus: LockBit 3.0.

N omkHbl ObITb UCMPaBeHbl OWNGKM WndpoBaHUs B 6azax AaHHbIX MSSQL, koTopoe morno

nospeantb hannsl MSSQL.
Cratba 06 atom >>

=3

LOCKEBIT
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=== BJIOK CCbIJIOK n C[TACUBOK = BLOCK OF LINKS AND THANKS ===

http, Read to links:
3

Tweet on Twitter: myTweet
ID Ransomware (1st ID as ABCD, 2nd ID as LockBit, Lock2Bits)
Write-up, Topic of Support

*

Adder later:

Description of LockBit by Albert Zsigovits (on April 7, 2020)
Write-up by Albert Zsigovits from Sophos (on April 24, 2020)
Write-up by TrendMicro (on February 8, 2022)

Reverse Engineering by ChuongDong (on March 19, 2022)

BHumaHue!
B HeKoTOpbIX cnyyasx ¢aiinel MOXHO AewvdpoBaThb!
PeKkomeHAylw 06paTUTbLCA NO 3TOW cchuike K Demonslay335 >>
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https://www.lemagit.fr/actualites/252516821/Ransomware-LockBit-30-commence-a-etre-utilise-dans-des-cyberattaques
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhrpRcSev48kE_2Ms_a_EPRbMi_6iYPuWnpj2PNJGStonZCGo3qc-DbvbX3MJJGpyVlY313_xcGQeclgKC8tAf3w4fZkIjBJ_pwTidZEH830F8kh-qokrQKayBHLDQ8KDM2dYwAAoOunvDhu81tkFs0i8rimX-2kaVHGXqC-TLuoFZSqffLhI59Yai3/s963/note1.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj8W3x8ZSUVS-lPLGzVXR7JKx9uZGMrJcsmw9LZsg6GsjUkwj36Wxc0QYjJP78xKvZgYFoXEaI-Bsmw5JJ-eH-MCeylJhVkyksNjCjBGfL3nnA6KlpKYxVxc41WZCtkoemGJ3jNANGIURDddc7lGDQtSdeOpofL-g9YWK53Ouhnm6H2DUft0awR32dP/s1089/note2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjPbRHFc2XKKxZnKwb-84AEhF688SJ0B0i5HR4yA1G0afp8-5liCdXdc5k2vqqZrMSTagA1mk7jNatEaWXxgfg-1HnMibWgg2hYeGgxvhY98_PpvEYN3V11n50PBUUjD_2bHVe7uRB3l1UfeIt2NnSiXHXHyysM1AeVN1MaLxCOk-7DhPBY-B2jMADB/s1063/forum-message.png
https://2.bp.blogspot.com/-k2W-6Z-IzMI/WxaD-UpoZ0I/AAAAAAAAKpg/msP3lBapJWkaJi_oTiWgQ6Y-2UrMr5IugCLcBGAs/s1600/address%252Btw.png
https://twitter.com/Amigo_A_/status/1191437940653776896
https://www.bleepingcomputer.com/forums/t/716458/
https://github.com/albertzsigovits/malware-notes/blob/master/Ransomware/Lockbit.md
https://news.sophos.com/en-us/2020/04/24/lockbit-ransomware-borrows-tricks-to-keep-up-with-revil-and-maze/
https://www.trendmicro.com/vinfo/us/security/news/ransomware-spotlight/ransomware-spotlight-lockbit?linkId=151644224
https://chuongdong.com/reverse%20engineering/2022/03/19/LockbitRansomware/
https://twitter.com/demonslay335

- )
A

Thanks:

e

Andrew Ivanov (author)
Michael Gillespie, Vitali Kremez, Albert Zsigovits
to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles.

LockFile

LockFile Ransomware

(wndpoBanbLMK-BbIMOraTesb) (NMepPBOUCTOYHUK)
Translation into English

LR LIMA DR TANT FLES LTS mw%

OTOT KpUNTO-BbIMOraTenb WKApPYeT AaHHble Nonb3oBaTenen ¢ nomouwbio AES+RSA, a
3aTem TpebyeT cBaszatbes Yepes UTox, 4To y3HaTb, Kak 3annatuTb BbIKYM U BEPHYTb hannbl.
OpvirnHansHoe HasBaHue: LockFile. YéTkuin obpasel He NpeaocTaBreH.
O6HapyxeHuA:

DrWeb -> Trojan.Encoder.34276

BitDefender -> Trojan.GenericKD.37457318

ESET-NOD32 -> A Variant Of Win64/Filecoder.LockFile.A

Kaspersky -> Trojan-Ransom.Win64.LockFile.a

Malwarebytes -> Ransom.LockFile

Microsoft -> Trojan:MSIL/Cryptor

Symantec -> Ransom.Lockfile
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https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/2021/08/lockfile-ransomware.html
https://translate.google.com/translate?sl=ru&tl=en&u=https://id-ransomware.blogspot.com/2021/08/lockfile-ransomware.html
https://1.bp.blogspot.com/-4db63xkDzJI/YSD24ScjD1I/AAAAAAAAaSw/PDxiwlxYw9U3JVLAIXE_E-fwB8OpytugACLcBGAsYHQ/s250/logo.png

Tencent -> Win32.Trojan.Genericcryptor.Swur
TrendMicro -> Ransom.Win64.LOCKFILE.A

© lNeHeanorusa: < LockBit >> LockFile

IDR IDENTIFIED v

Cant "ID Ransomware" ato ngeHtuguumpyet kak LockFile.
UHdopmauusa ana naeHTudmkaumm

AKTUBHOCTb 3TOro Kpunto-BbiMoraTtens 6bina 3ameveHa B CLUA 20 wions 2021 r., ogHako
crneumanucTbl coobwmnm o Hem Tonbko 20 aBrycta 2021. OprMeHTMPOBaH Ha aHrMoA3bIYHbIX
nonb3oBaTenen, MoXeT pacrnpoCcTpaHATbCA No BceMy Mupy. Ataku LockFile 6binm
3apernctpupoBaHbl B ocHoBHOM B CLUA 1 cTpaHax A3uun, a ux xxepTBamu CTanm Kak
MUHUMYM 10 OpraHn3aunmn U3 criegyroLmnx CEKTOPOB: OMHAHCOBbIE YCIyru, NPON3BOACTBO,
MaLUMHOCTPOEHWE, pUCnpyaeHuns, GusHec-ycrnyru, nyTeecTsnsa n Typusm.

K sawmndpoBaHHbiM darinam gobaensaetca pacwupenme: lockfile
3anucka ¢ TpeboBaHnem Bbikyna B utone 2021 HasbiBanack: LOCKFILE-README.hta

Ha peanbHbix 1K 3anucka, Bugumo, umena gopmy:
[victim_name]-LOCKFILE-README.hta

Coobuaetcs, 4ToO B Apyrmx crnyvasx npyu oopMMpoBaHNS Ha3BaHMs 3anmnckn NCnosb3oBarcs
LWabnoH:

LOCKFILE-README-#COMPUTER#-#TIME#.hta

Mpumep Ha aTtakoBaHHOM [1K:
LOCKFILE-README-XC64ZB-1629866461.hta

B opyrom BapuaHTe npy hopMMpOBaHMS Ha3BaHMs 3anmncky UCMonb3oBarncs WabnoH:
LOCKFILE-FILE-#COMPUTER#-#TIME#.hta
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https://id-ransomware.blogspot.com/2019/10/abcd-ransomware.html
https://1.bp.blogspot.com/-r4FJD7HIoQ4/YZ3tOaK7MHI/AAAAAAAAbAE/FI0EAchryrA33o_6qAJ_4qcWjVqr5pI1wCLcBGAsYHQ/s228/button-yes.png

S d.isr.u:ru nt

carmet an cop 0 days 23:43:41

All your files will ke deleted permanently in: 1day 234341

[T ST WIS uaraniees i fis mava T

CopepxxaHue 3annCKu (YacTb TEKCTA):

ENCRYPTED

What happened?

All your documents, databases, backups, and other critical files were encrypted.

Our software used the AES cryptographic algorithm (you can find related information in
Wikipedia).

It happened because of security problems on your server, and you cannot use any of these
files anymore. The only

way to recover your data is to buy a decryption key from us.

To do this, please send your all file size to the contacts below.

E-mail: ***

Wallet: contact us

*k%k

OTa HTA-3anncka o4eHb noxoxa Ha Ty, 4To ucnonb3yetca B CryLock Ransomware ¢
Bepcun 2.0 (c nons 2020 roga).

Ho Ha MOMeHT HanucaHus ctaTtbu cooblyaetcs, YTo B aBrycte 2021 ncnonb3yeTcsi Ha3BaHue
no wabnoHxy:

[victim_name]-LOCKFILE-README.hta

B oT4yeTe nccnenosarenen eCcTb CKPUHLIOT 6oriee HOBOW 3anucKn BbiIMoraTenemn, Ha KOTOpoMm
Tor-agpec ykasaH HENOMHOCTLIO.
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P aoe

ALL YOUR [EEDEIFETR NSNS ARE ENCRYPTED!

e e T

MpumepHo ¢ mas 2020 roga Beimoratenu n3 LockBit Ransomware ncnonb3oBany NOXOXni
Ha Bug, cant. BoamoxHo, 4to BeiMoratenu n3 LockFile Ransomware ncnonb3aytoT ux wabnoH
3arnmnCcKnM UM Kak-To CBA3aHbl C 3TOW FPYNnon BbiMoraTenen.

Conep)Kane TeKCTa O BblKyne:

ALL YOUR IMPORTANT FILES ARE ENCRYPTED!
Any attempts to restore your files with the thrid-party software will be fatal for your files!
Restore you data posible only buying private key from us.

There is only one way to get your files back:

01. contact us UTox Email

uTox ID: ***

hxxxs://utox.org/

Email: contact@contipauper.com

02. Through a Tor Browser - recommended

Download Tor Browser - hxxxs://www.torproiect.org/ and install it.
Open link in Tor Browser - hxxx://zqaflhtyShyz***

This link only works in Tor Browser!

Follow the instructions on this page

ATTENTION!

Do not try to recover files yourself, this process can damage your data and recovery will
become impossible

Do not rename encrypted files.

Do not waste time trying to find the solution on the Internet.

The longer you wait, the higher will become the decryption key price
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Decryption of your files with the help of third parties may cause increased price (they add
their fee to our).

Tor Browser may be blocked in your country or corporate network. Use
hxxxs://bridges.torproject.org or use Tor

Browser over VPN.

Thanks to the warning wallpaper provided by lockbit, it's easy to use

lNMepeBoa TekcTa Ha PYCCKUMN A3bIK:

BCE BALLUW/ BAXXHBIE ®ANITbI 3ALUNOPOBAHbI!

JTrobble NonNbITKM BOCCTAHOBUTL BalLM ddansibl C MOMOLLbI0 CTOPOHHUX NporpamMm oyayT
daTanbHbIMK ANs Bawmx gannos!

BoccTtaHoBUTBL CBOM JaHHbIE BO3MOXHO TOSMbKO KYMNMUB Y Hac NPUBATHbIN KITHOY.

EcTb TONbKO 0ANH cnocob BepHyTb BaLllK dhansbl:

01. ceBsxutecb ¢ Hamun no UTox Email

uTox ID: ***

hxxxs://utox.org/

Email: contact@contipauper.com

02. Yepes Tor bpaysep - pekoMeHayeTcs

3arpyaute Tor 6payaep - hxxxs://www.torproiect.org/ n yctaHoBuTe ero.
OTkpbITb cebinky B Tor 6paysepe - hxxx://zgaflhtyShyz***

OTa ccbinika pabotaet Tonbko B Tor 6pay3aepe!

CnenynTe MHCTPYKUMAM Ha 3TOW CTpaHuLe

BHMMAHUE!

He nbiTanTecb BOCCTAaHOBUTL (pansibl camu, 3TOT MPOLLECC MOXET NOBpeauTb Ballv AaHHbIE
N BOCCTaAHOBIIEHME CTaHET HEBO3MOXHbIM.

He nepenmeHoBbIBanTe 3aindpoBaHHbIE hannbl.

He TpaTtbTe BpeMa Ha NOUCKK pelleHust B IHTepHeTe.

Uem gonblie Bbl XAeTe, TeM Bbllle CTaHET LieHa Kntova gelumndpoBaHns.

PacumdpoBka Balmx hannos C NOMOLLbLI TPETbUX NNL, MOXET MPUBECTU K YOOPOXKAHNIO
(OHM [OBaBNAT CBOK LIEHY K HALLER).

Bpaysep Tor moxeT ObITb 3abNOKMPOBaH B BalLen CTpaHe Uin B KOPNOpaTUBHOM CETH.
Ncnonb3ynTe hxxxs://bridges.torproject.org nnun ncnonesynte 6paysep Tor yepes VPN.
Bnarogaps npegynpexgatowmm o6osm, npegoctasneHHbIM lockbit, M nerko nonb3oBaTbCs

BHumaHue! HoBble paclumpenus, email u TEKCTbl O BbIKyNne MOXHO HanUTW B KOHLEe CTaTby, B
obHoBneHnaAx. MoryT BbITb pasnuynsa ¢ nepsbIM BapuaHTOM.
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TexHun4yeckue getanu + I0C

[MepBOHavarnbHbIN JOCTYM K CETU OCYLLECTBMNSAETCH C NOMOLLbIO atakn ProxyShell

Ha cepBepbl Microsoft Exchange, akcnnyatnpysa HangeHHble HegaBHoO ya3smumocTh (CVE-
2021-34473, CVE-2021-34523, CVE-2021-31207). 3aTtem 310yMbILUNIEHHWKN 3aXBaTbIBatOT
KOHTpOSep AOMeHa opraHusauum, UCnonb3ysa HoBbIN akcnnonT PetitPotam, koTtopein nog
koHTporiemLockFile npMHyaMTENbHO BLINOMHAET ayTeHTUMKaumMo Ha yaaneHHom NTLM-
pene. PetitPotam nmeeT Heckonbko BapnaHToB. Ha MOMEHT HanucaHus ctaTbn
ochmnumanbHble cpeacTea 3awmTbl U 06HoBNeHna Microsoft noka elle He NONHOCTLIO
ornokupytoT BekTop ataku PetitPotam. 3noymbiwneHHuku, ctoawme 3a LockFile, nonaratotca
Ha obLLefoCTyNHbIM KOf, AN UCMNOoMNb30BaHMs cxoaHoro BapmaHTta PetitPotam (CVE-2021-
36942).

[Mpwn akcnnyaTaumm ya3BMMOCTU 3110YMbILLFIEHHUKN MCronb3yoT TexHonornio PowerShell,
koTtopyto camu Microsoft yxxe mHoro net npogsuratoT B cBonx OC Windows kak nermtmmMHyto
N NONE3HYHO.

3NOYMBbILLNEHHUKN COXPaHSAIOT SOCTYMN K NOCTpagaBLUEN CETU XePTBbl Kak MUHUMYM B
TeyeHue HecKornbkux aHen oT Hadana ataku LockFile Ransomware.

MoxeT pacnpoCTpaHAaTbLCS NYTEM B3fioMa Yepes HesalumLeHHyo koHdurypauuio RDP, ¢
nomoLbio email-cnama n BpegoHOCHbIX BNOXEHU, 0BMaHHbIX 3arpy30k, 60THETOB,
9KCMNMONTOB, BPEOOHOCHOWN peknambl, BEG-UHXEKTOB, danbLUMBbIX OOHOBNEHNN,
nepenakoBaHHbIX N 3apaXXEHHbIX MHCTaNNATopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacnpocTpaHeHnsa KpuntoBbiMoratenen" Ha BBOAHOW CTpaHuLe bnora.

Hy>xHO Bcerga ncnonb3oBaTb AKTyanbHY aHTUBMPYCHYIO 3awwmTty!!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBMPYCHOW 3aLumMTon Knacca Internet Security nnu
Total Security, To x0T Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

» CornacHo uccrnegoBaHusim crieumnanuctoB BleepingComputer atoT LockFile Ransomware
AOBOSIbHO TSXenoBaT A4S KOMMNbIOTEPOB, 3aHMMAET MHOIO PeCcypCoB U NoABeLuvBaeT
cucTemy.
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Cnucok TunoB channos, nogBeprarowmxcs wucppoBaHuio:

9710 gokymeHTbl MS Office, OpenOffice, PDF, TekcTtoBble thannbl, 6a3bl 4aHHbIX,

doTorpadun, Mysbika, BUaeo, annsl o6pasos, apxmebl 1 Mp.

Mponyckaemble pannbl U Nanku, cogepXxaTt creayrolme NoACTPOKK:
Windows, NTUSER, LOCKFILE, .lockfile

Mponyckaemble TMnNbI ¢pannoB / pacumpeHus:
.exe, .jpg, .bmp, .gif, .lockfile

dPannbl, cBsA3aHHbIe ¢ 3TUM Ransomware:

LOCKFILE-README .hta - cpann ¢ TpeboBaHneM BbIKyNa;
[victim_name]-LOCKFILE-README.hta - pbann ¢ TpeboBaHnem BbIKyna;
active_desktop_render.dll - nepBunYHbIN BPEe4OHOCHbLIN dhansT;
active_desktop_launcher.exe - nepBuYHbIN BpegOHOCHbIV (hain;
autoupdate.exe - BpeQOHOCHbIV (hais, YHUKarbHbIN AN KaXO0W XepTBbl;
EfsPotato.exe - BpegoHOCHbIN chainrn, koTopbin ncnonb3yeT PetitPotam;
autologin.bat - BpegoHOCHbIM KOMaHaHbIM hann gnga 3anycka;
autologin.exe (Hamakaze.exe) - Ha3BaHue hanna n3 KDU toolkit;
autologin.dll (Tanikaze.dll) - HazBaHue grarna ns KDU toolkit;
autologin.sys - HasBaHue panna n3 KDU toolkit;

KDU toolkit - Habop nHctpymenToB Kernel Driver Utility.

5al8ech2fad5d5c701bdecd2bdlfab
o = Tb7b4616673b2dEfbd7655720353..,
"u_';f'l' Kernel Driver Utility

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBsi3aHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbTaTbl aHanm3oB.

MblOoTeKChbl:
CM. HMXe pesyrnbTaTbl aHanmM30B.

CeTeBble NOAKITHOYEHUSA U CBA3M:
IP: 209.14.0.234
Tor-URL: hxxx://zqaflhty5hyz***
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Email: contact@contipauper.com
UTox: ckpbIT

CM. HMXKe B OBHOBNEHUAX apyrve agpeca 1 KOHTaKTbI.

Pe3synbrathbl aHanu3os:
IOC: VT, HA, IA, TG, AR, VMR, JSB

ed834722111782b2931e36¢fa51b38852¢c813e3d7a4d16717f59¢c1d037b62291 -

active _desktop_render.dll
cafe54e85c539671c94abdeb4b8adbef3bde8655006003088760d04a86b5f915 -
autoupdate.exe
36e8bb8719a619b78862907fd49445750371f40945fefd55a9862465dc2930f9 - autologin.sys
5a08ecb2fad5d5c701b4ec42bd0fab7b7b4616673b2d8fbd76557203c5340a0f - autologin.exe
1091643890918175dc751538043ea0743618ec7a5a9801878554970036524b75 -
autologin.dll

2a23fac4cfa697cc738d633ec00f3fbe93ba22d2498f14dea08983026fdf128a - autoupdate.exe
7bcb25854ea2e5f0b8cfca7066a13bc8af8e7bac6693dealcdad5ef193b052fd - efspotato.exe
c020d16902bd5405d57ee4973eb25797087086e4f8079fac0fd8420c716ad153 -
active_desktop_render.dll
a926fe9fc32e645bdde9656470c7cd005b21590cda222f72daf854de9ffc4fel - autoupdate.exe
368756bbcaba9563e1eef2ed2ce59046fb8e69fb305d50a6232b62690d33f690 - autologin.sys
d030d11482380ebf95aea030f308ac0e1cd091c673c7846¢c61c625bdf11e5¢c3a -
autoupdate.exe

a0066b855dc93cf88f29158c9ffbbdca886a5d6642cbcb9e71e5c759ffe147f8 - autoupdate.exe
bf315¢c9c064b887ee3276e1342d43637d8c0e067260946db45942f39b970d7ce
autoupdate.exe

CTeneHb pacnpoCTpaHEHHOCTU: CPeaHSAA.
NHdopmauma gononHsetcs. MNMpucbinante obpasubl.

=== \CTOPUA CEMEWNCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJEHW/W === BLOCK OF UPDATES ===

Eweé He 6bino o6HOBNEHWI 3TOrO BapMaHTa.

=== BJIOK CCbIJIOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===
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BHMMaHue! ®alinsl MOXHO pacuudpoBaThb!

UNLOCK

CchilKka Ha cTaTblo >>
Cchlika Ha AewndpoBuMK >>

Symantec Threat Hunter Team, BleepingComputer,
Andrew Ivanov (article author), Michael Gillespie,
VirITeXplorer, JAMESWT_MHT, Avast

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles. Contact.
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