MedusalLocker

. id-ransomware.blogspot.com/2019/10/medusalocker-ransomware.html

MedusalLocker Ransomware

(wnbpoBanbLMK-BbIMOraTesrib) (NepBONCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WNQPYET AaHHble Nonb3oBaTtenen ¢ nomoLlbto AES-256 + RSA-2048, a 3atem
TpebyeT HanucaTb Ha email BbimoraTenen, Ytobbl 3annatuTb BbiKyn, NONYYNTb NporpamMmmy AelmngpoBKM 1
BepHYTb (pawnnbl. OpurnHanbHOe Ha3BaHWe: B 3anucke He yka3aHo. Ha danne npoekta HanmcaHo:
MedusaLocker.pdb. B peectpe cosgaetcs pasgen "Medusa".

OGHapyxeHus:

DrWeb -> Trojan.DownlLoader30.26418, Trojan.DownLoader30.27698, Trojan.Encoder.30026
BitDefender -> Trojan.GenericKD.32594787, Trojan.GenerickKD.41882000

Malwarebytes -> Ransom.Medusa

ESET-NOD32 -> A Variant Of Win32/Filecoder.MedusalLocker.C

GData -> Win32.Trojan-Ransom.Filecoder.BO

Microsoft -> Trojan:Win32/Bluteal!rfn

Symantec -> Trojan.Gen.2, Trojan.Gen.MBT

TrendMicro -> Ransom.Win32.MEDUSALOCKER.A

Kaspersky -> Trojan.Win32.DelShad.azp, Trojan-Ransom.Win32.Medusa.g

© lNeHeanorusa: MedusalLocker

N306paxkeHne — TonbKo NoroTun ctaTby

K 3awmndpoBaHHbIM harnam gobasnsertca paclumpeHue .encrypted

Mo gpyrMm faHHbIM M3BECTHbI BAapMaHTbl CO CreayrLMMU PACLUMPEHUAMN:
.bomber

.boroff

.breakingbad

Jocker16
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.newlock
.nlocker
.skynet

BHumaHue! HoBble paclumnpeHuns, email n TEKCTbI O BbIKYMNe MOXHO HaWTW B KOHLE CTaTbyl, B OOHOBMEHUSX.
Tam MoryT ObITb pasnMunsa ¢ nepBoHavanbHbIM BAapUaHTOM.

MepBble 06pasLbl Obinn 0OHapYKeHbl B KOHLE CEHTAOPS, HO aKTUBHOCTb 3TOrO KPUMTO-BbIMOraTesns
npuwnack Ha Havano oktsabpsa 2019 r. LTamn BpemeHn co3ganna darna: 5 oktabpsa 2019. OpueHTrpoBaH
Ha aHrMnos3bl4YHbIX MOb30BaTENEN, YTO HE MeLLaeT PacnpoCTPaHATb ero no BCEMY MUPY.

3anucka c TpeboBaHMeM BblKyna HasblBaeTCs:
HOW_TO_RECOVER_DATA.html

[NepBbIi BApMaHT 3anmnckm
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BTopon BapuaHT 3anucku (apyrme email-agpeca)

CopgepxaHue 3anucku o BbIKyne:

All your data are encrypted!

What happened?

Your files are encrypted, and currently unavailable.
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You can check it: all files on you computer has new expansion.

By the way, everything is possible to recover (restore), but you need to buy a unique decryptor.
Otherwise, you never cant return your data.

For purchasing a decryptor contact us by email:

Folieloi@protonmail.com

If you will get no answer within 24 hours contact us by our alternate emails:
Ctorsenoria@tutanota.com

What guarantees?

Its just a business. If we do not do our work and liabilities - nobody will not cooperate with us.

To verify the possibility of the recovery of your files we can decrypted 1 file for free.

Attach 1 file to the letter (no more than 10Mb). Indicate your personal ID on the letter:

[id]

Attention!

- Attempts of change files by yourself will result in a loose of data.

- Our e-mail can be blocked over time. Write now, loss of contact with us will result in a loose of data.

- Use any third party software for restoring your data or antivirus solutions will result in a loose of data.
- Decryptors of other users are unique and will not fit your files and use of those will result in a loose of
data.

- If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data,
cause just we have the private key.

lNMepeBoA 3anNUCKU Ha PYCCKUM A3bIK:

Bce Balwuv gaHHble 3awwmdposBaHbi!

Yto cny4nnocb?

Baww cainbl 3awmpoBaHbl 1 Tenepb HeAOCTYMHbI.

Bbl MOXeTe NpoBepUTb 3TO: BCE (haiinbl Ha BalLeM KOMMbIOTEPE MMEIOT HOBOE pacLUMpeHUE.

KctaTtu, BCE MOXHO BEPHYTh (BOCCTAHOBUTL), HO HYXXKHO KYMUTb YHUKANbHbIA PacluMdpPOBLLKK.

MHaye Bbl HUKOrAA HE CMOXETe BEepHYTb CBOU AaHHbIE.

[na nokynku gewwmdpparopa CBSXKMTECH C HAaMK Mo email:

sambolero@tutanoa.com

Ecnu Bbl He nony4yuTe OTBET 3a 24 yaca, CBSXXMTeCb C HaMu rno email:

rightcheck@cock.li

Kakue rapaHTumn?

9710 npocTo 6usHec. Ecnn mbl He Byaem BbIMONHATL CBOK paboTy 1 065a3aTenbCTBA - HUKTO He ByaeT ¢
Hamu coTpygHu4aThb.

[lns npoBepky BO3MOXXHOCTM BOCCTAHOBIEHMS Balunx hannoB Mbl MoxxeM GecnnaTtHo paclumdpoBaTs 1
dann.

Mpukpenute 1 dann k nuceMy (He 6onee 10 M6). Ykaxunte cBov nuyHbIN ID B nucbMme:

[id]

BHumaHue!

- MonbITkN caMOCTOATENBHO U3MEHUTb (halsbl NPUBEAYT K NOTepe AaHHbIX.

- Haw email moxeT 6bITb 3abNOKMPOBaH C TedeHMeM BpeMeHU. HanuwmnTe ceryac, NnoTeps CBsI3W C HAMu
NpVBEOET K NoTepe AaHHbIX.

- Vicnonb3oBaHne ntobon CTOPOHHEN NporpamMMbl AN BOCCTAHOBIIEHUSA BalUNX AaHHbIX UV @aHTUBUPYCHbIX
peLleHnii NpuBeaeT K noTepe AaHHbIX.

- PaclumndpposLumkn apyrmx nons3oBaTenen yHuKanbHbl U He ByayT COOTBETCTBOBATL BalUUM arinam, u ux
ncrnonb3oBaHne NpuMBeaET K NoTepe AaHHbIX.

- Ecnu Bbl He ByaeTe coTpyaHMYaTh C HALWMM CEPBUCOM - OIS HAC 3TO HE UMEET 3HadeHus. Ho Bbl
noTepsieTe CBOE BPEMS M JaHHbIE, MOTOMY YTO TOMbKO Y HAac €CTb 3aKPbITbIV KITHOY.
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TexHU4ecKue getanu

MoxeT pacnpoCcTpaHsaTbCa NyTEM B3NloMa Yepes HesalumLLeHHY koHdurypauuio RDP, ¢ nomoLubto email-
crnama v BpegoHOCHbIX BNOXEHUN, 0OMaHHbIX 3arpy30K, OOTHETOB, SKCMIOUTOB, BPEAOHOCHOW peKnambl,
BEO-UHXEKTOB, darnbLUMBbIX 0GHOBMNEHUI, NEpENakoBaHHbIX U 3apaXKEHHbIX MHCTaNNATopoB. CM. Takxke
"OCHOBHble cnNocobbl pacnpocTpaHeHUs KpMNToBbIMOraTenen" Ha BBOAHOW CTpaHuLe bnora.

Hy>xHO Bcerga ncnonb3oBaTb AKTyalbHY0 aHTUBMRYCHYIO 3amnTy!!!
Ecnu Bbl npeHebperaete KOMMIEKCHON aHTUBMPYCHOW 3aLumTon knacca Internet Security nnm Total
Security, To xoTs Obl fenanTe pe3epBHOE KOMMPOBaHME BaXKHbIX dhannioB no metony 3-2-1.

» Vlcnonb3yeT TexHonorno obxoaa KoHconm ydeTHbIX 3anncen (Bypass UAC) ¢ nomoLbto nHtepgenca
CMSTPLUA COM. Cxema n3 1Buta Vitali Kremez.

-15: Medusalocker
UAC Bypass

» YnansieT TeHeBble Konuu gharnnos, OTKMoYaeT OYHKLUN BOCCTaHOBNEHUSA 1 ucnpasneHna Windows Ha
aTane 3arpysku KoMaHaamu:

vssadmin.exe Delete Shadows /All /Quiet

wmic.exe SHADOWCOPY /nointeractive

bcdedit.exe /set {default} recoveryenabled No

bcdedit.exe /set {default} bootstatuspolicy ignoreallfailures

wbadmin DELETE SYSTEMSTATEBACKUP

wbadmin DELETE SYSTEMSTATEBACKUP -deleteOldest

» CTpemuTcsa 3aBepLUnTb cnegytowme npouecckl, YTobbl yoeanTbest, 4To Bce doansibl JaHHbIX 3aKpbITbl U
HMYTO He MeLuaeT WndpoBaHuto dalnnos:

wrapper, DefWatch, ccEvtMgr, ccSetMgr, SavRoam, sqlservr, sqlagent, sgladhlp, Culserver, RTVscan,
sqlbrowser, SQLADHLP, QBIDPService, Intuit. QuickBooks.FCS, QBCFMonitorService, sqlwriter, msmdsrv,
tomcat6, zhudongfangyu, SQLADHLP, vmware-usbarbitator64, vmware-converter, dbsrv12,

dbeng8, wxServer.exe, wxServerView, sqlservr.exe, sqimangr.exe, RAgui.exe, supervise.exe, Culture.exe,
RTVscan.exe, Defwatch.exe, sqlbrowser.exe, winword.exe, QBW32.exe, QBDBMgr.exe, gbupdate.exe,
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QBCFMonitorService.exe, axlbridge.exe, QBIDPService.exe, httpd.exe, fdlauncher.exe, MsDtSrvr.exe,
tomcat6.exe, java.exe, 360se.exe, 360doctor.exe, wdswfsafe.exe, fdlauncher.exe, fdhost.exe, GDscan.exe,
ZhuDongFangYu.exe

Boob6asok k aTomy ncnonbeayeT yHkumoHan Windows Restart Manager (MeHemxep nepesarpysku), YToObl
nony4nTb SOCTYN K HanbonbLlemy KOnmMyecTBy pannos 1 3aingpoBaTh KX.

» Medusal.ocker co3gaéTt HOBbIV KoY B peecTpe AS1 XpaHeHUs CBOEro MMeHn danna, HO He NyTu K
Hemy. 310 3HadeHune coxpaHsietcs B: HKEY _CURRENT_USER\SOFTWARE\MDSLK\Self. HenssecTtHO
HaCKOIbKO 3TO BaXKHO ANd paboTkl BpegoHOCHOM nporpamMmmbl, HO MDSLK — 3T0 noxoxe Ha cokpalleHue
oT MeDuSa LocKer. lMogo6GHbIe KNHO4YM UCNONb30BanNuch U Apyrumu WndpoBanbLiukaMu Ans onpeaeneHuns
TOro, GbINa N MallnHa MHMLMPOBaHA paHee Opyron Bepcuen wmdpoBanbLLmKa.

Mogpo6GHoCcTM O WncpoBaHUK:

Mpn wundposaHmm gannos Byget ncnonb3osaHo wWndposaHe AES ansa wudpoBaHns Kaxaoro danna, a
3aTtem krtod AES 6yget 3awmdpoBaH oTKpbITbIM KNto4oM RSA-2048, BKNOYEHHbIM B MCNOMNHAEMbIV doann
Ransomware.

Cnucok hannoBbIX pacluMpeHuin, nogeeprarowmxca WudpoBaHUIO:

MHorure nonynsapHsle popmarbl.

3710 moryT 6b1Tb AokymeHTol MS Office, OpenOffice, PDF, TekcToBble dainnbl, 6a3bl 4aHHbIX, doTorpadun,
My3blka, Buaeo, dannsl o6pasos, apxmsbl 1 np.

Mpun wucpoBaHun nponyckaroTca dansbl C pacLUMPEeHUAMM:
.exe, .dll, .sys, .ini, .Ink, .rdp, .encrypted, .bomber, .boroff, .breakingbad, .locker16, .newlock, .nlocker,
.skynet

Mpu wudpoBaHMK nponyckatoTcs crnegyrowme nanku ¢ pannamm:
USERPROFILE
PROGRAMFILES(x86)
ProgramData
\AppData

WINDIR

\Application Data
\Program Files
\Users\All Users
\Windows

\intel

\nvidia

Mocne wndpposanna Medusalocker "cnut" 60 cekyH, 3aTeM CHOBa HauMHaeT ckaHupoBaHue anckos K
Ha Hanuyre He3alwndgpPOBaHHbIX N HOBbIX (hansioB.
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Bblpesku 13 koga ¢ onvMcaHHbIMU NapameTpami

®daunbl, cBA3aHHbIe ¢ 3 TUM Ransomware:
HOW_TO_RECOVER_DATA.html

Readme.html

svchostt.exe

svchostt

[.bat

<random>.exe - criy4yanHoe Ha3BaHue BPeAOHOCHOro dpanna
Medusalocker.pdb

PacnonoxeHus:

\Desktop\ ->

\User_folders\ ->

\%TEMP%\ ->
%UserProfile%\AppData\Roaming\svchostt.exe
C:\Windows\System32\Tasks\svchostt

OpurvHanbHoe Ha3BaHUe NpoekKTa:
C:\Users\Gh0OSt\Desktop\MedusalLockerInfo\MedusalLockerProject\MedusalLocker\Release\MedusalLocker.pdb

3anucu peecTtpa, cBA3aHHble ¢ 3TUM Ransomware:

HKCU\SOFTWARE\Medusa

HKCU\SOFTWARE\Medusa\Name s

HKLM\SOF TWARE\Microsoft\Windows\CurrentVersion\Policies\System\ "EnableLinkedConnections" = 1
HKLM\SOF TWARE\Microsoft\Windows\CurrentVersion\Policies\System\EnableLUA 0

HKEY_ CURRENT_USER\SOFTWARE\MDSLK\Self

CM. Hmxe pe3ynbratbl aHalrIM30B.

CeTeBble NOAKMNIOYEHUS U CBA3MU:
Email-1: Folieloi@protonmail.com, Ctorsenoria@tutanota.com
Email-2: sambolero@tutanoa.com, rightcheck@cock.li
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BTC: -
CM. HKe B OBHOBEHUSIX Apyrve agpeca U KOHTaKTb.
CM. HmXe pesyrnbTaTbl aHarnm3os.

Pe3yanaTb| aHaJrIn30B:
® Hybrid analysis >>

A Intezer analysis >>

X VMRay analysis >>

W VirusBay samples >>

[J MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTeneHb pacnpoCTpaHEHHOCTU: CPeaHss.
MonpobHbie cBegeHusa cobupatotca perynspHo. MNMpuckinante obpasubl.

=== ICTOPUA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBNEHWW === BLOCK OF UPDATES ===

BapuaHT ot 16 okTA0Opa 2019:
Moct B TBUTTEPE >>
PacwupeHue: .skynet
3anucka: Readme.html

Your files. ane enorypied|

BapuaHT ot 19 okTa6psa 2019:
[oct B TBMTTEpE >>
Cnucok Yactu doyHKLMOHana.
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BapuaHT ot 22 okTA06pa 2019:

Tonuk Ha dhopyme >>

PacwupeHue: .encrypted

3anncka: HOW_TO_RECOVER_DATA.html

Email: crypt2020@outlook.com, cryptt2020@protonmail.com

Your files ara ancrypiled!

» CopeprkaHue 3anmcku:

Your files are encrypted!

What happened?

Your files are encrypted, and currently unavailable.

You can check it: all files on you computer has new expansion.

By the way, everything is possible to recover (restore), but you need to buy a unique decryptor.
Otherwise, you never cant return your data.

For purchasing a decryptor contact us by email:

crypt2020@outlook.com

If you will get no answer within 24 hours contact us by our alternate emails:
cryptt2020@protonmail.com

What guarantees?

Its just a business. If we do not do our work and liabilities - nobody will not cooperate with us.

To verify the possibility of the recovery of your files we can decrypted 1 file for free.

Attach 1 file to the letter (no more than 10Mb). Indicate your personal ID on the letter:
180DEF11957324D2AA7F08C25D3BA34663DCD79CAA***. [1024 3HaKa 1 TouKa]

Attention!

? Attempts of change files by yourself will result in a loose of data.

? Our e-mail can be blocked over time. Write now, loss of contact with us will result in a loose of data.
? Use any third party software for restoring your data or antivirus solutions will result in a loose of data.
? Decryptors of other users are unique and will not fit your files and use of those will result in a loose of
data.

? If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data,
cause just we have the private key.

MpepnonoxutenbsHoe o6HoBNeHue oT 28 okTsA6psa 2019:
[ocTt B TBUTTEPE >>
PacwupeHue: .decrypme
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3anucka: HOW_TO_ OPEN_FILES.html
Email: decoder83540@protonmail.com, decoder83540@cock.li

T e il g e o T4 s e by o i

BapuaHT ot 30 okTAGpsa 2019:

[oct B TBuTTEpE >>

[oct B TBMTTERE >>

PacwupeHue: .decrypme

3anucka: HOW_TO_OPEN_FILES.html

Email: mrromber@cock.li, mrromber@tutanota.com
Pesynbratel aHanusos: VT + AR/ VT + AR

5, ok ] e il

» CopeprkaHue 3anmcku:

All your data are encrypted!

What happened?

Your files are encrypted, and currently unavailable.

You can check it: all files on you computer has new expansion.

By the way, everything is possible to recover (restore), but you need to buy a unique decryptor.
Otherwise, you never cant return your data.

For purchasing a decryptor contact us by email:

mrromber@cock.li

If you will get no answer within 24 hours contact us by our alternate emails:
mrromber@tutanota.com

What guarantees?

Its just a business. If we do not do our work and liabilities - nobody will not cooperate with us.
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To verify the possibility of the recovery of your files we can decrypted 1 file for free.

Attach 1 file to the letter (no more than 10Mb). Indicate your personal ID on the letter:
494BE5A953057552DF16891CD4EB271C1356F888C8C98FA80785** [Bcero 1024 3Hakal

Attention!

- Attempts of change files by yourself will result in a loose of data.

- Our e-mail can be blocked over time. Write now, loss of contact with us will result in a loose of data.

- Use any third party software for restoring your data or antivirus solutions will result in a loose of data.
- Decryptors of other users are unique and will not fit your files and use of those will result in a loose of
data.

- If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data,
cause just we have the private key.

BapwuaHT ot 5-10 Hos6psa 2019:

[locTt Ha dhopyme >>

PacwupeHune: .ReadThelnstructions

Email: fartcool@protonmail.ch, bestcool@keemail.me
3anucka: INSTRUCTIONS.html

v el oot v sl 24 s Cromli L ' it
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» CogeprkaHune 3anmcku:

All your data are encrypted!

What happened?

Your files are encrypted, and currently unavailable.

You can check it: all files on you computer has new expansion.

By the way, everything is possible to recover (restore), but you need to buy a unique decryptor.
Otherwise, you never cant return your data.

For purchasing a decryptor contact us by email:

fartcool@protonmail.ch

If you will get no answer within 24 hours contact us by our alternate emails:
bestcool@keemail.me

What guarantees?

Its just a business. If we do not do our work and liabilities - nobody will not cooperate with us.
To verify the possibility of the recovery of your files we can decrypted 1 file for free.

Attach 1 file to the letter (no more than 10Mb). Indicate your personal ID on the letter:
D86B576A7CE932E7ADC143B9480C931EBC9AF8625CEF5*** [Bcero 1024 3Hakal
Attention!

- Attempts of change files by yourself will result in a loose of data.
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- Our e-mail can be blocked over time. Write now, loss of contact with us will result in a loose of data.

- Use any third party software for restoring your data or antivirus solutions will result in a loose of data.

- Decryptors of other users are unique and will not fit your files and use of those will result in a loose of
data.

- If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data,
cause just we have the private key.

BapwuaHT o1 11-12 HOs16ps 2019:

MocT B TBUTTEPE >>

Pacwupenne: .ReadThelnstructions

Email: rdp_unlock@outlook.com, rdpunlock@cock.li
3anucka: INSTRUCTIONS.html

Pesynbrathl aHanmsos: VT
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BapwaHT ot 14 Ho;|6p;| 2019

[locT Ha chopyme >>

Pacwuperne: .ReadThelnstructions

Email: sypress@tutanota.com, sypresss@protonmail.com
3anucka: INSTRUCTIONS.html

ST, fd WLy ddatis.
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i, o . it b e vl b,

» CopgeprkaHue 3anmcku:

All your data are encrypted!

What happened?

Your files are encrypted, and currently unavailable.

You can check it: all files on you computer has new expansion.
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https://twitter.com/HuntressLabs/status/1193914154668744704
https://www.virustotal.com/gui/file/36baceccfe27fb8b1be3d4f0a9e81b9028640aeedf068d71b3a6d080e698a793/detection
https://1.bp.blogspot.com/-6VbnaSrv4-o/XdBGwKQC8LI/AAAAAAAAQWs/VtXOhMW_ACYt3P2cv4oFTokAfLbzIHqswCLcBGAsYHQ/s1600/note-11-11-19.png
https://www.bleepingcomputer.com/forums/t/706555/medusalocker-support-help-topic-encrypted-how-to-recover-datahtml/?p=4903249
https://1.bp.blogspot.com/-Oe1ULtKlgM4/Xc_8WngZ8kI/AAAAAAAAQV4/H7SC0unre_IQZ8muHyPSG8dz6eC0QVVmwCLcBGAsYHQ/s1600/note-14-11-19.png

By the way, everything is possible to recover (restore), but you need to buy a unique decryptor.
Otherwise, you never cant return your data.

For purchasing a decryptor contact us by email:

sypress@tutanota.com

If you will get no answer within 24 hours contact us by our alternate emails:

sypresss@protonmail.com

What guarantees?

Its just a business. If we do not do our work and liabilities - nobody will not cooperate with us.

To verify the possibility of the recovery of your files we can decrypted 1 file for free.

Attach 1 file to the letter (no more than 10Mb). Indicate your personal ID on the letter:
ATEA72ACBFB3EE64E58408796B07B7DF746BD57984B *** [Bcero 1024 3Haka]

Attention!

- Attempts of change files by yourself will result in a loose of data.

- Our e-mail can be blocked over time. Write now, loss of contact with us will result in a loose of data.

- Use any third party software for restoring your data or antivirus solutions will result in a loose of data.
- Decryptors of other users are unique and will not fit your files and use of those will result in a loose of
data.

- If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data,
cause just we have the private key.

BapuaHT ot 15 HOs6ps 2019:

[ocTt B TBUTTERE >>

UAC bypass using CMSTPLUA COM

WMcnonbayet 06xon UAC ¢ nomolubio uHTepderica CMSTPLUA COM

BapuaHT ot 20 HOs16ps 2019:

Tonuk Ha dhopyme >>

PacwwupeHne: .ReadThelnstructions

Email: crypt2020@outlook.com, cryptt2020@protonmail.com
3anucka: INSTRUCTIONS.html

Pesyneratel aHanuaos: VT
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https://twitter.com/VK_Intel/status/1195752632666804225
https://1.bp.blogspot.com/-T1_jVHYXrE0/XdEL-4EDR2I/AAAAAAAAQW8/eFdV3lotkhkif8A2WgC2WG6g5RDHKSjIACLcBGAsYHQ/s1600/bypass-uac.jpg
https://www.bleepingcomputer.com/forums/t/708210/
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BapuaHT ot 25 gekabpsa 2019:

Tonwuk Ha dhopyme >>

Pacwuperve: .READINSTRUCTIONS

3anncka: RECOVER_INSTRUCTIONS.html

Email: 777decoder777@protonmail.com, 777decoder777@tfwno.gf

» CopepxaHue 3anucku:

All your data are encrypted!

What happened?

Your files are encrypted, and currently unavailable.

You can check it: all files on you computer has new expansion.

By the way, everything is possible to recover (restore), but you need to buy a unique decryptor.
Otherwise, you never cant return your data.

For purchasing a decryptor contact us by email:

777decoder777@protonmail.com

If you will get no answer within 24 hours contact us by our alternate emails:
777decoder777@tfwno.gf

What guarantees?

Its just a business. If we do not do our work and liabilities - nobody will not cooperate with us.
To verify the possibility of the recovery of your files we can decrypted 1 file for free.

Attach 1 file to the letter (no more than 10Mb). Indicate your personal ID on the letter:
041786A32071FD1D5BF472AE737A831C3FOEEABE36F5D5998DB4ESF377*** [Bcero 1024 3Haka]
Attention!

- Attempts of change files by yourself will result in a loose of data.
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https://1.bp.blogspot.com/-SqW12sUWQuI/XdUuD2ilb3I/AAAAAAAAQZ4/N2_RVEe98EwKCcDS3D3dtanwO1NDexlQwCLcBGAsYHQ/s1600/note-20-11-19.png
https://www.bleepingcomputer.com/forums/t/710290/
https://1.bp.blogspot.com/-MDyI2mEo0Zk/XgUfMSdJXhI/AAAAAAAARAU/OPCQuIESJ2AlvD59CQFfJuq7BZBht_1EwCLcBGAsYHQ/s1600/note-25-12-19.png

- Our e-mail can be blocked over time. Write now, loss of contact with us will result in a loose of data.

- Use any third party software for restoring your data or antivirus solutions will result in a loose of data.
- Decryptors of other users are unique and will not fit your files and use of those will result in a loose of
data.

- If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data,
cause just we have the private key.

BapuaHT ot 25 gekabps 2019:

PacwupeHne: .Readlnstructions

3anucka: Recovery_Instructions.html

Email: AndrewMiller-1974@protonmail.com

BrianSalgado@protonmail.com

YWOUR PERSONAL (I

» CogeprkaHune 3arnmcKku:

YOUR PERSONAL ID:
457CF0616667D9882D479D1F01E094187F20A5B6D0AA88A505 [Bcero 1024 3HakoB]
/M YOUR COMPANY NETWORK HAS BEEN PENETRATED /N\

ALL YOUR IMPORTANT FILES HAVE BEEN ENCRYPTED!

YOUR FILES ARE SAFE! JUST MODIFIED ONLY. (RSA+AES)

ANY ATTEMPT TO RESTORE YOUR FILES WITH THIRD-PARTY SOFTWARE

WILL PERMENANTLY DESTROY YOUR FILE.

DO NOT MODIFY ENCRYPTED FILES. DO NOT RENAME ENCRYPTED FILES.

NO SOFTWARE AVAILABLE ON INTERNET CAN HELP YOU. WE ONLY HAVE
SOLUTION TO YOUR PROBLEM.

WE GATHERED HIGHLY CONFIDENTIAL/PERSORNAL DATA. THESE DATA

ARE CURRENTLY STORED ON A PRIVATE SERVER. THIS SERVER WILL BE
IMMEDIATELY DESTROYED AFTER YOUR PAYMENT. WE ONLY SEEK MONEY
AND DO NOT WANT TO DAMAGE YOUR REPUTATION. IF YOU DECIDE TO

NOT PAY, WE WILL RELEASE THIS DATA TO PUBLIC OR RE-SELLER.

YOU WILL CAN SEND US 2-3 NON-IMPORTANT FILES AND WE WILL

DECRYPT IT FOR FREE TO PROVE WE ARE ABLE TO GIVE YOUR FILES

BACK.

CONTACT US FOR PRICE (BITCOIN) AND GET DECRYPTION SOFTWARE.
AndrewMiller-1974@protonmail.com

BrianSalgado@protonmail.com

MAKE CONTACT AS SOON AS POSSIBLE. YOUR DECRYPTION KEY IS ONLY STORED
TEMPORARLY. IF YOU DON'T CONTACT US WITHIN 72 HOURS, PRICE WILL BE HIGHER.
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WE GATHERED HIGHLY CONFIDENTIAL/PERSORNAL DATA. THESE DATA ARE CURRENTLY
STORED ON A PRIVATE SERVER. THIS SERVER WILL BE IMMEDIATELY DESTROYED AFTER
YOUR PAYMENT. WE ONLY SEEK MONEY AND DO NOT WANT TO DAMAGE YOUR REPUTATION.
IF YOU DECIDE TO NOT PAY, WE WILL RELEASE THIS DATA TO PUBLIC OR RE-SELLER.

=== 2020 ===

BapwuaHT ot 15 anBapsa 2020:
[loct B TBUTTERE >>

Bugummo TOT e camblii BapuaHT oT 25 gekabps 2019.

BapwuaHT ot 18 cheBpansa 2020:

[oct B TRMTTERE >>

PacwupeHne: .networkmaze

3anucka: READINSTRUCTION.html

Email: berstife@gmail.com, best@desharonline.top
Pesynbratel aHanusos: VT + VMR

1jpgretworime  Jdocaretworkm 3 jpgnetworkma
= aza e

(-

djpanctworima | READBNSTRUCTI
e ONharmd

BapuaHT ot 22 cheBpansa 2020:

Moct B TBUTTERE >>

Pacwupenne: .Readlnstructions

3anucka: Recovery_Instructions.html

Email: malieholtan@protonmail.com, emergency911service@outlook.com
Pesynbratel aHanmsos: VT + |A + VMR

WK PERSOHAL I

BapwuaHT ot 7 anpens 2020:
PacwupeHne: .deadfiles

BapwuaHT ot 8 anpens 2020:
PacwupeHune: .abstergo
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https://twitter.com/malwrhunterteam/status/1217380430015418369
https://twitter.com/GrujaRS/status/1230040318273368064
https://www.virustotal.com/gui/file/590ea5fa2db24715d72c276c59434b38d21678d6dcabb41f0e370f6dc56ab26b/detection
https://www.vmray.com/analyses/590ea5fa2db2/report/overview.html
https://1.bp.blogspot.com/-y5FTvzeHshw/X0QMqtDomiI/AAAAAAAAVIU/RmWSpKv13woWWRId0oJa28kaskkOkZ-pgCLcBGAsYHQ/s1600/files-18-2-20.jpg
https://1.bp.blogspot.com/-d60L3HK6M-Q/X0QMsvTwlFI/AAAAAAAAVIY/f50l1UZGC1MmMMIZGQKX9o4jCj9Xxy3twCLcBGAsYHQ/s1600/note-18-2-20.jpg
https://twitter.com/GrujaRS/status/1231559956677132289
https://www.virustotal.com/gui/file/6b9ca4cbb68f23e164625614d9d074b7bb9e2c5aeb429034ed4d6440594ce64e/detection
https://analyze.intezer.com/#/files/6b9ca4cbb68f23e164625614d9d074b7bb9e2c5aeb429034ed4d6440594ce64e
https://www.vmray.com/analyses/6b9ca4cbb68f/report/overview.html
https://1.bp.blogspot.com/-mwZ_BQA4RBA/X0QNB2L5M0I/AAAAAAAAVIk/ZELUkZ9-oTgCCo61ozdbvgNG6yCUCpa-gCLcBGAsYHQ/s1600/files-22-2-20.jpg
https://1.bp.blogspot.com/-nCCcQxbosAw/X0QNFf-jP2I/AAAAAAAAVIo/WNiSjF5XUS0y3l5GfvfbIVM6bzAEZj0xgCLcBGAsYHQ/s1600/note-22-2-20.jpg

3anncka: HOW_TO_RECOVER_DATA.html
Email: mrromber@tutanota.com, mrromber@cock.lii
T T W =

= &
VEIUH FERSOSAL B

» CopgepxaHue 3anucku:

YOUR PERSONAL ID:
B1B801EF63CAAEC7233CE2C770EFAA59139F2E829BF8665DC6B44EC3 [BCcero 1024 3HakoB]
/M YOUR COMPANY NETWORK HAS BEEN PENETRATED /!\

ALL YOUR IMPORTANT FILES HAVE BEEN ENCRYPTED!

YOUR FILES ARE SAFE! JUST MODIFIED ONLY. (RSA+AES)

ANY ATTEMPT TO RESTORE YOUR FILES WITH THIRD-PARTY SOFTWARE

WILL PERMENANTLY DESTROY YOUR FILE.

DO NOT MODIFY ENCRYPTED FILES. DO NOT RENAME ENCRYPTED FILES.

NO SOFTWARE AVAILABLE ON INTERNET CAN HELP YOU. WE ONLY HAVE
SOLUTION TO YOUR PROBLEM.

WE GATHERED HIGHLY CONFIDENTIAL/PERSORNAL DATA. THESE DATA

ARE CURRENTLY STORED ON A PRIVATE SERVER. THIS SERVER WILL BE
IMMEDIATELY DESTROYED AFTER YOUR PAYMENT. WE ONLY SEEK MONEY

AND DO NOT WANT TO DAMAGE YOUR REPUTATION. IF YOU DECIDE TO

NOT PAY, WE WILL RELEASE THIS DATA TO PUBLIC OR RE-SELLER.

YOU WILL CAN SEND US 2-3 NON-IMPORTANT FILES AND WE WILL

DECRYPT IT FOR FREE TO PROVE WE ARE ABLE TO GIVE YOUR FILES

BACK.

CONTACT US FOR PRICE (BITCOIN) AND GET DECRYPTION SOFTWARE.
mrromber@tutanota.com

mrromber@cock.lii

MAKE CONTACT AS SOON AS POSSIBLE. YOUR DECRYPTION KEY IS ONLY STORED
TEMPORARLY. IF YOU DON'T CONTACT US WITHIN 72 HOURS, PRICE WILL BE HIGHER.

BapwuaHT ot 4 masa 2020:

Tonuk Ha dhopyme >>

PacwupeHue: .himynameisransom
3anucka: HOW_TO_RECOVER_DATA.html
Email: decoderforyou@protonmail.com
decoderforyou@cock.li
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BapuaHT ot 18 mas 2020:

[locTt Ha dhopyme >>

PacwupeHune: .Readlnstructions

3anucka: Recovery_Instructions.html
Email: suppOrtdecryptiOn@protonmail.com

WOUR FERSONAL

» CopgeprkaHue 3anmcku:

YOUR PERSONAL ID:
D59994A63BC1F4AEF34D04BA61832D50DF5E42049366B8667 [BCcero 1024 3HakoB]
/N YOUR COMPANY NETWORK HAS BEEN PENETRATED /!\

All your important files have been encrypted!

Your files are safe! Only modified. (RSA+AES)

ANY ATTEMPT TO RESTORE YOUR FILES WITH THIRD-PARTY SOFTWARE
WILL PERMANENTLY CORRUPT IT.

DO NOT MODIFY ENCRYPTED FILES.

DO NOT RENAME ENCRYPTED FILES.

No software available on internet can help you. We are the only ones able to
solve your problem.

We gathered highly confidential/personal data. These data are currently stored on
a private server. This server will be immediately destroyed after your payment.

If you decide to not pay, we will release your data to public or re-seller.

So you can expect your data to be publicly available in the near future..

We only seek money and our goal is not to damage your reputation or prevent
your business from running.
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https://1.bp.blogspot.com/-7G4gu5C0IrY/XsSt531qHII/AAAAAAAATIM/X7dN4Y_q3ucsBJwZ-r1oFepeFkK7brblACLcBGAsYHQ/s1600/note-18-5-20.png

You will can send us 2-3 non-important files and we will decrypt it for free
to prove we are able to give your files back.

Contact us for price and get decryption software.

{{URL}}

* Note that this server is available via Tor browser only

Follow the instructions to open the link:

1. Type the addres "https://www.torproject.org" in your Internet browser. It opens the Tor site.

2. Press "Download Tor", then press "Download Tor Browser Bundle", install and run it.
3. Now you have Tor browser. In the Tor Browser open "{{URL}}".

4. Start a chat and follow the further instructions.

If you can not use the above link, use the email:

suppOrtdecryptiOn@protonmail.com

Make contact as soon as possible. Your private key (decryption key)

is only stored temporarily.

IF YOU DON'T CONTACT US WITHIN 72 HOURS, PRICE WILL BE HIGHER.

BapwuaHT ot 30 mas 2020:

[locT B TBUTTERE >>

Pacwupenne: .VinDizelPux

3anucka: Recovery_Instructions.html

Email: dec_helper@outlook.com, dec_helper@excic.com
Pesyneratel aHanusos: VT + HA + VMR + |A + AR

VR R AL

BapuaHT oT 12 uioHsa 2020 unu paHbLue:

Moct B TBUTTERE >>

Pacwupenne: .EG

3anucka: Recovery_Instructions.html

Email: dec_helper@dremno.com, dec_helper@excic.com
Cymma: 1 BTC

BTC: 1BkmiGWPLum8MzusqZsq6Tn7v4oUjgPLjC
Tor-URL: http://gvlay6ud4g53rxdi5.onion/***

BapuaHT ot 29 nrons 2020:
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https://twitter.com/raby_mr/status/1277868942015344640
https://www.virustotal.com/gui/file/58290a95e1795ec7312e4ce26bfff7e0fb7a620a3aac2627d3ae6c83f5a4bf60/detection
https://www.hybrid-analysis.com/sample/58290a95e1795ec7312e4ce26bfff7e0fb7a620a3aac2627d3ae6c83f5a4bf60/5efac3b37ad3d217d965906d
https://www.vmray.com/analyses/58290a95e179/report/overview.html
https://analyze.intezer.com/#/files/58290a95e1795ec7312e4ce26bfff7e0fb7a620a3aac2627d3ae6c83f5a4bf60
https://app.any.run/tasks/4df0221d-ea86-4e43-b5ba-45d98b253385
https://1.bp.blogspot.com/-aCrFgVl0_8E/X0QS6w0zcnI/AAAAAAAAVJE/N96l8PCzy8o1PNhkhWb6ILSB9ldocXZKQCLcBGAsYHQ/s1600/note-30-5-20.png
https://twitter.com/Amigo_A_/status/1271748921002471425
https://1.bp.blogspot.com/-FMoHuRaZT_c/XuSmlR60dhI/AAAAAAAATe0/ol9kskoUrew7XY_EOJY5WXJFFiZDUVfegCLcBGAsYHQ/s1600/html-note.png
https://1.bp.blogspot.com/-PRnwE-hh91Y/XuSmpBVFQ1I/AAAAAAAATe4/48PKFuDhCbU6e_fGjCgSvXe2rpZ6taOAACLcBGAsYHQ/s1600/site-note.gif

Moct B TBUTTEPE >>
PacwupeHue: .support
3anucka: Recovery_Instructions.html

Email: dec_restore@protonmail.com, decrestore@cock.li

Pesyneratel aHanusos: VT + AR

BapuaHT ot 29 nronsa 2020:

MocT B TBUTTEPE >>

PacwupeHne: .deadfiles

3anucka: HOW_TO_RECOVER_DATA .html
Email: rescuerr@protonmail.com, rescuer@cock.li

VMR PERSNAL 1IF

BapuaHT ot 8 ceHTs6psa 2020:

[oct B TBMTTEpE >>

PacwupeHue: .networkmaze

3anucka: HOW_TO_RECOVER_DATA .html

BapuaHT oT 12 ceHTA6pA 2020 nnu paHbLUe:
Tonuk Ha dhopyme >>

Tonuk Ha dhopyme >>

PacwupeHnue: .spartanvladimir60@mail.ru

Email: spartanvladimir60@mail.ru
Cymma Bbikyna: $10000

BapuaHT ot 28 ceHTA6ps 2020:
[ocTt B TBUTTERE >>

PacwupeHewue: .Ir

Email: bitcoin@mobtouches.com
bitcoin@sitesoutheat.com
Pesynbratel aHanusos: VT + JA + AR
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https://twitter.com/raby_mr/status/1277513528065134592
https://www.virustotal.com/gui/file/8597f458f1dcc5ecdf209d9c98b1f72c2fce2486236a3ae73adbe26fb6f9c671/detection
https://app.any.run/tasks/a0b034f8-9a87-4caa-bc8d-be6ebb635683/
https://1.bp.blogspot.com/-91M37sTU7Ag/X0QPs2PxYDI/AAAAAAAAVI4/no0OQQt7Rdc9CNH2rvSxXHAcOzbnYeCpQCLcBGAsYHQ/s1600/note-29-6-20.png
https://twitter.com/demonslay335/status/1288535296141922304
https://1.bp.blogspot.com/-po4CeLJ7D2Q/X0QUS9707pI/AAAAAAAAVJQ/iBm4NklW8zgWBXAUdEDRlaoGDZErfQjvgCLcBGAsYHQ/s1600/note-29-7-20.png
https://twitter.com/demonslay335/status/1303417874426540039
https://www.inforge.net/forum/threads/server-infettato-da-ransomware-come-fare.596419/
https://www.bleepingcomputer.com/forums/t/734614/ransomware-spartanvladimir60mailru/
https://twitter.com/M_Shahpasandi/status/1310499025746038784
https://www.virustotal.com/gui/file/bae48fe24d140f4c1c118edbfaee4ab6446c173a0d0b849585a88db3f38f01b8/detection
https://analyze.intezer.com/analyses/a9c57a9b-4cc4-4e18-9a33-d32caadecf37
https://app.any.run/tasks/1e9b7709-8ef3-44ce-84e6-057b8cfff653/

BapwuaHT ot 27 aiHBapsa 2021:

CoobuieHune >>

Pacwupenue: .divsouth

Email: support@welchallym.com, support@bigweatherg.com

eI o ik B AT STy R,

BapwuaHT ot 31 aHBapsa 2021:
CoobuieHune >>

WpeHtudmkaumsa Ha cante IDR >>
Pacwupenune: .Readlnstructions
3anucka: Recovery_Instructions.txt
Email: felleskatalogen@protonmail.com
Pesyneratel aHanunsos: VT + HA + TG

» CopeprkaHue 3anmcku:

## YOUR NETWORK HAS BEEN COMPROMISED ##

All your important files have been encrypted!

Your files are safe! Only modified.

ANY ATTEMPT TO RESTORE A FILE WITH THIRD-PARTY SOFTWARE WILL PERMANENTLY
CORRUPT IT.

DO NOT MODIFY ENCRYPTED FILES.

DO NOT RENAME ENCRYPTED FILES.
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https://1.bp.blogspot.com/-HhtQPSHcYtw/X7FSWGzDFEI/AAAAAAAAWqA/3tMpU5PtU9A49A46JedtNiCnqbUvSzFUgCLcBGAsYHQ/s1183/note.png
https://1.bp.blogspot.com/-x7HEhdH6aHw/X7FSaV43WDI/AAAAAAAAWqE/xvfQaCZoco45-xt-gu0paH4V-JjG_wXnQCLcBGAsYHQ/s1172/site.png
https://twitter.com/Kangxiaopao/status/1354344704037408772
https://1.bp.blogspot.com/-43O58wKLISY/YCQrYP3yPyI/AAAAAAAAYdI/W6-NqYWT2WsfkyDznoNB87_PzrI-oQUVACLcBGAsYHQ/s1109/note-27-1-21.png
https://twitter.com/Jirehlov/status/1356543347909791745
https://id-ransomware.malwarehunterteam.com/identify.php?case=43fdba01b27c9e13adb66c0223fd7b75fc3d5db1
https://www.virustotal.com/gui/file/0dd34e1326f18ab113be5ec91003577845f62ce25bbed8f92bff0b4077fe45da/detection
https://www.hybrid-analysis.com/sample/0dd34e1326f18ab113be5ec91003577845f62ce25bbed8f92bff0b4077fe45da/601c3fe3034dee6690232e80
https://tria.ge/210217-6k9bf8hnla/behavioral1
https://1.bp.blogspot.com/-JsrVXbGc2fo/YC1fL3XAoMI/AAAAAAAAYlk/nZYQko9TDs4A_Yo1Syml31G3VUdd0_2xACLcBGAsYHQ/s1159/note-31-1-21.png

No software available on internet can help you. We are the only ones able to solve your problem.

We gathered data from different segment of your network. These data are currently stored on a private
server and will be immediately destroyed after your payment.

If you decide to not pay, we will keep your data stored and contact press or re-seller or expose it on our
partner's website.

We only seek money and do not want to damage your reputation or prevent your business from running.

If you take wise choice to pay, all of this will be solved very soon and smoothly.

You will can send us 2-3 non-important files and we will decrypt it for free to prove we are able to give your
files back.

Contact us for price.
felleskatalogen@protonmail.com

Make contact as soon as possible.
If you don't contact us within 72 hours, price will be higher.

BapwuaHT ot 12-13 cheBpans 2021:

CoobuieHne >>

PacwupeHne: .lockfilesCO

Pacwupenue: .lockfilesKR

Email: helper@atacdi.com, helper@buildingwin.com
Recovery_Instructions.html

Pesyneratel aHanusos: VT + VT

BapuaHT oT 6 mapTta 2021 (npegnonoxuTensHOe poacTBo):
CoobuleHve >>

PacwupeHue: .1btc

Wndpposanne: AES-256 + RSA-2048 + ChaCha

3anucka: '"HOW_TO_DECRYPT!!l.mht

Cnucok pannos: README_LOCK.TXT

Email: cmd@jitjat.org, dirhelp@keemail.me

Pesynbratbl aHanumsos: VT + TG
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https://twitter.com/Kangxiaopao/status/1362371850475499521
https://www.virustotal.com/gui/file/2c374ad55d30b475e761bacce9dd65b34b20705b787f35612b83d04fad34fab8/detection
https://www.virustotal.com/gui/file/047afef95d0db82439c20da0bcd544af6d4b670f1417d7a4d51c940588d5e74c/detection
https://twitter.com/fbgwls245/status/1368491652839436290
https://www.virustotal.com/gui/file/f5fb7fa5231c18f0951c755c4cb0ec07b0889b5e320f42213cbf6bbbe499ad31/detection
https://tria.ge/210307-shwzbwnwz2
https://1.bp.blogspot.com/-KyGziNtKqd4/YETCTj-jJQI/AAAAAAAAYu4/N0M2EXSUnyMJ04iFAKV_0cpq1WFBb-dgwCLcBGAsYHQ/s1240/note1.png
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BapwuaHT ot 28 anpens 2021:

[ocT Ha chopyme >>

3anucka: Recovery_Instructions.html
helper2@aveuva.com, helper2@biehes.com

BTC: 1PormUgPR72yv2FRKSVY27U4ekWMKobWig

Tor-URL: http://gvlay6u4g53rxdi5.onion/*
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BapwuaHT ot 30 mas 2021:

Tonvk Ha dhopyme >>

PacwmpeHune: .Readinstruction

Email: ithelpconcilium@tutanota.com, nicolasmarvinlor@outlook.com
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https://1.bp.blogspot.com/-bes6pKV85-w/YETCbZoe4qI/AAAAAAAAYvA/8504Br0sm-EePoqWaJxtuHcKNsGCgQ_ggCLcBGAsYHQ/s1056/files1.png
https://www.bleepingcomputer.com/forums/t/644166/globeimposter-ransomware-support-crypt-pscrypt-ext-back-fileshtml/?p=5176097
https://www.blockchain.com/btc/address/1PormUgPR72yv2FRKSVY27U4ekWMKobWjg
https://1.bp.blogspot.com/-DS_m7gNLSS4/YIrsifCu00I/AAAAAAAAZNY/TOMLzK9aIiQO2UzajAWRzxLfTAKjloW5gCLcBGAsYHQ/s1262/note-28-4-21.png
https://1.bp.blogspot.com/-WZguU6wr0WY/YIrsrZeymaI/AAAAAAAAZNc/3foEejHxkjo7n6hzQ0ij-z6jYlPAPLOfACLcBGAsYHQ/s1276/site-note-28-4-21.png
https://www.bleepingcomputer.com/forums/t/752485/

YOUR PERSONAL ID:

BapuaHT ot 7 nekabpsa 2021:

CoobuieHne >>

Pacwuenue: .lockfile

3anucka: HOW_TO_RECOVER_DATA.html
Email: rapid@aaathats3as.com, rpd@keemail.me

A PG T

=== 2022 ===

BapwuaHnT ot 14 anpensa 2022:

CoobuieHne >>

PacwupeHne: .stopfiles

3anucka: Recovery_Instructions.html
Pesyneratel aHanusos: VT + A

OGHapyxeHus:

DrWeb -> Trojan.Encoder.35226

BitDefender -> Generic.Ransom.MedusalLocker.*

ESET-NOD32 -> A Variant Of Win32/Filecoder.Medusalocker

Rising -> Ransom.MedusalLocker!1.C21A (CLOUD)

TrendMicro -> Ransom.Win32.MEDUSALOCKER.SMTH

=== BJIOK CCbIJTOK n CIMTACUBOK = BLOCK OF LINKS AND THANKS
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https://1.bp.blogspot.com/-PVfi1LLz-bs/YLX4f5lGmyI/AAAAAAAAZhM/s6SHGbFbfQw7nmpdfBan1of-zC36MKWvwCLcBGAsYHQ/s1123/note-30-5-21.jpg
https://twitter.com/Kangxiaopao/status/1468050230931521536
https://1.bp.blogspot.com/-baYfPME1_2o/Ya7-lBV5FsI/AAAAAAAAbQY/8XP5lOUE5egwJLiM0VhR8Nkn3cEPNKocQCNcBGAsYHQ/s1523/note-7-12-21.png
https://twitter.com/pcrisk/status/1514932519275220995
https://www.virustotal.com/gui/file/2ca49be7f3eac14dfbf086ad11ce1235079b4fa96b7d8634a53403cfcf592969/detection
https://analyze.intezer.com/analyses/4c6f9270-2eee-475c-a9bb-fbdf623dacdb

Added later:

[l
¢

TAU Threat Analysis: Medusa Locker Ransomware (June 03, 2020)

*

*

e encrypled, and cumently unevailsble.
all files on you computer has new Expansion.
By the way, everything Is possible to recover (restore’), but you need ta buy 3 unique: decryptor.
Othervise, you never cank refunn wour data,

If you will gt no snswer within 24 hours contsch us by our atbernate emeils:

2 B0 DTE0ESTECE SOFF
SFIE1BBIASIAIDEY

- Buaeoo63op oT CyberSecurity GrujaRS

Blg Thanks:

CyberSecurity GrujaRS, dnwls0719, Michael Gillespie
Andrew Ivanov (author)

Lawrence Abrams, MalwareHunterTeam, Vitali Kremez
to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles.

https://youtu

.be/Mw6AIMt MWwWI
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https://1.bp.blogspot.com/-NxV9vR1nE1Y/WZQYi2T5QnI/AAAAAAAAGdw/BvgU_0B4a-wuPVu4sn27zwmiAljKsWcVQCPcBGAYYCw/s1600/dob.jpg
https://www.carbonblack.com/blog/tau-threat-analysis-medusa-locker-ransomware/
https://youtu.be/Mw6A1mtMWwI
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png

