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Mespinoza Ransomware

Pysa Ransomware

Mespinoza (Pysa) Doxware

Mespinoza (Pysa) Hand-Ransomware

(wndpoBanbLMK-BbIMOraTesnb, NyonukaTop) (NnepBOUCTOYHMK)
Translation into English

OTOT KpMNTO-BbIMOraTenb WKdpyeT AaHHble Ha MK BusHec-nonb3oBaTenen n KOMNaHum ¢
nomoubio AES, a 3ateMm TpebyeT HanucaTb Ha email BoiMoratenemn, 4Tobbl y3HaTb Kak
3annaTnTb BbIKyN 1 BEPHYTb hannbl. OpurnHanbHOe Ha3BaHWe: B 3anncKke He ykasaHo. Ha
danne HanucaHo: 1.exe, 51.exe unn 4To-TO eLle.

BbimoraTtenu, pacnpoctpaHstowme Mespinoza-Pysa, ctanu yrpoxaTb onyonvkoBaTb
YKpaJeHHble JaHHble C Lenbio YCUreHus AaBneHns Ha xxepTsy (oTcrofga A0NONHUTENbHOe
Ha3BaHne — nyobnukatop). Kak nasectHo n3 gpyrux Ransomware, ans aToro onepaTopbl-
BbIMOraTenu Ha4yMHalT Kpaxy AaHHbIX ewé nepeq wudposaHmem dannos. O6 aTUX akumsx
BbIMoratenen coobwanocs B CMW. Ha momeHT nybnukaumm ctateun, He Bb1510 U3BECTHO O
nyGnukaunax yKkpageHHbIX AaHHbIX, BbIMOraTenun TONbKO YrpoXanwu.

O6HapyxeHus:

DrWeb -> Trojan.Encoder.30075, Trojan.Encoder.30386, Trojan.Encoder.30815
BitDefender -> Gen:Heur.Ransom.REntS.Gen.1, Gen:Variant.Ransom.Dee.1

Kaspersky -> UDS:DangerousObject.Multi.Generic, HEUR:Trojan-
Ransom.Win32.Encoder.gen
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TrendMicro -> Ransom.Win32.LOCKERGOGA.AF, Ransom.Win32.MESPINOZA.A

© lNeHeanorus: Vurten > Mespinoza, Pysa

N306paxkeHne — norotmn ctatby

K 3awmndpoBaHHbIM dharinam gobaensietcs pacwmpenue: .locked

BHumaHue! HoBble pacimpeHusi, email n TeKCTbl O BbIKyne MOXHO HanTW B KOHUE CTaTby, B
obHoBneHnAX. Tam MOryT ObITb pasnuunsa ¢ NnepBoHavanbHbIM BApUaHTOM.

AKTMBHOCTb 3TOr0 KpUNTO-BbIMOratens npuwnacb Ha okTabpb 2019 r. OpneHTMpoBaH Ha
aHrMosA3bIYHbIX NOSIb30BaTENEen, YTO HE MeLIaeT PacnpoOCTPaHATbL €ro No BCeMy Mupy.

3anucka c TpeboBaHMeM Bbikyna HasbiBaeTcs: Readme.README

CopepxaHue 3anucku o BbiKyne:
Hi Company,
Every byte on any types of your devices was encrypted.
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Don't try to use backups because it were encrypted too.
To get all your data back contact us:
mespinoza980@protonmail.com

Q: How can | make sure you don't fooling me?

A: You can send us 2 files(max 2mb).
2.

Q: What to do to get all data back?

A: Don't restart the computer, don't move files and write us.
3.

Q: What to tell my boss?

A: Shit happens.

MNMepeBopa 3anMUCKM Ha PYCCKUMN A3bIK:
[MpnBET KOMNaHUSA,
Kaxgbin 6ant Ha nobbix TMNax Bawnx yCTPONCTB Obin 3awmdpoBaH.
He nbiTanTecb ncnonb3oBaTb pe3epBHbIE KOMUKU, MOTOMY YTO OHU TOXe 3allMdpoBaHbI.
YT106bI NONY4YNUTL BCE CBOW AAHHbIE, CBSXKUTECH C HAMMU:
mespinoza980@protonmail.com
BOMNPOCBI-OTBETbI:
1.
Q: Kak 8 mory ybeguTbcs, 4TO Tbl HE OOMaHeLb MeHA?
A: Bbl MOXeTe oTnpaBuTb HaM 2 darina (He 6onee 2 MB).
2.
B: Yto Hy>HO caenaTb, YTOObl BEPHYTb BCE AaHHbIE?
A: He nepesarpyxante KOMNbOTEP, HE NepemMeLLanTe ansbl U NUWINTE HaM.
3.
Q: YT0 ckasaTb Mmoemy boccy?
A: [lepbMmo criyyaerTcs.

TexHn4yeckune getanu

MoxeT pacnpoCTpaHAaTbLCS NYTEM B3fioMa Yepes HesalumLLeHHyo koHdurypauuio RDP, ¢
nomoLbio email-cnama n BpegoHOCHbIX BNOXEHU, 0BMaHHbIX 3arpy3ok, 60THETOB,
9KCNMONTOB, BPEOOHOCHOWN peknambl, BEG-UHXEKTOB, danbLUMBbIX OOHOBNEHNN,
nepenakoBaHHbIX U 3apaXXEHHbIX MHCTaNNATopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacnpocTpaHeHnsa KpuntoBbiMoraTenen" Ha BBOAHOW CTpaHuLe 6nora.
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Hy>XHO Bcerga ncnosnb3oBaTb AKTyalbHY0 aHTUBURYCHYO 3awmTy!!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBUPYCHOW 3aLLmMTon knacca Internet Security nnu
Total Security, To x0T Obl AenanTe pe3epBHOE KONMMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

» MoxXeT ocTaHaBnuBaTtbh npouecchl aHTMBMPYCHbIX nporpamm n Windows Defender, 4ToObl
noTom GecnpensaTCTBEHHO WnpoBaTb hansbl.

Cnucok cannoBbix pacluMpeHui, nogBepraroLmxcs WwndpoBaHuUIo:
9710 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble thannbl, 6a3bl 4aHHbIX,
doTorpadun, Mmyabika, BUAeO, hannbl o6pa3os, apxmebl 1 Mp.

dannbl, cBA3aHHbIE ¢ 3TMM Ransomware:
Readme.README
<random>.exe - criyManHoe Ha3BaHue BpegoHOCHOro canna

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBsi3aHHble ¢ 3TUM Ransomware:
CM. HMXe pesynbTaThbl aHanmn3os.

CeTeBble NOAKMIOYEHUA U CBA3M:

Email: mespinoza980@protonmail.com

BTC:

CM. HMXe B OBHOBNEHUAX apyrve agpeca 1 KOHTaKThI.
CM. HMXe pesyrnbTaTbl aHanm3oB.

Pe3ynbraTbl aHann3oB:
® Hybrid analysis >>

Y VirusTotal analysis >>
A Intezer analysis >>

2 ANY.RUN analysis >>
X VMRay analysis >>

\) VirusBay samples >>

"1 MalShare samples >>
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8¢ AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTPaHEHHOCTU: HU3Kas.

MonpobHble cBeaeHns cobupatotca perynapHo. Npuckinante obpasupl.

=== UICTOPUA CEMEUCTBA === HISTORY OF FAMILY ===

Vurten Ransomware - anpenb 2018
Mespinoza Ransomware - okta6pb 2019
Pysa Ransomware - gekabpb 2019 - aHBapb 2020 n nosxe

=== BJIOK OGHOBJIEHUN === BLOCK OF UPDATES ===

BapuaHT ot 10 HOs6pA 2019:
DrWeb -> Trojan.Encoder.30075
[Moct B TBUTTERE >>

Tonuk Ha chopyme >>
Pacwwupenue: .locked

3anncka: Readme.README

Email: alanson_street8@protonmail.com, lambchristoffer@protonmail.com

dannbl: 51.exe Y%supdater.bat
Pesyneratbl aHann3os: VT + HA + 1A + AR

» CopepXaHue 3anucku:

Hi Company,

Every byte on any types of your devices was encrypted.
Don't try to use backups because it were encrypted too.
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To get all your data back contact us:
alanson_street8@protonmail.com
lambchristoffer@protonmail.com

Q: How can | make sure you don't fooling me?
A: You can send us 2 files(max 2mb).

2.
Q: What to do to get all data back?

A: Don't restart the computer, don't move files and write us.

3.
Q: What to tell my boss?
A: Shit happens.

BapwuaHT ot 14 nekabps 2019:

DrWeb -> Trojan.Encoder.30386

[MocT B TBUTTERE >>

PacwmpeHue: .pysa

Stumonoruna gnsa PYSA: "Protect Your System Amigo".
3anuncka: Readme.README

Email: aireyeric@protonmail.com, ellershaw.kiley@protonmail.com

PesynbraTthl aHanusos: VT + AR

» CogepkaHue 3anuncku:

Hi Company,

Every byte on any types of your devices was encrypted.
Don't try to use backups because it were encrypted too.
To get all your data back contact us:
aireyeric@protonmail.com
ellershaw.kiley@protonmail.com
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FAQ:
1.
Q: How can | make sure you don't fooling me?
A: You can send us 2 files(max 2mb).
2.
Q: What to do to get all data back?
A: Don't restart the computer, don't move files and write us.
3.
Q: What to tell my boss?
A: Protect Your System Amigo.

BapuaHT ot 22 anBaps 2020:

DrWeb -> Trojan.Encoder.30815

[MocT B TBUTTERE >>

PacwwmpeHue: .pysa

3anncka: Readme.README

Email: raingemaximo@protonmail.com

gareth.mckie31@protonmail.com

MbtoTekc: Pysa

Pesynerathl aHanusos: VT + VMR

OTOT BapmaHT pacnpoCTPaHSETCA C NOMOLLBIO rpybObIX aTak Ha KOHCONW yrpaBneHns u
akkayHTbl Active Directory n PowerShell-ckpunTtos.

kog Pysa Ransomware Ransom.Win32.LOCKERGOGA.AF, 0oBonbHO crneumunyHbin 1
KOPOTKMI MO CPaBHEHUIO C APYTMMU BbIMOraTesnisiMu.

Hi Company,

Every byte on any types of your devices was encrypted.
Don*t try te use backups because it were encrypted too.

To get all your data back contact us:
raingemaximc@protonmail . com
gareth.mckieil@protonmail . com

Fél:

d.

Q¢ How can T make sure you don’t fooling me?

A: You can send ws 2 files({max 2mb).

i} What to do o get all data backy?
A: Don't restart the computer, don't move files and weite us,

: What to Tell my Boss?

A Pratect Your Sycten Amigo.

BapuaHT ot 18 mapTta 2020 roaa:
PacwupeHue: .newversion
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dakTnyeckn obHOBNEHHbIV BapuaHT Pysa Ransomware, koTopbivi Obin npecTtaBneH paHee -
B KOHUe aekabps 2019 n B aHBape 2020.
HekoTopble nogpobHOCTM CM. B cTatbe >>

=== 2021 ===

BapwuaHT ot 5 aHBapsa 2021:
DrWeb -> Trojan.Encoder.32290
CoobuieHve >>

PacwupeHue: .pysa

3anucka: Readme.README.ixt
Hata komnunauum: 1 gekabps 2020.
Pesyneratbl aHanunsos: VT + HA

C mapTa 2020 yyacTunumcb ataku BbiMoratenen ¢ ncnosnb3oBaHnem Pysa Ransomware Ha
aMepuKaHCKMe U KaHaaCcKue NpaBuUTeNbCTBEHHbIE yupexaeHus, obpasoBaTenbHble
yuypexaeHusi, YacTHble KOMMNaHUU U CEKTOP 3a4paBooxpaHeHus. [1o nocnegHMM gaHHbIM,
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BbIMOraTenu cneumanbHO HaueneHbl Ha Bbiclee obpa3oBaHue 1 obuieobpasoBaTtenbHble
wkonbl K-12 (HasBaHue BkrtovaeT 12 neT HavyanbHOro 1 cpegHero obpasoBaHus).

®BP pekoMeHAyeT He BbinnaynBaThb BbIKyn BbIMOraTensiM, MOCKOMbKY YCTynKa ux
TpeboBaHMsIM, CKOpee Bcero, npomnHaHcnpyeT ux byayLine ataku B 3TON U Apyrnx
obnacTtsx.

®BP noHnmaert yuiepb, KoTopbii 06pasoBaTerbHbIE YYPEXOAEHUS MOTYT NOHECTW Nocne
Taknx atak, u Npu3biBaeT UX Kak MOXHO ckopee coobLatb 06 atakax B MECTHOE OTAeNneHue
®BP unu B LleHTp %anob Ha npectynneHus B MHTepHeTe (IC3), He3aBUCMMO OT peLleHuns
nNaTtuTb BbIKYM UMW HET.

=== BJIOK CCbIJIOK n CITACUBOK = BLOCK OF LINKS AND THANKS ===

http*’ Read to links:
Tweet on Twitter: myTweet

ID Ransomware (ID as Mespinoza)
Write-up, Topic of Support

*

_IS

I
~hgil

Thanks:

“-"

Michael Gillespie, quietman7
Andrew Ivanov (author)

GrujaRS

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles.
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