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ScareCrow Ransomware

(wndppoBanbLMK-BbIMOraTesb) (NepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WKApPYeT AaHHble Nonb3oBaTenen ¢ nomouwbio AES+RSA, a
3atem TpebyeT Bbikyn B $10 B ETH, 4T06bI BEpHYTH (hainbl. OpurnHanbHoe Ha3BaHue:
ScareCrow RansomWare. Ha caiine HanucaHo: HET AaHHbIX.

O6HapyxeHuA:

DrWeb ->

BitDefender ->

AlLYac ->

Avira (no cloud) ->

ESET-NOD32 ->

Malwarebytes ->

Rising ->

Symantec ->

TrendMicro ->

To AV vendors! Want to be on this list regularly or be higher on the list? Contact me!
AV BeHgopam! XoTuTe ObiTb B 9TOM CNUCKE PerynsapHo unm nosbiwe? Coobwmnte mHe!

© lNeHeanoruga: ??? >> ScareCrow RansomWare
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N306pakeHne — NoroTun cratbu

K sawmndpoBaHHbIM dharinam gobaBnaeTcsa paclumpeHme: .SCrerw

BHumaHune! HoBble paclumpeHuns, email n TEKCTbI O BbIKYyNe MOXXHO HAUTU B KOHLE

cTtatbu, B 0OHOBMNEHUsAX. Tam MOryT ObITb pa3nnynga c nepBoHa4valribHbIM BapnaHTOM.

AKTMBHOCTb 3TOr0 KPUNTO-BbIMOraTensa npuwiacbk Ha Hadano oktabpa 2019 r.
OpureHTUpoBaH Ha aHrMoA3blYHbIX NOMb30BaTENEN, YTO HE MeLLaeT PacnpoCTPaHSATb ero no
BCEMY MWUPY.

3anuckoit ¢ TpeboBaHMeM BbiKyna BbICTyNaeT aKkpaH GrOKUPOBKM:

CopepxaHue 3anUCKU O BbiKyne:
Hey! We encrypted your files!
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What happened to my files?

We encrypted your files with a military grade algorithm, you can decrypt them only with a
unique password!

How can i recover my files?

You can recover your files paying $10 in ETH at the following ETH address:
0x357fd0e7ac5421218c4ede5b3239d4e38d6ed019

Then you need to send an email to ***
hours we will give you your password.

Why should i trust you?

For us you are only a victim in thousands, why should we scam you?
Our only goal is to have $10 and then we will decrypt all your files.

What is ETH?

The Ethereum platform is in effect a "super" distributed computer, for distributed computers
we mean a global and decentralized network of computers that interact with each other
sharing computational power (computing power) in order to verify transactions.

This high computational power has given the possibility to build an open-source, public and
P2P (peer-to-peer) platform which, through the use of EVM (Ethereum Virtual Machine),
provides users with the possibility of writing, with the Turing-complete language, smart
contracts.

We know, it's a little difficult to understand, but it's simple, it's a cryptocurrency.

Where can i buy it?

You can buy Ethereum from a lot of websites, here is some:

-Coinbase (only USA. Europe and Canada) HIGHLY RECCOMENDED WEBSITE
-Coinmama

-Bit Panda (only Europe)

-CEX.io (really slow confirmation time)

| have the password, how can i recover my files?

To recover your files you need to insert the file directory (ie:
C:\Users\Lory\Desktop\myfile.txt.scrcrw) and press Decrypt,
then you can rename the file and delete the .scrcrw extension.

with a payment proof and your serial number, in 24/48
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MNepeBoa 3anUCKKN Ha PYCCKUM A3bIK:
MpuseT! MbI 3awumdposBanu Bawum danno!

YUTto cnyymnocb ¢ Mmommn hannammn?

Mol 3aumpoBanu Bawum dansnbl ¢ anropuTMOM BOEHHOMO YPOBHSA, Bbl MOXETE
pacwmngpoBaTb UX TOMbKO C MOMOLLbIO YHUKanbHOro napons!

Kak s1 mory BocCTaHOBUTbL MOU dpansibl?

Bbl MoxeTe BoccTaHOBUTL cBoM channbl, 3annatme $10 B ETH Ha cnenytowmin ETH-agpec:
0x357fd0e7ac5421218c4ede5b3239d4e38d6ed019

3atem Bam Hago oTnpaBuTb email Ha *** ¢ noaTBepXaeHMeM onnatbl U BallnMM CEPUNHBLIM
HOMEpOM, 1 B TeueHne 24/48 yacoB Mbl COOOLLMM BaM Ball Naporsb.

Moyemy s gorkeH goeepsaTb Tebe?

[ns Hac Bbl BCErO NULLb XXepTBa M3 TbIiCAY, MOYEMY Mbl AOSMKHbI Bac 0bMaHbIBaTb?
Hawwa egmHcTBeHHas Lenb - nonyuntb $10 1 Torga mbl paclumdpyem Bce Bawim doaninbl.

Uto Takoe ETH?

lMnatgopma Ethereum no cytn aBnaetca pacnpegeneHHbIM "cynep” KoMnbloTepoM, nog,
pacrnpegeneHHbIMM KOMMNbloTepaMn Mbl nogpasymeBaeM rnobasbHyo n
AeleHTpann3oBaHHYI0 CETb KOMMbIOTEPOB, KOTOPblE B3aMMOLENCTBYIOT APYr C APYrOM,
pasaenss BblMUCAUTENbHYH MOLLHOCTb (BbIYUCIIUTENBHYIO MOLLHOCTL) ANS NPOBEPKM
TpaH3aKuun.

OTa BbICOKas BblYUCIIUTENbHAsS MOLLHOCTb [ana BO3MOXHOCTb C034aTb 06Le0CTYNHY0
nnaTopMy € OTKPbITbLIM UCXOAHBIM KogoM n P2P (peer-to-peer) nnatgopmy, Kotopas
6narogaps ncnonb3osanuio EVM (Ethereum Virtual Machine) npegoctaensiet

nosib3oBatenAamMm BO3MOXXHOCTb NMNCaTb C MOMOLLbIO Turing - NOSHbIN A3bIK, YMHbI€ KOHTPAaKThbl.

Mbl 3Haem, 3TO HEMHOIO CFIOXKHO MOHATb, HO 3TO MPOCTO, 3TO KpuntoBaskTa.

[oe s Mory aTo KynuTb?

Bbl moxeTe kynuTb Ethereum Ha MHOrMx cantax, BOT HEKOTOPbIE U3 HUX:
-Coinbase (Tonbko CLUA. Espona v Kanaga) PEKOMEHOYEMbBIA CAUAT
-Coinmama

-Bit Panda (tTonbko EBpona)

-CEX.io (oveHb MeaneHHoe BpeMsi MOATBEPXKOEHMS)

Y MeHs1 eCcTb Naporsb, Kak 1 MOry BOCCTaHOBUTb MOW dhansnbl?
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UTtoObl BOCCTAHOBUTL BaluM doannbl, BaM HY>XHO OTKpPbITb KaTtanor ¢ pannamm (Hanpumep:
C:\Users\Lory\Desktop\myfile.txt.scrcrw) n Haxxatb Decrypt,
3arteM Bbl MOXETe nepeMMeHoBaTb hann 1 yganutb paclunmpeHne .SCrerw.

TexHn4yeckune petanu

MoxeT pacnpoCcTpaHAaTbLCS NYTEM B3fioMa Yepes HesalumLLeHHyo koHdurypauuio RDP, ¢
nomoLbio email-cnama n BpegoHOCHbIX BNOXEHU, 0BMaHHbIX 3arpy30k, 60THETOB,
9KCNMONTOB, BPEOOHOCHOWN peknambl, BEO-UHXEKTOB, danbLUMBbIX OOHOBNEHNN,
nepenakoBaHHbIX N 3apaXXEHHbIX MHCTaNNATopoB. CM. Takke "OCHOBHbIE CNOCOObI
pacnpocTpaHeHnsa KpuntoBbiMoratenen" Ha BBOAHOW CTpaHuLe 6nora.

OHy»(Ho BCeraa ucrnornb3oBatb AKTyallbHY aHTUBUPYCHYIO 3awmty!!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBUPYCHOW 3aLlLmMTon Knacca Internet Security nnu
Total Security, To xoTa Gbl AenanTe pe3epBHOE KONMPOBaHME BaXKHbIX hannioB No meroay. 3-
21.

Cnucok ¢pannoBbIX pacliMpeHni, nogBeprarowmnxca wmngpoBaHuio:
9710 gokymeHTbl MS Office, OpenOffice, PDF, TekcToBble thainnbl, 6a3bl JaHHbIX,
doTorpacun, mysbika, Bngeo, dannsl 06pasos, apxusbl 1 np.

dannbl, cBA3aHHbIe ¢ 3TMM Ransomware:
<ransom_note>.ixt - Ha3BaHue channa c TpeboBaHneM BbIKyna
<random>.exe - crly4anHoe Ha3BaHWe BpegoHOCHOro (hanna

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBsi3aHHble ¢ 3TUM Ransomware:
CM. HWXKe pesynbTaTbl aHanm3oB.

MblOoTeKChbl:
CM. HMXe pesyrnbTaTbl aHanmM30B.

CeTeBble NOAKNIOYEHUS U CBA3U:

Email: ckpbIT nccnegosarenem

ETH: 0x357Fd0e7ac5421218c4ede5b3239d4e38d6ed019
CM. HMKe B OBHOBRNEHUAX apyrve agpeca 1 KOHTaKThbl.
CM. HMXe pesyrnbTaTbl aHanmM3oB.
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PesynbraTbl aHanu3os:

® Hybrid analysis >>

¥ VirusTotal analysis >>
A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W VirusBay samples >>

1 MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTteneHb pacnpoCTpaHEHHOCTU: HU3Kas.
MonpobHble cBeaeHns cobupatotca perynapHo. Npuckinante obpasupl.

=== ICTOPUSA CEMENCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHWW === BLOCK OF UPDATES ===

Eweé He 6bIno 0OHOBNEHMIN 3TOr0 BapmnaHTa.

=== BJIOK CCbIJIOK n CTTACUBOK = BLOCK OF LINKS AND THANKS

a BHumaHune !

UNLOCK

dainbl MOXHO AewndpoBaTh!
PekomMmeHAyl0 06paTUTLCA N0 3TON CChiike K Maikay Jxunnecnu >>

Big ) . Thanks:
Yhanks

Michael Gillespie, MalwareHunterTeam
Andrew Ivanov (author)

* % %

to the victims who sent the samples
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© Amigo-A (Andrew lvanov): All blog articles. Contact.
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