Netwalker, Mailto

- id-ransomware.blogspot.com/2019/09/koko-ransomware.html

Netwalker Ransomware

Aliases: Mailto, Koko, NetWalker

NetWalker Doxware

(wmndppoBanbLMK-BbIMOraTens, nyonukatop, RaaS) (nepBonCTO4YHUK)
Translation into English

OTOT KpunTo-BbIMOraTenb WNdpPYET AaHHble O13Hec-nonb3oBaTenen ¢ noMoLbio Salsa20, a 3atem TpebyeT HanucaTb Ha email,
4TOObI Y3HATb, KaK 3annaTuTb BblKyn U BEPHYTb dhaiinbl. OpurMHanbHoOe Ha3BaHWe: B 3anucke He ykasaHo. [o3xe Gbin nonyyeH
OopvrMHanbHbIN AendpoBLUKK, KOTOPbIN HasbiBan cebs "Netwalker Decrypter" n HoBas 3anucka ¢ HasBaHueMm "Netwalker" (ceTeBow
X0[0K) B 3aronioBke. B HOBbIX Bepcusix BeiMoraTenu nepeLunv ot TpeboBaHuin Beikyna K yrpo3am nyonukaumm gaHHbIX.

Beimoratenu, pacnpocTpaHsitowime Netwalker, yepes HekoTopoe BpeMs CTanm yrpoxaTb onybnukoBatb yKpaAeHHbIe AaHHbIe C
Lenbio YCUNeHusl AaBneHns Ha )epTey (0Tcloaa AOMOMHUTENbHOE Ha3BaHne — nybnukatop). [ns 3Toro BeiIMOratenu HauvHaroT
Kpaxy AaHHbIX nepeq WwudposaHmem dainos. O6 aTux akuusix Beimoratenen coobuianocs 8 CMW. Ha MOMeHT ny6nvkaumm ctatbu,
He ObII0 U3BECTHO O NyBnUKaumMsIX YKpaAeHHbIX AaHHbIX, BbIMOraTenu Tonbko yrpoxanu. [loTom oHy peanv3oBasnyv CBOM yrposbl,
4TOObI AOKA3aTh, UTO 3TO HE LUYTKU.

OGHapyxeHus:

DrWeb -> Trojan.Encoder.29450, Trojan.Encoder.29998, Trojan.Encoder.31232, Trojan.Encoder.32738, Trojan.Encoder.32816,
Trojan.Encoder.32938

Avira (no cloud) -> TR/Crypt. XPACK.Gen

BitDefender -

> Gen:Trojan.Heur.FU.euW@agmXIOf, Gen:Variant.Razy.553720, Gen:Trojan.Heur.FU.fuW@aKB239, Gen:Variant.Ransom.Netwalker.4

ESET-NOD32 -> A Variant Of Win32/Filecoder.NXP, A Variant Of Win32/Filecoder.NetWalker.B
Kaspersky -> Trojan.Win32.DelShad.aqi, Trojan-Ransom.Win32.Mailto.a

McAfee -> Ransom-CWall!3D6203DF53FC

Microsoft -> Ransom:Win32/Mailto, Trojan:Win32/Nemty.PD!MTB

Symantec -> Downloader, ML.Attribute.HighConfidence

TrendMicro -> Ransom.Win32.NEMTY.THIBDAI, Ransom.Win32.MAILTO.ADC

VBA32 -> BScope.TrojanPSW.Spy

© leHeanorus:  Scarab-Amnesia + gpyron koa >> Mailto / Netwalker

M306paxeHne — norotun crtatbu

K 3awmndpoBaHHbIM dhannam gobaBnsieTcsi paclumMpeHne, KOTopoe MOXHO 3ancuatb kak .<random> unu .<ID>
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dakTn4eckn NCNosb3yeTcsi COCTaBHOE pacLUMpEHUE Mo LWabnoHy:
.mailto[<email>].<random{4-6}> nnun .mailto[<email>].<ID>

Mog .<random> 1 .<ID> mMoryT HaxoaunTbcs UMdpPbl 1 ByKBbI B HUXKHEM pernctpe. BHavane 6bino 6 3HakoB, HO MOTOM YMCIO 3HAKOB
cTano MeHATbcA Ha 4 1 5.

[MprMepbl MCNoNb30BaHHbLIX PacLUMPEeHni ¢ 6-10 3HakaMu:

.1be018

.d0e731 MNpumepbl 3awMdpoBaHHbIX (annoB (C 6-t0 3HaKamy B pacLLUMPEHUN)::
original_filename.mailto[kokoklock@cock.li].1be018
original_filename.mailto[kokoklock@cock.li].d0e731

[MprMepbl MCMONBb30BaHHBIX pacLUMpeHni ¢ 4-5-10 3HaKamu:
1401
fbf2u

Mpumepsbl 3awmdpoBaHHbIX harnos (C 4-Ms 1 5-10 3HaKamMn B pacLUMpPeHnn):
.mailto[kazkavkovkiz@cock.li].1401
.mailto[kkeessnnkkaa@cock.li].fbf2u

o

BHumaHue! HoBble paclumpeHmns, email u TEKCTbI O BbIKyne MOXHO HaWTW B KOHLE CTaTbyl, B OOHOBMNEHUsIX. Tam MoryT ObiTb
pasnuuns ¢ nepBoHayarbHbIM BapUaHTOM.

AKTUBHOCTb PaHHMX BapvaHTOB 3TOr0 KPpUMNTO-BbIMOraTens npuwinach Ha Havano ceHtabps 2019. ata

Komnmnauumn cdanna, 3arpy>keHHoro B VT - 1 ceHTa6psa 2019. AKTUBHOCTb HOBbIX BapuaHTOB (C 4-5 3HakaMu B pacLUMpeHnn)
npuLwnack Ha okTa6pb-HOA6pb 2019 1. u npogomkunace B 2020 rogy ¢ 4-5-6-10 3Hakamu B pacwmpeHnn. OpmeHTUpoBaH Ha
aHrMosA3bIYHbIX MOfb30BaTeNen, YTo He MeLLaeT PacnpoCTPaHsTh ero No BCEMYy MUPY.

3anucka c TpeboBaHeM Bbikyna HasblBaeTCs MO LUABIOoHY:
<RANDOM>-Readme.txt
<ID>-Readme.txt

B HasBaHue 3anucky BxogaT undpbl 1 3arnaeHble Oykebl 13 ID.
Mpumepsbl:

1BE018-Readme.ixt
DOE731-Readme.txt

CopepKaHue 3annCKun o BbiKyne:
B a2 2 L L L L

What happen ?

Your files are encrypted, and currently unavailable.
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You can check it: all files on your computer has expansion 1be018.
By the way, everything is possible to recover, but you need to follow our instructions.
Otherwise, you cant return your data.

What guarantees?

Its just a business. We absolutely do not care about you and your deals, except getting benefits. If we do not do our work and
liabilities - nobody will not cooperate with us.

Its not in our interests.

To check the ability of returning files, you should write to us by email.

There you can decrypt one file for free. That is our guarantee.

How to contact with us ?

Email us:

1.kokoklock@cock.li

2.pabpabtab@tuta.io

Be sure to include your personal code in the letter:
{key_1be018:EQAAADFCRTAXOC1SZWFkbWUudHhOIQAAACS5tYWIsdG9ba29rb2
tsb2NrQGNvY2subGIdLjFiZTAXOBbhG6/ZTIwcXSyoPZgY8TMD
2p1vkUHFSmsrgiyypKETyjgMI4SbuwM0zSFNYw7 SkWIirwk/s4D
WPimnvwOe7PAOsuwew1QoVHXCeyPII1iALWwAJstGkayfAIRwie
1ZtwZRC37Qz9Fs5wQWCW4MOFd3U=}

MNMepeBoA 3anNnCKKU Ha PyCCKUM A3bIK:
+++++++++++++++++HH R R

Yto cnyymnnock?

Bawm dannbl 3awmdpoBaHbl U cenvac HedoCTyMNHbI.

Bbl MOXeTe npoBepuTb: Bce hairbl Ha BalleM KoMMnbloTepe umetoTt paclumpenme 1be018.
KctaTtu, Bce MOXHO BOCCTaHOBUTb, HO HY>KHO CreAoBaTh HaLMM UHCTPYKLMUAM.

B npoTuBHOM cnyyae Bbl HE CMOXETE BEPHYTb CBOW AaHHbIE.

Kakue rapaHtumn?

9710 npocTo 6usHec. Mbl aBCoNOTHO He 3ab0TMMCS O Bac U BalUMX CAESKaxX, KpOME MornyYeHus Bbiroabl. Ecrnv mbl He Byaem
BbIMOMHATb CBOI paboTy 1 06s3aTenbCTBa - HUKTO He OyaeT ¢ Hamy COTpyAHWYaTb.

OTO He B HaLLMX MHTEpecax.

YT106bI NPOBEPUTL BO3MOXXHOCTb BO3BpaTa (hairoB, Bbl AOMKHLI HanucaTe Ham Ha email.

Toraga Bbl MOXETE paclumgpoBaTtb oauH dann 6ecnnaTHo. OTO Halla rapaHTums.

Kak ¢ Hamu cBAzaTbca?

CaskuTECh C HAaMy No email:

1.kokoklock@cock.li

2.pabpabtab@tuta.io

He 3abyabTe ykasaTb CBOW NTUYHBIN KOA B MUCbME:
{key_1be018:EQAAADFCRTAXOC1SZWFkbWUudHhOIQAAACS5tYWIsdG9ba29rb2
tsb2NrQGNvY2subGIdLjFiZTAXOBbhG6/ZTIwcXSyoPZgY8TMD
2p1vkUHFSmsrgiyypKETyjgMI4SbuwMO0zSFNYw7 SkWIrwk/s4D
WPimnvwOe7PAOsuwew1QoVHXCeyPIlI1iALWAJstGkayfAIRwie
[ZtwZRC37Qz9Fs5wQWCW4MOFd3U=}

TexHu4eckue getanm

Atakn NetWalker ocyuiectBnstoTcs Yepes HesawmLLeHHy koHdurypauuto RDP ¢ ncnonb3oBaHuem ysassumocTter B Oracle
WebLogic n Apache Tomcat. Cneumanuctsl PP coobwimnu, 4yto onepatopbl NetWalker ctanu ncnonb3oaTtb Ans atak 9KCAMouTbI
Aans yassmumocTten B Pulse Secure VPN (CVE-201911510) n ansa Be6-npunoxenuin, ncnonesytowmx Telerik Ul (CVE-2019-18935).
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HewncknioveHbl 3BeCTHbIE CNOCOObLI aTakn 1 BO3OAENCTBUSA: C MOMOLLbI email-cnama u BpeAOHOCHbIX BMOXEHWIN, 06MaHHbIX
3arpy3ok, 60THETOB, 3KCMMOWTOB, BPEAOHOCHOW peknamMbl, BEG-MHXEKTOB, dhanbLUMBbIX 0GHOBNEHWI, NEpenakoBaHHbIX U
3apaX€HHbIX nHcTannATopos. CM. Takke "OcHOBHbIE CNOCcobbl pacnpoCcTpaHeHUs KPUNToOBbIMOraTenen" Ha BBOAHOW CTRaHULE
6nora.

o

HyxHo Bcerga ncnonb3oBaTh AKTyanbHYH aHTUBUPYCHYO 3awmTy!!!
Ecnu Bbl npeHebperaeTe kKOMNNEKCHOM aHTUBUPYCHOM 3alumTon knacca Internet Security unu Total Security, To xoTa 66l genavite
pe3epBHOE KOMMPOBaHMe BaXHbIX dhannos no meroay. 3-2-1.

» Vicnonb3yeT mapkep danna B koHue danna: 0x16E11BAF.

» YpanseT TeHeBble konun dannos. Vicnonbayet APl-nHtepdenc otnagkmn WaitForDebugEvent ona BHegpeHnsa BpeaoHOCHOro Koaa
B MNpoeogHuk Windows (explorer.exe) n 3anycka ero oTnaeHHOro 3aLluLLeHHOro npowecca BMecTe ¢ cuctemoin. Nocne
LWwndpoBaHus explorer.exe 3aBepLuaeT poaMTENbCKUIA NPOLIECC M yaanseT ncxodHeln obpasel, dann cbpacbiBaeTcs B
"ProgramFiles", a Takke B 3anucb RUN, yH14YTOXasa cneabl ero cyLecTBOBaHMUS.

Cnucok dannoBbIX pacluMpeHuin, nogseprarowmxcs WnupoBaHUIo:
3710 gokymeHTbl MS Office, OpenOffice, PDF, TekcToBble dharinbl, 6a3bl AaHHbIX, doTorpadun, Myabika, BUaeo, annsl o6pasos,
apxuBbl U Np.

MponyckatTca cMcTeMHble AMPEKTOPUM U MHOTUE AVPEKTOPUN NPOrpaMMHbIX (DansoB:
\system volume information\
\windows.old\

\$windows.~ws

\boot\

\appdata\

\windows\

\Internet Explorer\

\windows defender\

\program file*\windows media\
\program file*\windows portable\
\program file\

\program file*\vmwaree\

\program file*\windows nt\
\program file*\windows photo\
\program file*\windows side\
\program file*\windowspowershell\
\program file*\

\program file*\microsoft games\
\program file*\common files\
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\windows\cache\
\temporary internet\

\media player\
\users\*\appdata\*\microsoft
\users\*\appdata\*\microsoft

®dannbl, cBA3aHHbIe ¢ 3TUM Ransomware:
1BEO18-Readme.txt

DOE731-Readme.txt

<random>.exe - crny4yalniHoe Ha3BaHue BpegoHOCHOro darina

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%)\ ->

3anucu peecTpa, CBA3aHHbIe C 3TUM Ransomware:
CM. Huxke pe3ynbratbl aHann3os.

CeTeBble NOAKIOYEHUS U CBA3U:

Email: kokoklock@cock.li, pabpabtab@tuta.io

BTC: -

CM. HWXKe B OOHOBMEHWAX Apyrne agpeca v KOHTakTbl.
CM. HWXKe pesynbTaTbl aHanmn3oB.

PesynkTaThl aHanu3os:

® Hybrid analysis >>

¥ VirusTotal analysis >>
4 Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W) VirusBay samples >>

[1 MalShare samples >>

&2 AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTeneHb pacnpocTpaHEHHOCTU: CPeaHAs.
MoapobHble cBeaeHnst cobupatoTcs perynsipHo. Mpuckinante obpasybl.

=== NELLINPPOBLLUUK === DECRYPTOR ===

B Metwalker Decrypter x

& Auto decrypt " Manual decrypt

I Delete crypter ¢, tut files

Decrypt |

OewmndpoBLymk ans atoro BeiMoratensi HasbiBaeT ceds "Netwalker Decryptor”.

=== UCTOPUA CEMEMNCTBA === HISTORY OF FAMILY ===

BapuaHT Mailto / Netwalker ¢ 6 3Hakamu B paclumpeHrum - ceHtsbpb 2019
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BapuaHT Mailto / Netwalker ¢ 4 3Hakamu B paclumpeHrum - oktsibpb 2019

BapuaHT Mailto / Netwalker ¢ 5 3Hakamu B paclumpeHum - Hosibpb 2019
[anee npogomkmnock ¢ TeM, YTO yxe eCTb.

=== BIOK OGHOBNEHWN === BLOCK OF UPDATES ===

O6HoBneHue ot 13 okTAbpAa 2019:

Pacwwupenue: .mailto[<email>].<random{4}>
3anucka: <ID>-Readme.ixt

Email: kazkavkovkiz@cock.li, Hariliuios@tutanota.com

CopepkaHue 3annCKM O BbIKyNe:

Hi!

Your files are encrypted.

All encrypted files for this computer has extension: .1401

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised,
rebooting/shutdown will cause you to lose files without the possibility of recovery and even god will not be able to help you,
it could be files on the network belonging to other users, sure you want to take that responsibility?

Our encryption algorithms are very strong and your files are very well protected, you can't hope to recover them without our help.

The only way to get your files back is to cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypt program, you may damage them and then they will be impossible to recover.
We advise you to contact us as soon as possible, otherwise there is a possibility that your files will never be returned.
For us this is just business and to prove to you our seriousness, we will decrypt you some files for free,

but we will not wait for your letter for a long time, mail can be abused, we are moving on, hurry up with the decision.
Contact us:

1.kazkavkovkiz@cock.li

2. Harilivios@tutanota.com

Don't forget to include your code in the email:
{code_1401:smjErehmmb8LN/ANr+7IThQKwUq3HbWCnh6hI5U0QmCXXILi+E
vx5Fcfp3p498GUCIEWIpQzIHUgCWZqozxmIES390hGgXRDXKkv
Ri/rdHINC3J8BRvrrbgFYkJrDrwLLBBK7127c3qEyJf8EyOXhn
WNQ7dH60A06qAejWIEOXH73AqHeQ1hiAeiB3U7vviDKLzZYTG9z
V/DoxL9iM4CUbz8ZtVpgelO7mw0OWcesx50HkXVqGXg1SziRPKT

d58WyzVj5niEeKrAIRhd9eJb00pEtFcw==

MepeBoa 3annCKuU Ha PyCCKUM A3bIK:

MpuBeT!

Bawm dhanbl 3awmdpoBaHsbl.

Bce 3awmndpoBaHHble dharnbl 4ns 3TOro KoMnbloTepa umetoT paclumperme: .1401

Ecnu no kakon-To NnpuymHe Bbl NpoYmMTany 3TOT TEKCT A0 TOro, Kak LMdpoBaHMe 3aKOHYMIOCh, 9TO MOXHO NOHATL MO TOMY, YTO
KOMMNbIOTEP 3aMeAnUIICS, a YacToTa cepaeyHbIX COKpaLLeHNI yBenmymnach u3-3a BO3MOXHOCTU €ro BbIKMOYUTb, MOITOMY Mbl
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pekomMeHOyeM BaM OTOWTU OT KOMMbIOTEPA U NPUHATb, YTO Bbl GbINN CKOMNPOMETUPOBaHbI, Mepe3arpy3aka / BblkIoYeHne npuseer K
notepe gannos 6e3 BO3MOXXHOCTN BOCCTAHOBMEHWS, U Aaxe 6or He CMOXeT BaM NOMOYb, 3TO MOTyT BbITb hannbl B CETH,
npuHagnexative gpyrum nonb3oBatensm, obsasaTenbHo B3ATb Ha cebs 3Ty OTBETCTBEHHOCTL?

Hawwm anropnTmbl WNMPOBaHUS O4EHb CUMbHbI, U Baly (hainbl O4EHb XOPOLLO 3aLUMLLEHbI, Bbl HE MOXETe HagesTbCs
BOCCTaHOBUTb UX 6€3 HaLlen nomMoLm.

EanHcTBEHHbIN cnocob BepHYTh Balum dhaiisbl - 3T0 COTPyAHMYATb C HAMW U NOMYyYMTb NPOrpamMmmy pacLuMgpOBKN.

He nbiTantech BOCCTaHOBUTL BalLm daiinbl 63 paclumdpoBKM NPOrpaMmel, Bbl MOXETE NOBPeaUTb UX, 1 Torga ux byaet
HEBO3MOXXHO BOCCTAHOBUTb.

Mbl pekoMeHayeM BaM CBA3ATLCA C HAMW Kak MOXHO CKOpee, B MPOTUBHOM CrlyYae eCTb BEPOSATHOCTb, YTO BalUW gannbl HUKOrAa He
OyayT BO3BpALLEHbI.

[nsa Hac 310 npocTo 6u3Hec, 1 4ToObI AoKa3aTb BaM Hally Cepbe3HOCTb, Mbl paclundpyeM HekoTopble arinbl 6ecnnaTtHo, HO Mbl He
Oyaem [onro xaaTb Ballero nucbma, noyta MoxeT 6biTh 3abnoknposaHa, Mbl nAeM Aanblue, MOTOPONUTECH C PeLLeHe.

CBSAXUTECH C HAMU:

1.kazkavkovkiz@cock.li

2 Harilivios@tutanota.com

He 3abyabTe ykasaTb CBOW KOA B NMUCbME:

{code_1401:smjErehmmb8LN/ANr+7IThQKwUq3HbWCnh6hI5U0QmMCXXxILi+E
vx5Fcfp3p498GUCIEWIpQzIHUgCWZqozxmIES390hGgXRDXKkv

Ri/rdHINC3J8BRvrrbgFYkJrDrwLLBBK7127c3qEyJf8EyOXhn

WNQ7dH60A06qAejWIEOXH73AqHeQ1hiAeiB3U7vviDKLZYTG9z
V/DoxL9iM4CUbz87tVpqelO7mw0OWcsx50HkXVqGXg1SziRPKT

d58WyzVj5niEeKrAIRhd9eJbOOpEtFcw==

MponyckatTca cMCTeMHbIe AVPEKTOPUM U MHOTUE AVPEKTOPUM NPOrpaMMHbIX (DansoB:
*system volume information
*windows.old

*\users\*\*temp

*msocache

*\winnt

*$windows.~ws

*perflogs

*boot

*\windows

*:\program file*

\vmware

\\"\users\*\*temp

\\"\winnt nt

\\"\windows

*\program file*\vmwaree
*appdata*microsoft
*appdata*packages
*microsoft\provisioning

*dvd maker

*Internet Explorer

*Mozilla

*Old Firefox data

*\program file*\windows media*
*\program file*\windows portable*
*windows defender

*\program file*\windows nt
*\program file*\windows photo*
*\program file*\windows side*
*\program file*\windowspowershell
*\program file*\cuas*

*\program file*\microsoft games
*\program file*\common files\system em
*\program file*\common files\*shared
*\program file*\common files\reference ass*
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*\windows\cache*

*temporary internet*

*media player
*\users\*\appdata\*\microsoft
\\"\users\*\appdata\*\microsoft

O6HoBneHune ot 6 HosAGpA 2019:

CooblleHue >>

Pacwupenue: .<random{5}>

CocTtaBHoe pacluvpeHue (LwabnoH): .mailto[<email>].<random{5}>
CocraBHoe pacwmpeHune (npumep): .mailto[2Hamlampampom@cock.li].82a80
Email: 2Hamlampampom@cock.li, Galgalgalgalk@tutanota.com
3anucka (wabnoH): <ID>-Readme.ixt

3anucka (npumep): 82A80-Readme.txt

Pesyneratel aHanmsos: VT + VMR

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.29998

BitDefender -> Gen:Variant.Razy.553720

McAfee -> Ransom-CWall!BOOOSE752F48

Microsoft -> Trojan:Win32/Nemty.PD!MTB

Rising -> Ransom.Mailto!1.BC36 (CLOUD)

TrendMicro -> Ransom.Win32.MAILTO.ADC

» CopaepaHue 3anucku:

Hi!

Your files are encrypted.

All encrypted files for this computer has extension: .82a80

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised,
rebooting/shutdown will cause you to lose files without the possibility of recovery and even god will not be able to help you,

it could be files on the network belonging to other users, sure you want to take that responsibility?

Our encryption algorithms are very strong and your files are very well protected, you can't hope to recover them without our help.
The only way to get your files back is to cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypt program, you may damage them and then they will be impossible to recover.
We advise you to contact us as soon as possible, otherwise there is a possibility that your files will never be returned.

For us this is just business and to prove to you our seriousness, we will decrypt you some files for free,

but we will not wait for your letter for a long time, mail can be abused, we are moving on, hurry up with the decision.

Contact us:

1.2Hamlampampom@cock.li

2.Galgalgalgalk@tutanota.com

Don't forget to include your code in the email:

{code_3289ad72_82a80:

TdbC2z2sDmbynrNfz+/MNXPnOFfoaKCO6n500cE9BmMdZ+V7rpm
Vk8nf4/uqvCi+PcmAes50FDKnY6BwgXAJzs1g6QqwvBDhRwcg2J
MpggWFeJjL9SmYxDvGsesTNIVyP2FfgHkhbhQzBb5KGSg7C4S0
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https://twitter.com/fbgwls245/status/1191946567382700036
https://www.virustotal.com/gui/file/5e03e3d93a456405952cdadee3018043789f118b871b93d113ce371c079f19dd/detection
https://www.vmray.com/analyses/5e03e3d93a45/report/overview.html
https://1.bp.blogspot.com/-na7Dc6VjBNg/X8i5sdY9vEI/AAAAAAAAXDE/s6MRtltFjRABxlKhEVTbX0jOiOahcMb3ACLcBGAsYHQ/s963/note-6-11-19.png

YOACdiplxm/8qkdVgESTDoGmMAE7ZtM0QB2SvByB3eEOCmM64Au8
TIpo1+9enkvgfv10QotXH5d2/BFLMGFUeiR5pFKeZNWBVU3Wrl
gWVZ6NTSCNCEVruFBGMewtl6c809ADyks=}

=== 2020 ===

O6HoBneHue ot 23 siHBaps 2020:

Pacwuperuve (wabnor): .mailto[<email>].<random{5}>

Pacwupenue (npumep): .mailto[sevenoneone@cock.li].25b0a

» CopepxaHue 3anucku:

Hi!

Your files are encrypted.

All encrypted files for this computer has extension: .1a2b3

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised,
rebooting/shutdown will cause you to lose files without the possibility of recovery and even god will not be able to help you,
it could be files on the network belonging to other users, sure you want to take that responsibility?

Our encryption algorithms are very strong and your files are very well protected, you can't hope to recover them without our help.

The only way to get your files back is to cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypt program, you may damage them and then they will be impossible to recover.
We advise you to contact us as soon as possible, otherwise there is a possibility that your files will never be returned.
For us this is just business and to prove to you our seriousness, we will decrypt you some files for free,

but we will not wait for your letter for a long time, mail can be abused, we are moving on, hurry up with the decision.
Contact us:

1.sevenoneone@cock.li

2 kavariusing@tutanota.com

Don't forget to include your code in the email:

{code***}

O6HoBneHue ot 3 cheBpansa 2020:

CoobuieHne >>

PacwupeHnue: .mailto[<email>].<random{5}>

Mpumepbl paclumpenuin: bOae6, .c3f7e

CoctaBHoe paclumpeHue (wabnoH): .mailto[<email_ransom>].<random{5}>

CoctaBHoe paclmpeHune (npumep): .mailto[kkeessnnkkaa@cock.li].c3f7e

3anucka: <ID>-Readme.txt

Mpumepsbl 3anncok: C3F7E-Readme.txt, BOAE6-Readme.txt

Email: kkeessnnkkaa@cock.li, hhaaxxhhaaxx@tuta.io

dann: wwllww.vexe

Harta komnunsaumm: 6 gekadpsa 2019

Pesynbrathl aHanmsos: VT + HA + ]A + AR + VMR

» O6GHapyxeHus:

DrWeb -> Trojan.Encoder.29998

BitDefender -> Gen:Trojan.Heur.FU.fuW@aKB239
ESET-NOD32 -> A Variant Of Win32/Filecoder.NXP
McAfee -> Ransom-CWall!73DE5BABF 166

Rising -> Ransom.Mailto!1.BC36 (CLOUD)
Symantec -> ML.Attribute.HighConfidence
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https://twitter.com/GrujaRS/status/1224225658257203200
https://www.virustotal.com/gui/file/58e923ff158fb5aecd293b7a0e0d305296110b83c6e270786edcc4fea1c8404c/detection
https://www.hybrid-analysis.com/sample/58e923ff158fb5aecd293b7a0e0d305296110b83c6e270786edcc4fea1c8404c/5e37de8ee0eb44607e6653c6
https://analyze.intezer.com/#/analyses/4289f7f3-df4e-4401-8c11-3bdb85c33a0f
https://app.any.run/tasks/c6b4bd99-ab9a-4be9-9383-574030153095/
https://www.vmray.com/analyses/58e923ff158f/report/overview.html

> CopnepxaHue 3anmcku:

Hi!

Your files are encrypted.

All encrypted files for this computer has extension: .bOae6

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised,
rebooting/shutdown will cause you to lose files without the possibility of recovery and even god will not be able to help you,
it could be files on the network belonging to other users, sure you want to take that responsibility?

Our encryption algorithms are very strong and your files are very well protected, you can't hope to recover them without our help.

The only way to get your files back is to cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypt program, you may damage them and then they will be impossible to recover.
We advise you to contact us as soon as possible, otherwise there is a possibility that your files will never be returned.
For us this is just business and to prove to you our seriousness, we will decrypt you some files for free,

but we will not wait for your letter for a long time, mail can be abused, we are moving on, hurry up with the decision.
Contact us:

1.kkeessnnkkaa@cock.li

2.hhaaxxhhaaxx@tuta.io

Don't forget to include your code in the email:

{code_345f15fb_b0aeb:

gLLVIWHEEjy2NZnRRmMjfHyyMyN55ePyIVs***nsf/KUM55Y=}

O6HoBneHue ot 5 cheBpans 2020:

Pacwupenue: .mailto[<email>].<random{5}>

3anucka: <ID>-Readme.txt

Email: sevenoneone@cock.li, kavariusing@tutanota.com
O6HoBneHue ot 13 cheBpans 2020:

CoobuieHune >>

Pacwupenue: .aa974, .3cdc5

Banucku: AA974-Readme.txt, C3DC5-Readme.txt

Email: knoocknoo@cock.li, eeeocoppaaaxxx@tuta.io

Pesynbrathl aHanusos: VT + JA + VMR + AR

» O6GHapyxeHus:

DrWeb -> Trojan.Encoder.29998

ALYac -> Trojan.Ransom.Mailto

BitDefender -> Trojan.Ransom.Netwalker.A

ESET-NOD32 -> A Variant Of Win32/Filecoder.NetWalker.D
Malwarebytes -> Ransom.NetWalker
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https://1.bp.blogspot.com/-hIV6W-0ccSE/XjfifA5qoCI/AAAAAAAARic/Fyht6UOzwRg7bov1lQtDj0j3jlIR-4nZwCLcBGAsYHQ/s1600/note-3-2-20.png
https://twitter.com/GrujaRS/status/1227687121319792643
https://1.bp.blogspot.com/-JzAMwGbSldA/X8i6vNHTb4I/AAAAAAAAXDU/nC5GPoIvNHAbNt5a6NZpcJSoGvOzzOc2ACLcBGAsYHQ/s1074/note-13-2-20-2.png
https://1.bp.blogspot.com/-45S_raF1wxw/X8i6yhp5CfI/AAAAAAAAXDY/YiVJbjH73JoKpWTHzy7LXbTRmP0LWwM-QCLcBGAsYHQ/s1082/note-13-2-20.png
https://www.virustotal.com/gui/file/de04d2402154f676f757cf1380671f396f3fc9f7dbb683d9461edd2718c4e09d/detection
https://analyze.intezer.com/#/files/de04d2402154f676f757cf1380671f396f3fc9f7dbb683d9461edd2718c4e09d
https://www.vmray.com/analyses/de04d2402154/report/overview.html
https://app.any.run/tasks/0e6fbb82-aa1c-4871-a264-16012dc8a8d8/

Kaspersky -> HEUR:Trojan-Ransom.Win32.Mailto.vho
TrendMicro -> Ransom.Win32.NEMTY.SMTHA

OGHoBneHue oT 12 mapTa 2020:

CoobuleHune >>

Mpumep pacwmnpenus: .d2723e

Mpumep 3anuckn: D2723E-Readme.txt

Ha ctpanuue canTa onnatbl nosBunock camoHassaHue: NetWalker
Pesynbratbl aHanusos: VT + HA + VMR

» O6GHapyxeHus:

DrWeb -> Trojan.Encoder.31232

BitDefender -> Gen:Variant.Ransom.Netwalker.4
ESET-NOD32 -> A Variant Of Win32/Filecoder.NetWalker.B
Symantec -> ML.Attribute.HighConfidence

» CopaepaHue 3anucku:

Hi!

Your files are encrypted.

All encrypted files for this computer has extension: .531c5d

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised.
Rebooting/shutdown will cause you to lose files without the possibility of recovery.

Our encryption algorithms are very strong and your files are very well protected, the only way to get your files back is to cooperate
with us and get the decrypter program.

Do not try to recover your files without a decrypter program, you may damage them and then they will be impossible to recover.
For us this is just business and to prove to you our seriousness, we will decrypt you one file for free.

Just open our website, upload the encrypted file and get the decrypted file for free.

Steps to get access on our website:

1.Download and install tor-browser: https://torproject.org/

2.0pen our website: rnfdsgm6wb6j6su5Stxkekw4udy47kp2eatvu7d6xhyn5cs4lt4pdrggd.onion

3.Put your personal code in the input form:{code_04b069:000aN/OUOKbN9XH4t***JeVqg==}

CKpWHLLOTBI carTa onnarbl:

B [EX
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https://twitter.com/raby_mr/status/1237996344410701825
https://www.virustotal.com/gui/file/15a4cd4a7baca3961fb0113164434c535af85cedd54744e14a4d4d7b106dd060/detection
https://www.hybrid-analysis.com/sample/15a4cd4a7baca3961fb0113164434c535af85cedd54744e14a4d4d7b106dd060?environmentId=100
https://www.vmray.com/analyses/15a4cd4a7bac/report/overview.html
https://1.bp.blogspot.com/-GqakEluEOrQ/X8i7odonuaI/AAAAAAAAXDk/myHwYEoCBvcWcZ5TMgmuFQZHCcIvhqP2ACLcBGAsYHQ/s1052/note-12-3-20.png
https://1.bp.blogspot.com/-yYKTOMRPKNI/X8i8BoL_gpI/AAAAAAAAXDs/ms2PDP3FlzgYZu0-JTMfwhiBD-fc0mjuQCLcBGAsYHQ/s813/12-3-2-1site-login.png
https://1.bp.blogspot.com/-5H03oZRDoP8/X8i8HV7XLkI/AAAAAAAAXDw/uyxgeOSCDOUf8sHWTkGkyXqAXrwcWILlwCLcBGAsYHQ/s1070/12-3-2-2-site-pay.png

O6HoBneHue ot 13 mapTa 2020:

Coob6ueHne >>

Beimoratenu, HakoHel, "paspoannuck"” HasBaHneM AN CBOew BPEAOHOCHOW nporpamMmel. LLecTb mecsues cnycTs onpegenvtbes ¢
Ha3BaHMeM — 3TO CBOe0bpasHbIfi LUIHOOENbCKUA PekopA.

HHD

Tor-URL: rnfdsgm6wb6j6su5txkekw4udy4 7kp2eatvu7d6xhyn5cs4lt4pdrgqd.onion

LARETWY |

B 3anucke ato Tenepb Ha3biBaeTca Netwalker, a Ha Tor-cante NetWalker, gaxe Tenepb OHM eLLe NyTaloTCs C Ha3BaHMEM U 0 CUX
nop He onpegenunuce B pasmepe 6yksbl W. Kakolt 310 "ceTeBor xogok", ato "koko", kak oHu camu cebsi n Ha3Banu B nepeom email-
agpece kokoklock@cock.li.

16 15 19

O6HoBneHue ot 19 mapTa 2020:

CoobuieHne >>

dann: CORONAVIRUS_COVID-19.vbs (myuvtfile.exe)
Pesyneratbl aHanusos: VT

O6HoBneHue oT 12 mas 2020:

CoobuienHune >>

CoobuleHune >>

BeimoraTtenu BbinycTUnm kpynHoe obHOBMeHWE, BKIOYatoLLee aBTOMaTUYECKy0 Nybnukaumio AaHHbIX 0 XepTBax, pa3brokvpoBKy
npoteccos (¢ nomolibio API Restart Manager), c6opku PowerShell, aemoHcTpaumio 3apaboTka Ha BbiIMOraTenbCTBe B MUMSIMOH
nonnapos (Hanpumep, 1 038 491 gonnap OT O4HOW XepTBbI).

O6HoBneHue ot 19 mas 2020:

Cratbs Ha cante BleepingComputer >>

Netwalker nonHOCTLIO NEPEXOASAT Ha aTaku KPYMHbIX NPeanpusiTuiA, YToObl BbIBECTU CBOM BU3HEC Ha HOBbLIV YpoBeHb. CTapatoTtcs
nsberatb poccuiickue NpeanpusTns n uenu B ctpaHax CHI.
O6GHoBneHue oT 22 mas 2020:

CoobuieHune >>

Pacwupenue: .3e9831

3anucka: 3E9831-Readme.txt

Email: ---

Pesynbrathl aHanmsos: VT + AR

» O6GHapyxeHus:

DrWeb -> Trojan.Encoder.31876
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https://1.bp.blogspot.com/-Kww3HhAIZik/X8i8OH8O1EI/AAAAAAAAXD0/hTQqYHw41Okk9SqbONIiZENYtUVNRVSfQCLcBGAsYHQ/s1069/12-3-2-4-site-faq.png
https://1.bp.blogspot.com/-FxVxCynOok4/X8i8RGpmIEI/AAAAAAAAXD4/RhbG4xJMueAIDrGk9Ekd_qFbgCY7mbfBgCLcBGAsYHQ/s1070/12-3-2-3-site-decrypt.png
https://twitter.com/malwrhunterteam/status/1238378863677374464
https://1.bp.blogspot.com/-3G-8NrEHZng/X8iP9ERmyWI/AAAAAAAAXCM/dvN9nhE_-gUsrXnWfWCEYlaypE78UxqdwCLcBGAsYHQ/s27/crazy.gif
https://1.bp.blogspot.com/-3G-8NrEHZng/X8iP9ERmyWI/AAAAAAAAXCM/dvN9nhE_-gUsrXnWfWCEYlaypE78UxqdwCLcBGAsYHQ/s27/crazy.gif
https://1.bp.blogspot.com/-3G-8NrEHZng/X8iP9ERmyWI/AAAAAAAAXCM/dvN9nhE_-gUsrXnWfWCEYlaypE78UxqdwCLcBGAsYHQ/s27/crazy.gif
https://1.bp.blogspot.com/-zT8VwLwnsio/X8iQ8Lt9NnI/AAAAAAAAXCU/QQLcFCjhFo4RdbEAd--FqidElvCmyF-0wCLcBGAsYHQ/s1009/note-13-2-20.png
https://1.bp.blogspot.com/--wz4FnJxsyI/X8iRAlCEHTI/AAAAAAAAXCY/u_LDcOlYq1g8mE1vb-KUJJTjx29AwcCgACLcBGAsYHQ/s472/site-13-3-20.png
https://1.bp.blogspot.com/-ZmSl_kTwOQQ/X8iTS5KSjII/AAAAAAAAXCo/LNlDYMFOjhsJOlr-zo9qm8NuIi1Hp6y_ACLcBGAsYHQ/s36/mail1.gif
https://1.bp.blogspot.com/-ZmSl_kTwOQQ/X8iTS5KSjII/AAAAAAAAXCo/LNlDYMFOjhsJOlr-zo9qm8NuIi1Hp6y_ACLcBGAsYHQ/s36/mail1.gif
https://1.bp.blogspot.com/-ZmSl_kTwOQQ/X8iTS5KSjII/AAAAAAAAXCo/LNlDYMFOjhsJOlr-zo9qm8NuIi1Hp6y_ACLcBGAsYHQ/s36/mail1.gif
https://twitter.com/malwrhunterteam/status/1240642769611350019
https://www.virustotal.com/gui/file/9f9027b5db5c408ee43ef2a7c7dd1aecbdb244ef6b16d9aafb599e8c40368967/detection
https://1.bp.blogspot.com/-9H50T9dF5vI/X8jAJ1tFJnI/AAAAAAAAXEo/OxCKr447TXkBYrSOte4AjpulU0hVYl21ACLcBGAsYHQ/s1011/note-19-3-20.png
https://twitter.com/malwrhunterteam/status/1260261904532070402
https://twitter.com/VK_Intel/status/1260266010009010178
https://www.bleepingcomputer.com/news/security/netwalker-adjusts-ransomware-operation-to-only-target-enterprise/
https://twitter.com/petrovic082/status/1263769336386400256
https://www.virustotal.com/gui/file/68cf2072515bb9cf6ad418615c1f52dcdf24ca1ee46d115a3de2146d1d40d59e/detection
https://app.any.run/tasks/5ab9f47d-7eb0-4d8d-aca8-f630f1b064ca/

BitDefender -> Trojan.Agent.ERKI
TrendMicro -> Ransom.PS1.NETWALKER.SMW

O6GHoBneHue oT 17 utonsa 2020:
CoobuleHune >>

CooblieHue >>
Pacwupenue: .7691e1
B3anucka: 7691E1-Readme.txt

ST T O W R e W —

.t TR . S

Tor-URL-1: pb36hu4spl6cyjdfhing7h3pw6dhpk32ifemawkujj4gp33ejzdq3did.onion
Tor-URL-2: rnfdsgm6wb6j6su5txkekw4udy47kp2eatvu7d6xhyn5cs4lt4pdrggd.onion
Pesyneratbl aHanmsos: VT + AR

» O6GHapyXeHus:

DrWeb -> Trojan.Encoder.31757

ALYac -> Trojan.Ransom.Powershell

BitDefender -> Trojan.Ransom.GenericKD.43121546

ESET-NOD32 -> Win64/Filecoder.Netwalker.A

TrendMicro -> Ransom.PS1.NETWALKER.SM

O6HoBneHue ot 1 aBrycta 2020:

HaunHas ¢ mapta 2020 roga wndpoBanbLUMK NPUHEC CBOMM onepaTopamM OKOno 25 MUNNIMOHOB A0MNapoB.

O6HoBneHue ot 4 ceHTAGpPsA 2020:

CooblieHue >>

O6HoBneHue ot 9 ceHTAGPsA 2020:
CraTtbs Ha cante BC >>

OGHoBneHue oT 3 okTAGPA 2020:
CoobuleHne >>

B3anucka (wabnoH): XXXXXX-Readme.ixt
Banucka (npumep): 2F9B60-Readme.txt
dannbl: ned2.ps1, pay.ps1

Pesynbratel aHanmsos: VT + VMR / VT + VMR
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https://twitter.com/petrovic082/status/1287480478354878467
https://twitter.com/petrovic082/status/1287483320444616710
https://1.bp.blogspot.com/-XDGT_YnYeMo/X8i_m8YAS7I/AAAAAAAAXEY/4dTr4uGysRobwJbPSOVO_BcEYoZvRPOagCLcBGAsYHQ/s1074/note-17-7-20.png
https://1.bp.blogspot.com/-uMSAHOxIkrY/X8i_p3egNGI/AAAAAAAAXEc/Yl1IAPIul6EYndMXUP_km3UlHMFIBOgHgCLcBGAsYHQ/s766/tor-url-17-7-20.png
https://www.virustotal.com/gui/file/f4656a9af30e98ed2103194f798fa00fd1686618e3e62fba6b15c9959135b7be/detection
https://app.any.run/tasks/a7e0647c-81b2-4150-b944-3ae3e697c92a/
https://twitter.com/CryptoInsane/status/1301633485564772352
https://1.bp.blogspot.com/-2YMWucy4vus/X8jAbIgwe2I/AAAAAAAAXEw/3wfHSN3Qwio5Tq911t17zOBNxGQKLQmPACLcBGAsYHQ/s856/cygilant.png
https://www.bleepingcomputer.com/news/security/netwalker-ransomware-hits-pakistans-largest-private-power-utility/
https://1.bp.blogspot.com/-dU9trOwQBhs/X8jAvgkS3CI/AAAAAAAAXE4/QIBhhyWQwNQfIMppmEdiuLgf2WG8WPY8QCLcBGAsYHQ/s1040/tor-ransom-9-9-20.jpg
https://1.bp.blogspot.com/-YSkVhLj3cWc/X8jAzBghg2I/AAAAAAAAXE8/D5WfX5nbiz0xv-CFBMgCn1DMyMrQypvmACLcBGAsYHQ/s1060/tor-stolen-data-9-9-20.jpg
https://twitter.com/GrujaRS/status/1312416889239474178
https://www.virustotal.com/gui/file/e935f3917b5c33eda4fec9dccfce78564bf7979fe36685825ccd5a03de8c18df/detection
https://www.vmray.com/analyses/e935f3917b5c/report/overview.html
https://www.virustotal.com/gui/file/784bce0f3b1bb37d5bd34caeb051c003dd3160b5b460fef7504f270a734f3c02/detection
https://www.vmray.com/analyses/784bce0f3b1b/report/overview.html

» O6HapyxeHus:

DrWeb -> Trojan.Encoder.32738

ALYac -> Trojan.Ransom.Netwalker

BitDefender -> Trojan.Agent.EXIG

ESET-NOD32 -> PowerShell/Filecoder.AE
Symantec -> Trojan Horse

TrendMicro -> Ransom.PS1.NETWALKER.SMW

CKPVHLLOTLI caiiTa yTeyek:

O6HoBneHue ot 10 okTAbGpA 2020:
CoobleHue >>

URL: xxxx://rnfdsgm6wb6j6su5txkekw4udy47kp2eatvu7d6xhyn5cs4it4pdrggd.onion/blog
Banucka (wabnoH): XXXXXX-Readme.txt
3anucka (npumep): FODBEC-Readme.txt

dann: oopsNO.ps1

Pesyneratel aHanmsos: VT + HA + JA + VMR

» O6GHapyXeHus:

DrWeb -> Trojan.Encoder.32816

ALYac -> Trojan.Ransom.Netwalker

BitDefender -> Trojan.PowerShell. Agent.HQ
Symantec -> Trojan Horse

TrendMicro -> Ransom.PS1.NETWALKER.SMW

OGHoBneHue oT 27 okTAbpAa 2020:
CoobuleHune >>

Pesynbratel aHanmsos: VT + JA + VMR
» O6GHapyxeHus:

DrWeb -> Trojan.Encoder.32938
ESET-NOD32 -> PowerShell/Injector.BC
Symantec -> Trojan.Gen.NPE
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https://1.bp.blogspot.com/-_g_kCQl2-CU/X8jBKItmikI/AAAAAAAAXFI/aXpuNcwy3xYTCon9GIQvsAVptUIFF-5kACLcBGAsYHQ/s1035/note-3-10-20.png
https://1.bp.blogspot.com/-2oLsvAYoQGQ/X8jBN9q2iYI/AAAAAAAAXFM/-4yA7c7DUp0UYat6K8gwnPWbY__1dh_FgCLcBGAsYHQ/s1072/site-3-10-20.jpg
https://1.bp.blogspot.com/-4h9nJY6td4Y/X8jBi0ZQ6VI/AAAAAAAAXFU/b02vWd9A8TszN8RaN1TwkzIaAswzlOa_gCLcBGAsYHQ/s938/3-10-20-leaks1.png
https://1.bp.blogspot.com/-FpeLBAK1Na0/X8jBmO9SSBI/AAAAAAAAXFY/dfXTJT51iNAVTYqSezmdIahAxRT0ug_swCLcBGAsYHQ/s938/3-10-20-leaks2.png
https://1.bp.blogspot.com/-qiw9rKX6Z1s/X8jBpQTZHvI/AAAAAAAAXFc/ts0ffTA6OsECZjQ9gsuN72VN2-Ppqzr6wCLcBGAsYHQ/s938/3-10-20-leaks3.png
https://twitter.com/GrujaRS/status/1316348111493697538
https://www.virustotal.com/gui/file/0061e41a2ce989b4561b514db2f03d6206fb582a716a7b09b01950b3016415b1/detection
https://www.hybrid-analysis.com/sample/0061e41a2ce989b4561b514db2f03d6206fb582a716a7b09b01950b3016415b1/5f8598867c11ba2f2142e5a7
https://analyze.intezer.com/analyses/027ef9fe-43fe-4c13-a482-b2982cd16c5f
https://www.vmray.com/analyses/0061e41a2ce9/report/overview.html
https://twitter.com/GrujaRS/status/1321029517583044614
https://www.virustotal.com/gui/file/1a387a66d0ae9f0aabeb33f46856fcd8d7621d210d87494f696b831f94537f1b/detection
https://analyze.intezer.com/analyses/f26ff390-547a-4664-8daf-bc0109b8d493
https://www.vmray.com/analyses/1a387a66d0ae/report/overview.html
https://1.bp.blogspot.com/-b8RniNsEOio/X8jCezZE3VI/AAAAAAAAXFw/PMINqvYLo_YBuhEC8QfUfC5nWVPS-uX0wCLcBGAsYHQ/s883/27-10-20-1.png
https://1.bp.blogspot.com/-CxbhuBITW7k/X8jCiGKGLjI/AAAAAAAAXF0/j4sm-nggG_kEobPduDScZ6K509ZC57KGQCLcBGAsYHQ/s834/27-10-20-2.png

O6HoBneHue ot 27 Hos6pA 2020:
CooblleHue >>

Pacwupexve: .18a936

Banucka: 18a936-Readme.txt

O6HoBneHue ot 9 nekabps 2020:
CoobLieHune >>

Pacwupenue: .5f13f7

dann: Bedeva Hack.exe
Pesyneratbl aHanusos: VT

=== 2021 ===

HoBocTb ot 27 aHBapsa 2021
Cratbs Ha cante BleepingComputer >>
Cratbs Ha canTe BleepingComputer >>

THIS HIDDEN SITE HAS BEEN SEIZED

MuHuctepctBo tocTuummn CLUA, ®BP, Bonrapckas HaumoHanbHas cnyx6a paccnenosaHuii n FeHepanbHoe ynpasneHne bonrapum no
6opbbe ¢ opraHM30BaHHOM NPECTYNHOCTLIO B XOAE COrMacoBaHHbIX A4eNCTBUIA KOHuckoBanu canTel Netwalker Tor, cainTel nnatexen
N yTeYKM AaHHbIX. B utore Tenepb Ha HUX BbiCTaBneHo coobLueHne ot PBP 1 npaBooxpaHuTenbHbIx opraHoB Bonrapum o
KOHdUCKaLUmm.

BapwuaHT ot 12 cheBpans 2021:

CoobLeHue >>

Pacwupenue (npumep): .483b6a

3anucka: 483B6A-Readme.txt

Tor-URL-1: pb36hu4spl6cyjdfhing7h3pw6dhpk32ifemawkujjdgp33ejzdq3did.onion
Tor-URL-2: rnfdsgm6wb6j6su5txkekw4udy47kp2eatvu7d6xhyn5cs4lt4pdrggd.onion
Pesyneratel aHanmsos: VT + AR
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https://twitter.com/siri_urz/status/1332310301480546311
https://1.bp.blogspot.com/-cIK02aTk4l0/X8jCv2CjWnI/AAAAAAAAXF8/yfbq9y3J6HMwqK7_heWijR3KLdwwrTgTwCLcBGAsYHQ/s860/note-27-11-20.png
https://twitter.com/siri_urz/status/1336590008694792192
https://www.virustotal.com/gui/file/9712b369865716c8280cb0a76774f594479b674f34e2f670d3f99524b2d174ed/detection
https://1.bp.blogspot.com/-nbkXVbSOY8E/X9eEIABRT4I/AAAAAAAAXaY/YCe1dJOxCNQDRCsaXnhUULEswa5P41GdgCLcBGAsYHQ/s768/note-9-12-20.png
https://www.bleepingcomputer.com/news/security/netwalker-ransomware-dark-web-sites-seized-by-law-enforcement/
https://www.bleepingcomputer.com/news/security/us-charges-netwalker-ransomware-affiliate-seizes-ransom-payments/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg6TqUm6GGNDJgQ8-kXMrJh3s1zvJGG2Ny_CiuWEnc1AA40i5EsPW0_xcB9paoe-_2nwImQkqhKlzBtyZL6DmzkvR4NzZ8-r9pZsvcwOA1LFxbh6dfEo2N_2YEOPvY6ezw_9Gaqa2HzZ_EWpe6cy-khH2Br2z1kIgbIc7Yuk1Pr39t40M52LdfrFkRq/s1600/seizure-notice.jpg
https://twitter.com/petrovic082/status/1360135919903342592
https://www.virustotal.com/gui/file/f25e67648d5edaa15f9859e607ae10b3e5a60c8055131d4bf054d6a39b6af2bf/detection
https://app.any.run/tasks/7b37adc9-458f-48ca-85ac-a120a8569317/

» CopepxaHue 3anucku:

Hi ATS,

Your files are encrypted.

All encrypted files for this computer has extension: .483b6a

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been compromised.
Rebooting/shutdown will cause you to lose files without the possibility of recovery.

Our encryption algorithms are very strong and your files are very well protected,

the only way to get your files back is to cooperate with us and get the decrypter program.

Do not try to recover your files without a decrypter program, you may damage them and then they will be impossible to recover.
For us this is just business and to prove to you our seriousness, we will decrypt you one file for free.

Just open our website, upload the encrypted file and get the decrypted file for free.

Additionally, your data may have been stolen and if you do not cooperate with us, it will become publicly available on our blog.
Steps to get access on our website:

1.Download and install tor-browser: https://torproject.org/

2.0pen our website: pb36hu4spl6cyjdfhing7h3pw6dhpk32ifemawkujjdgp33ejzdq3did.onion

If the website is not available, open another one: rnfdsgm6wb6j6subtxkekw4udy47kp2eatvu7d6xhyn5cs4lt4pdrqqd.onion
3.Put your personal code in the input form:

{code_483b6a:

MhQ+We64H1mcJk1R89IMV4APKE9AeqcU8/VgudoudylRb8qreE4X

***Bcero 292 3Haka***}

=== 2022 ===

HoBocTb o1 8 dreBpans 2022 r.

Cratbs Ha cante BleepingComputer >>

IpaxpaHvH KaHagbl, 06BMHSIEeMbIN B NpuyacTHOCcTH k aTakam NetWalker Ransomware, npuroBopeH k 6 rogam u 8 mecsauam
TIOPEMHOIO 3aKIYeHMs Nocne Toro, Kak nepes cyaben OHTapuo npuaHan cebsi BUHOBHBIM B MHOTOYUCIIEHHBIX NMPECTYNNEHUSAX,
CBSI3aHHbIX C HanageHusaMn Ha 17 KaHagCKux XepTB.

[exapaeH npuaHan, 4To BCs ero BbIMoraTesibckas AesaTenbHOCTb Bktovana 6onee 2000 6UTKoMHOB, 13 koTopbix 719,99591411
OVTKOMHOB ObINK N3bATLI NonNuumen KaHaabl U3 ero anekTpoHHbIX KOLernbKoB 1 cyeToB B AHBape 2021 roga. Kpome Toro, nonuums
Takke nsbana 15,725489349111 XMR un3 kowenbka Monero, 299150 kaHagckux gonnapos 13 ero goma n 6onee 330000 kaHaackmnx
00NNapoB U3 HECKOMbKMX Aen03UTHbIX sveek B HaumoHanbHoM 6aHke KaHagpl.

=== BJIOK CCbIJIOK n CNACUBOK = BLOCK OF LINKS AND THANKS ===
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https://1.bp.blogspot.com/-Edxm_WBkl8k/YFzLy5TRg8I/AAAAAAAAY5w/WnEGnkXkH4kQ9oQnvYrRGLVV28Q9JP4swCLcBGAsYHQ/s936/note-12-2-21.png
https://www.bleepingcomputer.com/news/security/netwalker-ransomware-affiliate-sentenced-to-80-months-in-prison/

Added later:

Write-up by McAfee (on August 3, 2020)
Threat Analysis by Carbon Black (on February 7, 2020)

Thanks:

Michael Gillespie, GrujaRS, quietman7
Andrew Ivanov (author)

Coveware, Lawrence Abrams

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles.
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https://1.bp.blogspot.com/-NxV9vR1nE1Y/WZQYi2T5QnI/AAAAAAAAGdw/BvgU_0B4a-wuPVu4sn27zwmiAljKsWcVQCPcBGAYYCw/s1600/dob.jpg
https://www.bleepingcomputer.com/news/security/mailto-netwalker-ransomware-targets-enterprise-networks/#comments
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/take-a-netwalk-on-the-wild-side
https://www.carbonblack.com/blog/threat-analysis-unit-tau-threat-intelligence-notification-mailto-netwalker-ransomware/
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png

