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The DAA File Format

In dia

ry entry "Malicious .DAA Attachments", we extracted a malicious

executable from a Direct Access Archive file.

Let's take a closer look at this file format. Here is an hex/ascii dump of the

begin

Q000R:
0010h:
0020h:
0030n:
0040h:
Q050h:
00e0h:
Q0070R:
0080h:
00580h:
00AOR:
00BOR:
QOCOR:
00D0Oh:
QOO0EQR:
QOFOR:
0100h:
0110h:
0lZ0h:
0130n:

ning of the file:
577N
0 01 00 00 01 00 00 00 L....... .
00 00 00 00 00 00 01 00 00 20 05 00 00 00 00 00 veveevnen sanens
F3 D6 03 00 00 00 00 00 00 00 00 00 00 00 00 00 A8......0cvuenen.
00 00 00 OO0 00 00 OO0 00 17 34 23 98 00 87 06 00  ......... qe~
ED 8D ~O.£y.Ay.ES.T.i.
4D 4C 1C €5 18 C7 9F 99 5D 9€ €5 F6 1B F6 OB 0& ML.=.Gi™]-cd.d..

€5 BR FD 40 RO 74 01 RE C5 SF 9€ BE 50 4B RC 42 e5y@ t.«h.—IPE-B
A4 05 CE A4 26 DE D2 4A D2 B2 CD 2C 0D 4D AR 06 5, Em!E0I0=1, M=,
OF BD 1& 3F 12 AF €& A2 57 BD 98 DE 18 13 CF C6 2.2 et g, IR
34 FlL BE 07 OF 4D 3C 79 F& 56 7C DF 19 98 ET7 59 4A®. M<yEV |5, ~g™
D9 81 36 Bl Dz 04 FF BF &5 9D FF 3C FE CE FC DE U.61+0. ... yeiup
SO 9E DO DS RS EO 42 04 00 00 00 00 00 Q0 00 OO0 1EU0%ER. ... e,
00 00 00 00 00 00 Q0 00 00 00 00 00 00 90 00 99 +vuerrenrrnneens
00 00 00 00 00 00 Q0 00 00 00 00 00 00 90 00 99 +vuerrenrrnneens
00 00 00 00 00 00 Q0 00 00 00 00 00 00 00 00 00 . ueerninrvnnenn.
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 . uerrinrrnneen.
00 00 00 00 00 00 Q00 E3 F4 €4 AD 36 62 DO FC D2 .vuuw.. a6d-ebBud
F2 DE &S BD 35 73 RB 4B 57 56 EC C% C5 95 B85 AS SF HEs«EWViELe ¥
6B 51 BT 6F EE EF BB CO €2 1B AF FA D2 DF 94 4C kQ-oii«kb. GOB”L

With the source code of DAA2ISO, | was able to make some sense of this

data.

| highlighted important parts:

First we have the magic sequence: DAA...

Second, we have an offset (0x0000004C) to the list of compressed
chunk lengths

Third, we have the file format version: 0x00000100

Fourth, we have an offset (0x0000005E) to the first compressed
chunk
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* And then we have the list of chunk lengths (position 0x0000004C)
¢ And the chunks themselves (position 0x0000005E)

The list of compressed chunk lengths is a bit special: each lenght value is
encoded with 3 bytes, using neither big-endian nor little-endian format.

The number format is the following: hex value 697 is encoded as 00 97
06. So first you have the most significant byte, then the least significant
byte, and then the remaining, middle byte.

Together with the pointer to the first compressed chunk (position
0x0000005E), we can use this length list to calculate the offsets of the
other compressed chunks.

Example: the second chunk is located at OX5E + 0x697 = Ox06F 3. DAA
version 0x100 uses zlib compression (DEFLATE), and the compressed
data is stored without header.

Armed with this information, | could write a Python script to extract and
decompress the chunks stored inside a DAA file.

However, | wrote a different program. For quite some time, | was playing
with the idea to write a program that can detect compressed data inside a
binary stream. Since a DAA file is essentially a concatenation of zlib
compressed chunks, such a program should also be able to extract and
decompress the ISO file inside a DAA file.

Here is the result of my beta program running on the DAA sample:

BN SANS I5C - O x

Each line represents compressed data found by the tool. The columns
are:

1. start position of compressed data (hexadecimal)
2. size of the compressed data (decimal)

3. size of the decompressed data (decimal)

4. size of the remaining data (decimal)

This generic method will also generate false positives: data that
decompresses but is not actual compressed data. Like the first line: it's
very small (4 bytes compressed, 2 bytes decompressed) and is actually
inside the DAA header. So this is clearly a false positive.

Option -n can be used to impose a minimum length on the compressed
data. This can be used to filter out some false positives:
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B SANS ISC — m] x

on.py -n 10 sample.daa.vir

Remark that the first byte sequence of compressed data is found at
position 0x5E, the same position as mentioned in the header.

And the second byte sequence of compressed data is found at position
0x6F5, that's the position that we calculated with the length of the first
chunk.

All decompressed chunks have a size of 65536, except the last chunk:
that's how the DAA format stores the embedded ISO file. It's chopped-up
in chunks of 65536 each, that are then compressed.

Finally, | can use option -d to decompress and concatenate all
compressed chunks:

X SANS ISC - [m] x

r file-magic.py

A similar file format is also used for other CD/DVD image formats, like the
gBurner format, compressed ISO format, ...
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