MICROPSIA (APT-C-23)
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rule micropsia_2018 {
meta:
author = "jeFFOFalltrades"
hash =

"4c3fecea99a469a6daf2899cefe93d9actd28a0b6c196592da47e917¢c53c2c76"

strings:

$gen_app_id = { 53 31 DB 69 93 08 DO 68 00 05 84 08 08 42 89 93 08 DO
68 00 F7 E2 89 DO 5B C3 } // 0x4072f0@ loop which generates the unique
"App ID"

$get_temp_dir = { 68 00 04 00 00 8d 44 24 04 50 8b c7 e8 [4] 8b e8 55
e8 [2] fe ff } // 0x0042C689 func retrieving %TEMP%

$str_install _appid = "ApppID.txt" wide ascii nocase

condition:
2 of them
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https://github.com/jeFF0Falltrades/IoCs/blob/master/APT/micropsia_apt_c_23.md

Sample Hashes

effafe®ladad08ae4bc787678ce67510d013a06d1al0d39ec6hb19e2449e25fhd
26594039f3e5e1f3d592cb4b0f274891397¢c94b4ca63c7d3b43c1853¢c48e7281
c96138fd93b18e5a1682f6d4405e724h88058e4d57a4e9566fFf96a87a560bc18
33e901018808514def3c2d71ae54c1f38ea25675243a815937af3ada0@de25808
4c3fecea99a469a6daf2899cefe93d9acfd28a®b6c196592da47e917¢c53c2c76
0732672e4274ba03e58cadceadf18c8cch4eeb6b7b643b96aff1675e708f1c514
e36c51119362447881e3953271felda83572919a50e9e761f4ccffe3d52b23a7
fe90ch8d549481833bf72ff7f9elfdad72e5b886¢cfa52033771bbb0034b23c32
ae254ab021632ch583071079b2be8af62ccfc232c687a515a716eal7bfaddb9b

Delivery URLs

https[:]//tinyurl[.]com/7412593655 -->
https[:]//uc4688d6b7cd62aec5fe2018c3d1[.]d1l[.]dropboxusercontent[.]com/cd
3UKNKC7Vv8tgsjIO9ChI6V8FbYhv2DOLGJI87ZjuVXVBNXX37VOUCKrJ-QY7WqOgauwprw-
jVYNArK1rrv3S4ErewWmluGA/file?dl1=1
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