LILU, Lilocked

. id-ransomware.blogspot.com/2019/07/lilu-lilocked-ransomware.html

Lilocked Ransomware
LILU Ransomware

(wndppoBanbLMK-BbIMOraTesib) (NMepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WNMpPYET AaHHble Ha Beb-canTax u cepeepax, Linux cuctemax c
nomouybto AES, a 3atem Tpebyet Bbikyn B 0.001 - 0.01 n 6onee BTC, 4ToGbLI BEPHYTH
Gannbl. OpurmHanbHOe Ha3BaHMe: B 3anucke He ykasaHo. Ha danne HanucaHo: HeT
AaHHbIX.

O6HapyxeHus:

DrWeb -> Linux.Encoder.66

BitDefender -> Trojan.Linux.Lilock.A

TrendMicro -> Ransom.Linux.LILOCKED.THIAOAIA

ALYac -> Trojan.Ransom.Linux.Gen

© lNeHeanorus: BbISICHAETCS, SIBHOE POAOCTBO C KEM-TO HE OOKa3aHO.
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N306paxkeHne — norotun cratbm

K sawmndposaHHbiM dharnam gobasngaetca pacwmpeHue: .lilocked

BHumaHue! HoBble pacuimpeHusi, email n TeKCTbl O BbIKyne MOXHO HauTU B KOHLUE CTaTby, B
obHoBneHnAX. Tam MOryT ObITb pas3nNUunsa c NnepBoHavanbHbIM BApUaHTOM.

AKTVMBHOCTb 3TOr0O KpUNTO-BbIMOraTens npuLunack Ha Havano uions 2019 r., Ho
npofomKkanack Becb uornb. OpUeHTUPOBaH Ha aHrMOA3bIYHbIX MONb3oBaTenen, YTo He
MEeLLaeT pacnpoCTpaHsATb ero No BCemy Mupy.

B noatBepxaeHve HavdanbHOM AaTbl Mbl OBHAPYXMM HECKOMBKO CKOMMPOMETUPOBAHHbIX
CanToB C 3aIMdpoBaHHbIMK harnnamm n paccTaBunm Ux No gartam 3amgpoBaHHbIX
dannos.
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éahMCKa c Tpe6dBaHmeM Bblkyna Ha3biBaeTcs: #README.lilocked

CopepxaHue 3anucku o BbiKyne:

WE APOLOGIZE BUT YOU NEED TO PAY THE RANSOM - ALL YOUR FILES HAS BEEN
LILOCKED

IT IS STRONG ENCRYPTION AND YOU LOSS YOUR DATA UNLESS YOU PAY US
PLEASE VISIT OUR SITE WITH TOR

https://www.torproject.org/download/
y7mfrrikzql32nwcmgzwp3zxagktqywrwvzfni4dhm4sebtpw5kuhjzgd.onion

COPY THE FOLLOWING KEY THERE AND FOLLOW THE INSTRUCTIONS, YOUR KEY
IS

99dc9f575a0c90aac37b13c68bf82a7be88de2521a696f9778dfe94108790d9fb52***

MNepeBopn 3anNMUCKM Ha PYCCKUM A3bIK:

Mbl U3BMHAEMCSA, HO Bbl JOMKHbI SAMNATUTL BbIKY - BCE BALUW ®ANIbI BbINA
LILOCKEHbI

9TO HAAEXXHOE WHNPPOBAHUE U Bbl MOTEPAETE BAWW OAHHBIE, ECITU HE
SAMNNATUTE HAM

MOXXANYWCTA, MOCETUTE HALL CAUT C TOR

https://www.torproject.org/download/
y7mfrrikzql32nwemgzwp3zxagktqywrwvzfni4dhm4sebtpwSkuhjzgd.onion

CKOMUPYWUTE CNEOYIOLWM KNMKOY TYOA U CNEAYWUTE MHCTPYKLUMAM, BALLI KIMHKOY
9TO

99dc9f575a0c90aac37b13c68bf82a7be88de2521a696f9778dfe94108790d9fb52***
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CoobLeHne Ha canTe BbIMOraTernien nocrie BBoaa Kniova:
Dear, you damn too fast. Please, wait until | update my database or contact me via email
xijintao@tutanota.com

MepeBoa coobLeHUA Ha PYCCKUMN A3bIK:

[oporon, Tbl XXyTKO 6bICTp. MNogoxawn, noka s 06HoBMO 6a3y AaHHbLIX UK MUKW MHEe Ha email
xijintao@tutanota.com

TexHnuyeckue petanu

MoxxeT pacnpocTpaHATbLCA NyTEM B3rioMa Yepes HesallmLLeHHY KoHdurypauuio RDP, ¢
nomolLLblo email-cnama n BpeAOHOCHbIX BIIOXEHWI, 0OMaHHbIX 3arpy3ok, 60THETOB,
9KCNNONTOB, BPEOOHOCHOWN peknambl, BEO-UHXEKTOB, ddanbLUMBbIX OOHOBNEHNN,
nepenakoBaHHbIX U 3apaXEHHbIX MHCTanNaTopoB. CM. Takke "OCHOBHbIE cnocobbl
pacrnpocTpaHeHus KpunToBbiMoraTenen" Ha BBOAHOW CTpaHuLe bnora.

i

Hy>xHO Bcerga ncnosnb3oBatb AKTYanbHY aHTUBUPYCHYO 3awmnTy!!!

Ecnu Bbl npeHebperaeTe KOMNIEKCHOM aHTUBMPYCHON 3alumTon Knacca Internet Security nnu
Total Security, To x0Ta Obl genanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

>» Llincppartop nocne npomsBegeHHOro LWNGPOBaHNA camoyoanaeTcs.

Cnucok ¢pannoBbIX paclIMpeHni, nogBeprarowmnxca wmngppoBaHuio:
9710 pokymeHTbl MS Office, OpenOffice, PDF, TekctoBble ¢annbl, 6a3bl AaHHbIX,
doTorpadun, mysbika, Bngeo, annsl 06pasos, apxusbl 1 np.
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®dannbl, cBA3aHHbIe ¢ 3TMM Ransomware:
#README .lilocked
<random>.exe - criydanHoe Ha3BaHue BPeJoHOCHOro canna

PacnonoxeHus:
/tmp/bin/**** elf

3anucu peecTpa, cBA3aHHble ¢ 3TUM Ransomware:
CM. HWXKe pesynbTaTbl aHanmn3os.

CeTeBble NOAKITIOYEHUA U CBA3MN:

URL: y7mfrrikzql32nwcmgzwp3zxagktqgywrwvzfnidhm4sebtpw5Skuhjzqd.onion

Email: xijintao@tutanota.com

BTC:

CM. Hxe B OOHOBNEHMAX Apyrne agpeca U KOHTaKTbI.
CM. HWxe pesynbraTbl aHann3oB.

PesynbraTbl aHann3oB:
@ Hybrid analysis >>

A Intezer analysis >>

2 ANY.RUN analysis >>

X VMRay analysis >>

W) VirusBay samples >>

"1 MalShare samples >>

% AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CTeneHb pacnpocTpaHEHHOCTU: CpeaHss.

MoapobHble cBeaeHust cobupatotea perynsipHo. Npucbinante obpasupbl.

=== \CTOPUA CEMEWNCTBA === HISTORY OF FAMILY ===

=== BJIOK OGHOBJIEHUN === BLOCK OF UPDATES ===

OGHoBnNeHue ot 5 ceHTAGPA 2019:
[ocT B TBUTTEPRE >>
Cratbsa Ha cante BleepingComputer >>
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https://www.joesandbox.com/analysis/172705/0/html
https://twitter.com/benkow_/status/1169575406967635976?s=12
https://www.bleepingcomputer.com/news/security/lilocked-ransomware-actively-targeting-servers-and-web-sites/

Pacwupenue: .lilocked
3anucka: #README .lilocked

URL: y7mfrrikzql32nwcmgzwp3zxagktqgywrwvzfnidhm4sebtpw5kuhjzqd.onion
Email: xijintao@tutanota.com
BTC: 1KxvgPWMVpCzjx7TevBY3XbMeFNj85Keef

» CogepkaHue TeKCcTa B 3arnuncke:

I'VE ENCRYPTED ALL YOUR SENSITIVE DATAIN IT'S A STRONG ENCRYPTION, SO
DON'T BE NAIVE TO RESTORE IT;)

YOU CAN BUY A DECRYPTION KEY FOR A SMALL AMOUNT OF BITCOINS!

YOU HAVE 7 DAYS TO DECRYPT YOUR FILES OR YOUR DATA WILL BE
PERMANENTLY LOST!!!

PLEASE VISIT MY SITE WITH TOR BROWSER https://www.torproject.org/download/
y7mfrrikzql32nwemgzwp3zxagktqywrwvzfni4dhm4sebtpwSkuhjzgd.onion

COPY THE FOLLOWING KEY THERE AND FOLLOW THE INSTRUCTIONS! (L2)
YOUR KEY IS

[key]

» CopgepxaHune TekcTa Ha CTpaHuue canTa:

Hi: dear, | apologize but I've encrypted all your data:)

Don't worry - I'll give it back in exchange for small amount of bitcoins

Let me help You with some instructions...

Download bitcoin wallet, Electrum is ok https://electram.org/#download

Then go to https://localbitcoins.com/buy_bitcoins and find a seller in your country
Transfer 0.030 BTC to this wallet 1KxvgPWMVpCzjx7TevBY3XbMeFNj85Keef
Return to this site to get your key

In case of any problems you can contact me at xijintao@tutanota.com

6/7


https://1.bp.blogspot.com/-LpGiz1sSeGk/XXKpzXadgwI/AAAAAAAAPps/WQhnYm7vGLYJq2DjOUZr2q_QGMQjhD7hwCLcBGAs/s1600/note-key.png
https://1.bp.blogspot.com/-GWoCoCh19qE/XXNfioV6YnI/AAAAAAAAPp8/O2i08xuqBW4K9gmZ40A0b83MsZ9RFZnzwCLcBGAs/s1600/tor-site2.png

=== BJIOK CCbIJIOK n C[TACUBOK = BLOCK OF LINKS AND THANKS ===

BIg
Than

Michael Gillespie, MalwareHunterTeam, JAMESWT
Andrew Ivanov (author)

* % %

to the victims who sent the samples

© Amigo-A (Andrew lvanov): All blog articles.
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