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Introduction

As | mentioned last week, Rig exploit kit (EK) is one of a handful of EKs still active in the
wild. Today's diary examines another recent example of an infection caused by Rig EK on
Monday 2019-06-24.

Gate domain that redirected to Rig EK

54,190,200 80 makemoneyeasywith.me GET / HTTR/1.1
188 .225.26.48 GET /?MjULM]jQ3&DKEMhSs&iDgztl=alre
188 .225.26.48 GET /?MzI1MzM4&xGApMNd&ALIVCKZsFQar
188 .225.26.48 GET /favicon.ico HTTR/1.1
188 .225.26.48 GET /?NDE2NzQw&lgPoweS1PFgMe&FLnFa

.§173.194.79 .26
213.199.180.170

6..12.110.212 .23 . "don.clark@wholefoods.com"
.J62.142.5.26 . "elina.vuorenmaa@elisanet i

Spam sent from my Stafrt OfPTCPBS’tFe?rm
infected Windows host or Pitou.B traffic

Shown above: Traffic from the infection filtered in Wireshark.
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RealTime Events] Escalated Evems]

CNT| Date/Time Event Message
1 2019-06-24.. 10.6.24.101 49160 188.225.26.48 80 ET CURRENT_EVENTS RIG EK URI Struct Mar 13 2017 M2
18 2019-06-24... 188.225.26.48 80 10.6.24.101 49160 ETPRO CURRENT_EVENTS RIG EK Landing Apr 04 2017 M5
2 2019-06-24.. 10.6.24.101 49161 188.225.26.48 80 ET CURRENT_EVENTS RIG EK URI Struct Jun 13 2017
8 2019-06-24.. 188.225.26.48 80 10.6.24.101 49161 ETPRO CURRENT_EVENTS RIG EK Flash Exploit Sep 05 2017...
1 2019-06-24... 10.6.24.101 10002 195.154.255.65 2287  ETPRO TROJAN Win32/Pitou.B o

Shown above: Some of the alerts generated by this infection using Security Onion with
Suricata and the EmergingThreats Pro ruleset viewed in Squil.

Malvertising campaign redirect domain

EK-based malvertising campaigns have "gate" domains that redirect to an EK. In this case,
the gate domain was makemoneyeasywith[.Jme. According to Domaintools, this domain was

registered on 2019-06-19, and indicators of this domain redirecting to Rig EK were reported
as early as 2019-06-21.

‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - 2019-06-24-Rig-EK-and-post-infection-traffic.pcap o B3

GET / HTTP/1.1

Accept: text/html, application/xhtml+xml, */%

Accepf-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 6.1, WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: makemoneyeasywith.me

ggjr:r:weition: Keep-Alive Gate from malver“s'ng
HTTP/1.1 302 Found campaign redirecting to

Server: nginx . .

Date: Mon, 24 Jun 2019 16:14:18 GMT

Content-Type: text/html, charset=utf-8 ng EK Iandlng page
Content-Length: ©

Connection: keep-alive

Keep-Alive: tCimeout=60

Set-Cookie: PHPSESSID=jS%hiomdoll4cvn4b4ghmpqvhld, path=/

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no-cache

Set-Cookie:
726354128ad3718ce442ce?292103ed46cafsd451=eyl0eXAi01IKVIQiLCINbGCci01JIUZzTIINII9 . eyJkYXRhIjoielw
1C3RYZWFtc1iwiOntcIj ISOFwiOJEINJEZOTI4ANTgSXCIZNDVCIJoxXNTYxMzKky0DU4 FSxcImNhbXBhawduclwiOntcIjQ2
KCIEMTUZMTMSMigl0OCxcIj I4XCIGMTU2ZMTMEM] g1 0HESXCI0aWl IXCIEMTUZMTMEMjg10HE 1 Q. GdDdO Lwp jhkSvdM_ -
LCNSHPUC -nFFQ49KOTTOFTrQOw; expires=Mon, 24-Jun-2019 16:14:18 GMT, Max-Age=0; path=/;
domain=.makemoneyeasywith.me

Location: http://188.225.26.48/7
MjUlMjQ3&DkEMhSs&iDgztl=already&ZloHmSEB=blackmail&AwWLIzxx=referred&NKhLSrej=criticized&DTgh=p
erpetual&ibwnkbR=referred&ffssdfds=w3bQMvXclx FQFYbGMVPDSKNbNKkbWHYViPx0eGOMi1dZiqZGX_k7XDTF-
goVvvcCgwWREWVZzeNua=community&ijsgNzQglL=known&Rfov=wrapped&gQzYs=community&gMedHEh=wrapped&oEsr
eyej=heartfelt&jXnFulgrF=community&S1fEwGgnF=constitution&kABRZXmB=golfer&t4tsdfsg4=xfsre7EBa
wuwlEZUfwNmmYwLV1iwyv9az t30aAyxGT1IHRroHbZAIB-akK1IL1l_mhj2&MyUroKuMzUzZMDQz

L RO

Shown above: makemoneyeasywith[.Jme redirecting to Rig EK landing page on 2019-06-24.
Rig EK

The Rig EK activity | saw on 2019-06-24 was similar to Rig EK traffic | documented in an ISC
diary last week. See the images below for details.
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‘ Wireshark - Follow HTTP Stream (tcp.stream eq 1) - 2019-06-24-Rig-EK-and-post-infection-traffic.pcap o Bl

GET /7 =
MjUIMjQ3&DKkEMhSs&iDgztl=already&ZloHmSB=blackmail&AwWLIzxx=referred&nNKhLSrej=criticized&DTgh=
perpetual&ibwWnkbR=referred&ffosd fds=w3bQMvXcIx FQFYbGMvPDSKNbNkbWHViPx0eG9MildZiqZGX_k7XDTF-
goVvcCgWREWVZeNua=community&ijsgNzQglL=known&Rfov=wrapped&gQzYs=community&gMedHEh=wrapped&oEs
reyej=heartfelt&jXnFulgrF=community&S1fEwGgnF=constitution&kABRZXmB=golfer&t4tsdfsg4=xfsre7E
BawuwilEzUfwNmmYwLV1iwveaz2t30aAyxGT1IHRroHbZAIB-ak1lIL1l mhj2&MyUrokKuMzUZMDQz HTTP/1.1

Accept: text/html, application/xhtml+xml, */*

Accepf-Language: en-uUsS

User-Agent: Mozilla/5.0 (Windows NT 6.1, WOwE4; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

DNT: 1

Connection: Keep-Alive

Host: 18B8.225.26.48

HTTP/1.1 200 OK H H

Server: nginx/1.10.3 ng EK Iandlng page
Date: Mon, 24 Jun 2019 16:14:19 GMT

Content-Type: text/html,charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

vary: Accept-Encoding

Content-Encoding: gzip

<html=<head=
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8"=>
<meta http-equiv="x-ua-compatible" content="IE=10"=>
<meta http-equiv="Expires" content="0"=
<meta http-equiv="Pragma" content='"no-cache'"=
=meta http-equiv="Cache-control" content="no-cache"=
<meta http-equiv="Cache" content="no-cache'"=>
</head=<body=<script=function fvbnvbn()/*s57402d89080hfTj11476Ts*/{var a=1(),fds =
"rtBefore", c=document, b=c['"createElement"]('script"),/*s76236dfgh19840hTfghj83985fs*/
b["type"]="text/javascript" ,b["text"]=a,a=c["getElementsBy TagName"]("script")
[@]1.a.parentNode["inse'"+fdsT(b.al}trv{fvbnvbn()}lcatch(m){tfunction 1(Y{var rah=Strina:. var s I~

e e i

Shown above: Rig EK landing page.
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‘ Wireshark - Follow HTTP Stream (tcp.stream eq 2) - 2019-06-24-Rig-EK-and-post-infection-traffic.pcap o Bl S

GET /7 =
MzZI1MzM4ExGApPMNdEALVCkZsFQarA=known&FnmnZpesQzkbZe=already&jel fxbU=heartfelt&OeitruHrl=profe
ssional&PrePllGKagvijgA=alreadv&QILIKRItBV=blackmail&LySSUbjulGtPXT=difference&mNIAsMs=differ
encef&YUrATFUKBE=difference&allmZRS=known&lpzlhrEiBYdhs=community&oTEVkoIU=community&t4tsdfsg
4=yode Al xFpqCrh0eBzRCbhZ6Aqx0IZwIH-5gWRbduz2lryz LdAT8N1kx7U7GhUyUItUL IX5A0WNKb7 vamo-0ZA&oFeSD
nsrgHw=strategy&ffosdfds=xHbQMrnYbRj FFYXTKPLEUKNEMUbWAOGKwWYeZhaj VF5ax FDDGpbv1Fx rspvwWdCFgEmv t
vdLQHIwwWh1U3 ASwxn&zNcpehf=professional&uSkATOvMSgS=criticized&nvgFshrGyNDUGMTC3 HTTP/1.1
Accept: */*

Accept-Language: en-US

Referer: http://188.225.26.48/7
MjULM]Q3&0DKEMhSs&iDgztl=already&ZloHmSB=blackmail&AwLIzxx=referred&NKhLSrej=criticized&DTgh=
perpetual&ibWnkbR=referred

x-flash-version: 28,0,0,126

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOwE4; Trident/7.0; rv:11.0) like Gecko

Host: 1B8.225.26.48

DNT: 1

Connection: Keep-Alive ng EK Sends ﬂaSh

HTTP/1.1 200 OK .
Server: nginx/1.10.3 f})([)l()|t
Date: Mon, 24 Jun 2019 16:14:19 GMT

Content-Type: application/x-shockwave-flash

Content-Length: 9203

Connection: keep-alive
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Shown above: Rig EK sends a Flash exploit.
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‘ Wireshark - Follow HTTP Stream (tcp.stream eq 3) - 2019-06-24-Rig-EK-and-post-infection-traffic.pcap o B2

GET /7 =
NDEZNzQw&1lgPoweS1PFgMe&FLNFatwGKO=community&QrkBCiuA=known&KHFRMo=heartfelt&TIsSt rHhMm=commu
nity&HTMTmkj TViMs l=golTer&xSaogQGrsjANKm=heartfelt&wWCalbDlLeFvkY0ebd=wrapped&TYDxvQhGieclfst=di
fference&UxNFesxRHawk=vest&orQTwi=perpetual&ckaiMF=heartfelt&STsozdcpoEPLMVX=strategy&td4tsdf
sg4=EbRLQOwmYdaBl4U_qys2EnQzxSahlTT-0CPZglGq8GdRuUYVEt31jxybgkd8kvzh6G4GBZ_0OXAE1KYOQE&TTosdfds=x
X QMyWabRXQAP3EKV3c TENCMYHRGOCL2YmdmrHXefjaclwkzrvFTF_60zKAQQSGE_Rtd fIWDQW3h&BzwhgmNg=knowne&
PGj AKPWUNKZO=professional&nlkswvBbgJl=community&wcKOsSUBZMM]jgzOTIZ3 HTTP/1.1

Connection: Keep-Alive

Accepf: */*

User-Agent:

Host: 188.225.26.48 ng EK SendS EXE

HTTP/1.1 200 OK

Server: nginx/1.10.3 payload (encrypted over
Date: Mon, 24 Jun 2019 16:14:22 GMT

Content-Type: application/x-msdownload tr]ee r]f}txnl()rh{ t)ljt (jfg(:()(jf}(j
Content-Length: 827904 ’

Connection: keep-alive H H
Accept-Rangesj bytes On the Vlctlm host)
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Shown above: Rig EK sends a malware payload.
The malware payload

The malware payload sent by this example of Rig EK appears to be Pitou.B. In my post-
infection activity, | saw several attempts at malspam, but | didn't find DNS queries for any of
the mail servers associated with this spam traffic.

Prior to the spam activity, | saw traffic over TCP port 2287 which matched a signature for
ETPRO TROJAN Win32/Pitou.B, and it also fit the description for Pitou.B provided by
Symantec from 2016. | didn't let my infected Windows host run long enough to generate
DNS queries for remote locations described in Symantec's Technical Description for this
Trojan. However, Any.Run's sandbox analysis of this malware shows DNS queries similar to
the Symantec description that happened approximately 9 to 10 minutes after the initial
infection activity.
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[N tcp.stream eq 4 [X] =] Expression.., +
-

Time

2019-06-24 116, 10.6.24.101 195.154.255.65 2287 10002 - 2287 [ACK] Seg=1 Ack
2019-06-24 16:16.. 10.6.24.101 10002 195.154.255.65 2287 10002 - 2287 [PSH, ACK] Seqg=
2019-06-24 16:16.. 195,.154.255 .65 2287 10.6.24.101 10002 2287 — 10002 [ACK] Seq=1 Ack
2M1Q.A6-24 1616 1Q5 154 2E A 2237 10 & 24 101 10AN2 2297 . 100M2 [ACK] San—1 Arle
2‘ Wireshark - Follow TCP Stream (tcp.stream eq 4) - 2019-06-24-Rig-EK-and-post-infection-traffic.pcap (R
2
. VT T i LHWO L UL % BV, ..... GEER ~ 1, axV.wZ. ... [g =
| BURIES S e e e b o ddL e o[Erhe o o6 o6 o 0.y8.. . X*.G NS e I L PR AR
4/0......... 0s FEAQ. . .. ... .. ! WO, . ! WO L : Jagn........ B
2 N4Do........ A W PP ' WO, ... ' W PR '
4 |+WD.......... y B4R | G s 0 60 Lo i e n_..=
Sl B S WL T WD P e e s, Ao B b, R s -
41« v R .
L3 ot — T o 5. wue. . JPost-infection traffic
GE [ e gno e |Lolll®e ooenoe [ING S BE A AR N
: E e I R Edls AR e S [ar1- jover TCP pOl't 2287
» I
» 1
]
00
£ s i i 1:6Rn M I\I"I M M | 9fws H'm (1T b

(W Ttcpflags eq 0x0002 and tcp.port eq 25 B3 -] Expression... +
Time Sre port Dst port Info

Filtering for indications
of SMTP traffic

Shown above: Filtering for indications of SMTP traffic in the pcap.
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‘ 2019-06-24-Rig-EK-and-post-infection-traffic.pcap B2

7] Edit View Go Analyze Statistics Telephony Wireless Tools Help
Open Ctrl+0 p——— — — —
2 : - 3 7%
Open Recent > ‘ Wireshark - Export - IMF object list B3
|; Merge... Packet> Hostname Content Type Size Filename
7 Import fram Hex Dump... 1157  tgeorge@alum.rpi.edu EML file 540 bytes Erectile Meds.eml r
| | 1268 skimogul@bellsouth.net EML file 520 bytes Erectile Meds.eml
Close Ctri+w 1427  daniele fritts@arcadecabin.com EML file 536 bytes Erectile Meds.eml
1618 k-tsuchida@matsump.co jp EML file 534 bytes Erectile Meds.eml
Save As... Ctrl+shift+s
File Set » L Text Filter:
Export Specified Packets... Help Save All Close Save

Export Packet Dissections »
Export Packet Bytes... Ctrl4-Shift+x
Export PDUs to File...
Export TLS Session Keys...
Export Objects

prin... olies Spam sent from my
| Quit _ ctrl+Q i | . )
» Frame 1072: 66 bytes on wire (528 | SMB... ftes captured lnfeCted W|nd0WS hOSt
» Ethernet II, Src: HewlettP_1c:47:g2 TFTP.. |1c:47:ae), Dot - ; ,

» Tntarnat Prontnrnl Versinn 4 Srer 1M AR 24 1M Net: 1737 1Q4 7Q 2R

Shown above: Using the Export Objects function in Wireshark to see successfully sent
spam.
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‘ Wireshark - Follow TCP Stream (tcp.stream eq 9) - 2019-06-24-Rig-EK-and-post-infection-traffic.pcap, «» - [ -

220- ESMTP Postfix =
220 ESMTP Postfix

EHLO

250 -

250 -PIPELINING
250-STZE 280000000

250 -STARTTLS Example of spam sent

250 -ENHANCEDSTATUSCODES .
250 -8BITMIME from my infected
250 DSN .
MAIL From:<k-tsuchidagmatsump.co.jp= W|nd0WS hOSt
RCPT To:=< >
DATA
250 2.1.0 0Ok
250 2.1.5 0Ok
354 End data with <CR=><LF=>. <CR=<LF=>
From: " " <k-tsuchida@matsump.co. jp=>
To: < =
Subject: Erectile Meds
Date: 24 Jun 2019 14:52:50 -0100
Message-ID: <002b01d52aa8%0laab7da$4leacs59a$@matsump.co. jp=
MIME-Version: 1.0
Content-Type: text/plain,
charset="1iso-8859-1"
Content-Transfer-Encoding: 7bit
X-Mailer: Microsoft Office Outlook 11
Thread-Index: Acke3ojk776021utke30jk776021u6==
X-MimeOLE: Produced By Microsoft MimeOLE V6.1 . 7601.17514

https://drive.google.com/fTile/d/1cTQkpmvVtE8X04_TIL1kRpD-mdjQuUVvUQ]Z
éSG 2.0.0 Ok: gueued as 8FSE920006

QUIT
221 2.0.0 Bye

5 client pkts, 6 server pkts, § turns.

Shown above: An example of spam sent from my infected Windows host.

[WTdns and (dns.qry.name contains teredo.) [X] ~] Expression.., +
Time Dst port Info [ E
7:69.. 3 Standard o y Ox0000 A kooovagas.biz
2019-06-24 17:59.. 53 Standard query Ox0001 A naaleazas.net
2019-06-24 17:59.. 53 Standard guery 0x0002 A rogojacb.info
2019-06-24 17:59.. 53 Standard query @x0003 A vaxelavas.mobi
+- 2019-06-24 17:59.. Standard guery response Ox0000 No such name A kooo
2019-06-24 17:59.. Standard guery response Ox0002 No such name A rogo
2019-06-24 17:59.. Standard guery response Ox0003 No such name A vaxe
2019-06-24 17:59.. Standard query response Ox0001 No such name A naal
2019-06-24 17:59.. 53 Standard query Ox0000 A oltaeazas.mobi
2019-06-24 17:59.. 53 Standard query Ox0001 A amlivaias.us
2019-06-24 17:59.. 53 Standard query @x@002 A ijcaiatas.name
2019-06-24 17:59.. B4 Standard guery 0Ox0003 A ufayubja.me
2019-06-24 17:59.. Standard guery response Ox0002 No such name A ijca
2019-06-24 17:59.. Standard query response Ox0003 No such name A ufay
2019-06-24 17:59.. Standard query response Ox0001 No such name A amli
aN10 N 24 17 EQ Standard Alnarg rachancn MuwAAAN__kia cickh name A _nlta b

4 3

Shown above: DNS queries seen from the Any.Run analysis of this Pitou.B sample.

Indicators of Compromise (1oCs)
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The following are IP addresses and domains associated with this infection:

e 185.254.190[.]200 port 80 - makemoneyeasywith[.Jme - Gate domain that redirected
to Rig EK

e 188.225.26[.]48 port 80 - 188.225.26].]48 - Rig EK traffic

e 195.154.255[.165 port 2287 - Encoded/encrypted traffic caused by the Pitou.B Trojan

e various IP addresses over TCP port 25 - spam traffic from the infected Windows host

 various domains in DNS queries seen from the Any.Run analysis of this Pitou.B sample

The following are files associated with this infection:

SHA256 hash: 9¢569f5e6dc2dd3cf1618588f8937513669b967f52b3c19993237c4aa4acS8ea

o File size: 9,203 bytes
» File description: Flash exploit sent by Rig EK on 2019-06-24

SHA256 hash: 835873504fdaa37c7a6a2df33828a3dcfc95ef0a2ee7d2a078194fd23d37cf64

o File size: 827,904 bytes
¢ File description: Pitou.B malware sent by Rig EK on 2019-06-24

Final words

A pcap of the infection traffic along with the associated malware and artifacts can be found
here.

Brad Duncan
brad [at] malware-traffic-analysis.net
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https://isc.sans.edu/tag.html?tag=Trojan
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https://www.sans.org/course/defending-web-applications-security-essentials
https://isc.sans.edu/diaryarchive.html

