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I'm finally getting round to writing this post — for the past few months I have been analysing
different versions of ISFB/Ursnif/Gozi to gain a deeper understanding in the functionality
of this specific malware. In this post, I will be detailing how to unpack and then analyse the
first stage loader executable, and then use that information to extract the second stage
loader DLL, known as rpert4.dll, which we will analyse in a later post.

In a nutshell, ISFB is a banking trojan used to steal financial information from unsuspecting
victims. It utilizes several methods to do so, from stealing saved passwords to injecting
JavaScript into predetermined websites. This specific sample of ISFB is version 2.14.60, and
can be attributed to a specific ISFB v2 group based on the infection routine used —
specifically the macros that execute a powershell command that is simply Base64 encoded.
The group behind this sample also reuse the encryption key for different campaigns (the
default key), making their samples easily identifiable compared to other large groups
utilizing ISFB. I have been unable to locate specific threat actor names, and as a result, I will
be referring to this group as Group 53, based off of this presentation by FireEye.
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Similarly to other groups utilizing ISFB for financial gain or simply as a stager, Group 53
gains a foothold on the target’s system using a malicious Word document containing
embedded macros, which in turn lead to the execution of a Powershell script responsible for
downloading the first stage executable. Certain groups “partner” with other groups that are
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able to distribute malicious spam (malspam) on a large scale, such as the group behind
Hancitor. This could potentially result in larger infection numbers, compared to those
groups that are relying on their own distribution methods. I would assume “renting” a spot
from the group behind Hancitor would be quite expensive as a result of its enormous
outreach, which is why a lot of groups, including Group 53, have to distribute their own
malicious documents. I will be focusing on the unpacker executable and the first stage
executable loader in this post, rather than the Word Document itself, as its functionality is
quite straightforward. As always, the samples have been uploaded to VirusBay. So, let’s
crack it open!

But, before I do I’d like to thank all of the people who helped me out in analysing the
different samples of ISFB, including @VK_Intel, @Nazywam, and @Maciekkotowicz
(for his great papers on ISFB). Anyway, let’s get on with the reversing!

Part 1: Unpacking the first stage executable

MD5 of First Stage Executable: bc72604061732a9280edbe5e2c1db33b

Typically I would open it up in PEStudio or perhaps perform some static analysis, however
at this point I have already determined that it is highly likely to be a sample of ISFB, based
on the Word Macro, although we still want to unpack the first EXE to be 100% sure that it is
in fact ISFB. First, let’s open it in IDA to try and find a call (or jmp) to a memory region or
register — this could possibly be a call to the unpacked stage.

4.39% (-12396,-141) (1279,335) 00026090 0042BC0: WinMain(x,x,x,x) (Synchronized with Hex View-1)

It definitely looks like there is some unpacking going on here (based on the length and
intricate flow shown in the image above), and upon looking at the strings in the binary we
can see that there aren’t many that are legible, or meaningful. Normally when unpacking a
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sample, I start at the bottom and work my way up — most unpackers exit once the file has
been unpacked — although this depends. In this case, the unpacker performs Self-
Injection, and overwrites itself with the unpacked file. This is not unusual for ISFB, and if
you analyse some other samples (even from other groups), you will most likely find this
occurring too. This means that the unpacker does not exit until the unpacked file does,
although we can assume that the last function called will transfer execution over to the
unpacked executable.

In this specific file, there is no call or jmp to a register or memory region — however, there is
a call to loc_42A880. It’s the last call in WinMain, so as mentioned before, this function is
most likely responsible for transferring execution over to the EXE.

% DA - litten]7.exe C:\Lisers\RE\Desktoplitten1 7.exe ===
Eile Edit Jump Search View Debugger Options Windows Help
S e B8 B ) e @O dd@ A X b OO ok X @ @
Library function [ll Reguiar function [l Instructon | Data I Unexplored | External symbol
(7] Functions window 0 & x| (B oavewa B | [5) swings window | O] rHex view-1 A Structures | F ewms | & impors | B Exports
r § " EL ECX, OWOrT_SEAUSE
F:"C“"" name ade edx, dword_S84B3C
¥ | Concurrency::details: :UMSBackgroundPolier:’ L dword_58A838, ecx
7] sub_401380 mov dword_SBAB3C, edx
[7] _strstr I
|f] first_char_found [}
|f] empty_str2
Lf| __fclose_nolock
7] _fclose loc_42C84C
| 7] sub_s01584 mvh eax, dword_S8AB24
7] sub_s0348F pus| eax
A call loc_424880 ; Possible DLL execution
Lf | sub_408F35 add esp, 4
L | sub_s08F7E mow [ebp+var_14], ax
[£] s_s05738 movzx  ecx, word_SBAREC
Lf | sub_4058ES emp ecx, dword_S8AB24
Fl ah_a784m = jbe short loc_42C887
. i »
_ ¥
h Graph overview o& x =
movzx  eax, word_SBAB1E
cdg
add eax, dword_S5840833
adc edx, dword_S8AB3C
mow word_S58AB18, ax
100.00% (553,5611) (707,377) DDOZBIEF OO4ZEFEF: WinMain{x,x,x,x)doc_425FEF (Synchronized with Hes View-1)
=] output windaw (=
Your request has been put in the autocanalysis gqueue. '
Pythan
AL: ide Dawn Disk: 2768

When we jump into this function, it is clear that it hasn’t been converted to a function yet,
and so we are unable to view it as a graph. Sometimes, you are able to turn it into a function
by pressing “P”, although it doesn’t seem to work in this case. So, we will have to deal with
the text mode. It is definitely possible to follow the jumps and conditional jumps to try and
find the call or jump to our executable, but we can speed this up a bit. Locate a call
instruction and click it — this should highlight the instruction and other instances of it. This
doesn’t work for every sample, but it is worth a try to speed things up. Simply scroll down or
up from where you are, looking for other instances of call. The last call I located took
IpAddress as the first argument, so let’s take a look at this. IpAddress indicates that it
contains an address to a region of memory, meaning it could contain the address of our
unpacked executable.

3/66



o e exe =2 |

File Edit Jump Search View Debugger Options Windows Help
IﬁE - B B e @O b X > O Oedge ) WF A
A B O [T 0 )

Library function [ll Reguiar function [l Instruction | Data [ Unexplored | External symbol

[7] Functions window 0 & x | (B oavers @ | 5 swigswindow ) | O vexvews ©) | A stuenres 0 [ [ ewms [ | 55 mpos 0 [ # ewoss [ |
Function name | . text:@842B8CA push eax =
= — T .text:08428BCB mov ecx, dword_S84028
L— Ltext:@B4268D1 push  eex
[£] sub_s01380 .text: 28428802 call  sub_42098@
[7] _strstr .text: 00428807 add esp, & L
f | first_char_found ~text:98428BDA moy edx, dword 58AB24
empty_str2 ~text:@B428BEQ mov eax, dword 584828
fclose_nolock Jtext :@842BBES lea ecx, [eax+edx-6]
m ik ~text:@042BBE9 mov dword_S5BAB1E, ecx
Jtext:@B42BBEF movzx  edx, word ptr [ebp-24h]
L] 2b_T150 . text:BB42B8F3 push  edx
sub_40348F .text:@042BBF4 mov eax, lpAddress
7] sub_s08F 35 . text:@e42BBF9 push  eax
[F] sub_s0er7e .text:@84288FA call  sub_424470
f | sub_409738 Ltext :BO42BBFF add esp, B
sub_4098ES Ltext:@8426082 xor ecx, ecx
~text: 28428004 mov dword_SBAB3E, eax
%m_ﬂk‘ﬂﬂ Stext:@8428089 mov dword_S5BAB3C, ecx
WinMain{x,x,x:x) Jtext: BB42BCOF mov ecx, dword SBAG3E
1| sub_s20900 . text:@8428C15 add ecx, 3763h
sub_42C9E0 . text:@0428C18 mov esi, dword_S8AB3C
ms.b_‘QCE‘iB Stext 90428021 adc esi, @
(7] sub_s2ce0 - text:@8428024 mov edx, dword_584824
| sub_42CE64 Jtext:@842BC24 xor eax, eax
operator deletetvoid . - text:@8428C2C sub ecx, edx
4 LJ LS D00ZAFES . with Hex View-1) -
< m b
=] output windaw 0oe& x
Your request has been put in the autcanalysis queue. ' =
Python
AL: ide Down Disk: 27GB

Inside this function, if we jump straight to the end, we can see a call to ESI. Hit space to
jump from the Graph view back to Text view in order to get the address of this call. This
could be the call to our unpacked EXE, and so we need the address of it to view it in x32dbg
and put a breakpoint on it.

o e exe =2 |

File Edit Jump Search View Debugger Options Windows Help
IﬁE o BB B e @O A X > O Oedge ) eF @
: AN O [T 0 )

Library function [ll Reguiar function [l Instruction | Data [ Unexplored | External symbol

7] Functions window 0 & x | (B oavers @ | 5 swigswindow ) | O vexvews ©) | A stuenres 0 [ [ ewms [0 [ 55 mpos 0 [ @ eooss [ |
Function name ] -text:BB4245F4 mov edx, [ebptarg_4] ]
m( — . P | ~text:BB4285F7 add edx, 3763h
TS .text:@84245FD sub edx, dword_584824 |
] sub_s01380 . text:BB42A603 add edx, floldProtect
[ ] _strstr Stext:B0424609 add edx, floldProtect
| first_char_found ~text :BB42A60F mov floldProtect, edx
empty_str2 Jtext:@B424615 mov eax, [ebptarg 8]
E_MJM Jtext:@8424618 mov [ebp+var_14], eax
7] fck Stext:BB42A618 mov ecx, dword 584824
Jtext:@B424621 mov edx, [ebptarg_4]
L] 2b_T150 Jtext:@8428624 lea eax, [edwtecx-6]
sub_s03487 Ltext: 00424628 mov ecx, floldProtect
7] sub_s08F 35 . TeXT:@B42A62E sub eex, eax
|Z|m_-m=:e Jtext:B842A638 mov floldProtect, ecx
f| sub_a09738 Stext:@8424636 mov edx, [ebptvar_18]
sub_4058ES L text:BB42A639 moy eax, dword_SBAB24
Jtext:BB42A63E lea ecx, [eaxteds-6
|Z|m_42a4m et @R424642 mov dwordESmls. egx
%) text: 08424648 moy esi, [ebptvar_14]
L] b_120500 Jtext:@B424648 inc edx
sub_42C3E0 ~text:BB42464C add edx, 150h
[7] sub_s2cEs8 -text:00424652 inc  edx
(7] sub_s2ce0 - text:Ba424653 call  esi ; Interesting Call
| sub_42CE64 Jtext :BB42A655 retn
operator deletetvoid . .text:BB424655 sub_424470 endp
4 LJ LS DO0299FD OO04ZASFD: sub 4244704180 (Synchronized with Hex View-1) -
« | m b
=] output windaw 0oe& x
Your request has been put in the autcanalysis queue. ' =
Python
AU ide Dawn Disk: 2768

So the memory address to this call is 0x0042A653, so let’s now open this up in x32dbg
and jump to this address. Simply push CTRL-G in x32dbg and type in 0042A653, and then
hit enter — this will jump to that address, allowing you to put a breakpoint on it. Whilst
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attempting to unpack a sample, I prefer to open up Process Hacker alongside it, so that if
put a breakpoint on the wrong address and the unpacked process executes, I can easily
detect it, either through the Network tab or through the Processes tab.

o grea e ——— B,

Fie WView Debug Trace Pugns Favourites Optiors  Heip  Dec 31 2017
- i 1 = Hacker View Tools LUsers Help
~°- = & % 3§ il KA-ET SN N B %, Refresh @Opﬁuu(-ﬁmhmasumu 4% Systeminformation | ** Search Processes (Ctri«K] 0O
!Grdlll..nﬂ-ﬂu|uJ I'h-lwml MenoryMap [ () CabStack | 058H [ Jo)| [ Processes |Senvicas | Network | Disk
e[ 004zASF7 €3 37 00 00 |add edx,3763 - 1
s | 0042A5FD oa 5 ﬁ: egx. m: ptr gs gmc MName PID CPU LOtotal.. Privateb.. User name Descri *
e | 00424603 l edx,d rods: 8a01C
® | 00424609 03 15 1C AD §8 00 add a: dword E‘tr[ns: ss;m.g gmnet.m u72 9,55 MB Windi
o | 00428607 89 15 1C AD 58 00 |mov dword ptr ds:[58ADIC],edx
o | 00424815 B8 45 08 mov. ﬁ"hg:a pl:r.ss:len e =7 lsass.exe 508 441 MB Local
o | 00422618 89 45 EC :Bebp-141,
o | 00428618 88 0D 24 AD 58 00 mov ecx::hg:; ;ir st sjﬂézx T lsm.exe 16 238 MB Local
o| 00422621 8B 55 OC mov edx,dword ptr ss: enra-c|:l 57 csrssiene 416 006 234 MB Client
®| 004z2A624 80 44 DA FA Tea eax,dword ptr ds:[edx-ecx-6] -
o | 00428628 BB OD AC AD S8 00 mml: ecx,dword ptr ds:[5i i} . winlogon.exe 480 278 MB Windi
o | 00428628 26 €8 sub ecx, eax
o] 00421630 89 0D IC AD 58 00 mov dword prr ds:[5BADIC],ecx =7 suchost.exe 736 4.39 MB Hest !
® | 00424636 BB 55 EB mov edx,dword ptr ss:febp-1  [27] suchost.exe 240 18.14 MB Host |
® | 00428633 AL mov eax,dword prr ds:[58A024
o | 004za63E 8D 4C 10 FA Tea 3':"" g\:r[ns: ea?luen)(-s] =7 audiodg.exe 824 1543 MB Windt
o | 00428642 89 00 18 AD 58 00 [mov dword ptr ds:[58A018],ecx _
o | 00428848 88 75 EC mov e:umg:a ptr ss:febp-14]) # 87 svchast.exe 888 9759 MB Host
® | DD4ZAG4E 42 nc edx i
| 0042864 81 €2 50 01 00 00 add edx,150 =1 dwm.exe nx 174 MB  Reversing\RE Deskt
o | 00424652 42 inc_edx [ svchost.exe 924 2213 MB Host
H—H—
o | 00424655 c3 . . et ) 57 svchost.exe 332 651 MB Host
o | 00422656, 86 15 24 AD 58 00 jdward pt 58A024
o | 004za65C &8 D2 50 ;d-.dl de en.‘.:(a T =7 swchost.exe 920 001 27,66 MB Host
o | 00s2865F 03 55 OC edx, dword ptr ssifebpec
#| 004228862 89 15 1C 40 58 00 |mov dword per ds: [S8AGIC, edx ] spoolsv.exe un 6.08 MB Spool
| i 27 svchast.exe 1220 11.35M8 Host
esi=littenl7. 005 8FCO8 1) OfficeClickToRun.exe 1312 3275 MB Micro
57 swechost.exe 1408 5.76 MB Host
. TeXT:00424653 11tTen17?.bin:$24653 #2953 5 taskhost.exe 008 802MB Reversing\RE Hast
45 explorer.exe 1392 01 4265MB  Reversing\RE Wind
W VBoxTray.exe 1828 2BB/s 263MB  Reversing\RE Virtua|
44 24 ;
] B 38 x12dbg.exe M52 288 4364 MB  Reversing\RE B4 elb
77000020 | 8B 4C 24 2 littend T bin o2 002 126MB  Reversing\RE Tuber
770C0030 |01 00 00
27000040 | 88 00 00 00 MW ida.exe 36688 018 15172 MB  Reversing\RE Thelr
R — | = " o
770C0080 | 64 88 00 30 Lz e Sl =
7TOCO090 |FF 74 24 OC(FF 74 24 08 =
oo nnr3 snlon 3 oo = < = <
Command:
[ e gt oS B | U o P ey 1268 0955% preceses 7

Once the breakpoint has been hit, step into ESI and in this sample there is what seems to be
a second unpacking “stage” — this code was not here originally, in fact if we try and view it in
IDA, you will simply see a lot of question marks and the variable unk_58FCo08.

Fle Wiew Debug Trace Pugns Favourtes Options Help Dec 312017
_OE u ta ey tulliesshiy L RS9
[ Graph | _itog | [ Motes | ® rcoiponts | M memoryMop | () colstock | =asen [ Loisopt | @ symbols | <2 source | o Reforees | W Tivesds | <7 snowman | o Handes | 7 Trace |

=
» [ 0056FCOE £5 00 00 00 00 'glttmr.swcn call 50 Hide FEU
e 0058FC13 p ebx
o | 005 BFC14 BD 43 31 A eax,dword ptr ds:[ebx+31] x ;23::;:
@] 0058FCLT BF BB 67 DC 33 mov edi,330CETES ECK  2A8023A1
» | 0058FCIC B9 56 09 00 00 mov ecx,956 o
@] o0osBEFCZL 83 FA mov edx, edi EDX 00000188 L'e
| ooseFcz3 31 DB xor ebx,ebx EBF  OD1BFDF4
o] oossFczs 83 CE mov esd,ecx [ ese  ooieepcc
o | 005 BFC27 20 nop ESI  ODSBFCOE Titteni7.005EFCOE
o | 005 8FC28 83 E6 03 and esi,3 EDI 00000000
O0SBFC2B( ~ 75 OA jne Titteni?.SEFC37
005 BFCZ0 83 FB mov ebx, edi EIP  0O58FCO8 Tittena7.005EFCOE
0058FCIF 66 01 DA add dx,bx
005 BFC32 €1 CA 03 ror eds,3 LAGE
005 BFC3S 89 D7 mov edi, edx ;E o EE :no:zzgs
OO5EBFC3T 30 10 xor byte per ds:[eax],dl
005BFC39 40 inc == QEO0 £ O DEO
0OSBFC3A €1 CA 08 ror L0 TFo IF1
005 BFC3D E2 E6 Toop 'Iittem:r.sutzs
D0SBFC3F| v E9 B9 04 00 00 ‘]n Titten17.5900FD LastError O000057E (ERROR_INVALID_WINDOW_HANDLE)
005 BFC44 47 nc edi LastStatus CO000034 (STATUS_OBIECT_NAME_NOT_FOUND)
D05BFC45 98 cwde
005 BFCAE a0 F G5 0028 FS5 0053
005 BFC47 EC n al,dx E5 0028 D5 0028
0058FC 45| 65 85 DC TEST esp,ebx
005 BFC4E E4 30 in al,30
‘| T v b
edx=188 L'c e5p+8 wwwss
BEp4L
. esprid
.data:005BFCOB 1itteni7.bin: S18FCO8 #0 | e e e

woump2 | weoump3 | souwmps | whoumps | @ wetchy | ieltocas | Y stuet |

O018FDD0
0018FDD4
0018700 E | 00000000
0018FDOC | 00000029
D018FDED ( DOSBFCOB | 1ittenl?. (0SBFCO8

FFFFFFEF
00000053

0000431
O018FDES | 751D2C7C | return to kernelbase.751D2C7C from kernelbase. 751FSE
O013FDEC | 91130633

D0D18FDF 4 | DOLBFESD
O018FDFE rFeturn to 11TTeni?.0042BBFF from 11TTEN1T.00424470 o
nnsscnee Langegrnel 1irranty )

| ’

43 45 7B 63

£E-273 3a-ac
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W DA - litten17.bin C:\Users\RE\Desktop\litten1.bin = e
Eile Edit Jump Search View Debugger Options Windows Help

Skl w- BB B ) s @O el - X P O O (Nodeduge z) %@ @
' y 5 [ | ]/ | | | I I 5
Library function [ll Reguiar function [ll nstruction | Data Unexpiored | Extemal symbol

[7 Functions window 0O&8 x| [B mavewa B | B Hexviewt ||E Structures ||_i] Enums |.ﬁ Imports ||_ﬂ Exports

3 -

Function name

-
sub_401380
_strstr
first_char_found
empty_str2
__fose_nolock

H

H

_fdose
sub_401544
sub_40348F
sub_408F39
sub_406F 7E
sub_409738
sub_4058E5
sub_424470
WinMain{x,x,xx)
sub_420900
sub_42C9E0
sub_42CE48
sub_42CE4D
sub_42CE64
operator delete(void =) -

AR

UNEMOWN DO5S8FC0S: .datazunk_SBFCO8 (Synchronized with Hex View-1) -

'E] output window 0oe x
The initialvautoanalysis has been finished. =
(Prten

AU ide Dawn Disk: 2768

As it is difficult to statically analyse this section without dumping it and opening it up in
IDA, I will be jumping over functions, rather than stepping through them manually. This
will also help to speed things up, but make sure your network adapter is not attached, as one
of these functions may execute the executable.

In the GIF below, you can see there is some form of loop going on, with XOR being used to
XOR a byte at the memory address stored in EAX, with the value in DL. You might also
notice that the assembly is changing as each loop goes on — this is another example of the
second unpacking stage. We can simply put a breakpoint on the jmp and then run the
program until it hits it.

BF B8 &7 DL 3 ooy edi, II0CETES

L 3
L] E9 56 09 00 0D MmOV BCK, 956
L] E3 FA mov edx, #di
L] 31 DB wor etor; ehx
I TP e ] 59 CE |mov Esf, mex |
. a0
. g3 E6 03 and &sf,3
- w TL OOd jne Tittend?. SEFCET
L] ES FB miv &b, &4y
L] &6 91 DA agd dx, bx
L] €1 CA 03 ror edx, 2
L E3 D7 mov edi, edx
~r@ 30 10 wor byte ptr ds:[eax] ,dl
] 0 ing eax
L] Ci CA DB ror eds;s
L] Ei E6 Taap 1ITTEnl?.58FCES
L] = E3 B9 04 Q00 00 Titteni7?. 5900FD
& r FF
B 4 FF BD EC 65 8% DL dec gword por ss5:flebp-23Tasals]

Once we follow the jump, we are met with several calls to [ebx+xxxxxx]. Each of these
could jump to the unpacked EXE, however as we progress further on, it is clear that these
are simply calls to Windows API functions. Notice the call to EDI? EDI is pointing to a
function that dynamically imports these APIs so that they can be called by the unpacking
stub. The result is stored in EAX, and as seen in the image below, this specific call imported
the API RtlExitUserThread.

6/66



JI—
= X

Fie WView Debug Trace Pugns Favousites Options Help Dec 312017
CoE 0 T ey tuliEee,san L Y

Bou | Bomh | g | [Drots | imlﬂmmlnumlqsﬂluwlﬁmlﬂm|E | W Treesds | <7 snowman | o Handes | §7 Trace |

00550131 BD B3 7E 10 4; Tea esi dword ptr ds:[ebx+42107E]
00590137 :: e usn ;5' - [tuide EPY
00590138 pus! o
00590134 68 BB 4E 0D 00 push D4E Eax o “nEall.REIEx tuserThr eads
0059013F 80 82 oA 10 42 00 Jea ad‘ mrd prr ds:[ebx+42109A] ECX 00000000
00590145 FF D7 can -
00590147 80 B3 EB 14 42 00 | lea esi dword ptr ds:[ebx+4214E8] [ebx+4214E6] :RTTEXT tUSEr Thread EDX 00000000
005 90140 5E push esi EEF  OD1BFDF4
0055014€ ® 83 36 10 52 00 | lea esi dword prr ds: [ebx:421096] [ )| ese ooiseocc
00590154 56 pus: ESI  ODSEFCA4 ::“env.wsuscu
00590155 64 01 push 1 EDI  OOSBFCAB tteni7.005BFCAB
00590157 68 08 B7 01 00 ush 18708
005 9015C BD BE 9A 10 42 00 ea eml:hurd ptr ds: [ebx+421094] EIF 00550164 Titteni7. 00590164
00590162 FF D7 ed == IR
00550168 ~ 74 OB je Titten17.590175 ;.EUD“E gno::zgn
00590160 B8 83 7A 10 42 00 mov eax,dword ptr ds:[ebx+42107A] eax:RTIExituserThread H o DF o
00590173 ~ EB 1F jmp 1itteni7.590194 Qe o =

» ] ooss017s 88 83 C7 14 42 00 mov eax,dword prr ds:[ebx+4214C7] eax:RTIEXTTUserThread LEO0 TFO IF1
00590178 25 00 FO FF FF and eax,FFFFFO00 eax:Rt1Ex1tUser Thread
oosaiss| v 74 oy o 0 g T Gl SrRTIE e e Listorurus CO00005S CSTATUZ ASACET MANE NG FOUD)
05 901 - &
00590187 20 00 10 00 00 sub eax, 1000 eax:Rt1Exituser Thr ead
0059018C ~ EB F2 Jmp I“tuu.? G5 0028 FS 0053

»@ | 005901B8E B9 83 TA 10 42 00 mov dword ptr ds E!m( 42107A] | eax eax:Rt1ExitUser Thr ead E5 0028 0028

| 00530134 B8 8B CB 14 42 00 mov ecx,dword ptr ds:[ebx+4214CE] L -
005 90194 81 E1 BO 00 00 00 |and ecx,80 -
« [ 3

Oword prr [ebx+42107A]=[11TCenl?.0058FCES]=0

BWU WWWSE

ISPYIO

.data: 00590164 1ittenl?.bin: $190164 #0 85p+14 ODG!FCI'IS litteni?. 0058FCO8

woump2 | Weoump3 | woumes | R

Tittenl7.0058FCO8

return to kernelbase.75102¢7C from kernelbase.7S1FSE
91130633

00000000

D018FESD

"004288FF| return To 11TTeN1”.00428BFF from 1iTTenl?.00424470 -
gl 14 sErng

rantT ARE

Scrolling down a bit, we can see a jmp eax, so let’s put a breakpoint on that and run to it,
and then follow the jump.

Fle Vew Debug Trace Pugns Favourtes Options Help Dec 312017
co@m i taws talPEerns nL RO
B Graph | _tlog | [ MNotes | ® Bresiponts | ™S memoryMap | [ Colstock | =psed | uisapt | Hsymbos | < sowee [ 2 | 9 Trvesds | <7 snowman | o Handes | 7 Trace |
w[005s01c2 01 €1 ecx, eax = | Hide FPu
® | 005501C4 :: :: €7 14 42 00 mov es: vdword ptr ds: [ebx+4214C7]
@ 005901CA cmp es =
- »|o0ss01cC| ~| 76 3C jbe lﬂnnu 590204 % xi::ég: R
H 005901CE 35 CE cmp esi
H == ECX 00000000
H 00590100 ~| 73 38 ju §itteni7. 550204
; o] 00530102 88 88 98 14 42 00 |mov ecx,dword ptr ds:[ebx-421498] DX 00000000
' | 00530108 BB 0% mov ecx, dword ptr ds:[ecx] EBF  OD1BFDF4
: # | 00550104 56 push es1 | )| gs»  ooieepcc
i @] 00590108 51 push ecx ESI  OQOSBFCA4 Titteni7.0056FCAS
: » | 005501DC 64 40 push 40 EDI  OOSBFCAB Titten17.005BFCAR
i @] 005901DE 68 00 30 00 00 push 3000
[ » | 005901E3 51 push ecx EIP 00530178 Titten17. 00550176
: #| 00550164 64 00 %ﬂ o
: » | 005501E8 FE 93 D7 14 42 00 dword ptr ds:(ebx+421407] [ebx+4214D7] : Virtualalloc EFLAGS 00000246
: » | 005501EC 59 pop ecx ZF1 PF1 AF O
H | 00590160 5E pop esi e lol =il e ln
i » | 005 S01EE B9 83 BB 14 42 00 mov dword n'tr ds: [ebx+421488] , eax CFO TFO IF1
' o | 005501F 4 B3 C7 mov edi,eax
: » | 005301F6 F3 A4 repe movsb
' ® | 005501F 8 8B B3 C7 14 42 0O mov esi,dword ptr ds: [ebx+4224C7 LastError 00000578 (ERROR_INVALID_WINDOW_HANDLE)
H » | 0o5s01FE BD BE EF 14 42 00 |lea edi,dword ptr ds:[ebx+4214EF LastStatus CO000034 (STATUS_OBIECT_NAME_NOT_FOUND)
' » | 00550204 29 F7 sub edi,esi
i » | 00550206 01 FB ;ﬂd eax, edi G5 0028 F5 0053
" E5 0028 D5 0028
~-L—e [ 00590204 88 93 98 14 42 00 moy edx dword ptr ds:[ebx+421498] -
® | 00590210 52 push e M
‘| T | "
Jump 15 Taken WWW
eax=11tten17. 005 8FCOE e.‘.m +
uwlo
. data: 00590208 1itteni7.bin: $190208 #0 | e e e
woump2 | Geoumps | sowrp4 | oumps | 8 wawhy | pellocas | st | ROOC| FEPITrIT
0000005 3
5 3 /55 5 5o s/ 3 5 S35 3 35
EnuEnasiEnioe .
o0 00 00|00 DO BA 20|00 99 77 B9 50 return to kernelbase.76272C7C from kernelbase.76295E
A3 00 00|00 00 58 8D|7C 24 OC FF BF
o oo salan oo oo colon oo o8 oLley ta
o0 oo 00
ealnian el inales | aakintes text o [eturn to 19TTen1?.004288FF from 11TEeni?. 00424470 o
e s C

This jump takes us to a newly allocated region of memory, with more code. I didn’t want to
examine each function, so I scrolled down until the ret instruction, and started examining
the (local — not API calls) functions backwards. The last function did not seem likely to be
the executable “executor”, as there was no call or jump instruction to a different region of
memory, however the second last function had some calls to [ebp+14] and [ebp+C], so
let’s put a few breakpoints on those.
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Options  Help  Dec 312017
wl s, L B
[ = = yMep | [ calstock | =ase | visamt | Hsymbos | < sowee | & | 9 Trvesds | <7 snowman | o Handes | 7 Trace |
inc -
imoliz. Hide FPU
push o EAX  OD2404EF
[ EBX  ODO16ECOE
10 dword ptr ss:febp+10f Possible DLL g‘ m
00240300 89 C2 mov_edx, eax e
0024030F AD Todsd (| E8°  DoisroR4
002403E0 85 CO Test eax,eax [For  (illds
0024032 ~ 74 10 & 240401 ESI  OO5BFCOE Titteni7. 005EFCOE
00240364 OF BA EO 1F eax, 1F EDI  OODODD4EF L'y
002403E8| ~ 73 OF jas 240371
002403EA 25 FF FF 00 00 and eax FFFF EIP  002404EF
00Z403EF( v EB 06 imp z2a03F7
002403F1 03 45 0f eax,dword ptr ss:[febp+C) EFLAGE 00000202
00Z403F4 B3 €D 02 add eax,2 ZF 0 PF O AF O
002403F7 52 pus: edx OF O SFO DF 0
002403F8 50 push eax
002403F9 52 sh edx CFo o IF1
FF 55 14 e:m)r't‘l ptr ss:febp+14] Possible DLL LastError 28 ¢ INVALID_WINDOW_HANDLE)
002403F0 54 x 0O000STE (ERROR_
002403FE AR ] LasTSTatus CO000034 (STATUS_OBIECT_NAME_NOT_FOUND)
2403 ~ EB DE
00240401 54 G5 0028 F5 0053
00240402 B3 C2 14 ES 0028 DS 0028 | |
00240405 ~ EB AA ! ;
00240407 b | -~
3 5 zllﬂl.l'hdml

€sp+4] FFFFFFFF
esp+8] 00000053

e5p+10] 00000029

FFFFFFFF
00000053

77990000 44 24 04 mﬂm
77990010 90 30 30 %0
77990020 | BB 4C 24 g; D05 BFCOB | Tittenl?. 00SBFCOB
779%0030| 01 00 00
i 88 0D 00 0O return to kernelbase.76272c7C from kernelbase.76295E
77990050 | 64 A3 00 00
7 02 00 00 :;
77990070(00 00 88
990080 | 64 BB 0D 30 !F I‘EEEI'H En l1=${l:&?.ﬂ0‘28!FF from 1itrenl?.00424470 -
77990090 | FF 74 24 OC v

However, upon executing the program and hitting the breakpoint, it is clear that they are
simply calling LoadLibrary and GetProcAddress.

Options  Help  Dec 31 2017
2wl s @by LB
il i- ,,]ﬂ"l‘ﬂllﬂsﬂs ﬂwlﬂmlﬁ |"M|ﬂm|‘u|{“n‘ﬂ|
inc eax eax: SHLWAPL.d11- -
imp 2403C0 tride FRY
EAX 00404288 “SHLWAPI.d11"
" - EEX  FFE1FODO

SEi SSHLWARL J1) ECX 00400000 1itten17. 00400000
e Totes i
00!
002403E0 85 CO test eax,eax T5FG4913_<kerne O ESE  0018FD7O L4"SHLWAPT. d11
00240362 ~ 74 1D Je 2400 v edi,edi ESI  0040427C Titreni7.0040427C
00240364 OF BA EO 1F eax, 1F ebp EDI 00404084 litteni7. 00404084
002403E8| ~ 73 OF _Ll‘s 240371 ==D.¢=D
002403EA| 25 FF FF 00 00 eax,FFFF pop ebp EIP 002403DA
002403EF| v EB 06 jmp 2a03F7 imp <kernel3z.LoadLibraryExa>
002403F1 03 45 oc eax,dword prr ss:(ebp+dnop EFLAGS 00000304
002403F 4 83 €0 02 add eax, nop eI FEli AR O
002403F7 52 push edk o o obroa
002403F8| 50 push eax
002403F 3| 52 ERooTEL IR
00240370 5a LastError 00000578 (ERAOR_INVALID_WINDOW_HANDLE)
O02403FE AR LastStatus COO00034 (STATUS OBIECT_NAME_NOT_FOUND)
00240401 A GS 0028 FS D053
00240402 83 €2 14 €5 0028 DS 0028 L
00240405 ~ EB AA E ]
00240407 SA edx: " |B” -k

esp+4] 00000000
esp+8;

esp+C] 00404164 "|B"
85p+10] 005F9967

i ) from 7C4
TR AR R 03404164| return To 11TTen17.00404164 from 7CA05IR
30 30 50 =0 000/ 11 tten17. 0040F000
4C 24 04 06 FFE1F000)
00 00 00 0 DOLEFDF 4
@ 00 00 0 0024084F | return to 0024084F From D02403A1
A3 00 00 80 a
s m Lissenss:coscoes
7SFE4913| kernel32. Lo, ar -
BB 0D 30 88 Seece ra137 FarBra-Addrars
T4 24 OC o8
ha 3 A e

8/66



W 132dbg - File: litten17.bin - PID: BOS - Thread: Main Thread BDC = =
Fie WView Debug Trace Plugns Favourites Options Help Dec 312017
SDE 0 Yt ey twawliEe s,y AL RY

.CPU|!Gdl|_rlm|_.-m|'&m|-WM|UMM|QH|3W|QSM|OM|r" | 9 Tivesds |+ snowman | ohiHendes | &7 Trace |
40 inc eax ean: " STrChra: ~
~ EB FB jmp 24030 | Hide Feu ]
6A 00 push o EAX 00404400 "Strchra”
64 00 push 0 EBX FFE1FO00
50 ug
B o ECX  779B387A ntd11.77982874
:; 1s:§ w mav e‘d’:"::xp:r B ATER EDX  755F0000 shlwapi.755F0000
= ot | EB2  ooisFec
85 €0 ust eax, eax ESE  O01EFDTO
~ 74 1b je 240. ESI 00404280 TitTen17. 00404250
OF BA EO 1F bt eax,1F EDI 00404084 Titteni7. 00404084
~ 73 07 jae 2403F1
25 FF FF 00 00 and eax FFFF EIP  002403FA
¥ EB 06 mp 2303F7
03 45 OC add eax,dword ptr ss:[febp+Cl EFLAGS 00000214
B3 €D 02 add eax,2 ZIF 0 PF 1 AF 1
52 push edx OF 0 SFO DF O
50 push eax Strchra” CE O TF e
52 Eush edx - b1 = *
1P, FF 55 14 dword ptr ss:[ebp+14] Possible DLL
54 lpqp edx LastError 000D0S7E (ERROA_INVALID_WINDOW_MANDLE)
Laststatus CO000034 (STATUS_OBIECT_NAME_NOT_FOUND)
cernel3Z.GetProcAddresss |
mov edi, edi G5 0028 FS 0053
ES 0028 DS 0028

dword ptr [ebp+l4 <&GETProcAddress>]=ckernel32.GetProcaddress> 004044C0 SEI‘C"‘PA
755F0000 shlwapi.7S5F0000

esp+C] 00404164 “|B"

002403FA 85p+10] 005F9967
ot | gowmp2 | GSoump3 | owes | wSoumps | @ weth1 | ieiLocas Ehhant:z=xrmoon .

shlwapi. 755 FO000
return to 1ittenl7?.00404164 from 7C408180
7

Tittenl?. 0040F000

return to 00Z4084F from 00Z7403A1
4

0| 1ittenl?. 00400000 -
kern!'l 32. LOML‘BI’!I’)'EX.‘ -
2l arnal?l FarBracaddrace

b

|Time Wasted Debugging: 0:00: 13:11

Therefore, we can simply return from this function, as it is just importing APT’s, which isn’t
extremely important to us yet. After exiting the function, there are several calls to APT’s, in
particular VirtualProtect. VirtualProtect is responsible for changing the
permissions/protection of different memory regions, so that they are readable, writable, or
executable (can be one, two, or all three). In this case, we can see that VirtualProtect is
being used to change the protection of the memory region at 0x00406000, which is the
.BSS section. As I mentioned before, this unpacker overwrites itself with the unpacked
executable, so it is safe to say that we are extremely close to the unpacked EXE. We could
dump it now, but there could be some extra unpacking going on, so let’s wait until we jump
to the 0x00400000 memory region.

W 132dbg - File: litten17.bin - PID: BOS - Thread: Main Thread BDC = =
Fie WView Debug Trace Plugns Favourites Options Help Dec 312017
COE i tawy tuliEeshis nLA RS

B |!(idl|_[l-w|_.-wﬁ=| Om|-mm|{3um|qesa1|,_|m|ﬁsm|<>su.m| & I‘*Mlﬂmlﬁml [iTlﬂl
DA BB TE 24 mov edi, mnrﬂ r.n:r ds:[esi1+24] 4

B1 E7 00 00 00 20 |and edi, 000 l Hide FEV |
8 Fr g ea , eat EAX 00406000 Titten17. 00406000

@ Je 2408ER EEX FFE1F000
€1 E3 04 shl ebx, 4 ECX 00001000
8% DF mov edi,ebx DX 002404CF
58 pop ebx
BD 93 CF 14 42 00 Jea adx,dword prr ds:[ebx+4214CF] EBF  OD1EFDF4
52 push edx ESE  001EFDED B .
57 push edi ESI 00400270 .bss
51 push ecx EDI 00000004
50 ﬁh eax
:: 93 DB 14 42 00 Mrd ptr ds:[ebx+4214D8] [ebx+421408]: VirtualProtect EIP  OO2408F7
B3 €& 28 adr.l esi 28 esi:".bss || eFLass  ooooozse
i o= =i “lzFiera aF o

~ 75 A3 ne 240847 OF 0 SF 0 DF O
BD BE 9A 10 42 00 ea edi,dword ptr ds:[ebx+421004]
57 push edi CFO TFOo IF1
30 nop
30 Lt LastError 00000578 (ERROR_INVALID_WINDOW_HANDLE)
58 pop eax LastStatus CO0D0034 (STATUS_OBJECT_NAME_NOT_FOUND)
€8 00 BO 00 00 push E000
64 00 push o GS 0028 FS5 0053
FE B3 €3 14 42 00 ush dword prr ds:[ebx+4214C3
FF 93 E7 14 42 00 h rd ptr ds:[ebx+4214E7 +4214E7]:virtualFree

.bss -

BB B3 TA 10 42 00 mov esi,dword ptr ds:[ebux+42107A]
a ni J
dword ptr [ebx+3214D8]=[002404D6 <aVirtualProtect>]=<kernel3z.virtualProtect>

002408F7

»

Feturn to 11Tteniy.00424655 from 777

dirranis Aneserne
] 3
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At this point, there isn’t much going on in the function, so we can simply put a breakpoint
on the ret instruction and return from this function.

—

Debug Trace Plgns Favourites Options Help Dec 312017
¥ =
- e

= U & %y Tt ra-E X &3 2y 9 N |
Graph | _tlog | [ iMNotes | ® Breskponts | ™ MemoryMep | [ Colsteck | SmseH [ vl saipt | S symbok | < sowee [ 2 | S Trveads | 47 snowman | o Handes | €7 Trowe |
[ 00240845 01 F1 add ecx,esi | Hide Fru ]
» | 00240948 BRI e MY ww; ds: [;uElc ':;:07&]
@ 0024094E mov ecx ptr ds: + 0000000
® | 00240954 B9 4B 18 mov dword ptr ds:[eax+18],ecx $ FFELFO00
o] o0z4a0957 B8 8B AF 14 42 00 mov ecx,dword ptr ds:[ebx+4214AF] ECX  OD1BFFCAE
» | 00240950 B9 48 20 mov dword ptr ds:[eaxs20],ecx
| 00240360 88 83 7A 10 42 00  |mov eax,dword ptr ds:[ebk+42107A] EDX 00000000
| 00z40968 01 €7 add edi,eax EBF  OD1BFDF4
» | 00240968 03 83 B3 14 42 00 add eax,dword p:r ds: cbmuuli] ESE  OO1BFDBEC
o] 0024096E 64 BE 15 00 00 00 00 mov edx,dword ptr [ll: ESI 00400000 Titteni7. 00400000
® | 00240975 BB 0A mov ecx,dword ptr ds: e x] EDI  O0DE40094
| 00240577 64 89 0O 00 00 00 00| mov dword ptr i
e ggg:g;;i ?: 93 EB 14 42 00 :::ne::‘,(mmrd ptr a1 :eux.nu!nj [ebx+4214E8] :RT1Ex1 tUser Thread EIF 00501123 Titteni7.00401123
» | 00240885 50 push eax LAGE  00000:
» | 00240986 29 C0 sub eax,ecax [ §: S A ”z:s
: 00240988 29 D2 Sub edx,edx OF 0 SFO DF O
» | 002403988 c3 CFO TFO IF1
» | 0024088c €7
o] 00240980 FO 13 LastError 00000578 (ERROR_INVALID_WINDOW_HANDLE)
o] 0024098 ED 1n.‘:axaq: LasTSTatus CO000034 (STATUS_OBIECT_NAME_NOT_FOUND)
» | 00z4098F 97 xchg edi,eax
o] 00240990 20 A9 00 00 00 00 and byte ptr ds:[ecx],ch G5 0028 FS5 0053
» | 00240996 00 00 add byte ptr ds: feax ,al E5 0028 DS 0028
o] 00240998 00 00 add byte ptr ds:[eax],al L
o] 00240994 0000 add byte ptr ; eax] ,al K
“ M v
e5p+8] 005FO000
up-rc 005 FI967 .
p+10] 00424655 1ittenl7.00424655
00240984 5 147 FFFFFFFF
= ;; return to 11Tteni?.00424655 from 777
77990020| 88 4C 24 R
77990030 (01 00 00 o ot
o B 0D 00 00 99 77 00000029
77990050 (64 A3 00 7€ 24 OC P ——
9 2 00 00 00 00 6A .
77990070|00 00 88 03 00 EB
990080 | 64 BB 00 49 10 F6
77990090 | FF 74 24 £8 %5 06

Upon exiting the function, you'll notice the memory address is in the 0x00401000 region.
This is the unpacked program! Now we can dump it out, so make sure you have Process
Hacker open, although you can dump it from x32dbg.

Fle View Debug Trace Pugns Favourtes Options Help Dec 312017
coE i taed tuBiZesens nEBE
BEou | @oaoh | riog [ totes | ® realoonts | ™ MemoryMep | [ calstack | =ised | loisowt | @ symbos | < souce | o References | W Threads | ) snowman | i Handes [ ¢ Trace |

- -
- 33 F§ )mrnesiiesi Hiide FRU
o [002011325 56 push es 00000000
o | 00401126 B 00 00 40 00 push 1itten1?. 400000 :x FFE1FO00
#| 00401128 ush esi EcriGeTee icdl
»| oo40112c FE 15 04 40 40 00 dword prr ds:[<aHeapCreates]
o | 00401132 36 mp eax, esi CLf ioliild
o] o0s01134 4 40 00 mov_dword prr ds: [005438].eu EEP  DOLBFDF4
(----a | 00401139 ~ 74 3% je litteni7. 4011 ESP  0018FDBC
! e]oos01138] 56 ush esi ESI 00400000 Titteni7.00400000
i ® | 0040113C FF 15 08 40 40 00 h dword ptr ds: [<AGetModuleHand]eds] EDI  00B40094
! o | 00201142 A3 TC 54 40 00 mov_dword ptr ds:[40547C] ,eax
| e]o0401147 EE 4 40 00 mura pLr ds: [ ommandL 1 news] EIP 00401123 Titteni7.00401123
i e]o0401140 EB 2113 00 D0 ittenl7. 402473
i o] o0s01152 FF 35 38 54 40 00 push Mrd p:r d5:[405438] EFLAGS 00000246
H o | 00401158 B8 Fo mov_esi,eax ZF 1 PE1 AF O
i e]o0401154 FF 15 0O 40 40 00 Eall dword ptr ds:[<aHeapDestroy>] OF 0 SF 0 OF O
L---»e ) 00401160 56 |‘| 3]
o | 00401161 FE 15 40 30 40 00 h duurd ptr ds: [<AExitProcesss] CFo TFO IF1
o 00401167
o | 00401168 = F1e nus 2c LasTEFFor 00000575 (ERROR_INVALID_WINDOW_HANDLE)
e | 00201164 68 48 31 40 00 ush htt:mf 204145 LastStatus CO000034 (STATUS.DBJECT_WE.NDT_FOMJ
o] o0s0116F EB &C 20 00 00 Titteni?. 4031E0
o | 00401174 33 QB Xor ebx, ebx G5 0026 F5 0053
#| 00401176 89 5D pC mov dword prr ss‘lebn 24 .el‘.ht ES 0028 DS 0028
e | 00401179 89 5D FC mov dword prr ss:
o] 0040117C mov_edx,dword ptr ss:l =i
4 n ¥

esi=1ittenis. 00400000

esp+8] 005F0000
espec] o0SESIET + ooazagss
. TEXT:00401122 1itten7.bin:$1122 #522 ::?,32 plas S WL A

77900598 |ntd
005F0000
005F9967
00424655
FFFFFFFF

JRTIEX1TUSErThr ead

return to litteni?.0042A655 from 777

Titteni?.0058FCO8 I
0000431E
76272C7C |return to kernelbase.78272c7C from kernelbase.76295E .

HBRREEEE

To dump it from memory, simply double click the process in Process Hacker, and right click
the 0X400000 region of memory, and select Save.
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¥ 32dbg - File: litten17 bin - PID: BDS - Thread: Main Thread BDC

O S0 *Hwy t2 B

|
|

]

esi=litteniy. 00400000

. TEXT: 00401122 Titteni?.bin:

¥ Dump 1

woump2 | 5oy

|address | Hex

04

@ Find handles or DLLs 3#* System information

M Process Hacker [Reversing\RE]
Dec 31 201 . Hacker View Took Users Help
«#H# i BE % Refresh | ; Options
hotes | ® [ o= [ G calatac | snemm 5 | TSP I
- littend7.bin (3032) Properties [ = ]
General | Statistics. | Performance | Threads | Token | Modules | Memory | Enviranment | Handles | Comment

| Hide free regions Shrings... Refresh

Base address Type Size Use Total W
0x250000 Private sk Heap (ID 1) 24k
Ox2d0000 Private 2568 Heap 32-bit (ID 6) 12k
0310000 Private sk 4k
0340000 Private G448 Heap 324t (ID 5) 24k
OxA00000 Image 1es1ke <M irarei2E \Desktop itten 17, bin 1,676k
OxE30000 Private Read/Write memaory (D 1) 20k

780000 Mapped — 324
OxBe000d Private (I 3) 12k
OxEf0000 Private =l w32 12k
00000 Mapped Fal
Oxa30000 Mappad 13 56 k
Oxc20000 Mapped 32k
0x2140000 Private ReadWrite address... 4k
Ox70600000 Image Copy Cerl+C V64\pleacc.dl b
0x70640000 Image Copy “Type NOWE4\memg32.dl 164
OxT0E50000 Image B\wingxs\xB6_microsoft.... 96 k
0x707e0000 Image I24kE WX VE4panspool drv 80k
070840000 Image 2k 2k
070860000 Image 448 36k
0x708e0000 Image 528k W 68k
70660000 Image TekB WC Ik

OxP0bd000D Image S12k8 a0k -

0x70d50000 4 L1} L
Clase

PID
456
756
836
896

164
924
368
300
196

232
384
432
512
po12

188
788
Po64
po32
264
pe0E
500
500

936
340

CPU IO total ...

0.05

246
0.02
037
001

1M Bfs

(24.96%) Processes: 36

Private b...
252 MB
346 MB

17.85 MB
7253 MB
1.7 MB
17.96 MB
5EMB
1266 MB
6.2 MB
1156 MB
1782 MB
513MB
71.79MB
65.96 MB
19.96 MB
14465 MB
51.090 MB
1.29 MB
1057 MB
283 MB
2.76 MB
414 MB
6234 MB
836 MB
928 kB

* Search Pro

User name

Reversing\RE

Reversing\RE

Reversing\RE
Reversing\RE
Reversing\RE
Reversing\RE
Reversing\RE

Descri
Windo
Host |
Host |
Host |
Dreskt:
Hest |
Host |
Host |
Speol
Host |
Micre
Host |
Host |
Micro
Windc
Thelr
widdb
Tuber
Proce
Micro
NET
MNETF
Hest |
WMIF
Host |

3

Now we can open it up in PEBear and unmap the dumped file. Upon doing so, you can see
that the imports have not been successfully resolved by PEBear. This is why we need to

unmap the file. When a program is about to be executed, it needs to be mapped in memory,

so that it can be interpreted correctly. Therefore, PEBear is unable to resolve the imports
until we unmap it.

@ PE-bear0.38 [C:\Users\RE\Desktop! dumped_dllbin]

File Settings

Compare Info

|« 'S dumped_diLbin
D05 Header
W DOS stub

- NT

Headers
Signature

File Header
Optional Header

Section Headers
4 Sections

Fdddd

tent
= EP=52
rdata

data

bss

JFEFC

reloc

x & o 4
&

Lal g

2 3 4 5 6 78 % ABCODTEHTF

o 1

522 00 00 00 00 00
532 00 00 00 00 00
542 Q0 00 00 00 00
552 90 00 00 00 00
562 90 00 00 00 00
572 90 00 00 00 00
582 Q0 00 00 00 00
Disasm: text | General |
“ + B

Offset MName

2064

2078

208C

2040

2DB4

2DCB

20DC

20F0

arna
Details

dumped _dlbin

Loaded: C:\Users\RE\Desktop\dumped_dll.bin

00 00 ¢
00 00 ¢

90 00
90 00
90 00
90 00
Q0 00

0 00

Func. Count

Optonal Hdr | Sectioniidrs =~ BB Imports | [ Resources

Bound?
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE

rarer

0 00 00
0 00 00
9 00 00
9 00 00
9 00 00
9 00 00
9 00 00

OriginalFirstThun TimeDateStamp
83037200 FEBLOACOD
73000000 2008303
11861284 E301C183
20245C88 1C245488
1068306 14247489
10247C FEDEB4O0F
C4C483 BBS50008
ABABABAB 105D8BAB
rracanna R

B BaseReloc.
Forwarder MameRVA
500 0830372
4CBBCOBS 14741824
FO7501E8 18244089
14247488 1BF
1830188 B9FF3301
SESFFFFF 442BCI88
3DECB3EC 33575653
406ACH33 TDEDF633
Ennannnn anrnaEan.

0123456783%ABCDETF

FirstThunk
BOFEBL0L
D62BD1EB
8247485
BAL4EBOD
B318244C
SB502424
DETDEDCD
458BABF0

AREArCaE

To do so, we simply change the Raw Addr. so that it matches the Virtual Addr.,
change the Raw Size accordingly. This should result in something looking like the image
below.

B =

Check for updates

and then
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B PE-bear v0.3.8 [C:\Users\RE\Desktop' dumped_di.bin] = | -&
File Settings Compare Info

4 (@ dumped_diLbin A=l « ;o8 =0
DOS Header &
-UOS‘SI\J‘J 0 1 2 3 45 6 7 8 % ABCUDETF 0123456783%ABCDETF
- NT Headers 522 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 Of
Signature 532 00 00 00 00 00 Q0 00 00 00 O 00 00 0
File Header 542 00 00 00 00 0O 00 00 00 00 00 00 O
Optional Header 552 00 00 0 [} 0 0o 00 90 O
Sechion Headers 562 90 000 2 0 00 00 00 O
4 Sections
4 “ teat 572 0 000 2 U 00 00 O
= P =52 582 90 00 0 [ 0 0 0o 00 0
offy .rdata
& dota Disasm: text | General | posrdr | Ferdr | opsonaing | Secton wars Imparts Resouroes BaseReloc.
o bss + &
o5 e
o .reloc Mame Raw Addr. Rawsize Virtual Addr.  Virtual Size  Characteristics Ptrto Reloc. MNum. of Reloc. Num. of Linenum.
det 400 2800 1000 266F 60000020 o o o
rdata 2000 800 4000 G9E 40000040 0 o o
data 41 400 S000 514 CO000040 o o 1]
bss 3800 400 6000 28D CO000040 o o 0
JFSFC 3000 200 7000 10 40000040 o o o
reloc JEDD GEDD B000 T000 40000040 0 o 0
R & X Virtual & x
5 - %000
[ T T
I3
k-]
)
E
Loaded: C\Users\RE\Desktop dumped_dil.bin Check for updates

We can check the imports and sure enough, there are 4 imported DLL’s, meaning we have
the correctly unmapped file. We can now save this to the desktop and congratulations! You
have now successfully unpacked the first stage! Let’s open it up in IDA for further analysis!

@ PE-bearv033 = |
File Settings Compare Info
# (@ dumped_diLbin" % & D0 N & B
DOS Header (=l
B DOS stub 012 34567 8 5ABCDESTF 01234567895ABCDEF
- NT Headers 522 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Signature 532 00 00 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00
File Header 542 00 00 00 00 0O 00 0O 00 00 0O 00 00 00 00 00 00
5 Optional Header 552 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
ection Headers 562 00 00 00 00 00 GO 00 GO 00 00 00 00 90 G0 00 O
4 Sections
o B tet 572 Q0 00 00 00 00 00 00 00 00 00 00 00 90 0 00 O
=5 EP=1122 582 00 00 00 00 ©0 00 0O 00 00 00 00 00 90 0 00 O =
offy .rdata
& dats Disasm: .text | General | DOsHar | Flerdr | Optonalnd | sectonmdrs Imports Resources BaseRekc.
ooy bss - + B
% e
& reloc Dffset Neme Func.Count  Bound? OriginalFirstThun TimeDateStamp  Forwarder NameRVA FirstThunk
4 SHLWAPLdI 2 FALSE arc (] o 4288 4084
KERMEL32.d1l “ FALSE a1cs (] 0 440C 4000
4 USERZ2.diI 1 FALSE 4288 ] 0 4426 4000
414 nitdil.dll 9 FALSE 4290 0 o 4448 40C8
Detais
Call via Mame Ordinal Original Thunk ~ Thunk Forwarder Hint
4084 StrChrA 44BE T35FCSES 10F
40e3 StrRChra B2 T55FCCF5 136
&
5
)
E
Loaded: C\Users\RE\Desktop dumped_dil.bin Check for updates

Part 2: Analysing the Dumped Executable

MD5 of Dumped Executable: 0063316975e55c765cd12e3d91820478

Upon opening the file in IDA, we can see that the main function only calls one local function
and then exits, so it’s not too difficult to find the malicious code. If you're not sure if a
certain sample is ISFB or not, one telltale sign can be found in the strings window. Most, if
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not all, ISFB payloads (version 2 — haven’t taken
a look at version 3 yet so not sure) store a

compile/campaign start date in plaintext that is

used for string decryption. In this sample, the . . .
date is Jan 28 2019, so a relatively new sample litten17.bin dumped_dl... dumped_dIl_f
at the time of writing this. I will go over the ixed.bin

string decryption method soon, but first let’s
take a look at what happens first in the function.

W DA - fved_dump.bin C:\Users\RE\Desktop\fixed_dump.bin = |
Eile Edit Jump Search View Debugger Options Windows Help
S E- B R B ) v A A X OO odbuge ) %) &0 E
Library function [ll Reguiar function [l Instruction | Data [ Unexplored | External symbol
7 Functions wndon 0 & x | [[5 mavews 5 strings window B | (O] Hex view-1 Al structures | [ ewms 5 imports | @ exons
Function name * || Address Length Type String
7] sub_401000 Bl 75 rdata:0040.  0000000C = Jan 28 2015
7 sub_40106E || ] .rdata:0040.. 00000009 c AVBQE
7 start 5] .rdata:0040.. 0O0DIODC [ SHLWAPL I
7] sub_401158 [s1 1D 00000000 C KERNEL32.d1
£ sub_401284 Fsl 00000008 C USER3Z.dI
£] sub_s012cF 5] 0000000A c it
7 RtiUnwind o 00000012 c BSUVWATALIAVAWH FHH
] sub_40133C [s1 00000005 C Qa3lH
£ sub_s0138C Fs] 0000005 c MM
£ sub_4013E1 ¥ 03000005 ¢ Leb<H
7 sub_4014FF 5" 00000005 c g
Tmn_msz ) 00000007 [ F:303EM
£ sub_401570 Fs] 0000003 c e EHrA
Fl ok 4nigE Il 00000005 c Betsor
: oy 00000005 [ HiOEH
B 00000006 C VipH;GD
b Graph overview o#& x = 00000005 C Bl
R 5 00000005 c 1fht
o 00000008 c LA
E= 00000005 c EHFA
[ .data:00405... 0000OO0S c veyAL
5 .data:00405... 00000005 c ;A —
_ Line 1 of 50
=] output windaw O#& x

Command "JumpEnter™ failed
Python
AL: ide Down Disk: 27GB

Strings

There are several functions called inside this function, so let’s take it section by section, so
first let’s take a look at the first four functions. From the image below, it is clear that the
return value of sub_401C69 (stored in eax) needs to match the value in esi, otherwise it
will jump to the exit. The second called function — sub_ 401E4F — seems to do the same
thing. The third function seems to be a check for something, as 1 is moved into a DWORD
based on the result of a bit-wise AND (test performs a bit-wise AND on the two values,
however it just sets flags based on the result, which is not stored) on eax. Finally, the fourth
function seems to act in the same way as the first and second function, in the sense that the
returned value is compared to the value in esi, and it will exit if the conditions are not met.
Anyway, enough assuming, let’s actually take a look at these functions.
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il s 5

3 Attributes: noreturn

public start
start proc near

push esi

xar esi, esi

push esi 3 dwMaximumSize
push ARaaaah0H 3 dwInitialSize
push esi ; Tloptions
call ds:HeapCreate

cmp eax, esi

mav hHeap, eax

jz short loc 481168

il e =

push esi 3 lpModuleName
call ds:GetModuleHandled

mov dword_48547C, eax

call ds:GetCommandLineld

call sub_482473

push hHeap 3 hHeap

mov esl, eax

call ds:HeapDestroy

ol i =

loc_4@l1le8: 3 uExitCode
push esi

call ds:ExitProcess

start endp

14/66



Taking a look at the first function (the main bit), we can see that the malware is opening it’s
own process and storing the handle in a DWORD, which is set to -1 if the malware failed to
open the process. This then returns back to the main function, where the returned result is

var_S58= dword ptr -58h
var_48= dword ptr -48h
Name= word ptr -48h
push ebp
mov ebp, esp
and esp, BFFFFFFFEh
sub esp, 7Ch
push ebx
push esi
Xar esi, esi
push edi
mov [esp+B8Bh+var_7@], esi
call sub_481C69
cmp eax, esi
jnz loc_ 482817
Y
bl e =
call sub_481E4F
cmp eax, esi
jnz loc_482617
Ll s 55
call sub_48138C
test 2ax, eax

jz short loc_4824E2

Y
=
mov dword_485478, 1

=

loc_4824B2:

call sub_48261E
cmp eax, esi
jnz loc_4@268C

compared against the value in ESI.
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bl s 5] I
call ds:GetVersion
cmp al, 5 loc_481CD6:
jnz short loc_481C97 pop esi
T jmp ds:GetlLastError
||sub_481C69 endp
P
test ah, ah
ja short loc_481C99
B |
I
cmp al, al
vy
FE
loc_481C97:
jbe short loc_481CD1
: Y _ v
il s = il s =
loc_481C99: loc_481CD1:
mov dword_485474, eax push 32h
call ds:GetCurrentProcessId pop eax
push eax ; dwProcessId pop esi
push 2] 3 bInheritHandle retn
push 1lea474h ; dwDesiredAccess
mov dword 485478, eax
mov dword 48547C, esi
call ds:0penProcess
test eax, eax
mov dword_48546C, eax
jnz short loc_481CCD

v
bl et
or dword_48546C, -1

The second function is where things start to get interesting. In the image below, you’ll notice

the compile date being moved into ESI, which, as I mentioned before, is used for string
decryption. You might already know this, but for those that don’t, ISFB contains a .BSS
section, which contains multiple strings that are all encrypted using a ROR-XOR algorithm.
The XOR key is calculated based on a given date, and in order to decrypt the strings, ISFB
needs to perform the calculations again to get the correct key, allowing us to easily reverse

it. But first, let’s take a look at the two functions called beforehand.
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push ebp

mov ebp, esp

sub esp, l4h

push ebx

mov ebx, dword_48547C
lea eax, [ebptvar_3]
push eax

lea eax, [ebptvar_4]
push eax

mov edx, ebx

call sub_481CeF

test eax, eax

jnz short loc_4@81EBB

call sub_4812CF

test eax, eax

jnz short loc_481EBB
FEE
mov eax, [ebp+var_4]
mov edx, [ebp+var_8]
push esi
push edi
mov esi, offset alan282019 ; "Jan 25 2813"
lea edi, [ebp+var_14]
movsd
movsd
movsd
mov ecx, [ebp+var_14]
xor ecx, [ebptvar_18]
lea ecx, [ecxt+eax+BEh]
push ecx
add eax, ebx
call sub_481F22
test eax, eax
pap edi
pap esi
jnz short loc_4@1EBB
i e =
mav ecx, ds:dword_4@861Ce
sub ecx, ds:idword_4861CC
add ecx, ds:dword_4861C4
mov dword_485490, ecx

YvYyvy
FEE
loc_4@1EBB:
pop ebx

leave
retn
sub_4@81E4F endp

Looking at the first function, you’ll notice ssb. (endian issues, as it is stored as hex —
actually is .bss) being compared to the value at [ECX], inside a loop. In order to decrypt
the strings in the .BSS section, ISFB must first locate the .BSS section, and in order to do so,
it simply reads it’s own PE header and gets the size and address of the required section. If
the value at [ECX] doesn’t match .bss, 40 is added the the memory address in ECX, due
to the fact that the spacing between the section descriptors/structures (.text, .data, etc.) is
40 bytes. The loop will the continue. If there is a match, the length of the string is checked,
making sure that it is not longer than 4 bytes. The malware does this by checking the byte
after the string, and comparing it to zero. If the string is the correct length, the memory
address pointing to “.bss” is moved into EDX. If everything is successful, ISFB will get the
address and size of the .BSS section and store it in memory. In this case, the address is
0x6000 (add this to the image base and you will be able to locate it), and the size is

18/66



0x1000. If this is still difficult to understand, there is an image of what the section table
looks like in x32dbg — this should help you to understand how it is able to get the address
and size.

loc_481C25:

cmp dword ptr [ecx], 'ssh.’

jnz short loc_481C34
bl e 5

cmp [ecx+d], eax s EAX =@
;3 BECX = ".bss™
; len(".bss") = 4
P ECK+4 =8
jnz short loc_481C34

[
#if

loc_481C34: H
add ecx, 48 ; 48 bytes between each section descriptor
dec esi
jz short loc_4@81C3E
_ Y
bl s =]
cmp edx, eax
jz short loc_481C25
. R
Yy
I
loc_481C3E:
cmp edx, eax
jz short loc_4@81C62

19/66



[l s 5

loc_481C3E:
cmp edx, eax
jz short loc_481C62
_ Y
I
mov ecx, [edx+12] ; Contains addr of .BS5S section
cmp ecx, eax
jz short loc 4@81CSE
i A 4
bl s 5]
mav edx, [edx+ls] ; Contains size of .BSS section
cmp edx, eax
jz short loc_481CSE
v Y B
lall 4 55
loc_481CSE: loc_481CE2:
push @8eh push 2
jmp short loc_481Ce4
| i
I
mov esi, [esp+itarg_ 8]
mav [esi], ecx ; Raw Addr loc_481Ce4:
mav ecx, [esptitarg 4] pop eax
mav [ecx], edx ; Size
jmp short loc_4@1CES
| i
=
loc_481CES5:
pop esi
retn a8

Function: sub_401CoF #2
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ncPu:’aq-_n[ rLog|_;LNnnu ® Ereakpants -mm|gmsm|ﬁgfn[¢,ml]§5m[c;mmlpkm]’*mm[ﬁfaunm"mﬂalf"nnl
- ] I tT.bss

86 4A 3C mov ecx,dword ptr ds:[edx+3C] = | wide Fru

03 ca add ecx,edx

0F 87 51 14 xﬁxf:?x.wra ptr ds: [ecx+14] Ce
OF B7 71 06 movzx esi,word ptr ds:[ecx+6] 1 EEX e B e
33 Co XOr eax,eax ECK 00400270 -bss
BD 4C OA 18 lea ecx,dword ptr ds:[edx+ecx+18] ecx:".bss EDX 00000000
33 D2 xor_edx, edx EBP  OOD1SFEFO
81 39 26 62 73 73 |cmp dword ptr ds:[ecx],7373622E ecx:".bss” ESP  DD1BFECE

~ 75 07 ine fixed_dump. 401034 ESI 00000003

E— 39 41 04 cmp dword ptr ds:[ecx+4],eax EDI 20000000
~ 75 02 ine fixed_dump. 401C34
i 86 D1 mov edx, ecx

83 €1 28 add ecx, 28 - e —

(] b

00401E68
QO1BFEEC
O018FEES

esp+10] TEFDEODO
e5p+14] O015FFB0

dword ptr [ecx]=[00400270 ".bss"]=7373622E

esp+d)
e5p+E,
es|

- TEXT:00401C25 fixed_dump.bin: $1C25 #1C25

00000000 |
00401E6B | return to fixed_dump.00401E6E from fixed_dump.00401C
0018FEEC
001BFEES
7EFDEQOO

“oure 1 | giowmpz | @soump3 | eowmps | weoumps | 8 weuhi | keliocas | 2 st
Address | Hex asciz ]~
0040019000 00 00 00(00 00 00 00|00 00 00 00|00 00 00 00| . .
004001A0| 00 80 00 00|00 02 00 00|00 00 00 00|00 00 00 0O0|.
00400180 | 00 00 00 00(00 00 00 00|00 00 00 00|00 00 00 00| .
004001C0 |00 00 00 00|00 00 00 00|00 0 00
00400100 | 00 00 00 00|00 00 00 00|00
Q04001EQ |00 00 00 00|00 00 00 00|00
004001F0| 00 00 00 00|00 00 00 OO|2E 7

return to fixed_dump.00401CE0 from 777
A

m

00400200 | 6F 26 00 00(00 10 00 00|00
00400210 |00 00 00 00(00 00 00 00|00
00400220 | 2E 72 64 61|74 61 00 00|9E
00400230 |00 10 00 00|00 40 00 00|00
00400240 |00 00 00 00|40 00 00 40)2E
0040025014 05 00 00|00 50 00 00 00
00400260 | 00 00 00 00(00 00 00 00|00
00400270 |ZENSXTITE| 00 00 00 00 BD
00400258000 10 00 00|00 60 00 00|00
00400290 | 00 00 00 00|40 00 00 CO|2E 7
004002A0| 10 00 00 00|00 70 00 00|00
00400280 | 00 00 00 00|00 00 00 00|00
004002C0 | 2E 72 65 &C|6F 63 00 00|00 7
00400200 | 00 6E 00 00(00 80 00 00|00
004002E0| 00 00 00 00(40 00 00 40|00 00 ¢
004002F0| 00 00 00 00[00 00 00 00|00

return to fixed_dump.00402497 from fixed_dump.00401E

-

Command: Defaut ¥

With that function analysed, let’s move onto the next one. The main purpose of this function

is to add a vectored exception handler using AddVectoredExceptionHandler. The
second argument is a pointer to the handler function that will be executed when the
program runs into an exception, so lets take a look at the function
Exception__Handle_Function.q

signed int sub_4812CF()
{
struct _RTL CRITICAL SECTION *w@; // eax
struct _RTL_CRITICAL_SECTION *Critical_Section; // esi
DWORD w2; // eax
int v3; // eax
DWORD w4; // edi

v@ = (struct _RTL_CRITICAL_SECTION *)Allocate Heap({@x28u);
Critical Section = w@;
if ( lve )
return 3;
vB[1].LockCount = (LONG)&vB[1];
ve[1].DebugInfo = (PRTL_CRITICAL_SECTION_DEBUG)&vB[1];
InitializeCriticalSection(v@);
v2 = TlsAlloc(};
Critical Section[1].OwningThread = (HANDLE)w2;
if (w2 !I= -1
&& (v3 = AddVectoredExceptionHandler({l, Exception_Handle Function), (Critical Section[1].RecursionCount = v3}) != @) )
1
lpCriticalsection = Critical Section;
vd = @;
1

elze

vd = GetlastError(};
if ( va )
Remove_Exception_And_VirtualProtect(Critical Section);

}

return vi;

This function checks the value of the exception — whether it is an
EXCEPTION_ACCESS_VIOLATION or EXCEPTION_SINGLE_STEP, however
they both end up executing the same function, so lets move into that function.
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signed int _ stdcall Exception Handle Function(int **al)
1

int vl; // ebp

LPCRITICAL_SECTION w23 // ehx

int *w3; // ecx

int wva; f/ edx

void *vw5; // edi

DWORD *ve&; Jf/ esi

vold *v7; /J/ eax

a;
lpCriticalSection;
1pCriticalsection )

[
=k kI
A

*al;
**31;

v == BxCeaeaa8s )

H.uu
|
— 0

;]

= (void *)v3[6];
if { !'sub_481B36(lpCriticalSection, (LPVOID)v3[6], 1) )

TlsSetValue((DWORD)v2[1].OwningThread, v5s);
al[1][48] |= exleeu;
return -1;
1
I
else if ( vi == Gx30000884 )
{
(DWORD *3&1pCriticalSection[1l].0wningThread;
TlsGetValue((DWORD)1pCriticalSection[1].0wningThread);
w7 )

( !sub_4e1B36(v2, v7, @) )

[
= =l o
0l

-
-h

TlsSetWalue(*vE, @8);
return -1;

The important part of this function happens soon after it is executed. In the image below,
you’ll be able to make out a loop, as well as two XOR instructions and a ROR instruction.
This is the BSS section decryption — the XOR key that is created later on is actually arg_ 8,
so take note of that. So, now we know that there will be an exception that is caused at some
point, which will in turn execute the BSS string decryption function. Now we have this
information, we can move onto reversing how the XOR key is created from the
compilation/campaign date.
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P

loc_4B1BD1:

maw eax, [edx]

test eax, eax

mov BCx, BaX

jz short loc_481BEC

] r ]
s = Wz =
Xor eax, edi
xor eax, [ebptarg 5]| [loc_4@1BEC:
inc ebx mav [ebp+lpAddress], 1
mov edi, ecx
maw cl, bl
ror eax, cl
mov [edx], eax
add edx, 4
jmp short loc_481BF3
|
— v ¥

"I

loc_4@81BF3:

dec [ebp+lpAddress)

jnz short loc_4@81BD1

I
1

Y
ol s =]
and dword ptr [esi+lBh], @

As the XOR key is based off of the date, thats where we need to look. First, the address of
the BSS section (0x6000) is moved into EAX, and the size of it (0x1000) is moved into
EDX. Then, the memory address of the compile date is moved into ESI, and a memory
address (pointing to an empty section of memory) is moved into EDI. The compile date is
then moved into that empty region of memory, using MOVSD, which moves a DWORD
from the memory address in ESI to the memory address in EDI. Next, the first DWORD of
the compile date is moved into ECX, and this is XOR’ed against the second DWORD of the
compile date. Then, the result of this is added to the address of the BSS section (0x6000

here) and the value OxE. This is then pushed as the first argument for the next function that

will be called.
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Add_ExceptionHandler
eax, eax
short loc_481EEB

—

eax, [ebp+B5S_Addr]
mowv edx, [ebp+B55_Size]
push esi
push edi
maow esi, offset alan282819 ; "Jan 28 2@19"
lea edi, [ebptdate] ; Mov date into EDI
movsd ; Mov DWORD at ESI to EDI
movsd ; Mov DWORD at ESI to EDI
movsd 3 Mov DWORD at ESI to EDI
mowv ecx, [ebpt+date] ; Mov 1st DWORD of date into ecx
xor ecx, [ebp+dword_2] ; XOR 1st DWORD with 2nd DWORD
lea ecx, [ecx+eax+BEh] ; ECX = XOR Result, EAX = @xc8ee
push eCx ; ECX = result
add eax, ebx ; EBX = Base Address
call sub 4@1F22
test eax, eax
pop edi
pop esi
jnz short loc_481EEB

.

ol s =]
mov ecx, ds:dword_4861Ce
sub ecx, ds:dword 4861CC
add ecx, ds:dword 4861C4
mov dword 485498, ecx

Y

Taking a look at the function, arg_ o (the XOR key) is used in a Rotate Left instruction.

Jirr

Here, we see BL being moved into CL, which is incremented by 1 and used to rotate the XOR

key left by 1. This results in the final XOR key that is used to decrypt the BSS strings.
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Yy

il i =

loc_4@81FSC:
mow eax, [ebp+XOR_Key]
maw cl, bl 3 EBX = 8
inc cl
rol eax, cl 3 ROL Encryption Key by 1
push eax ; int
push edi ; lpAddress
push [ebp+lpCriticalsection] ; lpCriticalSection
call sub_48186E
test eax, eax
jnz short loc_4@1FB3
edi, leeeh
ebx
ebx, esi
short loc_481F5C
Y L—-—-f-ﬂ
g g '
THE P
jmp short loc 4@1F83
loc_4@1F85:
mav eax, [ebp+XOR_Key]

Once we have performed these calculations, we get this as the key: 0x249d730c. Whilst it
is possible to get the strings from a debugger and copy it over to an IDA instance, I prefer to
replicate custom routines using Python. I'm currently polishing up the decryption script I
have been using, and when it is complete, you can get it here (my GitHub). Simply put, the
algorithm decrypts the data in DWORDs, using a mixture of XOR’s and rotate right (ROR)
instructions. First, we’re going to want to copy out the data in the BSS section. View it in the
hex editor mode, select the entire section (where there is data), and then go Edit-

>Export Data, and you can copy the unspaced data. Next, we need to parse this blob of

data so that we can decrypt it.

vYY
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88406088 0% e u/Sy. -
00406010 -.4g2y §7§,00¢-0
80496020 h.(yugeL.E..Qi.x
88406038 “OduyPV. /niiede.
00406040 fueHxdwp® : f o€ TH
00406850 Hom H#oee. OKO~EQR
88486068 .01'Iuijp.eo+{ot
BB406870 TAF7Ki.7.@-mxpRd
80406050 - ENVEN7aKine. 0
00406090 L TEtyX.Ocx*KE. 1]
BO4060A0 87P.:.L0.ix &)
BB406058 @ K ~hm-TEIR-7(
28406000 )"B},. . Ou UG/ 20
004060D0 K\Cap&Iia-elix. «
04060EQ o.._ok.2el€T>7[W
@04060F0 ~qjPi_1/Qed;92.h
00406100 »qIe. [qIfc.wi-l
86486110 20>x%. ;. ¥YP.&E0.+
00406120 J@0.UzégbBE, 2",
00406130 “0As. et ' 09ENEI0
88406148 'r07.167 . @x.z.8c
00406150 »D31i°jt.".0.82%F
00406160 ,»6TAdSoVEIib. 2n @
80486170 “Ieth '%00i.A7GC.
00406180 &N.0%8.yn" 524,70
88406190 FEOSS-Twim#E NI,

File  Edit  jump

B e
) SS—)
@
|12 output windaw oe x
4@85498: using guessed type int dword_485498; =
AL ide Dawn Disk: 2768

To parse it, I will be using python. All we need to do is split the hex bytes by 4, and store
that in a list. This means each value will be a DWORD. If you follow the commands below,
you should be able to get the output seen in the image.
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5C43FBDEF3CF DA ] 6 5 5 6 9BT149A4025B7149ADB3ETOETT
44 4 < 363

5F5E21633
SE1

‘487
'BEEDE
' 3ABF4CAY

'DF601FB1’ y
"SF5E2163', '345E4931
"41D184A5"

Next, we're going to use CyberChef to do a bit more fixing, although we will be replacing
different characters, so that there is an 0x before every DWORD, and so Python won’t treat
the list as a list of strings.

Download C ef ¥ Last build: 16 days 8: Au nd simplifie 1@
Operations Recipe B (] i Input i =
LLOLrAU, TA FLUGRIUE, 5, oA : YA VzLTZIUY,
rep Find / Replace @x 4FEDOA41, Ox 37FBC ; ;
E11522A9, @x B3CAD3E3, 8x S3A 7, @ , BCF7B748,
Replace ] R Bx 95497FA9, Gx B1ABE9BF, 8x F98DT7
Bx o SF474AB3, Bx O434B2E5, @ BBCDACIF, 20692250
BSON deserialise @x EEBE11DD, @x 7B9143 8x 3FBBEAFC, Bx
Repla F325974D, Bx G66TD99SA, D, @x DFEB1FE1,
ex Bx BB2EATE®, Bx FB6B1FS Bx
: FA7, 8x D2AA3ETF, 538DBF47,
LE obal match D[:"“‘:“- @x SF5E2163, Ox 345E4931, Ox 15A17200D, " ax
BIBBOGEA, OX 6 1C, ©x CBCF4 Bx Bx SCEEBGAB, @x TBF4BCES,
N Bx A4495 Bx 5A9, 6x 41D1B4A5, 13, Ox C2AE1E2B,
[ Muttiine matching [ Dot matches all CTAFCSDG, Bx DIGEATZ BC335375, Ox E 43372F, Bx
A Nar 8x CABA9E16, Ox DAF2EEDE, Ox ©F987988]
Output B rI:I Q 0
. OxAD1198A9, @ BXAFSDESA3,
- , BXDEET2009, BX1ACAIF1B,
)XABFD5056, ©x1D2FGE40, 5399C0A, OxC19AFICE,
@x958054D1, Bx1FDSBEBS,
BXCFFCECBA, BXEECS83BE,

BxEQ9B4B69, OxFAAE18D9,
Bx3ABFAC,

OxBGASACBE, OxTBBS5ZFA,

BxBB91A3E1, BxFDBCEDS,

@x1FEDTBSE, BxB49DC629, Bx1E4B5F4B,

: Bx29944246, E16D3, BxAB!
NIX Timestar OXEBABEBDA, ©x8TBE1291, OX6F
GADE, OxG95FEEZF, Bx5195C13B,

(ADB3ETBE, BxTTA4ACDC, ©x32F9I3ETE,
PXBOICF4ED, OXSSTAEAFS, OXF2

Aeim Plalem AvITRARAAS AvAFARAANR AvAR

Ox472F9EDA, Ox4B5CA3FB,
6xF2BDO5SEA, ©x65CDBO54,
9EGOC Bx9B7149A4,
x2513BF8F, @x9F501089,
BxAAZTB18D, OxBBFBCLE4,
AvACCrATAE  Avanor TARA

w

So now you should have a suitable list of hex DWORDs which we can then decrypt. In order
to decrypt it, you simply have to copy it into the script and make sure the key is correct, and
then it will decrypt and spit out the raw data, as well as a list of integers, and you will see
why just now. In the image below, you can see the decryption part of my script, which isn’t
too complicated, so if it hasn’t gone up on my GitHub yet, it shouldn’t be too difficult to
replicate.
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i in range

p32(encrypt[i])
tion
print encr
print

t ypt[i] ~

= encrypt([i]

12 test ~ arg 4
ror_counter = ror_counter +
test2 = ror(tes ror_count
final data = p

5
bx
5

84, 68, 76, 76, 46, 76, € 58 55, 80, 73, 6, 76, @ 82, 78, 69, 51, 50, 46, 68, 76, 76
, 181, 116, 67, 111, 118, 116, 181, \ , B4, , 114, 181, 97, 8, 9 9 , , 116, 67, 111, 118, 116, 181, 128, 11
114, 161, 97, 180, 119, 87, 111, 119, 54, 52, 82, 181, 97 , 185, 114, 97, 1es8, 77, 181, , 111, 114, 121
98, 119, 87, 111, 4 81, 117, 161, 114, 121, 73, , 114, 18 116, 165, 111, 118, 80, 114, 111, 99, 1 11
54, 52, @, 46, 111, 97, 108, 7 s, 4, 97, 114 , 117, 45, 37, 48, 50, 117, 45, 37, 48, 58,
117, 32, 37, 48, 50, 3 , 58, , 7 , , 116, 18 20, 185, 116, B5, 115, 181, 114, 84
184, 114, 181, 97 B, , 76, 1€ a, 7 o1, , ¢ , , 180, 117, 114, 181, 65 18
181, 115, 1 4, 181, 5, 1081, s B , 97, 98, 119, 87, 114, 1 5, 161,

5, 114, 116, 97, 108, 89, 111, 114, 121, @, 76, 106 4 , 100, 6 e, 98, 119, . , 116, 181
116, 86, 185, 114, 116 g g, 77, 101, 111, 114, 12 g B, 181, 188, 9 115, 181, 5 B, 114, 82, 1
183, 165, 115, 116, 4, 6f 188, 78, 111, 116, 185, ; 5, 97, s 76, 100, 114, 8 e, 114, 181, 163

185, 115, 116, 4, 68, 108, 8, 111, 116, 185, 182, 99, 97, 116, 185, 111, 118, , , 181, 97, 11

181, 115, 115, 65, @ 81, 5, 101, 86, 114, , 99, 181, 115, 115, 87, 8, 67, 114, 181, 116, 181,

115, 65, 115, 161, 114, 65, © 114, 161, 97, 116, 181, 88, 114, 111, 99, 181, 115, 115, 65, 115, 85, 11
111, 118, 61, 37, 117, 38, 115, 111, 182, 116, 61, 37, 117, : 17, 115, 181, 114, 61, 37, 4
. 56, 3 : , 114, 118, 181, 114, 61, 37, 117, 38, 185, 188, 61, 37, 117, 38, 116,
181, 61, 3 , 7,1 54, 52, B, 114, 111, 5 77, 8,
182, @, 116, , 87, , 119, 54, 52, 69, 118, 97, 181, 87, , , 54, 52, 7e,
111, 118 8, 58, 48, 68, S T 7 9, 59, 59, 66, T1, 41, 48, 68, 59, 7
41, 48, 65, 5 73, 67, 73, 59, 71, 65, 59, 59, 5% 85 40, 65, 59, 79, 73, 67, 73

LZwSetContextThreadZwGetContextThreadZwWows4ReadVirtualMemory64Zwhows
%
d*.*Ldr e reateRemoteThreadZwn r Me rLoadDllZwProtecty
cationLdrUnregisterD1l1Noti essACreateProcessWCreateProces
uktype=Xu&nam ssMicrosoftWow64EnableWow64FsRedirection

So now we can copy the decrypted strings over to IDA. There is an extremely basic IDA
Python script in the image below, which overwrites bytes at dest with bytes of data in data.
The list data will contain the integer values that our script printed to the terminal, so you
can simply copy it from there and paste it into the document.
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import idc

data = []

def PatchArr():
i:
dest =
length = len(data)
for ¢ in data:
idc.PatchByte(dest+i, c)
i4=

print "Done

From there, we need to import it as a script/module in IDA, so you can do that either by
importing the file, or by copying the text and pasting it into the box as shown below. All you
need to do then is click Run, and it should be imported — although we physically have to
call the script, Run won'’t execute it — at least not in this case.

¥ DA - fixed_dump.bin C:\Users\RE\Desktop!fied_dump.bin =

o
x|

S @ By 8 B ) o A heder e X P O D |Nodbuge ) %) @i
| | 1 | i | =

Library function [l Reguiar function [l Instruction Data Unexplored External symbol

7] Functions window 0 & x| [[5oavews [TE Pseudocode-a 51 strings window D Hexview-1 B | [R] structures g P L — 7 —
- 60 00 B0 00 00 90 0O OO OB PO DO DD PO D@ DB B  ............
68 20 0o 00 0o 90 02 @2 20 0O 0 00 90 0n 0o 6a

Execute script =]

Function name
¥ sub_401000
7 sub_40106E
7] start

b 401168 E Snippet st Please enter script body

| Alocate_Heap Name 59, 71, 65, 59, %9, 59, 66, 71, 41, 40, 68, 5
t_Exception

w
I

#. Default srippet =
RtUnwind
sub_40133C

2
&
|
&
g
4

sub_4013E1

def PatchArr():
sub_4014FF i=a

Heap_Fres dest = OxPO406000

length = len(data)

for c in data:
ide.PatchByte(dest+i, c)
i4m1

_,\.
o g
EE
sy
5

sub_40165C
sub_401698
f | memset

print “Done”

- - ~ Line:13 Column:14

£ sub_401836 — Soripting language Pythen = |  Tab sice 4 -

00006014 0 Run Export Import s

=] output windaw O#& x

Done
Python
AL: ide Down Disk: 27GB

Upon typing PatchArr() into the console and hitting enter, the script should overwrite all
bytes in the BSS section with our decrypted strings, so you should see something similar to
the image below.
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¥ DA - fced_dump. bin C:\Users\RE\ Desktop\fired_dump.bin =2 = ==
Eile Edit Jump Search View Debugger Options Windows Help

A e NS ) s @O AR FF - A X P OO o v E[E A

| | 1 1 (-]

Library function [ll Reguiar function [l Instruction | Data [ Unexplored | External symbol

(7] Functions window 0 & x | [Eoavesan [ B al) | 5 suingswindow £ | Ol rexview: @ | & 0 [ ewms 0 | 58 mpors £ | () Exporis 0 |
Function name le )3 @0 00 90 00 00 00 00 00 00 0O 00 00 00 60 00 B0 ....... -
(7] sub_s01000 00 80 00 0@ 00 0O 00 G0 B0 0O 0O 0B 00 00 80 00 .. .
- ©0 80 00 6@ 00 0 00 @0 B0 00 0@ 00 0 60 B0 B@ ................
IZ‘“."OM 4E 54 44 4C 4C 2E 44 4C 4C 90 4F 54 44 53 41 50 NTDLL.DLL.NTDSAP
(7] start 49 2E 44 4C 4C 00 4B 45 52 4E 45 4C 33 32 2E 44 I.DLL.KERNEL32.D
f | sub_401168 4C 4C 9@ 5A 77 53 65 74 43 6F m 74 65 78 74 54 LL.IwSetContextT
Alocate_Hesp 68 72 65 61 64 @@ 5A 77 47 65 74 43 6F 6E 74 65 hread.IwGetConte
[7] set_Exception 78 74 54 68 72 65 61 64 0@ 5A 77 57 6F 77 36 34 xtThread.Zwhowsd
—— 52 65 61 64 56 69 72 74 75 61 6C 4D 65 6D 6F 72 ReadVirtualMemor
79 36 34 8@ SA 77 57 6F 77 36 34 51 75 65 72 79 y6d.Zwhowb4Query
L) ab_1013X 49 6E 66 6F 72 6D 61 74 &9 6F GE 58 72 6F 63 65 InformationProce
sub_40138C 73 73 36 34 80 2E 62 69 6E @0 4C 6F 61 64 4C 69 ss64..bin.Loadli
Eaﬁ_ﬁlfl 62 72 81 72 79 841 8@ 25 38 32 75 20 25 3@ 3275 brary.:\.?&ugu-mu
|Z|sua_-|o1# 2D 25 38 32 75 28 25 38 32 75 3A 25 3@ 32 75 3A -¥@Zu-XB2u:¥elu:
7| Heap_Free 75 38 32 75 80 @A 90 35 34 8 52 74 6C 45 78 69 %02u...64.RtlExi
sub_401570 74 55 73 65 72 54 68 72 65 61 64 90 2A 9@ 2E 8@ tUserThread.”...
m“ 4015F1 24 B0 B0 B@ 4C 64 72 47 65 T4 5@ 72 6F 63 65 64 *...LdrGetProced
(7] ms_4nssse 75 72 €5 41 64 64 72 65 73 73 8@ 43 72 65 61 74 ureAddress.Creat
65 52 65 6D 6F 74 65 54 6B 72 65 61 64 0@ SA 77 ecRemoteThread.Iw
] sub 01698 57 72 69 74 65 56 69 72 74 75 61 6C 4D 65 6D 6F MWriteVirtualMemo
memset 72 79 80 4C 64 72 4C 6F 61 64 44 6C 6C 00 5A 77 ry.LdrioadDll.Zw 1
sub_4016EC 58 72 6F 74 65 63 74 56 69 72 74 75 61 6C 4D 65 Protectvirtualde
|Z|su:_-|o195a 6D 6F 72 79 @@ 6B 65 72 6E 65 6C 62 61 73 65 @@ mry.ker‘nelbase.
1 .||r 5 4C 64 T2 52 65 67 69 73 74 65 72 44 6C 6C 4E 6F LdrRegisterDllNo
chy d with IDA View-A) -
(=] output windaw o0& x
Python> -
Python>Patcharr()
Done -
| Pythen |
AU ide Dawn Disk: 27GB

We can then reanalyse the payload, by going Options->General->Analysis-
>Reanalyze Program, and it should recognize most of the strings, although there will be
the occasional error.

¥ DA - fced_dump. bin C:\Users\RE\ Desktop\fired_dump.bin =2 = ==
Eile Edit Jump Search View Debugger Options Windows Help

AR e B B ) s @O AP -Fe X P DO e W[ T

s | | 1 - HE

Library function [ll Reguiar function [l Instruction | Data [ Unexplored | External symbol

(7] Functions windom 068 x| EoavewaD | Dlrecvenad [ [E a0 | 5 stings wngon 0 | (A 0[5 enme B [ 5 mwpors £ | Blopors B |
Function name | - cooe aNtdl101l @ db "NTDLL.DLL®,8 ; DATA XREF: sub_48195A+2Eto =
] ; sub_se
(7] sub_s01000 a4 sNtdsspiDll  db "WTDSAPI.DLL',8
[£] sub_s0106€ ; const CHAR ModuleName
mﬂa‘t = ModuleName db "KERMEL32.DLL',@ ; DATA 8
7 sub_401168 ; sub_a
Alocate_Heap ; CHAR aZwsetcontextth[2]
(7] set_Exception 3 - aZwsetcontextth db ‘ZwSetContextThread',@
RtiUnwind an o 2 A aills =7
b 40133 ; CHAR String2[2
Ly b . 36 String2 db *IwGetContextThread',@
sub_40138C : DATA XREF: sub 4@
[F] sub_s013€1 dvir[3] -
[7] sub_s014e¢ . dvirtualMemorysd” ,8
f | Heap_Free 9 - ) o ; DATA XREF: sub_4¢
aub_401570 . 3 CHAR sZwwowsiqueryin[11] ) .
maﬂ:_ﬁl!}:l alwwowbdqueryin db .MquerylnfomtlonPr.oce.ssﬁd 48
L£] sub 0155 aBin db ".bin",8 -
] sub 01698 - aLoadlibrarya db 'LoadLibrarya’,@
memsct - a@2ud2ul2ue2ud2 db "Xelu-XO2u-¥02u MO2u:Xe2u:Xedu',eDh,Bsh,8 L
sub_4016EC - abd db "64',8
(7] sub_401954 - N 84 aRtlexituserthr db "RtlExitUserThread®,8
s I - GOCC text “UTF-16LE", **.**,8
b dvir (5 with Hex View-1)
=] output windaw 0 & x
........ T eee——
Command “MakeStrlit" failed il
Command “JumpOpXref" failed |

Command "JumpOpXref"” failed
Python

AU ide Dawn Disk: 2768

With the newly decrypted BSS section, we should be able to analyse the rest of the payload
without issues.

Once the strings have been decrypted, ISFB then calls a function that utilizes one of the
decrypted strings — IsWow64Process. As you probably have guessed, this checks to see if
the architecture of the system is 64 bit or not. The result (stored in EAX — 1 if x64, 0 if not)
is then tested. If the system is not 64 bit, the variable var_ 4 in the graph below is used in
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an AND operation with EAX, which would be equal to 0, meaning the value in var_ 4 would
be 0. If the system is 64 bit, this is skipped. Then, regardless of the system architecture, the
value in var_ 4 is moved into EAX, which is the return value.

If we back out of the function, we can see
EAX is tested again, and if the result is not
zero, the value 1 will be moved into the
DWORD dword_405478. As the system I
am running on is 64 bit, dword__ 405478
will contain the value 1. If we search for
cross references to this DWORD, we can
find test instructions that use it. Therefore
we can determine this is an indicator of the
architecture.

push ebp

mov ebp, esp

push ecx

moy eax, Iskowed

and [ebptvar_4], @

test eax, eax

push esi

maw esi, dword_48546C

jnz short loc_4813C9

i A 4

FIE
push offset ModuleName ; lpModuleName
call ds:GetModuleHandlea
push offset ProcMame ; "IsWowB4Process”
push eax ; hModule
mov Kernel32 dll, eax
call ds:GetProcAddress
test 2@x, eax
mow IsWowsd, eax
jz short loc_4813DB

i Y
P
loc_4813C9:
test esi, esi
jz short loc_4813DB
il i 55
lea ecx, [ebptvar 4]
push ecx
push esi
call eax ; IsWowed
test eax, eax
jnz short loc_4813DB
‘ 'y !
ol s =]
and [ebpt+var_4], eax
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Ll s
mov dword_485478, 1

xrefs to dword_405478 = -5 =]
Directic Ty Address Text
Up r  sub_401000+41 test byte ptr dword_405478, 1
Up r  sub_401F95+2B test  byte pir dword_405478, 1

sub_401F36+213 byte pir dword_405478, 1

ED w  sub 402473435 mov  dword 405478, 1
= D. r sub_402473:loc_4025BE  test byte pir dword_405478, 1

[ QK ][ Cancel H Search H Help

Line 3 of 5

The next function that is called is quite complex. In a nutshell, this function is responsible
for getting the address to a select few API calls. To do this, it uses a list of predefined values,
a “key”, and a hashing routine. First, let’s take a look at the key and find out what it is.
Looking at the image below, just before the value in hModule is moved into ECX, EAX is
XOR’d with a DWORD inside the binary, however upon viewing this DWORD, it is empty —
this means it is resolved dynamically.
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push offset ModuleName ; lpModuleName

call esl ; GetModuleHandlea
mow Kernel32 dll, eax
xor edi, edi
|
I
loc_462648:
mov eax, dword 485814[edi]
Xor eax, dword_ 485498
mow ecx, hModule
push eax ; int
Xor esi, esi
push esi 3 lpString2
push ecx ; int
mow ebx, ecx
call Load APIs
test 2@x, eax
jz short loc_48266E
S
___ ¥
bl s =]
mow esi, [eax]
add esi, ebx

loc_4@26RE:
test esi, esi
mov dword_485814[edi], esi
jz short loc_482682
r - '
4 L J ;
= = s =
add edi, 4
cmp edi, 1l4h loc_482682: 1GCH4EEE§EH
jb short loc_482648| |push 7Fh pu=
™1 jmp short loc_482688
v ve

To find out what this DWORD will contain, we need to find cross references to it —
specifically, we are looking for a reference to it being used as the destination in a MOV
instruction. Luckily enough for us, it only appears once as the destination, inside the BSS
Decrypt function. From the image below, we can see that a DWORD from a string is moved
into ECX, which is then used in a subtraction and addition instruction. In this case, it may
be much easier to understand what is going on by looking at it in a decompiler.
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Lol e =

ecx, dword ptr ds:aVersionUSoftUU ; "version=Rulsoft=Huluser=%¥03xX08x%08x%05"...

sub ecx, dword ptr ds:aVersionUSoftU+@cCh ; "oft=Ruluser=Xasx¥03x¥asx¥esxidserver=Xud".. .
add ecx, dword ptr ds:aVersionUSoftUl+4 ; "ion=Hulsoft=Huluser=3%05x¥08x¥08x%08xise". . .
mov dword_485498, ecx
xrefs to dword_405490 o 8
Directic Ty| Address Text

Up r  sub_4013E145 mov  ecx, dword_405490

= w  Decrypt_BSS_Strings+66 dword_405490, ecx

2] 0. r  sub_401F95+118 mav  edi, dword_405430

s sub_402473+5C mov  eax, dword_405490

s API_Hashing_Lookup+30 wor  eax, dword_405490

[ Ok i[ Cancel H Search H Help
Line 2 of 5

int _ thiscall Decrypt BSS_Strings(void *this)
1
HMODULE v1; /f/ ebx

int result; // eax

int dword_1; // [esp+4h] [ebp-14h]
int dword 23 // [esp+8h] [ebp-1@h]
int BSS_Size; f/ [espt+l@h] [ebp-8h]
int BS5_Addr; // [esp+l4h] [ebp-2h]

vl = dword_48547C;

result = Get_Address_And_Size_0Of BSS5((int)this, (int)dword_4@547C, &B55 Addr, BESS Size);
if ( !'result )

1

result = Set_Exception();
if ( !result )

strepy((char *)&dword_1, "Jan 28 2819");
result = sub 481F22((int)vl + BSS_Addr, BS5S Size, (dword 2 ~ dword_1) + BSS_Addr + 14);
if ( !result )
dword_485498 = *(_DWORD *)&aVersionUSoftUU[4] + *(_DWORD *)aVersionUSoftUU - *(_DWORD *)&aVersionUSoftUU[12];
b

i

return result;

} I

So, from the looks of it, we can get the key used by performing a simple operation, as seen
below:

key = (dword string[4] + dword string[©]) - dword string[12]

key = ("ion=" + "vers") - "oft="

We need to convert these values to hex to perform addition and subtraction:
key = (0x696f6e3d + 0x76657273) - Ox6f66743d

key = OX706E6C73

Convert the key from hex and we get this: "pnls"

We can double check this by looking at the binary in a debugger, as shown in the image
below.
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' 32dbg - File: fixed_dump.bin - PID: D78 - Module: fived_dump.bin - Thread: Main Thread 60 =R ~==|

Fie WView Debug Trace Plugns Favourites Options Help Dec 312017

| 9 Tivesds |+ snowman | ohiHendes | &7 Trace |

= | Hide Feu ]
ixed_dump. 406016 45’5016 "KERNE LS oLL”
orsmen o, s ocuse  martvacuse
WOV dword per ds: [EEKEEN1. sax ECX 00401287 T1xed_dump. 00401287

xor edi,edi

mov eax,dword ptr ds:[edi-<4NTGeTContex: EDX 20000001

|xor eax,dword ds: 490! 00405 490: “pn1s™ EBF 00000000
mov ecx,dword ptr ds:[40548C ESP OO1BFEE4
push eax ESI  77000CZ0 <ntdl1. NTGETCONTEXTThr ead»
xor esi,esi 51 NtGetContextThread EDI 00000004
push esi esf:NtGetContextThread J
push ecx EIP 00402645 fixed_dump. 00402645

[:E] moy_ebx,ecx

EB FF FF call fixed_dump. 401168 EFLAGS 00000287
0 test eax,eax ZED BE1 AF 0

je fixed_dump. 40266E

mov esi,dword ptr ds:[eax] 0 SE1 DFO

it tTh
51 NtGetContextThread GF1 TFo 11

[
add esi,ebx esi:NTGeTContextThread
test esi,esi es51:NLGetContextThread
14 50 40 00 mov Mrd ptr ds: [rdl <ANTGETCONTEXTThIr| s i NtGetContextThread LastError 00000000 (ERROR_SUCCESS)
]e f1)(eL¢w 402 LastStatus 00000000 (STATUS_SUCCESS)
04
14 r_mp eﬂi,

b f1xed_niumn 402648
mn_Fiven dumn, 407829

—
eax=ntdil.770C1A30
dword ptr [D0405490 “pnls"]=736CEETO

- text:0040264E fixed _dump.bin: $264E #264E

| @oump1 | oumpz | Wsoump3 | gouwmps | weoumes | Qm; | peitocals | J swuat |

00405430 G6E 6C 73|00 00 OO Q0|00 00 OO0 DO
004054A0| 00 00 OO0 00|00 00 00 00|00 00 00 00
00405480|00 00 00 00(00 00 00 00 |SE 19 OC 75
004054c0|00 00 0B 75 |EQ &7 29 0200 00 00 0O
00405400 |00 00 OO0 00(00 00 00 00|00 00 00 0O
004054E0| 00 00 00 00|00 00 00 00|00 00 00 00
004054F0| 00 00 OO0 00|00 00 00 00|00 00 00 00
00405500|00 00 00 00|00 00 00 OO|00 00 OO0 DO
00405510| 00 00 00 00|00 00 00 00|00 00 00 00
00405520|00 00 00 00(00 00 00 00|00 00 OO0 0O
00405530| 00 00 00 00|00 00 00 00|00 00 00 00 1
“““““““ 00 00 00D DOI00 00 OO0 O0I00 00 O0 00

Comand:

[ Paused [ fied_dump.bin |Time Wasted Debugoing: 0:06:17:27

return to Tixed dump.00402487 from Tixed_dump.004026

Now we have the key, let’s take a look at the values used for determining which API to
import. This is quite simple to find, as it is already inside the executable. We can also see
that EDI is being used as a counter, as each loop it is incremented by 4, until the value
reaches 20, where it returns. This means there are 5 APT’s in total that are looked up using
this method. The values in the embedded list are all XOR’d by the key, which results in the
hash lookup value used for comparison. So, from this, we can start examining the hashing
algorithm to see how it functions and to locate what API’s are lookup up and stored.

35/66



.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:

il e =]

loc_482648: H
mow eax, dword_485814[edi] ; EDI is incremented by 4
xor eax, pnls
maov ecx, Handle_To DLL
push eax 3 XOR"d Value
wor esi, esi
push esi 3 NULL
push ecx 3 Handle To DLL
mow ebx, ecx
call Load APIs
test eax, eax
jz short loc_4@266E
e —
P

mow esi, [eax]
add esi, ebx
loc_48266E:
test esi, esi
mav dword_485814[edi], esi
jz short loc_482682
1
¥ . J
D= FIHE
add edi, 4
cmp edi, 14h loc_482682: locF4GZE§EH
jb short loc 482648| [push 7Fh pus
jmp short loc_482688
|
. x B
ae4856811 db e
ae485812 db a8
Ba4a85813 db ]

86485014 ; int dword 465014] ]

20485814 kdwerd 485814
BB4B5614
26485018 dword 405818
BE4B5@1C
BE485020 dword 465826
26465624 dword 405024
BE4B5828
BB485629

dd 29518834h

dd 1B477A3Dh
dd 1D104817h
dd 65639CER3h
dd 54B334FBh
db Beh ; £
db e

; DATA XREF: sub_481CDDTr
; API_Hashing_Lookup:loc_4@
; DATA XREF: sub_ 4823454D71

; DATA XREF: sub_481EDFtr
3 DATA XREF: sub 48133C+51r

26481
LbSo

As the function is quite large, I will focus on the section that calls the hashing function. The
three arguments passed to this function are; the address of the DLL, the value 0, and the
correct hash for comparison. The function uses the base address to perform some
calculations in order to get to the export table inside the DLL. From there, it loops through
each of the exports and hashes the name of the export, which is then compared to the
predefined hash. If the hashes match, the function retrieves the address to the exported API,
and overwrites the predefined hash with the address for later use. If they do not match, the
function simply continues onto the next export, until a match is finally discovered.
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MOVIX
add
cmp
Jmp

moy dl, [eax]
cmp dl, [ecx]

loc_401220:

moy eax, [ebx]

add eax, edx

moy [ebp+APT_Name], eax
mov ecx, [ebp+null]

test ecx, &cx

jz short loc_481240

jnz short loc_481258
Y ¥
eax, word ptr [edi]| |push ecx 3 lpString2
eax, [esi+lenh] push eax 3 lpstringl
[ebp+var_28], eax call ds:1lstrcmpA
short loc_481252 test eax, eax
jmp short loc_481252

3 lpString
eax

ds:lstrlena

ecx, [ebp+API_Name]
Hashing_Alge

[ebp+Correct_Hash], eax ; Compare calculated with correct hash

[ebp+var_1C], 1 ; Match

f*v
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Taking a look at the actual hashing function, it is quite difficult to come to the conclusion
(especially for a beginner) that the function is responsible for hashing, until it is run in a
debugger. There is definitely something happening in this function from a static analysis
perspective, as there are multiple logic instructions, but we can’t know for sure until we
analyse it further.

Hashing_Algc proc near

push esi

mov esi, ecx

test esi, esi

push edi

maw edi, eax

jz short loc_4816DF
i L 4

I

or eax, BFFFFFFFFh
jmp short loc_481607
il e =

loc_4816D7:
test edi, edi
jnz short loc_4816A8
0 ‘ 0 ' 0
Ll s (=] Ll s (=] I
not eax
jmp short loc_4@16E1 loc_4B16DF: loc_4B16AA:
Xor eax, eax mov cl, [esi]
movIx edx, al
MavIx ecx, cl
Xor edx, ecx
and edx, @Fh
shr eax, 4
xor eax, ds:dword 484183[edx*4]
shr ecx, 4
maow edx, eax
and edx, @Fh
dec edi
Xor ecx, edx
shr eax, 4
inc esi
xor eax, ds:dword 484183[ecx*4]
LA | I

Taking a look in a debugger, it is clear that [edx*4+404108] and [ecx*4+404108] are values
from a lookup table, as the XOR values used constantly change, however the values are
repeated, and therefore we can determine that they are not randomized. Base64
encoding/decoding use lookup tables as well, so if you have looked at that before (or at least
the psuedocode), you might be able to recognize the lookup table aspect here. When we take
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a look at the memory region where the lookup table is located, it is easy to see where it
begins and ends. So, now we know that there is a lookup table, how do we find out the
hashing mechanism in use?

Fle Wew Debug Trace Pugns Favourtes Options Hep Dec 312017
OE 0 ta =y tullé @K # L B9
B | ® 2 . - ] o Refer * & i
Grah Log - Notes Breakponts l‘\unwyl‘\n L} Call Stack &3 SEH 12 Script Symbols Source & ences Threads %/ Snovman Handes £ Trace
jpasia et | ige rru
o | (mov_ed
. Je n:eu uum 401607 EAX OAFFSI08
. ]mp f1kl¢_ﬂump lD‘W? EBX 7 E'DC_ZLE? ntd11.770C21EQ0
e| | mov cl,byte ptr ds:[esi] esi:”_SHAFinal ECX 00000002
| | movzx dx, a1 EDX 0000000
®| | mOVZX ecx EBP Q01BFEDD
*| (xor F.Uh,e(a ESP O018FETC
o||and edx,F ESI  770C5158 "_SHAFinal”
o shr eax,4 EDI 00000009
o| (xor eax,dword ptr ds:[edx-4+404108] OXADOAE278 on first 10op - edx=4+404108 acts as lookup table
®|(shr ecx EIP 00401600 fixed_dump, 00401600
#| [mov edx,eax
: :‘2‘: ﬁgf‘" EFLAGS 00000300
ZEQ BEOD AF O
b =2 QE 0 SEO DF O
®|[inc esi e51:”_SHAFinal £EO0 TF1 IF1
®  |xor eax, Mrd r ds:[ecx 4+ 404108, 0x280930AC on first loop - once again acting as lookup table
+o | | test edi — . 1 ' — — LastError 00000000 (ERROR_SUCCESS)
®|iine r1xaq_dumu 401644 LASTSTAtUS 00000000 (STATUS_SUCCESS)
| [not
®|+jmp r1x!ﬂ_¢ump 4016€1 G5 0028 FS5 0053 [
E o| | *or eax,eax -P -
o | nan edi - =
] [ ~ Dela-lltm:el] 5 = [l unlocked

esp+d] 770COLFE mtdil.770C01F

Lesp+E W-wu-w Fixed_dum=p. 0040124F
EH fesp+c] 00

4: [espr10] owuooon

5: [esp+14] 77080000 ntdll.77080000

eax=AFF51D8
dword ptr [ecx*4+404108]=[f1xed_dump.00404114]=260930AC

b

- Text: 00401600 fixed_dump.bin: $16D0 #1600

o I oy 4180 ntd11.770C4180 "
Woump 1 | GlDump2 | 4% Dump 3 ] %% Dump 4 | e Dump 5 [ & watch 1 | Ie=] Locals | & Struct D01 TTOCOLFE| ntdl1.7TOCOIFSE

Address | Hex ASCIT " 1 gga%gs return to fixed_dump.0040124F from fixed_dump.004016
004040F4 (00 00 00 00 4A 61 GE 20(32 38 20 32/30 31 39 00|....Jan 28 2019. 00000000

00404104 (00 00 00 00)00 00 00 00 EJIOIETRIDICEIZONEENSE] . . . . . . . . dasEn: E 77080000 ntd11.77080000

00504134 | AC 30 03 26|20 41 DC 76|74 51 &8 68|55 €1 82 0 ~0ls. AUvaQkkxa =M 3 180

00404124 |3€ 71 05 50|20 44 93 OF FO EB A3 D6 D6&|<q.P . iD,.BE00 i 101 1 e ra ey

00404134 [BC B3 61 CEB|BO cz s«u u D4 DZ D3 86/ 78 E2 DA AD .-.:'M.om.n. 77000220| ntd11.77000220

00404144 |2C€ F2 80 BO|FF FF FF FF(AD 12 40 00(A4 12 40 00

00404154 |00 00 00 OQO|FF FF FF FF E4 2B 41 O|ER 28 40 00| .
00404164 | 7C 42 00 00|00 00 00 00|00 00 OO 00|B8 42 00 00| |B
00404174 | B4 40 00 00|CB 41 00 00|00 00 00 00|00 00 OO 00 .
00404184 |OC 44 00 00|00 40 00 00|88 42 00 00|00 00 00 00|.D...
‘ m " ‘ (] b

Command: Default ™
Paused |MM 0040410 -> 00404147 (DxD000003C bytes) |mwmkomzhsl

Typically, custom encryption and hashing implementations are quite difficult to determine,
unless you know what you are looking for. As long as the algorithm is publicly available
(such as AES or Serpent), and not a custom developed one by the author, there will almost
always be specific values or instructions that stick out to those who have looked at crypto
before — these are known as Constants. We will revisit these later (in the next post) when
looking at the other encryption methods used in this sample, however to sum it up, it
basically refers to values that must be used in the algorithm to achieve the correct results. In
this case, let’s take one value from the lookup table: 0xA00AE278. We can run a quick
search for this value online, and as you can see from the image below, this is definitely
linked to CRC-32, although it is more of a variant — we just need to find out which variant.
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Google OXACOAE278

[FIXED] Working Arduino CRC 32 code - Arduino Forum
forum.arduino.cc/index.php?topic=91179.0 =

9 Feb 2012 - 7 posts - 3 authors

0x9b64c2b0, 0x86d3d2d4, 0xa00ae278, Oxbdbdf21c }; unsigned long crc_update(unsigned long crc,
byte data) { byte tbl_idx; tbl_idx = crc ...

CRC32 with signed bytes in java - Stack Overflow
https://stackoverflow.com/questions/28405493/crc32-with-signed-bytes-in-java ~

2 answers

26 Apr 2017 - ... OxEb6b5114, Ox4db26138, 0x30057 13c, OxedbB88320, 0xf00M9344, Oxd6d6ades,
OxcbE1b36c, 0x9b64c2b0, 0xB6d3d2d4, 0xad0ae2T8, Oxbdbdf21c }; public ...

generate a Checksum using this algarithm 30 Oct 2018
Converting crc code from C to Java yields unexpected results ... 12 May 2018
Reading bytes out of a character array using a character pointer ... 8 Jun 2017

Arduino CRC calculation and Serial reading 24 May 2017

More results from stackoverflow.com

2.1.2.2.1 CRC Lookup Table - Microsoft Docs
https://docs.microsoft.comien-us/.../ms.../2500f63e-a1ec-4605-a80d-d4 1ab63e80e9

14 Feb 2019 - ... Ox166ccf45, 0xa00ae278, 0xd70dd2ee, 0x4e048354, 0x3903b3c2, 0xa7672661,
0xd0B016f7, 0x4969474d, 0x3eeTTdb, Oxaed16ada, ...

crc32.c

ftp:/fftp.ncdc.noaa.gov/pub/datalsoftware/nexrad2/cre32.c «

... 0x18bT4777, 0x88085ae6, 0xff0f6a70, 0x66063bca, 0x11010b5c, 0xB659eff, Oxf862a869,
0x616bffd3, 0x166ccf43, 0xa00ae278, Oxd70dd2ee, 0x42048334, ..

In this specific sample, the program loops through the NTDLL.DLL export functions and
hashes them all until it finds a matching hash. What makes hashing worse is that hashes are
irreversable, meaning the only way you can find the matching hash is by brute forcing — to
do this you could hash each API exported by NTDLL until you found the matching hashes,
but this is too time consuming, and it is quite simple to find the matching API anyway — all
you have to do is put a breakpoint on the instruction that is hit if a match is found, and
execute the program. Once the breakpoint is hit, you’ll be able to locate the correct API.
From the image below, you can see the first API call that matches is ZwGetContextThread.
We can now use this to get the variant of CRC-32 used.
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Help Dec 312017

Optiones
$tauBiEshin L BP
. Notes | ® Bresiponts | ™8 MemoryMep | () calStack | s | ol saipt | @ symbok | < source | o pef | W Treesds | <7 snowman | o Handes | §7 Trace |

push ecx

Test AN B
jmp m 401252
ush eax

mov_ecx,dword ptr ss:lfeb

ush eax
h dword ptr ds:[<&15tromps]

dword ptr ds: [cﬂs:r'leﬂi]

[ebp-30]:"

EB 4C 04 00 00 €&l fixed_dump. 40:
35 45 10 cmp dword ptr ss:[ebpriof, eax
« 75 07 jne fixed .
crszcuwummnrul o1
B3 7D E4 00 55:jebp-1Cj, 0
v 74 19 je fi:eﬂ_du-n 401278
OF B7 07 movEZX eax,word al:r a [em]
88 40 CC mov ecx, r p-340
80 04 B1 Tea eax,dword dst ecn eax=4]
B9 45 DC mov dword ptr ;: chD 24, eax
33 €O XOr eax,eax
~ 74 3A je fixed_d 40
88 0B mov ecx,dword ptr ds:lebx]
03 40 08 add ecx,dword ptr ss:lfebpse)
89 08 mov dword ptr ds:[eax],ecx
~ EB 31 3 1% rt
b, 4

ZTwGeTContextThread™

Hits reakpoint if match

| Hide Feu

J EAX SA3DGEES
EBX  770C3A30
ECX 00000007
EDX 00000001
EEE  DO1BFEDO
ESP  DO1EFESS
ESI  770COIFS
EDI  770C4DAB
EIP 00401254
EFLAGS 00000344

ZF 1 FF 1 AF O
OF 0 SF O DF O

CF O

TF1 IF 1

ntd11.770C3A30

ntdl1.770C01F8
ntdl1.770C4DAB

fixed_dump, 00401254

LastError 00000000 (ERROR_SUCCESS)
LastsStatus 00000000 (STATUS_SUCCESS)

B3 C3 04 ebx, ]
RS SN CA moy dword nre <c:Banhn- 280, shy '] :IM
i In
——— l
dword prr [ebp-1C]=[0018FEE4]=0 ﬁp—r! 77080000 ntdl].77080000
F7OC4DAS ntdll.770C4DAS
7 7
. Text: 00401254 fixed_dump.bin:$1254 #1254 ;,%338 :521,_;,%3;;3
WDump 1 | YDump2 [inumus % Dump 4 [iuu:us | B watch 1 ]kﬂumh ] 2 stuet | N
" « 77080000
004040F4 (00 00 00 00 4A 61 &E 20(32 3B 20 32/30 31 39 00 .Jan 28 2019. ;;ﬁg’;g
00404104 | 00 00 00 00|00 00 00 00 S4NINETNID|CEIZ0NEENSE . . . . . . . . 2S0ENA; B 11.770C0220
00404114 [AC 30 D9 26/90 41 OC 76|F4 51 68 68|58 61 B2 4D -0U4. 3 RwGeit ot extThread”
00404124 [3€ 71 05 50|20 83 B8 33 OF FO ES A3 DE D&
00404134 BC B3 61 CB/BO C2 64 98 /D4 D2 8678 E2 0A AD
00404144 |IC F2 ED BO|FF
00404154 | 00 00 00 0O|FF |
00404164 | 7C 42 00 00 00 _I
00404174 | B4 40 00 00|CB
00404184 | OC 44 00 00|00 - -
‘| 3 3
oo
[Foueed || & |Time Wasted Debugoing: 0:07:29:55

In order to do so, we can use this site, which is extremely useful. It hashes the input using

several different variants of CRC-8, CRC-16, and CRC-32, allowing us to compare the value
from the debugger to the output of the different variants. With the API name,
ZwGetContextThread, and the required output, 0x5A3D66E4, we can find the variant used:

CRC-32/JAMCRC.

&« C & Secure | https;//crccalc.com

ZwGetContextThread

Algorithm
CRC-32
CRC-32/BZIP2
CRC-32C
CRC-32D
CRC-32/MPEG-2
CRC-32/P0OSIX
CRC-320
CRC-32/JAMCRC

CRC-32/XFER

Online CRC Calculator

PHP-sources on GitHub ~ C#-sources on GitHub  Java-sources on GitHub

Result
0xA5C29918
@xASDD7B93
XF4BIADCE
XA1DFBC37
0x5A22846C
XEBD1SCBA
0x037FEB91
0x5A3D66E4]

0x3524318D

Input type: ® ASCII
Calc CRC-8 Calc CRC-16
Check Poly
OxCBF43926  @x84C11DB7
©@xFC891918  ©x84C11DB7
OxE3069283 Ox1EDC6F41
8x87315576  OxAB33982B
0xB376E6E7  ©x04C11DB7
Ox765E76808  0x@4C11DB7
0x3010BF7F  0x814141AB
0x340BC6D9  Ox84C11DBT7
OxBDOBE338 0Ox000800AF

Hex

Calc CRC-32

Init

@xFFFFFFFF

OXFFFFFFFF

OXFFFFFFFF

@xFFFFFFFF

OxFFFFFFFF

6x00000000

0x00000000

OXFFFFFFFF

6x00000000

RefIn

true

false

true

true

false

false

false

true

false

RefoOut

true

false

true

true

false

false

false

true

false

v

XorQut

OXFFFFFFFF

OxFFFFFFFF

OxFFFFFFFF

OXFFFFFFFF

0xee000000

OxFFFFFFFF

0x00000000

0x00000000

0x00000000
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https://crccalc.com/

As we can find out the matching APIs, there is no need to write a brute force script, although
for families such as GootKit, this is sometimes necessary. So, the 5 APIs imported are:

ZwGetContextThread, ZwSetContextThread, ZwReadVirtualMemory,
ZwWriteVirtualMemory, and ZwAllocateVirtualMemory. With that, we can move out of this
function, and onto the next.

Trace Pugns Favourtes Options Help Dec 312017

taws tuBisshis nL B
I Ime

& "

2 Goph u;l.nnlum o mm|aum|15|um|ﬂm|0m|£ | S Trveads | < snowman | o Handes | ¢7 Troce |
0040261E 53 push eox A
0040261F ;2 Dusl’r: we - . o tide FPU
00402620 push es esi:GetModulenandles oD 75080000
00402621 BB 35 DB 40 30 0Q|mov esi,dword ptr ds:[<aGetModuleHandle esi:GetioduleHandles % ;::im REIE a2 =
00402627 57 push edi ECX TTOEIETA ntdll. 7TOE3BTA
00402628 €8 Q0 60 40 00  |push fixed_dump. 406000 406000: "NTDLL.DLL™ .
00402620 33 ED xor ebp,ebp Eox ooscoisn
0040262F FE D& [ e51:GetModuleHandlea EBP 00000000
00402631 85 CO test nx eax ESP OO1BFEE4
00402633 A3 BC 54 40 00 mov_dword prr ds:[4054BC] , eax ESI  750C1245 «ckernel3z. GetmoduleHand]eas
00402638 ~ 74 4C je fixed_dump.402686 EDI 00000000
00402634 65 16 60 40 00 ush rlxeu _dump. 406016 406016 "KERNEL32.DLL" |:'
0040263F FF D& ——— 51 : Getiodul eHand] eA EIF 00402641 Fixed_dump, 00402641
00402648 23 FF xor edi,edl
00402645 B8 §7 14 50 40 00(mov eax,dword ptr ds:[edi+405014] s
O040264E 33 05 50 54 40 00|xor eax,dword prr 04054590 "pnls" OF D SFO DF O
00402654 BB 0D BC 54 30 00|mov ecx,dword ptr ds:[40548C
00402654 50 push eax CFo TF1 IF1
00402658 33 Fé xor esi,esi es1:GetModul esandl e
00402650 56 push esi e5i:Getmodul enandlea LastError 00000000 (ERROR_SUCCESS)
O040265E 51 push ecx L (STATUS_SUCCESS)
0040265F 86 D9 mov_ebx, ecx
00402661 ES 02 EB FF FF Eall fixed_dump. 401168

F 00402666 85 CO test eax,eax

; e nnsnsesal + 74 fa is Fivar dumn an26ee
‘

dword prr Ii ed_dump . OOGCG&GIIKHHEI!Z 750B0000
00000

eax=kernel3z. 75
. text: 00402641 fixed dump.bin: $2641 #2641

Woump2 | Weoump3 | edoues | U D01BFEES

O018FEEC

2
8

return to fixed_dump.00402487 from Tixed_dump.004026

835888388
BRELEEE8RE

DH. M OH. P .
.LebeH. X D. {_L &

Fle Vew Debug Trace Pugns Favourtes Options Help Dec 312017
._'DI-DI tawy tuwuBiesfhs LB
iermh_;m _Notes | ® Breskponts | ™ mMemoryMep | [} Colstock | =ased | lisawt | B symbok | € sowee | & | 9 Tivesds |+ snowman | ohiHendes | &7 Trace |

004026686, 85 €O Test _eax,eax
00402668| v 74 04 ie Fixe ;.,, 0. 402668 T ~ || tide_FEU
00402664 mav es rd ptr ds:[eax 20000000
00402660 03 F3 add esi .ehx e
0040266E 85 F& TEST esi,esi E:: :zi‘z’g‘; 1 00401287
00402670 89 B7 14 50 40 00 |mov dword ptr ds:[edi.elNTGeTCONteXtTHr wod_demp.
00402676 ~ 74 DA je Fixed_dump. 402 EDX 00000004
00402678 B3 C7 04 add edi,4 EBF  OOD1BFFE0
00402678| B3 FF 14 omp_edi,14 ESE  OO1BFEFS

# | 0040267E| ~ 72 CB b fixed_dump. 402648 ESI 00000000
00402680 ~ EB 07 mp_f1ixed_dump. 402689 EDI 00000000

8 | 00402682 BA TF push 7F
00402684 ~ EB 02 jmp fixed_dump.402688 |j EIP 00402487 fixed_dump. 00402467
mor Bt =

4 el

00402689 5F ﬁ edi §: peci 2 ”z;s
00402684 SE pop esi OF D SFO DF O
00402688 B8 C5 mov eax,ebp
00402680 50 pop & CFO TFO IF2
00402 E8E 58 ebx
I 63 00000000000 | LaSTErrOr 00000000 (ERRCR_SUCCESS)
00402650 55 push ebp L (STATUS_SUCCESS)
00402691 88 EC mov ebp,esp
00402693 83 EC 10 sSub esp,10
00402696 53 push ebx
Mlmw.nf AR 5N nC mow b dward are uIAan—rl
‘ n

DO18FEFC

00405010
00405020
00405030
00405040
00405050
00405060
00405070
00405080

- M. ASUVINA
TAUAVAWH. § HH. 803
DH. A OH. P,

.LebeH. X 0. {_L &

m Google Chrome

The next function simply retrieves the file name to store in memory, potentially for use later
on in the sample. The next function gets much more interesting, so lets move onto that.
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int Get_FileMame()
1
WCHAR *v@; /f/ ebx
DWORD v1; //F esi
WCHAR *v23 ff eax
int v4; // [esp+Ch] [ebp-8h]
LPCWSTR lpszShortPath; // [esp+leh] [ebp-4h]

v4 = GetModule FileMame(base addr, (int)}&lpszShortPath, 1);
if ( vd )
1
1psString2 = 8;
1
else
1

(WCHAR *}1pszShortPath;
GetLongPathNameW(lpszShortPath, @, @);

GetLongPathNameW(ve, v2, vl1});
Heap_Free(va};

H
else
i
lpstring2 = v@;

¥

1

return v4j;

h

If you've looked at ISFB or read anything about it before, you might be aware of an

embedded FJ, F1, or JJ structure that is located just after the section table. This structure

contains pointers to appended (also known as joined) data, such as configuration

information, an RSA public key, or even another executable. There are differences between
FJ, F1, and JJ, although they are quite small changes. In this case, the sample is using an

embedded JJ structure, identifiable from the magic value ox4A4A (“JJ”).

f ( vl &% (v2 = (WCHAR *)Allocate Heap(2 * v1 + 2), (1pString2 = v2) != @) )
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| Q fixed_afterdump.bin

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC 0D OE OF Decoded text
000001E0 0O 00 00 OO0 00 00 00 00 00 00 OO0 OO 00 00 00 00

000001F0 00 00 00 00 00 00 00 00 2ZE 74 €5 78 74 00 00

00000200 6F 26 00 00 00 10 00 00 00 30 00 00 00 10 00 O
00000210 00 0O 00 00 OO0 OO0 OO0 00 00 OO0 00 OO0 20 OO0 00 &
00000220 2E 72 €4 61 74 61 00 00 SE 06 00 00 00 40 00

00000230 00 10 00 00 00 40 00 00 00 00 00 00 00 00

00000240 00 00 00 00 40 00 00 40 ZE 64 €1 74 61 00 00

00000250 14 05 00 00 00 S0 00 00 00 10 00 00 00 50 00

00000260 00 00 00 00 00 00 00 00 OO0 OO 00 00 40 00 00 C
00000270 2E €2 73 73 00 00 00 00 8D 02 00 00 00 €0 00 O
00000280 00 10 00 00 OO0 &0 00 00 00 OO 00 00 00 OO 00 O
00000250 00 00 00 00 40 00 00 CO 2E 72 73 72 €3 00 00 O
00000220 10 0O 00 OO0 OO0 70 00 00 00 10 00 OO0 00 70 00 O
000002B0 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 4
000002C0O 2E 72 65 &C 6F &3 00 00 00 70 00 00 00 80 00

000002D0 00 &E 00 00 00 €0 00 OO0 00 0O 00 0O OO0 OO0 00 O
000002E0 00 00 00 00 40 00 20 00 00 O
000002F0 00 00 00 00 00 00 10 00 00 0
00000300 00 00 00 00 00 0 00 00

00000310 4A <2 00 01 D4 OC 4R E 84 00 0
00000320 00 B6 00 00 00 )0 00 00 0
00000330 00 00 00 00 o0 0 00 00 O
00000340 00 00 00 00 00 00 00 O
00000350 00 00 00 00 a0 00 00 O
00000360 00 00 00 00 00 00 00 00

00000370 00 00 00 00 00 0 00 00 O
00000380 00 00 00 00 00 00 00 00 O
00000390 00 00 00 00 00 00 00 0
00000320 00 00 00 00 00 00 00

000003B0 00 00 00 00 00 00 00 O
000003CO 00 00 00 00 o0 00 00 O
000003D0 00 00 00 00 0 00 00 00 0 00 00 00

Offset(h): 0 Overwrite

The format of this structure is shown below:

Joined Resource Structure {
WORD Magic Value
WORD Flags
DWORD XOR Key
DWORD CRC-32 Hash
DWORD  Address
DWORD Size

The parsed structure in this binary can be seen below:

Joined Resource Structure {
WORD Ox4A4A
WORD 0x0001
DWORD OxD4B1C68F
DWORD OX9E154A0C
DWORD Ox00008400
DWORD Ox0000B60OO

The function we are looking at is responsible for parsing this structure and locating the
needed data. The main argument for this function is the third one, which is the result of an
XOR between the “pnls” string and an embedded hex value. The first and second arguments
are simply the start and end of an empty region of memory, so they are not that important
right now.
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The first half of the parsing function traverses through the MZ and PE header until it has
reached the resource structure located just after the section table. It then checks that the
magic value is in fact “JJ” (0x4A4A), otherwise it will add 0x14 to the current address and

try again.

loc_4@24B2:
API Hashing_Lookup
eax, esi
loc_482s8C

call
cmp
jnz

L J

il e =

call
push
or
pop
lea
rep
mov
Xor
push
lea
push
lea
push
call
test

jz

Get FileName
6
eax, eax
ecx
edi, [esp+88h+var_58]
stosd
eax, pnls
eax, VED7I247Ch ; @x9E1S4ABC
eax ; hash
eax, [esp+8Ch+var_43]
2ax ; int
eax, [esp+?8h+var 58]
2ax ; int
sub_4813E1 s Parse Structure
eax, eax
loc_ 482689
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ebp

ebp, esp

ecx

ecx

ecx, pnls

[ebptvar_4], @

esi

edi

edi, base_addr

eax, [edi+3Ch] ; Value from MZ Header

eax, edi 3 Base Addr + @x18@ = Start of PE Header

edx, word ptr [eaxt+6] ; @x@e6
esi, word ptr [eax+l4h] ; @xE@

edx, 28h ; BxFe

ecx, 243Ah 5 BXT736C4840

eCX, CX 5 exdaadn

edx, eax ; Start of section table

[ebp+var_8], ecx ; @xd4AdA
esi, [esitedx+4Bh] ; @xE@ + @x4801F2 + @x4@ = Gu460310
short loc_481424

loc_401424: H
movzx  eax, word ptr [esi] ; werd [esi] = "J32"
test ax, ax

jnz short loc_48141C

push
mov
push
push
mov
and
push
push
mowv
mowv
add
movZX
MOVEX
imul
xor
MOVEX
add
mowv
lea
imp

A==

loc_48141C:

cmp ax, ox

jz short loc_481435

3

¥
FMZIE

cmp [esi], ex
jnz loc_4@14F6

;oax = Bxd4A4A, cx = BxdAdA

v
IS _
add esi, 2@

Once the structure has been located successfully, the function compares the third argument
(0x9E154A0C) with the embedded CRC-32 hash, which is also 0xgE154A0C. If these do not

loc_481435:

push

ebx

match, the function will return or loop around again. If they do match, the function

performs a bitwise AND on the structure flag and ox2, which must return o, otherwise the
function will loop or return. If 0 is returned, a heap is allocated based on the size value
stored in the structure. From there, it will get the full memory address of the joined data by
adding the address in the structure to the base address of the executable, and then a bitwise
AND is performed on the structure flag and ox1. If the result is 0 the joined data is not
compressed and is encoded, and if the result is not o0 (which in this case it is 1), the joined
data is compressed. As the joined data is compressed in this binary, we will focus on the

compression method.
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loc_4@81436:

H
mov eax, [ebp+hash] ; Hash = result of previous XOR = Third arg
test eax, eax
jz short loc_481442
_ Y
=
cmp [esi+B], eax ; Compare XOR hash with hash in struct
jnz short loc_ 481485
‘ vy
sl =)
loc_4@81442: ;
test byte ptr [esi+3], 2 ; 1 &2 =8
jnz short loc_481485
i L 4
Ll e 55
mov eax, [esi+lE] ; 5ize of heap = walue in struct + 1
inc eax
push eax ; dwBytes
call Allocate_ Heap
mow ebx, eax
test ebx, ebx
jz short loc_4@81482

L

eax, [esi+l2] ; es5i+12 = Offset of embedded data
eax, edi ; edi = base address

byte ptr [esi+3], 1 ; Check if compressed

short loc_ 481494 ; 1 & 1 =1

\J o v

The two arguments pushed to the function are the location of the compressed data, and the
address of the newly allocated heap.
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eax, [esi+l2] ; 251412 = Offset of embedded data
eax, edi ; edi = base address
byte ptr [esi+3], 1 ; Check if compressed
short loc_ 481494 ; 1 &1 =1
s
push ebx
push eax loc_481494:
call Decompression mov ecx, [esi+léh]
cmp eax, [esit+leh] and [ebptvar_ 4], @
jnz short loc_481476 shr ecx, 2
™ mov [ebpt+hash], ebx
jz short loc_4814BA
B | — v ¥
I il i =]
mov [ebpt+var_4], 1
loc_4814A3:
mav edx, [eax]
sub edx, [ebptvar_ 4]
mav edi, [ebpthash]
add [ebptvar_4], edx
add [ebpt+hash], 4
add eax, 4
dec ecx
mov [edi], edx
jnz short loc_ 481443
L 4
loc_4@1476: loc_4B14BA:
cmp [ebptvar_4], @ Moy ecx, [esit+leh]
jnz short loc_4814D6 and ecx, 3
™1 jz short loc_4814CF
Y Y

Looking at an overview of the function, you can see it is quite intricate and difficult to
follow. Remember what I was saying about crypto constants earlier? They are also present
in some, if not all, (de)compression routines, although it is much more difficult to identify
the algorithm compared to encryption algorithms.

Searching through the graph, there are calls to the same functions several times over, but we
are looking for a hardcoded value that is not stored in memory. Sure enough, after searching
through the right branch, we can see a CMP instruction being used, comparing the value in
esi to the value ox7Do00. Using this, we can search “ox7doo compression” on Google and
after scrolling down a bit, come across this site. Comparing this python code:
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https://searchcode.com/codesearch/view/11902540/

def lengthdelta(offset):
if offset < Ox80 or Ox7DOO <= offset:
return 2
elif Ox500 <= offset:
return 1
return O

To a section of the assembly:

We can see some clear similarities. From this, we can deduce that the decompression
algorithm used here is APLib, and with this knowledge we can write a simple extraction
script to extract any joined data from the binary and decompress it using the great Python
library Mlib, created by Mak. You might be wondering how I was able to determine if
something was decompressed before even looking at the function. I have read up on ISFB
and have also analysed it quite frequently, however it is quite easy to figure out that the
joined data is compressed by simply looking at it. Opening up the binary in a hex editor and
going to the location of the joined data, you might be able to recognize the string “This
Program Cannot Be Run In DOS Mode”, although part of it is obfuscated. Recognizing
compression also depends on the level of compression, however for the ISFB malware
strain, APLib is the defacto compression method for now, so it is relatively simple.
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https://pypi.org/project/mLib/

mov esl, eax
call sub_4@38C8

cmp esi, 7D@eh
jb short loc_482D6A
I} I

FIFIE
add eax, 1

loc_482D6A:

cmp esi, seeh

jb short loc_482075
L* I

=
add eax, 1

loc_482D75:
cmp esi, 38h
jnb short loc_482D38
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ﬁ fixed_afterdump.bin

offset(h) 00 01 02 O3 04 05 06 OF O8 09 Oh OB OC OD OE OF Decoded text
ODDOB3FD 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 v rrrrrrrrrerenn.
00008400 B8F OE Cé 21 D4 03 19 02 04 oC 09 FF &0 70 B8 24 .. .E'0....=.¥p.®
000O0B410 01 70 40 B85 79 01 B7 06 OE 1F BR 3E 00 B4 09 CD .plR.y.+...°». .1
000DDB420 21 BE FL 4C CO 0L 54 &2 &9 73 20 OE 70 72 &F &7 ! ,alh.Thi= .prog
00008430 &7 61 6D 287 &3 47 6E 1F 4F 74 E7 62 &5 LF CF 75 gamicGn.Otghbe fu
00008440 G5F 98 €9 06 44 4F TE 53 03 6D &F &4 65 2E 0D 83 _ ~i.DO~S.mode..%
000D0B450 OR 24 4C 43 BD 01 46 74 FF C2 27 1L AC 58 04 EE . ELC..FtiE'.-X.i
00008460 3E E1 &7 30 C8 11 CO S5F 99 8E 7C 29 54 CD 18 77 >Ag0E.A *Z|xTi.w
00008470 86 CF 10 74 8k CR 2C 9F 1B 18 57 11 0O 28 7C 47 +I.t3E,¥..W..(|G
00008480 43 CL 3E 45 21 C8 85 15 10 &7 50 6% CS5 EC 44 0 CE>E!E-..gPkRiJ.
00008490 &0 38 65 62 41 08 52 69 63 68 44 68 68 C7 4C 38 “BeblA.RichDhh(LE
00DDB4RD 01 05 05 10 1B 4F 5C 63 10 EO BO 02 21 OB 33 01 ..... O\c.aE.1.3.
000O0OB4BO OB 12 BA 29 1B 26 14 OC AS 5L OB 10 Ch 09 RO OF L5) .. ¥ZLLE.

0000B4CO BD 54 OC 02 92 38 BE 34 F1 4L 3D 47 0D 29 02 2B  T..'Bt4fiJ=G.).+
0000B4D0 B4 58 39 02 OD 47 12 82 33 11 hE 02 50 4F &4 44 °"¥9..G.,3.!.B0dD
ODDOB4ED DO OD C4 BR 1A 01 R4 49 BB 40 23 L0 B4 L2 29 0F B.A°, .nI @% "¢).
00D0DDB4FD CO 1F 58 2E 74 32 g5 78 E2 11 OF 88 BR 91 12 EC A.X.t%exd.."°'.1i
0ODDDBE00 36 68 40 20 &0 07 2E 72 &4 &1 74 28 O D3 OC FC &h@ *..rdat(.0.d
000D0BS10 EE OE 09 56 BE 28 BC 40 07 2E B4 27 CB DE 02 95 =, .VE(ER..n'E@.s
00D0D0BS20 BO FD CR oC 28 FE CO 2E 38 62 73 DO OC DD 70 0Oh °yEwe(sh.8bsd.¥p.
O0D0O0BS30 RC 92 B1 58 OE 4L 2B CO 72 65 6C 6F 63 LE 9C 53 ™, ¥X:J(hAreloc®e=S
00008540 DO 28 21 LL 5B oC BE OF A3 4L BF 00 11 D2 CF Bl B(!=[ef.£J...0It
0DDDBSS0 07 D4 64 SE 2B E1 04 DE OR B4 14 41 41 oC CB 01  .04A™(4.8.,.RAhsE,
00008560 E1 DD D1 8F C1 DR 01 20 01 C2 BD 01 FE 01 56 57 A&YN.AD.®.B».p.VW
00DDOBSTO 6L 28 EB 55 4B B0 12 BE FO 85 FE 74 4F BO BF 1D j (&UKE.«&_6t0°..
0ODDDBSBO 1B 56 B9 1C 1C EE OC OE 15 RO 3C 19 10 OC BB 11 .Vk..i... <...".
00D0DOBE90 B3 FE FB 03 2B 24 74 1E 8 5L AE 1L 32 6L 01 2L foii. (£t.hI®.23.*
0OODOBSRO BC 23 BS CO OE 28 20 74 OR L3 35 54 B2 0Of 1k 33 E#. A, t.£5T=..3
OOODBSBO FF EE 17 2E 44 3C BB 3E F8 25 01 74 OB 56 E8 9F §&..D<¢»e..t.Va¥
000085CO 59 20 A6 EB 03 6L 08 S5F 8B 73 C7 1D SE C3 55 SE YE€!&.j. «=C.~AUZ
00DDBEDD EC B3 46 14 53 DE 7D 27 7D 8D 61 FO SE EE ED 4C i1fF.50}'}.ad8 il
ODODOBSED BB F2 18 DC 4k F3 DB 85 3F DE 74 00 FF 75 OC 8D w»ni.0J8@.20t.ju..

Backing out from the decompression function, the program makes sure that the size of the
decompressed executable is the same size as the value stored in the JJ structure. If the sizes
do not match, the decompressed executable is cleared from memory, using HeapFree().
Then, the malware XORs the first DWORD of the decompressed data with the XOR key
stored in the structure. Taking a look at the decompressed data, we can see that the first
DWORD of the executable is not valid — it should look like 00009000, but instead looks like
54205BD4. After the XOR, the valid value can be seen. The function cleans up after itself,
and then returns back to the calling function. If you were to dump the executable at this
stage and add “MZ” to the start, you would be unable to open it in PE Bear — this is due to
the fact that not only is “MZ” missing, “PE” is also missing from the header, so make sure
you add that as well.
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Options  Help  Dec 312017

Idun‘uml.m . Memory Map Oum|qmlum|ﬂw|0m|9 | S Trveads | < snowman | o Handes | ¢7 Troce |
00401406 88 4& 10 mov & r ds:[esi1+10] | Hide FPu ]
gagi:gg (7 g: gg a mav m&ﬂmr d:. [be;ﬂg 0
401 cmp rd prr ds:[esi+10],4
004014E1| ~ 72 08 b fixed_dump. 4014E8 ' Eﬁ g;c;i::;
004014E3 mov_eax, dword [ B GiFfazas
n EDX 00002600
004014E5| 45 mov 1
O004014EE BB 4D mov ecx,dword prr ss: EBF  OD1BFEE4
004014EE 89 18 mov dword ptr ds:[eax],ebx ESF OO1BFEDO .
004014F0| 88 46 10 mov eax,dword ptr ds:[esi+10] ESI 00400310 "
Q04014F3 89 01 mov dword ptr ds [ecx] , eax EDI 00400000 fixed_dump. 00400000
O04014F5 58 pop ebx
004014FE BB 45 FC mov eax,dword ptr ss:ffebp-4) EIP  OD4014E6 Fixed_dump, 004014E6
0040i4FA|  EE Bop e51 2 e
4014 s es1:"11"
004014F8 (<] mvu ;E 0 EE1 ”.Z:S
004014FC €2 oc 0o e C o o oF o
O04014FF 58 push ebp o s
00401500 B8 EC mov ebp, esp CEO TFO IF1
00401502 51 push ecx
00401503 8B 48 3C mov ecx,dword ptr ds:[eax<3c] LastError 00000000 (ERROR_SUCCESS)
00401508 03 C8 add ecx, eax L (STATUS_SUCCESS)
00401508 OF B7 41 14 movzx eax,word ptr ds:[ecxri14]
0040150C 8D 54 08 18 lea edx,dword prr ds:[eax+ecx-18] G5 0028 FS 0053
00401510 movzx eax,word ptr ds:[ecx+E)
00401514 push ebx

eax=D4CE2054
- text: 004014E6 fixed_dump.bin: $14E6 #14E6 14 omsﬂ!ul:

Feturn to Tixed dump.004024E9 from Tixed_dump.004013

Fle Wiew Debug Trace Plugns Favourites Options Help Dec 312017
= tawy tuBi=slhiet LAY

0
N
4
=

Idl.qlu i.m . Memory Map Oum|qm|u=hu|ﬂw|0m|9 | S Trveads | < snowman | o Handes | ¢7 Troce |
0040140 E| eax,dword prr ds:[esi+10] -
S| ml L R o '
401 aa rd prr ds:[esi+1

004014E1| ~ 72 08 ib fixed_dump. 4014E8 % g;cng:g:

moy eax,dword esi+a] | |2 e

xor dword ptr ds: eax

EDX 00002600
G04014ER| maw EEE  OD1BFEE4
004014EE 89 18 mov dword ptr ds S b ESF  OO1BFEDO .
004014F0| 88 46 10 mov eax,dword r ds:[esi+10] ESI 00400310 "
004014F3 B89 01 mov dword ptr ds:[ecx],eax EDI 00400000 fixed_dump. 00400000
O04014F5 58 pop ebx
004014FE BB 45 FC mov eax,dword ptr ss:ffebp-4) EIP  OD4014ES fixed_dump. 0D4014E8
0040i4FA|  EE Bop e51 2 wm oo
4014 s es1:"11"

004014F8 (<] mvu §: o PF 1 ”zgs
004014FC €2 oc 0o e C OF 0 SFO DF O
O04014FF 58 push ebp
00401500 B8 EC mov ebp, esp CFO TFO IF1
00401502 51 h ecx
00401503 8B 48 3C mov ecx,dword ptr ds:[eax<3c] LastError 00000000 (ERROR_SUCCESS)
00401508 03 C8 add ecx, eax L (STATUS_SUCCESS)
00401508 OF B7 41 14 movzx eax,word ptr ds:[ecxri14]
0040150C BD 54 08 18 lea edx,dword ptr ds:[eax+ecx-18] G5 D028 FS 0053
00401510 OF BT 41 06 movzx eax,word ptr ds:[ecx+E) T
00401514 53 push ebx -

dword ptr [ebp+B]=[001BFEEC]=0018FF28
. TeXT:004014E6 fixed_dump.bin: $14E8 #14E8

e5p+14] O018FFB0

D015FED4
O018FEDS
D018FEDC
O018FEED
DO1BFEE4
DOLEFEES
DO1BFEEC
DO18FEFO
OO18FEF4
DO18FEFE
O018FEFC

Feturn to Tixed dump.004024E9 from Tixed_dump.004013

ogram canno
t :! run 1r| Dos
e

Back in the calling function, the malware then overwrites the decompressed executable
using a rolling XOR algorithm. I'm not exactly sure why it does this, as the executable is
later decrypted, so if someone could let me know that would be great! Anyway, once the
executable has been encrypted, the function carries on.
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Options  Help  Dec 31 2017
FE# L LR

o -wm|aum|15|;ﬂmlﬁm|om|£ | S Trveads | < snowman | o Handes | ¢7 Troce |
shr eax,z
mov dword ptr ss:lunflc 8K  (tuide EPY J
mov dword prr ss:fesp+iof,esi EAX E33509F4
mov edx,edi EBX 00000000
mﬂMra per :;ﬂlesp—olll.eu T
Inc oword ptr ss:fespriof Eox hracasan
mov eax,dword ptr ds:[edi] EBF  OD1BFFE0
moy cl,byte pir ssifespriol ESP  OD1EFEFS
rol eax,cl ESI  E33505F4
add edi,4 EDI  022C4890
xor eu.e:i |
Xor eax,ebx P 4 4 i e
e EIP 0040253 Fixed_dump. 00402534
o T 258 [edx],es1 EFLAGS 00000344
add o ZF1 PF1 AF O
dec mrﬂ ptr =s: |!sp114| OF D SFO DF O
00402532 ne fix PO TFY IF 1
00402538 B3 E1 03 and ecx,3
00402536 ~ 74 11 je Fixed_dump. 40254€ LastError 00000000 (ERROR_SUCCESS)
004025 30 BB F1 mov esi,ecx L (STATUS_SUCCESS)
004025 3F BB CA mov ecx, edx
00402541 28 FA sub edi,edx G5 0028 F5 0053
00402543 BA 04 OF mov al .#r{t! ptr ds: [edi+ecx] '
00402546 # B
a

&5p+8] TEFDEQOD
esp+C] TFFDEFFF
esp+i0] 00002080
e5p+14] 00000000

First, it creates a new file mapping, and calls MapViewOfFile, and then copies it’s filename
to the newly mapped region, before calling UnmapViewOfFile. Again, I'm not too sure why
this is being called, as it doesn’t seem to do anything, but if someone could drop an answer
to this that would be great, and I can incorporate it into the post.
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FIZE
call ds:GetCurrentProcessId
push eax
lea eax, [esp+3Ch+Name]
push offset asc_4ed4eFa ; """
push eax ; LPWSTR
call ds:wsprintfi
add esp, @Ch
lea eax, [esp+38h+Name]
push eax ; lpName
push 1pString2 3 lpString
call ds:1lstrleni
lea eax, [eax+eax+]
push eax ; dwMaximumSizelow
push esi 3 dwMaximumSizeHigh
push 4 ; TlProtect
push esi ; 1lpFileMappingaAttributes
push BFFFFFFFFh ; hFile
call ds:CreateFileMappingh
cmp eax, esi
jz short loc_4825BE
i Y
bl e =
push esi ; dwNumberofBytesToMap
push esi ; dwFileOffsetlLow
push esi ; dwFileOffsetHigh
push 6 ; dwDesiredAccess
push eax ; hFileMappingObject
call ds:MapViewOfFile
maw edi, eax
cmp edi, esi
jz short loc_4825BE
push 1pString2 ; lpstring2
push edi 3 lpStringl
call ds:lstrcpyild
push edi ; lpBaseAddress
call ds:UnmapViewdfFile

Moving on, the final function in this sample is called. This is quite a large function, so I will
attempt to summarize the main points. Firstly, the function begins by moving different
pointers around, and then compares the first 2 bytes of the encrypted executable to the
value 0x5A4D (MZ) to check if the data is encrypted or not. As it is encrypted, the result will
not be 0, and so it will allocate a heap based on the size seen in the embedded JJ structure.
Next, it will call another function responsible for performing another rolling XOR
algorithm, that will decrypt the data. This is a bit different to the last one, but should return
the same executable that was decompressed earlier. Then, it will locate the value in the PE
header that indicates the architecture of the executable, which in this case is 0x14C,
meaning it is x86 based.
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Ll e 5

loc_4p2e01:
cmp word ptr [edi], 5A4Dh
jz short loc_48283E
1
[ebp+5ize] 3 dwBytes
Allocate_Heap
ebx, eax
ebx, ebx

[ebptDst], ebx
short loc_482825

e 5

loc_482825:

push a8

push dword_48543C

mav eax, ebx

push [ebpt+5ize]

mav ecx, edi

call Rolling XOR

mowv [ebpt+var_18], ebx
maw edi, ebx

il s

loc_48283E:

mov eax, [edi+3Ch]
add eax, edi

cmp eax, edi

jb loc_4821FA
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Next, the malware will allocate a brand new section of memory using NtCreateSection(),
which will be set to Read-Write-eXecute. Eventually, this will contain the decompressed

executable.

cmp cx, B8664h
jnz loc_ 482126 |loc_48211B:
cmp cx, 14Ch
jz loc_4@2a77
|
bl e =
loc_482877:
mav eax, [eax+58h]
mov ecx, [esi+leh]
lea ebx, [eax+BFFFh]
mov eax, [esi+lsh]
and ebx, BFFFFF@aah
add eax, ebx
lea eax, [eaxtecx+8C58h]
lea ecx, [ebpthObject]
push ecx 3 SectionHandle
lea ecx, [ebpt+Basebddress]
push BCx ; int
push eax ; int
call Create_Section
test eax, eax
mav [ebptvar_4], eax
jnz loc_ 482281
LI
Y
FIZE
may edi, pnls
lea eax, [ebptvar_8]
push eax ; BaseAddress
mov eax, [ebptarg_g]
push dword ptr [eax] ; ProcessHandle
xor edi, 736C6228h
push [ebpthlbject] ; SecticnHandle
add edi, ebx
add edi, [ebptBasehddress]
mov [ebptvar_24], edi
call Map_View Of_Section
test eax, eax
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ULONG _ stdcall Create Section(int al, int a2, wvoid *SectionHandle)
1
_DWORD *v3; // ebx
NTSTATUS vd; // eax
ULONG w53 /f/ edi
struct _OBJECT_ATTRIBUTES ObjectAttributes; // [esp+l8h] [ebp-2Ch]
union _LARGE_INTEGER MaximumSize; // [esp+28h] [ebp-14h]
void *Dst; // [esp+34h] [ebp-8h]
v3 = SectionHandle;
MaximumSize.QuadPart = (unsigned int)al;
ObjectAttributes.Attributes = 64;
SectionHandle = @;
D=t = @3
ObjectAttributes.Length = 24;
ibutes.RootDirectory = @;
ibutes.0ObjectName = @;
j ibutes.SecurityDescriptor = @;
Objectattributes.SecurityQualityOfService = @;
vd = NtCreateSection(&5ectionHandle, @xF@@1Fu, &0bjectAttributes, &MaximumSize, Ox40u, GxE606000u, @);
if (vd <@ )

i
1
v5s = RtINtStatusToDosError(v4);
b
else
1
vS = Map_View Of Section{SectionHandle, (HANDLE)@&xFFFFFFFF, RDst);
if ( Ivs )
1

memset(Dst, @, MaximumSize.LowPart);
*(_DWORD *)az = Dst;
if ( w3

*y3

nou

)

SectionHandle:
1

by

if { SectionHandle && Iv3 )
IwClose(SectionHandle};

return v5;

From there, an address located inside the newly created section of memory will be formed,
pointing to 0x0022EC50, which will be used later. The created section of memory is
replicated, to the address 0x00240000. Next, the program begins to copy over the
executable to the new addresses, however it skips the entire MZ header and simply copies
everything from the PE header.
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5| fixed_dump.bin (2852) (0:220000 - 0:x23b000) EI@

00000000 ED 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00 weiuuinnnnnannnn -
00000010 00 00 00 00 00 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 we.iuuinvinnnnnnn |
00000020 00 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00 weiuvievanvannan
00000030 00 00 00 00 00 OO0 OO0 OO0 00 00 00 00 00 01 00 00 .e.iuuinvinnannnn
00000040 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 weiuvenvanvannan
00000050 00 00 00 00 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 we.iuuinwinnannnn
00000040 00 00 00 00 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 00 wecuvenvanvansan
00000070 00 00 00 00 00 OO0 00 OO0 00 00 00 00 00 00 00 00 weiuwinvnnnnnnnn
00000080 00 00 00 00 00 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 we.ieuinvinnnnnnn
00000090 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 weiuvenvanvannan
000000a0 00 00 00 00 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 we.iueinwinnanann
0000000 00 00 00 00 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 wecuvenvanvansan
000000c0 00 00 00 00 00 OO0 OO0 00 00 00 00 00 00 00 00 00 we.iuuinuinnannnn
00000040 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 wecuvinvanvannan
0000000 00 00 00 00 OO0 OO0 00 OO0 00 00 00 00 00 00 00 00 seiuvievanvannan
000000£0 00 00 00 00 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 we.iuuinvinnannnn
00000100 00 00 00 00 4c 01 05 00 10 1b 4f Sc 00 00 00 00 ....L..... hwwas
00000110 00 00 00 00 e0 00 02 21 Ob 01 02 00 00 & 00 00 ....... L
00000120 00 26 00 00 00 OO0 OO OO &5 5a 00 00 00 10 00 00 s&.uwauws A
00000130 00 a0 00 00 00 00 00 10 00 10 00 00 00 02 00 00 we.iuuinnnnnnnnnn
00000140 04 00 00 00 00 OO OO OO O4 00 00 00 00 00 00 00 weiuuinninnnnnnn
00000150 00 0 00 00 00 04 00 OO0 OO0 00 00 00 02 00 00 00 weiuvinvanvannan
00000140 00 00 10 00 00 10 OO0 OO0 00 00 10 00 00 10 00 00 we.iueinninnnnnnn
00000170 00 00 00 00 10 00 00 00 &0 ac 00 00 33 00 00 00 wecvuecnnansa 3...
00000130 00 a6 00 00 50 00 OO0 OO0 OO0 00 00 00 00 00 00 00 ... Poeuinuannnn
00000190 00 00 00 00 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 wecuwenvanvansan
000001a0 00 40 00 00 c4 04 00 OO0 OO0 00 00 00 00 00 00 00 weiuuinnnnnnnnnn
000001k0 00 00 00 00 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 we.iuuinvinnnnnnn
000001cO 00 00 00 OO0 OO0 00 00 OO0 00 00 00 00 00 00 00 00 wecuvenvanvannan

00000140 00 00 00 00 00 00 00 OO0 00 a0 00 00 40 01 00 00 ...va.na.n.. B...
00000120 b4 a2 00 00 cO OO0 OO OO OO 00 00 00 00 00 00 00 wecuvenvanvannan
000001£0 00 00 00 00 00 OO0 OO0 OO0 2e 74 65 78 74 00 00 00 ......... Lext...

00000200 OFf &8 00 00 00 10 00 OO0 00 Ba 00 00 00 04 00 00 weiuvenvanvannan
00000210 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 sevvecanansa ee’
00000220 2e 72 &4 &1 74 &1 00 00 d3 Oc 00 00 00 a0 00 00 .rdat@..........
00000230 00 0= 00 00 OO0 e 00 OO0 OO0 00 00 00 Q0 00 00 00 wecuveevanvannan
00000240 00 00 00 OO 40 00 00 40 2e 64 &1 74 61 00 00 00 ....@..Q.data...
00000250 <0 02 00 00 00 bO 00 00 00 02 00 00 00 9c 00 00 wecuvenvanvannan

mmmmmmen e e me me A me s s e e me me e e e r\

Then, a function is called that imports some more API calls from NTDLL, however this time
it is not done using CRC hashes, and the name is simply passed as an argument. The
imported API calls are; LdrLoadDIl, LdrGetProcedureAddress, and
ZwProtectVirtualMemory. The pointers to the addresses are stored in the same region of
memory, split by 4 null bytes each. These addresses are then copied over to the executable
at 0x00220000 for usage during it’s execution. Next, a region of code is copied over to the
executable in memory, just 40 bytes after the loaded APIs. This is what will be called before
the next stage is completely executed.
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push [esptEtarg_4] ; int
call sub_48283D

mov dword ptr gqword_485454, eax
ar eax, edx
mov dword ptr qword_ 48545444, edx
jz short loc_482B1F
‘ L4
FIE
push offset aldrgetprocedur ; "LdrGetProcedureAddress”

push [esp+E+arg_4] 3 int
call sub 482830

mav dword ptr gword _48545C, eax
or eax, edx
mav dword ptr gquword_48545C+4, edx
jz short loc_482B1F

i Y
bl a5

push offset afwprotectVirtualMemory ; lpString2
push [esp+B+arg_4] ; int
call sub_48283D

mav dword ptr gqword 485464, eax
or eax, edx

mav dword ptr gqword 48546444, edx
jz short loc_482B1F

¥
vy

il e 5

loc_482B8C: 3 MaxCount
push 18h

push offset gword 485454 ; Src
push [esp+eCh+Dst] ; Dst

call memcpy

add esp, @Ch

Continuing on, the next function is responsible for passing execution over to the executable.
There are 2 functions that pass over execution to the executable, however they depend on
the architecture. In this case, I will be looking at the x64 version. It is quite simple, as all it
does is call the function at the address 0x0022E040, which will prepare the next stage.
Therefore, you can think of this stage as another “unpacker”, as all it does is unpacks the
executable, however there are many functions that carry over to the next stage, making it

much easier to analyse.
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Fie Wiew Debug Trace Plugns Favouites Options Help Dec 312017
SDE S0 Y ey twliEe,hd AL RY

.CPU|!Gd||_rIm|_.am|'&m|-WM|DHM|QH|,2|W|QSM|OM|.r-" | 9 Tivesds |+ snowman | ohiHendes | &7 Trace |
[ FF 15 EQ 40 40 00| EAIN dword ptr s..f-emt’Imstatus'rmos(rrnr:] ~ | Hige epu
:z ;Z FC -;w g:mrd ptr ss IebD e
jmp T1xed_dump. 41 g
push dword ptr b Eu 10] e S
dword ptre ds:[esics] call next stage
=T ECX 00000000
ine Fixed_dump EDX 00000000
3F 02 00 (mov dword prr .s lebp 4, 23F EBF  OD1GFESE

jmp fixed_dump. 4 ESE  0O1BFEAS
mov dword prr Ss: ebn 4, ebx ES1 02338400

7D FC FF cmp dword ptr ss: 4§, FFFFFFFF —| 0T o018FF1E

a9 ne fixed_dump. 4 ) |

FF 15 14 40 40 00 dword ptr ds:[<AGetlastErrors EIF 00402444 Fixned_dump. 00402444
mov dword ptr ss:lebp-sll,eax —
mov eax,dword prr ss:febp-4J EFLAGS 00000246
Dug :g; ZF 1 PF 1 AF O
e OF 0 SF O DF 0
et CFO TFoO IF1
push ebp
mov ebp,esp LastError 00000000 (ERROR_SUCCESS)
and esp,FFEFFFEE Laststatus 00000000 (STATUS_SUCCESS)
sub esp,7C
push ebx G5 0028 F5 0053
push esi
xor esi,esi
n ]

dword ptr [es1+8]=[02338ADB]=0024E040

- text: 00402444 fixed_dump.bin: $2444 #2448

Sitump1 | UMDwmpZz | Gsoump3 | wouwmps | Wsowmes | @ wathi | iellecas | ) swue |

0024E000 E €4 OF 77/00 00 00 OO|AA O3 OF 77

D024E010 (2B 00 Q0 77|00 00 00 00|50 _EC 24 00
0024€020(00 00 OO0 00|00 00 0O OO0 |00 B6 00 DO
0024E030 |00 00 24 00|00 00 00 00|00 00 OO0 00
90248040 CC 86 EC 83| EC 24 53 56|88 75 08 88
0024E050 | FF 38 CF 837 4 40|08 OF 84 2E
00Z4E060 |59 3C 03 D9 as TD E4 88|63 80 00 00
0024E070 | B4 SE 91 00|00 03 €1 88|50 OC 38 D7
0024E0B0 | B4 45 01 00|00 03 CA 8A|01 33 FF B4

0024E090| 56 40 0B 00|00 66 OF BE|CO 66 89 02 (47
D024E0AD| 42 42 84 CO|7S EF C6 01|00 8 04 3F

‘Command:
| Paused | > [Time Wasted Debugging: 0:11:05:13

When we step into the function, there is an int3 waiting for us, which acts as a breakpoint
that raises an exception, stopping us from stepping over it. To fix this, we can put a
breakpoint on the previous call, restart the debugger and then run it until the breakpoint is
hit. This should hopefully remove the int3.

Fie View Debug Trace Pugns Favourtes Options Help Dec 312017
SDE 0 Tty tauliEePhHE ALERE

BEou | @oah | g [ [ otes | -&mnﬁil’-hmmlaumlqmlﬂwlﬁsnn*l()mlradnnl'bn-d.ltrmlium-lﬁnnl
. ][ wige reu J

- BB EC W; ebp, esp
. 83 EC 24 sub esp,24
. 53 push eoik ol
- = push esi ECX  D5380000
. B8 T5 08 mov esl,dword prr ss .!e p+&l
. 88 3E 30 mov ecx,dword ptr es1+30] I
. 57 push edi EBF  OD1EFESE
s 33 FF xor edi,edi ESP  OD1EFEDC
. 38 CF omp ecx,edi ESI 023384D0
- B9 7D EC mov dword prr ss:lebD 14, edi EDI  OOD1BFF18
. 89 40 08 mov_dword ptr ss:febp+sll, ecx
. OF 84 2E 02 00 00|je 24E280 EIP  0024E040
. BB 59 3C Wv“ egx ydword ptr ds:[ecx+3C) _]
03 D9 & ebx, ecx
. 89 7D E4 mov dword ptr ss:[ebp-icl,e 5::"?55” 200222;4
. B8 83 B0 00 00 00 |mov eax,dword ptr ds:[ebx+ ‘-0]
. 38 €7 cmp eax, edi OF 0 SF O DFO
. « OF §4 SE 01 00 00|je 24E1D3 CFO IED IE1
. 03 C1 add eax,ecx
. 88 50 OC mov edx dword ptr ds:[eax+C] LastError 00000000 (ERROR_SUCCESS)
. 38 D7 cmp edx,edi LastStatus 00000000 (STATUS_SUCCESS)
- B9 45 FO mov_dword prr ss: Hebp-10f, eax
. « OF B4 4E 01 00 00| je l‘imi G5 0028 F5 0053
. 03 CA add ecx,edx -
® | 00, BA 01 mov_al.bvie ptr ds:fecxl
4 n J v
|
2: [esp+B] O01BFE&FOD
% [E55150) "Ga00000
4: [es
fozsEnan §5: [esp+i4] BO000003

As it didn’t remove it in my case, I will use Immunity Debugger to carry on this section. The
code is responsible for importing DLLs using the previously imported APT’s — First, there is
a loop which stores a DLL name in memory that will be loaded using LdrLoadDIl. Then, a
list of hardcoded APIs are looped over, with each being passed to LdrGetProcedureAddress.
The DLLs that are loaded are; NTDLL.DLL, KERNEL32.DLL, AND OLEAUT32.DLL.
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4 Immunity Debugger - fieed_dumip.bin - [CPU - main thread] =
[C] File View Debug Plugins Immlib Options Windew Help Jebs
o TE axr DY+l lemtwhcPkbzr.

bp 0x0040244a =

4 Immunity Debugger - fieed_dumip.bin - [CPU - main thread] =
[C] File View Debug Plugins Immlib Options Windew Help Jebs
o TE axr DY+l lemtwhcPkbzor.s?

bp 0x0040244a =

Faused
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€% Immunity Debugger - fixed_dump.bin - [CPU - main thread] = | o[
[C] File View Debug Plugins ImmLib Options Windew Help Jebs
o TE axr DY+l lemtwhcPkbzr.

bp 0x0040244a =

Faused

Once the APIs have been imported, ZwProtectVirtualMemory is called several times in a
loop to alter the protections on several regions of memory.

€% Immunity Debugger - fixed_dump.bin - [CPU - main thread] = | o |
[C] File View Debug Plugins Immlib Options Window Help Jebs
o TE My N MH A 1 emtwhcPkbzr. s ? s

bp Dx0040244a hd
Hodules G:Windows“syswowb4vole32.dll [ Werd 2016 | Paused

In order to jump to where the execution of the payload happens, we want to put a
breakpoint on a call to a register, which in this instance is EBX. Run to that, and then step
into it, and you should find yourself in the next stage of ISFB!
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4 Immunity Debugger - fieed_dumip.bin - [CPU - main thread]
[C] File View Debug Plugins Immlib Options Windew Help Jebs
T axpr Y 1l emtwhcPEkbzr.. imemunity: Consulting Services Manager

bp 000402442 -
[87:17:821 Breakpoint at BB24E286 Faused

4 Immunity Debugger - fieed_dumip.bin - [CPU - main thread]
[C] File View Debug Plugine Immlib Options Window Help lobs
o TE MaxX P NP 1 emtwhcPkbzr. s 7l

z f 13FE
oy

bp 0x0040244a -

Paused

All we need to do now is to dump it out, add “MZ” and “PE” to the header, unmap and
rebase it using PE Bear, and then we can start analysing the next stage!
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Offsec(h) 00 01 02 03 04 05 06 07 OB 09 OA OB OC OD OE OF Decoded text
00000000 4D 54 00 OO0 OO0 OO0 OO0 OO0 00 00 00 OO0 00 OO0 00 00 MaZ......ivveennnn
00000010 OO0 00 00 OO0 OO0 OO0 00 00 00 00 00 OO0 00 OO0 00 00 ..o weivvcewnannns
Q00000020 00 00 00 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 @ .ceweevwennnnnnns
Q0000030 00 00 00 OO0 OO0 OO0 OO0 00 00 00 00 00 00 OL 00 00 @ .ceweennsnnsnnnns
00000040 OO0 00 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 00 @ .ceweewwennnannns
00000050 OO0 00 00 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 @ ..oweivnceneannns
00000060 OO0 OO0 OO0 OO OO OO0 OO0 OO0 00 00 00 00 00 00 00 00 .o weevncennnnnns
Qo0o0007T0 OO0 OO0 00 OO0 OO0 OO0 OO0 00 00 00 00 OO0 00 00 00 00 .o weivvcennnnnns
Q0000080 OO0 OO0 OO0 OO OO OO0 OO0 OO0 00 00 00 OO0 00 OO0 00 00 .o weivvcnnnannns
00000090 00 00 00 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 @ .feweivwcnnnnnnns
Q000000RA0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 @ .feweevwcnnnnnnns
QQ00000B0 OO0 OO0 00 OO0 OO0 OO0 OO0 OO0 00 00 00 OO0 00 OO0 00 00 @ ..oweivwcennmannns
0Q00000CO OO0 00 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 00 @ .feweevvcnnnnnnns
Q00000000 OO0 00 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 00 @ .ceeeewnennsannns
QQ00000EQ OO OO0 00 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 00 @ .ceweenwsnnnnnnns
0O00000F0 OO0 OO0 00 00 OO0 00 00 00 00 OO0 00 00 00 00 00 00 ..o eevevmnmnnnnns
00000100 50 45 ; 00 4C 01 05 00 10 1B 4F S5C 00 OO0 00 00 PE..L..... O\....
00000110 00 OO0 00 EO 0D 02 21 OB 01 08 00 00 2R 00 00 ....&a..'..... 5..
00000120 00 26 00 00 OO0 00 00 A5 SR 00 00 00 10 00 00 @ L&...... Fl......
00000130 00 AD 00 00 00 00 10 00 10 00 00 00 02 00 00 . cevevvcnananns
00000140 04 00 00 OO0 OO0 Q00 00 04 00 00 OO0 00 00 00 00 ..o evcievcannnnns
00000150 00 EO 00 00 04 00 OO0 OO0 OO0 00 00 02 00 00 00 8. eucerrnnnnnns
00000160 OO0 OO0 00 00 10 00 00 OO0 OO0 10 00 00 10 00 00 .. evcievcannnnns
00000170 00 00 00 10 00 00 00 AQ AC 00 00 33 00 00 00 ..o.eee.an —. .3,
00000180 00 A 00 50 00 00 00 00 OO0 00 OO0 00 00 00 00 . j.«Pivvieeannn
00000180 00 00 00 OO0 OO Q0 00 OO0 OO0 OO0 OO0 00 00 00 00 +.ieeveensnnnnnns
000001Aa0 00 DO 00 C4 04 00 00 OO0 OO0 OO0 00 OO0 OO0 OO0 00 .B..A...........
00000180 00 OO0 00 00 OO 00 OO0 OO0 OO0 OO0 OO0 00 00 00 00 ..o evcievcennnnns
00o0001Co 00 00 00 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 00 ... vvcievcennnnns
00000100 00 00 00 00 OO0 00 00 00 2D 00 00 40 01 00 00 @ ..eewean. Bl
O00001ED B4 AZ 00 CO 00 00 00 00 OO0 00 00 00 00 00 00 “¢..A...........
000001FD 00 00 00 OO0 OO0 Q0 00 Z2E 74 &5 78 T4 00 00 00 ....e..n.. CexXxt...
s 0 & " & B
01 2 3 45 6 78 % ABCODTETF 0123456789 ABCDETF o
o 4D SA 00 00 00 00 00 OO0 00 Q0 Q0 00 00 00 00 00 =
10 00 00 OO OO 00 OO OO0 OO0 OO OO0 QO 00 OO OO OO 00
20 00 00 00 OO OO0 OO0 OO0 OO0 OO OO OO0 00 OO0 OO0 00 00
30 00 00 00 00 OO0 OO0 OO0 OO0 00 00 OO0 00 00 01 00 00
40 00 00 00 00 00 00 00 OO0 00 Q0 QO 00 00 00 OO 0O
50 00 00 00 0O 00 00 00 OO0 00 00 00 00 00 00 00 00
&0 00 00 00 OO OO0 OO0 OO0 OO0 OO OO0 OO0 OO0 OO0 OO0 00 00 -
| pisssm | Genersl | Doshdr | FieHdr | Optionaltdr | Sectiontirs | MM Exports | BB Imports | Bm joc. | 1 Delayedimp
+ B
Name Func. Count Bound? OriginalFirstThun TimeDateStamp  Forwarder NameRVA FirstThunk |
ntdil.dll 15 FALSE AT50 0 0 ATA A100
KERNEL32.dll 58 FALSE A650 0 0 AD4E AD00 |
AB2B OLEAUT32.dIl 4 FALSE AT3C 1] 0 A85C ADEC
Details
Call via Name Ordinal Original Thunk  Thunk Forwarder Hint -
.ALOU ZwOpenProces... AS9A AG9A 449
A104 ZwOpenProcess - ABBA AGBA - 48 =
Al08 ZwClose - Agan AB80 - 3E0
Al0C strepy AGT6 A9T6 552
Al10 westombs ASBD ASED 575
All4 ZwQuerylnfor.. - ASBC ASBC = 458
Alld _snprintf ASD6 ASDG S0E
AlLC sprintf ASE2 ABE2 S4C -

Check for updates
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3 BOOL _ stdcall DllEntryPoint({HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpReserved)
public D1lEntryPoint
Dl1EntryPoint proc near

hinstDLL= dword ptr 4
fdwReason= dword ptr B
lpReserved= dword ptr @Ch

mov eax, [esp+fdwReason]
push esi
wor esi, esi
inc esi
sub eax, @
jz short loc_245ADS
Ll i =]
dec eax
jnz short loc_245AED

push offset Addend 3 lpAddend

call ds:InterlockedIncrement
cmp eax, esi
jnz short loc_245AE9
Y
push [esp+d+hinstDLL]
call sub_ 244877 loc_245AD5: ; lpAddend
test eax, eax push offset Addend
jz short loc_245AEQ call ds:InterlockedDecrement
] test eax, eax
jnz short loc_245AED
] ' ] '
= [l e 55
XOr esi, esi call sub_24R9A7
jmp short loc_245AE9

e —
MD5 of Dumped DLL: 52b4480de6f4d4f32fba2b535941c284

Congratulations! You have managed to analyse the loader and “unpack” the next stage,
which I will be analysing in the next post (because this one has now amassed over 6,000
words which is much longer than I planned). So, feel free to ask any questions you have
down below, or over Twitter (@overflow ) and I will be glad to answer them! I apologize
again for the lack of posts recently, I've been working on my course as well, so I've had a lot
of stuff to do! Hopefully the next post on ISFB shouldn’t take too long to do, so make sure to
sign up to my mailing list to stay updated whenever I post! Thanks again

2 Comments
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https://twitter.com/0verfl0w_

Comments are closed.
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