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. id-ransomware.blogspot.com/2019/02/maoloa-ransomware.html
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Maoloa Ransomware

Unnamed RDP-Reset Ransomware

(wndppoBanbLMK-BbIMOraTesib) (NepBOUCTOYHUK)
Translation into English

OTOT KpUNTO-BbIMOraTenb WNgpyeT AaHHble nonb3oBatenen ¢ nomowpbio SHACAL-2 (Ho B
Koge ectb 4To-TO OT SHA-512 n SHA-224), a 3atem TpebyeT Bbikyn B # BTC, 4T06bl BEPHYTH
dannbl. OpurMHanbHOE Ha3BaHWe: B 3an1cke He ykasaHo. Ha (hanne HanucaHo: HeT
AAHHbIX.

OO6Hapy>xeHus:

DrWeb -> Trojan.Encoder.11539, Trojan.Encoder.28101, Trojan.Encoder.30969
ESET-NOD32 -> Win32/Filecoder.Maoloa.A, Win32/Filecoder.Maoloa.E

Ikarus -> Trojan-Ransom.Maoloa

BitDefender -> Trojan.Ransom.Maoloa.A

Avira -> TR/Maoloa.*

Apyrne obHapyxeHus, onpegeneHHble kak Globelmposter, olunbo4HbIE N NX MOXHO HE
yunTbIBaTh!

© lNeHeanorus: Globelmposter > npeabiaywme BapmaHTbl > Maoloa, Alco, apyrue
Unnamed Ransomware

Moyemy ato He Globelmposter?

Mawkn [bxunnecnu noareepann, 4to ato He Globelmposter. MgeHTudumkatop xepTebl 1
Mapkepbl dpannos BoobLle apyrne. AHanmn3 TEKCTa NoKasbiBaEeT COBNageHNEe 3HAKOB U
TeKcTa B HEKOTOpbIX BapuaHTax Globelmposter 2.0 npowunoro roaa n ogHon Bepcun gekabps
2017 roga. Taknm obpasom, ato canblumebin Globelmposter n obHapyxeHus Ha VT
ownBOoYHbIE.
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N306paxeHne — TONbKO NoroTun craTbk

K sawmdpoBaHHbIM dharnam gobasndeTca pacwmnpeHme: .maoloa

i

BHumaHue! HoBble paclumpenusi, email 1 TEKCTbl O BbIKyNe MOXHO HanUTW B KOHLE CTaTby, B
obHoBneHnAx. Tam MOryT ObITb pasnUunsa ¢ nepBoHavarnibHbIM BApUaHTOM.

O6pasey atoro KpunTo-BbiMOratesns obin HangeH B Havane gespans 2019 r. LWtamn
BpemeHu: 3 peBpansa 2019. OpueHTUpOBaH Ha aHIIOA3bIYHbIX MOb3oBaTenemn, Yto He
MeLUaeT pacnpoCcTpaHATb ero No BCeMy MUpY. HeT HMKaknx aHHbIX O MacCOBOM
pacnpocTpaHeHun. BeposiTHO, YTO 9TO TECTOBbLIN UMW €OUHUYHbIA 3K3eMNsap.

3anucka ¢ TpeboBaHnem Bbikyna HasbiBaeTcs: HOW BACK YOUR FILES.txt
[ v e viouh PR - Mo rien T ,.-“

ATTERTIim
nn renams inorpres Tiles
" Do nct Lry Lo pecrypt your data wing third party softmare, this cas
ulc comglete a Tess

CEY
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CopepxaHue 3anucku o BbiKyne:
** All your files have been encrypted **
*** PLEASE READ THIS ***
****|F YOU WANT TO GET ALL YOUR FILES BACK ****
ATTENTION

| * Do not rename encrypted files.

| * Do not try to decrypt your data using third party software, this can

| resultin complete data loss.

I

Send us email with your personal id.

This email will be as confirmation you are ready to pay for decryption key.

After payment, we send you the decryption tool, that decrypt all your files.

Before paying you can send 2 file for free decryption. The total size of file

must be less than 1Mb (non archived), and files should not contain valuable

information (backups, databases, large excel-word sheets, etc.)

CONTACT US: ormazd_ahura@aol.com, maoloa@india.com, maoloa@yahoo.com
KEY

{ID}}

MNMepeBoA 3anMCKN Ha PYCCKUN A3bIK:
** Bce Bawm thavnbl 6binm 3awindpoBaHbl **
“** TOXANYWCTA NPOYTUTE 3TO ***

***x ECJIN Bbl XOTUTE BEPHYTb BCE GANIbI ****
BHVMAHUE
* He nepenmeHoBbIBanTe 3alumdpoBaHHbie dannsbl.
* He nbiTanTech paclumgpoBaTb Balln JaHHbIE C MOMOLLbIO CTOPOHHUX MPOrpaMm, 3To
MOXET NMPMBECTU K MOMHOWN NoTepe AaHHbIX.
OTtnpaBbTe HAaM NNCbMO C BaLLMM JINYHbIM id.
OTO NMcbMo ByaeT noaTBEPXAEHNEM TOrO, YTO Bbl FOTOBbI 3annaTuUTb 3a KoY
pacLmMdpoBKH.
[Mocne onnatbl Mbl OTAPABMM BaM MHCTPYMEHT OeLundpoBaHUs, KOTOpPbIA paclundpyeT Bce
BaLUn dpannbl.
Mepen onnaTton Bbl MOXETE OTNpaBuTb 2 dhanna ana 6ecnnatHon paclumndposkn. O0Lwmn
pasmep hanna gormkeH obiTb MeHee 1 MbB (He B apxuBe), 1 hansibl He AOMKHbI CoAepXaTb
LeHHOoM nHdopMaumm (pesepBHble Konuu, 6asbl AaHHbIX, 6onbne Tabnuubl Excel n T. 4.)
CBA3b C HAMW: ormazd_ahura@aol.com, maoloa@india.com, maoloa@yahoo.com

KEY

{{ID}}
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TexHn4yeckune petanu

MoxeT pacnpocTpaHAaTbLCS NyTEM B3fioMa Yepes HesalumLeHHy koHdurypauuio RDP, ¢
nomoLLblo email-cnama n BpeAOHOCHbIX BIIOXeHW, 0OMaHHbIX 3arpy3ok, 60THETOB,
3KCNIIONTOB, BED-NHXEKTOB, danbLlUMBbIX OOHOBMNEHMIN, NepenakoBaHHbIX U 3apaXXEHHbIX
nHctannatopoB. Cm. Takke "OCHOBHbIE CNOCOObLI pacnpocTpaHeHNS KpunToBbiMoratenen"
Ha BBOAHOW CTpaHuLe bnora.

Hy>HO Bcerga ncnosnb3oBaTb AKTyanbHY0 aHTUBURYCHYO 3awmTy!!

Ecnun Bbl npeHebperaete KOMMNNEKCHOM aHTUBUPYCHOW 3alLmMTon knacca Internet Security nnu
Total Security, ToO x0T Obl AenanTe pe3epBHOE KONMPOBaHNE BaXKHbIX dannoB No metoay. 3-
21.

» Ypansiet TeHeBble Konun oansioB ¢ NOMOLLbK KOMaHAb!:
vssadmin.exe Delete Shadows / All / Quiet

» Ouunwaet xypHanbl Windows.

» Cb6pacbiBaeT HacTponkn RDP Ha gedonTHble (MeHsieT atpubyThl dhanna Default.rdp).
» OTtkntovaeT paboty 6a3 gaHHbIX, CEPBUCHbIX CIY>KO, OTKMOYAET ONOBELLEHNSA 06 MX
OCTaHOBKE Mpu 3arpy3ke CUCTEMBI:

MongoDB, SQLWriter, MSSQLServerOLAPService, MSSQLSERVER,
MSSQL$SQLEXPRESS, ReportServer, OracleServiceORCL, OracleDBConsoleorcl,
OracleMTSRecoveryService, OracleVssWriterORCL, MySQL

Cnucok ¢pannoBbIX paclMpeHni, nogBeprarowmnxca wmngppoBaHuio:

.1ch, .acl, .acrodata, .adr, .aod, .bak, .bdic, .bin, .blog, .conf, .contact, .crl, .css, .customUI,
.dat, .db, .db-journal, .dic, .doc, .docm, .docx, .dot, .dotm, .emf, .eot, .etl, .feed-ms, .fey,
fingerprint, .gif, .htm, .icc, .idx, .ini, .jpg, .jrs, .js, .json, .jsoniz4, .Idb, .lib, .library-ms, .little,
Ink, .log, .Ist, .1z4, .1z4, .mozlz4, .mp3, .obi, .oeaccount, .old, .one, .onecache, .onetoc2, .pb,
.pma, .png, .pset, .pst, .rdy, .rtf, .sbstore, .searchconnector-ms, .search-ms, .sig, .sqlite,
.sqlite3, .srs, .store, .ttf, .txt, .url, .vkf, .vpol, .vrt, .wfe, .win, .wmdb, .wmv, .woff, .wpl, .wtv,
xml

9710 gokymeHTbl MS Office, OpenOffice, PDF, TekcToBble thannbl, 6a3bl 4aHHbIX,
doTorpadun, Mysbika, BUAeo, hannbl 6e3 paclumpeHnin 1 MHOrme gpyrme Tunbl bannos.

®dannbl, cBsA3aHHbIe ¢ 3TMM Ransomware:
HOW BACK YOUR FILES.txt
<random>.exe - criydanHoe Ha3BaHue

4/17


https://id-ransomware.blogspot.ru/2016/05/blog-post.html
https://3.bp.blogspot.com/-g1khX78dPVo/WyNq6za-WMI/AAAAAAAAKz4/Jw7rid06qoAqXR3Q0hnbkblRfwOfN_ESgCLcBGAs/s1600/gen_info.png
https://anti-ransomware.blogspot.com/2019/02/topical-protection.html
https://id-ransomware.blogspot.ru/2016/11/sposoby-zashhity-ot-shifrovalshhikov-vymogatelej.html

PacnonoxeHus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, cBsi3aHHble ¢ 3TUM Ransomware:
CM. HWXe pesynbTaTbl aHanm3oB.

CeTeBble NOAKMNIOYEHUS N CBA3U:

Email: ormazd_ahura@aol.com, maoloa@india.com, maoloa@yahoo.com
BTC *k%k

CM. HMKe B OBHOBNEHUAX OpYyrMe agpeca n KOHTaKTbI.

CM. HMXe pesynbTaThl aHanM3oB.

Pe3ynbraThl aHanu3oB:

@ Hybrid analysis >>

Y VirusTotal analysis >>
A Intezer analysis >>

X VMRay analysis >>

\) VirusBay samples >>

1 MalShare samples >>

2 ANY.RUN analysis >>
& AlienVault analysis >>
CAPE Sandbox analysis >>
© JOE Sandbox analysis >>

CteneHb pacnpoCTpaHEHHOCTU: CpenHAs.
MoapobHble cBegeHnst cobuparoTca perynsipHo.

=== \CTOPUSA CEMEWNCTBA === HISTORY OF FAMILY ===

=== BJIOK OBHOBJIEHUW === BLOCK OF UPDATES ===
O6HoBneHue ot 6 HOA6pA 2018 N gaxe paHbLle (B ceHTAOpe 2018):
[MocTt B TBUTTEpPE >>

OT0T BapmaHT nogpobHo onucaH B ctatbe Alco Ransomware >>>
Pacwupenue: .Ox4444

OTMMONOrns Ha3BaHUs pacLUMPEHUs: OX - MO-aHINIMNCKK: BOr, ObIK.
Pesynbrartel aHanusos: VT + VMRay
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https://www.hybrid-analysis.com/sample/235b4f62c63d69e0a2454dcf8d9de2c572d845f2cfccee5de09f26dfe695c9b5/5c6058637ca3e17cff333e94
https://www.virustotal.com/ru/file/235b4f62c63d69e0a2454dcf8d9de2c572d845f2cfccee5de09f26dfe695c9b5/analysis/
https://analyze.intezer.com/#/analyses/e5116791-8328-4c8d-ab28-ca2205609b36
https://app.any.run/tasks/713da46b-5df6-4d89-b833-0b6445ada798
https://twitter.com/vmray/status/1060232398976311300
https://id-ransomware.blogspot.com/2019/03/alco-ransomware.html
https://www.virustotal.com/ru/file/43e67197f48076d3c2f72de7d44d474dda0e6260a913e41fd6d4e9d1509f31c7/analysis/
https://www.vmray.com/analyses/43e67197f480/report/files.html
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O6HoBneHue ot 28 cheBpansa 2019:

Pacwwupenve: .brydreed

Email: informerdecrypted@aol.com, brydreed@india.com
3anucka: HOW TO BACK YOUR FILES.TXT

» CogepxaHue 3anuncku:

** All your files have been encrypted **

*** PLEASE READ THIS ***

**** |F YOU WANT TO GET ALL YOUR FILES BACK ****

ATTENTION

* Do not rename encrypted files.

* Do not try to decrypt your data using third party software, this can
result in complete data loss.

Send us email with your personal encryption KEY.
This email will be as confirmation your are ready to pay for decryption key.
After payment, we send you the decryption tool, that decrypt all your files.
Before paying you can send 2 file for free decryption. The total size of file
must be less than 1Mb (non archived), and files should not contain valuable
information (backups, databases, large excel-word sheets, etc.)
CONTACT US: informerdecrypted@aol.com, brydreed@india.com

KEY
NSET35KOBD6GT7*****ORP7KA2A=

O6HoBneHue ot 1 mapta 2019:

OT0T BapmaHT nogpobHo onucaH B ctatbe Alco Ransomware >>>

[MocT B TBUTTERE >>

Pacwwupenue: .Alco4444

OTMONOrnsa Ha3BaHUA paclUMPEHMS: anbKo - lOXKHOaMepUKaHckasa aukasa cobaka.
3anucka: HOW TO BACK YOUR FILES.txt
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Email: Nhina.helper@aol.com, Nhina.helper@india.com
BeposTHo, npaBunbHble agpeca: China.Helper@aol.com, China.Helper@india.com
PesynbraTthl aHanusos: VT

» CogepkaHue 3anmncku:

YOUR FILES ARE ENCRYPTED !!!

TO DECRYPT, FOLLOW THE INSTRUCTIONS:

To recover data you need decrypt tool.

To get the decrypt tool you should:

1.In the letter include your personal ID! Send me this ID in your first email to me!

2.We can give you free test for decrypt few files (NOT VALUE) and assign the price for
decryption all files!

3.After we send you instruction how to pay for decrypt tool and after payment you will receive
a decryption tool!

4.We can decrypt few files in quality the evidence that we have the decoder.

DO NOT TRY TO DO SOMETHING WITH YOUR FILES BY YOURSELF YOU WILL BRAKE
YOUR DATA !l ONLY WE ARE CAN HELP YOU! CONTACT US:

Nhina.helper@aol.com

Nhina.helper@india.com

ATTENTION "' THIS IS YOUR PERSONAL ID WICH YOU HAVE TO SEND IN FIRST
LETTER:

S/oR50rtft/2yT81cpZXZEdzhmaktbMcIM2w]uksSsP3DV***

O6HoBneHue ot 20 mapTta 2019:

OT0T BapmaHT nogpobHo onucaH B ctatbe Alco Ransomware >>>
PacwupeHue: .Mr-X666

Pesynetathl aHannsos: VT

P — = = e =5
———
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https://www.virustotal.com/#/file/d11567b0e2fd350e14259cb662486a0f4bf6af2a006180285f2ad889d0c3bf65/detection
https://pbs.twimg.com/media/D0lgDYhWkAEkl-4.jpg
https://id-ransomware.blogspot.com/2019/03/alco-ransomware.html
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https://2.bp.blogspot.com/-fSUi5AkuGWM/XJdmm1zgJcI/AAAAAAAANs4/zWTgyA_UCuE7rZjcBugBJlIt9_Ser-AZQCLcBGAs/s1600/note-20-3-19.png

O6HoBneHue ot 10 anpens 2019:

OT0T BapmaHT nogpobHo onucaH B ctatbe Alco Ransomware >>>
Pacwupenue: .Tiger4444

ATMONOrnsa Ha3BaHUA pacluMpeHuns: tiger - No-aHrMUNCKN: TUIP.
3anucka: how_to_back_files.html nnn HOW TO BACK YOUR FILES.txt

Al yoor data has Been ciphered

Albiloar

O6HoBneHue ot 11 anpensa 2019:

Tonuk Ha dhopyme >>

Pacwupenue: .tabufa

Email: tabufa@protonmail.com, tabufa@airmail.cc

®ann EXE: meaykdxuvtfy.exe nnu tuna toro.
3anuncka: how_to_back_files.html unu gpyron dann.

All your data has De clphsared

» CogepkaHue 3anmncku:

All your data has been ciphered!

The only way of recovering your files is to buy a unique decryptor.

A decryptor is fully automatical, all your data will be recovered within a few hours after it's
installation.

For purchasing a decryptor contact us by email:

tabufa@protonmail.com

If you will get no answer within 24 hours contact us by our alternate emails:
tabufa@airmail.cc
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We assure full recovery after the payment.
To verify the possibility of the recovery of your files we can decipher 1 file for free.
Attach 1 file to the letter (no more than 5Mb). Indicate your personal ID on the letter:
38 8A 79 68 5D D3 8E *** .
In reply we will send you an deciphered file and an instruction for purchasing an automatical
decryptor for all your files. After the payment we will send you a decryptor and an instructions
for protecting your computer from network vulnerabilities..
Attention!

Only tabufa@protonmail.com, tabufa@airmail.cc can decipher all your files.

Launching of antivirus programs will not help.

Changing ciphered files will result in a loose of data.

Attempts of deciphering by yourself will result in a loose of data.

Decryptors of other users are unique and will not fit your files and use of those will result in
a loose of data.

O6HoBneHue ot 17 anpens 2019:
PaclwmpeHue: .systems32x

3anucka: HOW TO BACK YOUR FILES.TXT
Email: systems32x@gmail.com
systems32x@yahoo.com
systems32x@tutanota.com
help32xme@usa.com
additional.mail@mail.com

O6HoBneHue ot 27 anpens 2019:
OTOT BapuaHT nogpobHo onncaH B ctatbe Alco Ransomware >>>
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Pacwwupenue: .Pig4444

OTUMONOrnsa Ha3BaHUA pacLUMPEHUS: pig - NO-aHIMUNCKN: CBUHBbA, MOPOCEHOK.
3anucka: HOW TO BACK YOUR FILES.txt

Pesyneratbl aHanmsos: VT + VMR

YOUR FILES ARE ENCRYPTED 111

D0 HOT TRY T0 00 SOMETHING WITH YOUR FILES 5Y YOURSELF YOU WILL SRAKE YOUR DATA 111 ONLY WE ARE CAN HELP YOUI CONTACT US:
China. helpergaol..con
China_helpergindia.con

ATTENTION 111 THIS TS YOUR PERSONAL 1D WICH YOU HAVE TO SEND IN FIRST LETTER:

Windows (CALF) i catt 1o0%

O6HoBnNeHue ot 3-5 masa 2019:

OT0T BapmaHT nogpobHo onucaH B ctatbe Alco Ransomware >>>
Pacwupenue: .Tigerd4444

OTUMONOrna HasBaHua pacumpeHus: tiger - No-aHrmuUnCKn: TUrp.
3anucka: HOW TO BACK YOUR FILES.txt

Pesyneratbl aHanu3os: VT + VMR

O6HoBneHue ot 18 masn 2019:

[ocT B TBUTTERE >>

Pacwupenue: .[epta.mcold@gmail.com]

3anucka: INSTRUCTIONSLTXT

Email: epta.mcold@gmail.com, epta.mcold@yahoo.com, epta.mcold@aol.com

ALL wour flles hewve been eacryoted ""
weE PLLASE R[AD THIS "°"
® IF ¥OHl WLWNT TO GET ALL WOUR FILDS M&lE ®ees

ATTENT TN
® O not renase encrypted files.
Os not try to decrypt peur data uiing third party software, this can
result In complete dats loss.

Eend ws emall with your perconsl enceyption KTV
Tede emadl will be sz confirmation your are ready to pay for cecryptlon key.
After payment, we s#nd you the decryption Sool, that decrypt sll your Flles.

Ecfore paying you can send 2 file for free decryption v of '
muit be lesd than 1vb (ron archived), and Tilles aluak
iaformation (backugd, databades, Llarge excel-word shibbls, eTc.)
LORTALT LS
epta.molafgmad L, cos
epto.moo Ly ahoo, coe
COTTIONAL CONTAL
rpta.moold@n E]
T2 AU FEICHEFRLE TOL LY LG OO BCHUMFA,

T RS0 RPF SH T LSV IIGUHLRS Y DS EHANF ARG

= TE[E L EANTHY

KHHZ ] TWMY 1 h
QEIIHL HNEBF P& RO P EAL

» CogepkaHue 3anmncku:
** All your files have been encrypted **
*** PLEASE READ THIS ***
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****|1F YOU WANT TO GET ALL YOUR FILES BACK ****

| ATTENTION

| * Do not rename encrypted files.

| * Do not try to decrypt your data using third party software, this can
| resultin complete data loss.

Send us email with your personal encryption KEY.
This email will be as confirmation your are ready to pay for decryption key.
After payment, we send you the decryption tool, that decrypt all your files.
Before paying you can send 2 file for free decryption. The total size of file
must be less than 1Mb (non archived), and files should not contain valuable
information (backups, databases, large excel-word sheets, etc.)
CONTACT US:
epta.mcold@gmail.com
epta.mcold@yahoo.com
ADDITIONAL CONTACTS:
epta.mcold@aol.com

KEY
EFLNUWGRCNGXJOBXRNJ4JETCGDCJ6ZN76 WWLKAG5YHLT27A***

Email: middleman2020@protonmail.com, middleman2020@tutanota.com

& B R PT B

O6HoBneHue ot 18 nroHsa 2019:

[locT B TBUTTEPRE >>

OT0T BapmaHT nogpobHo onucaH B ctatbe Alco Ransomware >>>
Pacwupenue: .pig4444

OTUMOSOrnsa Ha3BaHus pacwmnpeHna: plg - NO-aHIMNNCKN: CBUHbS, MOPOCEHOK.

3anucka: HOW TO BACK YOUR FILES.TXT

11/17
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https://twitter.com/petrovic082/status/1141088158345551874
https://id-ransomware.blogspot.com/2019/03/alco-ransomware.html

O6HoBneHue ot 21 uroHsa 2019:
OTOT BapuaHT nogpobHo onucaH B ctatbe Alco Ransomware >>>
PacwwupeHnuve: .Horse4444

OTMoNorusa HasBaHua paclwmpeHus: horse - No-aHIMUNCKK: Nnowab, KOHb.
3anucka: HOW_TO_BACK FILES.txt

-

O6HoBneHue ot 1 uions 2019:

[locT B TBUTTERE >>

310 He oTHOCUTCA Hanpamyro K Maoloa Ransomware!

Email: Decryptcn@protonmail.ch

URL: xxxx://47.92.55.239/s/

3anuckn: HOW_TO_BACK_YOUR_FILES.txt Ha KNTalCKOM 1 aHIMMACKOM A3blKax
HOW_TO BACK_YOUR_FILES.txt - Ha aHrMnCKOM A3bIke

TekcT 3anuncku B3aT n3 Maoloa nnu Alco, kotopble cam nmuTupytoT 3anncky Globelmposter,
HO MMEIT CBOM OCOBEHHOCTH.
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https://1.bp.blogspot.com/-mXBXz4Vf3N4/XQvNabbyUyI/AAAAAAAAO3A/HEFKRxKbhoYXQemEmRou-a8CZvWW1dfPwCLcBGAs/s1600/note-18-6-19.png
https://id-ransomware.blogspot.com/2019/03/alco-ransomware.html
https://1.bp.blogspot.com/-b1Y06bp16n8/XRe3qXkbU1I/AAAAAAAAO9Y/AeTHZlkxx2k7D1l7ceLrBlmkPy6SAswOACLcBGAs/s1600/note-21-6-19.png
https://twitter.com/petrovic082/status/1146074942313783297

Npentudukaums B IDR: cHavana "Fake Globelmposter”, notom "ChineseRarypt" no moemy
Ha3BaHuto B cTaTbe ChineseRarypt Ransomware.

Momewaet gannbl B Rar-apxms BMeCTO WndpoBaHus. [aponb MOXET HaxoauTbCsl B TOW Xe
anpekTopuu, B Rar-cpanne. Ctatbsa ot Tencent no atomy chansiumsomy Globelmposter >>

O6HoBneHue ot 10 uronsa 2019:

Tonuk Ha dhopyme >>

Pacwupenue: .shelbyboom

Email: shelbyboom@protonmail.com, shelbyboom@cock.li
3anuncka: how_to_back_files.html

O6HoBneHue ot 17 urons 2019:

Tonvk Ha dhopyme >>

Pacwwupenue: .diller13

3anucka: how_to_back_files.html

Email: diller13@protonmail.com, diller13@cock.li
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https://1.bp.blogspot.com/-jNp6td9oEiA/XRuFQCac5TI/AAAAAAAAO_I/cYJEoyjn3jsyNjd2VKwT4j_NDYtAnXnJgCLcBGAs/s1600/china%252Beng-note.png
https://1.bp.blogspot.com/-D_WIF3PCmb0/XRuFTzsY-mI/AAAAAAAAO_M/1EwQU5NYIZoOopx3w2APzMP3F92_Fqi9gCLcBGAs/s1600/eng-note.png
https://id-ransomware.blogspot.com/2019/07/chineserarypt-ransomware.html
https://bbs.kafan.cn/thread-2153436-1-1.html
https://support.emsisoft.com/topic/31466-assistance-needed-with-ransomware/
https://1.bp.blogspot.com/-q9COQrLcSDk/XSb0EgBvFoI/AAAAAAAAPGI/_MNFnGQHzVg37FlR3CubreBhWumZzbaVgCLcBGAs/s1600/note-10-7-19.png
https://support.emsisoft.com/topic/31500-diller13/
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» CogepkaHue 3anmncku:

All your data has been ciphered!

The only way of recovering your files is to buy a unique decryptor.

A decryptor is fully automatical, all your data will be recovered within a few hours after it's
installation.

For purchasing a decryptor contact us by email:

diller13@protonmail.com

If you will get no answer within 24 hours contact us by our alternate emails:

diller13@cock.li

We assure full recovery after the payment.

To verify the possibility of the recovery of your files we can decipher 1 file for free.

Attach 1 file to the letter (no more than 25Mb). Indicate your personal ID on the letter:

2044 81 30 49 01 DO 83 *** (768 3akoB c npobenamm).

In reply we will send you an deciphered file and an instruction for purchasing an automatical
decryptor for all your files. After the payment we will send you a decryptor and an instructions
for protecting your computer from network vulnerabilities..

Attention!

Only diller13@protonmail.com, diller13@cock.li can decipher all your files.

Launching of antivirus programs will not help.

Changing ciphered files will result in a loose of data.

Attempts of deciphering by yourself will result in a loose of data.

Decryptors of other users are unique and will not fit your files and use of those will result in a
loose of data.

O6HoBneHue ot 22 nrons 2019:

OTO0T BapuaHT nogpobHo onuncaH B ctatbe Alco Ransomware >>>
PacwwupeHue: .Rabbit4444

3anucka: He HangeHa.

O6HoBneHue ot 25 aBrycta 2019:
HoBas ngeHtudukauyms: ctatba Maola Ransomware >>
Pacwwupenue: .decrypt019
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https://1.bp.blogspot.com/-GUbWKAOuoBo/XTBZnUWK_JI/AAAAAAAAPKk/j71yxvMJGaQIHzTH8BLOFw_d6hSYzGc0ACLcBGAs/s1600/note.png
https://id-ransomware.blogspot.com/2019/03/alco-ransomware.html
https://id-ransomware.blogspot.com/2019/02/maoloa-ransomware.html

3anucka: how_to_back_files.html

Email: decrypt019@protonmail.com, decrypt2019@outlook.com

AN your data has boen ciphared!

.........

--- nponyweHHble BapnaHTbl ---

=== 2020 ===

O6HoBneHue ot 22 aHBapsa 2020:
PacwwupeHue: .system32x
Email: systems32@gmail.com, systems32x@yahoo.com

CneunanbHbii hann ids.txt cogepxuTt ID, HanucaHHbIK 9 pas.

3anuncka B EXE-cpopmate: 'INSTRUCTIONS!!.exe
EXE-gannbl: msopsm.exe, system32x.exe
Pesynbrathl aHanusos: VT + VT + VT

#ALL YOUR FILES HAVE BEEN
ENCEYPTED &
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https://1.bp.blogspot.com/-mF-6FZHFAQY/XXZTwHz0h1I/AAAAAAAAPrI/rZvGuuJhR8cgJ-lR36TQIhKlOPO80H1nACLcBGAs/s1600/Screenshot_1.jpg
https://www.virustotal.com/gui/file/a91bcee7f68a95fb85371b9ca32cbc8332d154d2f3180fdde9de2554e9cd1739/detection
https://www.virustotal.com/gui/file/8bae546576fc926c4030f7f5c285842c3d00300ad8c0eac0c7b5dd93c2893bd2/detection
https://www.virustotal.com/gui/file/a662fecb5d0f5767e304fb5fc76050380ff076dd423b4df946e1baf888ab48be/detection
https://1.bp.blogspot.com/-jh52MsOs_-I/Xi_KQACR-QI/AAAAAAAARe8/4qyUapwAh3Er1_5WRszQg3igSxlJMo9ygCLcBGAsYHQ/s1600/note-z.png

=== 2021 ===

BapuaHT o1 20 sHBapsa 2021:

Tonuk Ha dhopyme >>

Pacwwupenue: .Encrypted

Email: opticodbestbad@aol.com, opticodbestbad@mail.ee
3anucka: info.html

Pesynetatbl aHanunsos: VT + TG

S OUR FILES

BapuaHT ot 10 anpens 2021:

CoobuieHve >>

Pacwwupenue: .charlie.j0hnson

3anucka: HOW TO RETURN YOU FILES.exe
Pesynerathl aHanunsos: VT + 1A + TG
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https://www.bleepingcomputer.com/forums/t/741347/
https://www.virustotal.com/gui/file/98e9d8b6c7432f168af28106b8868b989f14727d2295ff1bd8f7052ceb8e98c7/detection
https://tria.ge/210122-d4vhnc3qv6/behavioral1
https://1.bp.blogspot.com/-kL93dqrBXPM/YWa4Dd6xOHI/AAAAAAAAaf8/UsHlB0JN70IvuNez6W2_tlcKP2vUD13YACLcBGAsYHQ/s1092/note.png
https://twitter.com/fbgwls245/status/1380857023563108354
https://www.virustotal.com/gui/file/d7f19de8eb2461c635c0170448a58a1ec6e6de014b4410883f87d0b5d7868e65/detection
https://analyze.intezer.com/analyses/192529fc-35d8-4b44-bfb9-6c765bfcb6b2
https://tria.ge/210410-pjqlvlb4w2/behavioral1
https://1.bp.blogspot.com/-2IXFRa10A1M/YHnXyzVClWI/AAAAAAAAZFI/4d1UdglVqVEXRDfwh9ovj8xeL54Smzn6gCLcBGAsYHQ/s736/full-screen.png

=== BJIOK CCbIJTOK n CITACUBOK = BLOCK OF LINKS AND THANKS

|http:, Read to links:
.3

+ myTweet
ID Ransomware (ID as Maoloa)
Write-up, Topic of Support

Thanks:

S!Ri, Michael Gillespie
Andrew Ivanov (author), Thyrex

Petrovic
*

© Amigo-A (Andrew Ivanov): All blog articles.

17/17


https://1.bp.blogspot.com/-YJT7YSOpDWg/YHnX9MblZnI/AAAAAAAAZFM/ExO2c8gK9okE-Scr1BpF7imDesVba8WMwCLcBGAsYHQ/s1280/1.png
https://1.bp.blogspot.com/-faTOOBdauVQ/YHnYBc8G1gI/AAAAAAAAZFQ/mmQ9Rm1SPaA8bEKMku-Ol1LFIqzdnl77wCLcBGAsYHQ/s1280/3.png
https://2.bp.blogspot.com/-k2W-6Z-IzMI/WxaD-UpoZ0I/AAAAAAAAKpg/msP3lBapJWkaJi_oTiWgQ6Y-2UrMr5IugCLcBGAs/s1600/address%252Btw.png
https://twitter.com/Amigo_A_/status/1094657297958211584
https://1.bp.blogspot.com/-dKH21b0Rez8/V7wlH7UufMI/AAAAAAAABM4/9dz-mLgRy4sAnOJVa-qLHY7MMMJDzoNUQCLcB/s1600/big-thanks2.png

